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Speed of Capability 

The U.S. DoD is the envy of all nations, but …
• Near-peer competitors are progressing faster than we change

• e.g., COTS tools & building blocks are available to all
• New threats are vexing in key warfare areas 

• To move faster, we need a different approach
• The environment is ripe with opportunities for new approaches

Harness the innovation engine of the nation & the world
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Setting the Stage for a New 
Approach – What’s Different 
About Going Modular & 
Delivering Rapidly?
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Everything on the table to change the DoD acquisition ecosystem: 
• Continuous change in the field
• Financial management
• Business
• Organization
• Contracts
• Incentives
• Training
• Certification
• Operations

Nimble Responses to Nimble Adversaries 
via Modularity & Rapid Delivery

Establish the environments to support exquisite capability
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Move to Modularity & All That It Means

Cyber-physical products are never done



7Capability Composition & Data Interoperability to Achieve 
More Effective Results than DoD System-of-Systems Strategies
© 2018 Carnegie Mellon University

DISTRIBUTION STATEMENT A: Approved for Public Release & unlimited distribution

Move to Modularity & All That It Means

Cyber-physical products are never done
Continuous engineering & development/operations pairing
• No software part of a product ever gets to “sustainment”
• Everything is being improved 

throughout the lifecycle
• The new “requirement” is stable –

be operationally relevant
• Capability is delivered in modules, 

as soon as they are ready
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Setting the Stage: An 
Architecture-Centric Approach
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Architecture-Centric Approach

• Address military requirement for 
flexibility

• Optimize trade space for long-term 
responsiveness & 
performance

• Address continuous 
modular improvement in 
design

• Identify areas for innovation 
growth

• Tie development to operations 
and warfighter responsiveness

Software 
Engineering

Systems
Engineering

Architecture
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Purpose-Built / Tight Coupling Results
in Limited Use
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Foundational Architectures Designed to 
Support Loose Coupling & High Cohesion
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The Power of Technical Frameworks: Avionics
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The Power of Technical Frameworks: Automotive
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Organizational Impacts to 
Going All-in to Achieve 
Flexibility & Speed of 
Delivered Capability
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Proposed Organizational Construct
Natural alignment & separation of concerns
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Platform acquisition is the receptacle for payloads 
of composed module (does not develop payloads)
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R&E creates payloads out of modules to create effects 
(responsive to platform to create military effect)
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A&S establishes the foundational environment to deploy modules 
(responsive to the needs of R&E in a way that fits the platform)
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Separation of Concerns: A&S & R&E

• Payloads composed of 
loosely coupled modules

• Foundation architectures 
support the modules

• Focused upgrades, with 
solid understanding of 
impacts

• Data architectures to support 
discoverable capabilities
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Addressing Goldwater–Nichols
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Business & Contracting 
Impacts to Going All-in on 
Modularity & Rapid 
Improvements
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Open Acquisition Strategy
Government is the “business integrator”

• Frameworks/Data 
Architectures

• Platforms
• Integration
• Capabilities
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Open Acquisition Strategy
Government is the “business integrator”
21st-Century IP strategy: Targeted 
rights to share information

• Modules can be replaced risk-
prudently
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Open Acquisition Strategy
Government is the “business integrator”
21st-Century IP strategy: Targeted rights 
to share information
Choose where to invoke innovation, e.g. 

• Where warfighting requirements 
change quickly

• Where industry is investing 
• Where there is strong competition 

& multiple providers
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REQUIREMENTS

WARFIGHTER

TECHNOLOGY

Putting it all into motion - Contracts

CONTRACTS

Product-Lines composed of 
replacable modules

Integration

Platform 
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Payload 
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Requirement
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Business Strategy that Matches the 
Technical Strategy

• Buy the way it is sold
• Software is constantly 

changed
• Standards are constantly 

evolving
• All players participate in 

the environment
• Data architecture
• Reference frameworks
• Strategic reuse
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Actions
• Establish new budgetary 

framework for modules that 
are constantly being revised 
& replaced onto open 
foundations

• Establish technical 
architectures that support 
containerization & 
microservices

• Require flexibility, adaptability, 
upgradability, resiliency, & 
recoverability from cyber 
attacks & battle damage
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Outcomes
• Elimination of big overruns & 

misaligned investments
• Capabilities that are durable, 

self-healing, & interoperable
• Upgrading of capability in the 

field when it is ready
• Strategic/operationally 

relevant capability alignment
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Questions
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Benefits of Modularity
• Modular

• Business model

• Innovation

• Renumeration

• Competition

• Buy the way it is sold

• Contracting

• Nontraditional suppliers

• IP strategy (good, bad, & ugly)

• Constant discovery of better development 
methods vs. DoD “Issuances” of 
approved process

• Incentivize beneficial behavior

• Culture

• Feedback from the field

• Maintenance in the lab

• Cyber testing (white, gray, 
black boxes)

• Rapid continuous delivery

• Training/acceptance of new 
functionality

• Robust delivered capability

• Management of deployed 
capability

• T&E/certification

• Discovery & reaction vs. fixed 
known requirements
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•FACE

 Platform Specific Services Segment

 I/O Services
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Platform Device Services Radar
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MIL-STD-1553

429
Svc

232
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  Operating System Segment

Portable Components Segment
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Drivers
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Driver

RS-232
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DDS . . .
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O/S API

GPS EGI

TS

Distribution Capabilities

IO O/S
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ServicesQoS

Portable Applications
App1 App2Fusion

1553
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O/S
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Legacy 27Sept11

Platform Common Services
Health MonitoringConfiguration Service Graphics Services

GLX
Server
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739

CORBA ARINC/
POSIX

• Supported by 80+ defense firms 
(and growing): LM, GD, Raytheon, 
NG, Boeing, etc.

• DoD Services-led consortium, 
supported by an international 
standards body

• Open technical architecture: 
participate, vice develop

• Facilitates modular innovation
• Continuously competitive 

procurement processes
• Modular capability delivery 

independent of TIs

Robust, Secure, Interoperable Modular Open System Architectures 

FACE: A Government-Led, Industry-Supported 
TRF
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Shared Foundation Tools
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AFFORDABILITY

EW
IO/EA

ASW
M/W

EXP

AAW

TRF

TRF

TRF

TRF

TRF

EO/IR

CAPABILITY

INTEROPERABILITY

Coordinated        
Data Models

DICTIONARY
Set of terms for a 
specific environment

IMPROVED ABILITIES TO:

• Extend
• Integrate
• Replace
• Scale Up

RESULTS OF

INTEROPERABILITY

CONSISTENT RULES FOR 
CONSTRUCTION

(GRAMMAR)

Rules for Construction Lead to 
Interoperability
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