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DevOps and How it started

DevOps is a set of principles and practices emphasizing collaboration 
and communication between software development teams and IT 
operations staff along with acquirers, suppliers and other stakeholders in 
the life cycle of a software system [1]

[1] IEEE P2675 DevOps Standard for Building Reliable and Secure Systems Including Application Build, Package and Deployment

• Patrick Debois “Agile infrastructure and operations: how infra-gile are you?”, Agile 2008 Conference

• John Allspaw “ 10+Deploys per Day: Dev and Ops Cooperation”, Velocity 2009

• DevOpsDays,  October 30th 2009,  #DevOps term born
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DevOps has four Fundamental Principles

Collaboration: between project team roles

Infrastructure as Code: all assets are versioned, scripted, and shared where possible

Automation: deployment, testing, provisioning, any manual or human-error-prone 
process

Monitoring: any metric in the development or operational spaces that can inform 
priorities, direction, and policy
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Automation with IaC, CI, CD
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Introducing 
The DevOps Factory
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DevSecOps is a model on integrating the software 
development  and operational process considering 
security activities:  requirements, design, coding, 
testing ….
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Phases
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Feature Request
• Strategy & Metrics
• Policy & Governance
• Education & Security Guidance
• Organizational Risk Factors
• Threat Assessment
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Requirements
• Security Requirements (SFR/SAR)
• Risk Assessment
• Abuse Case Development
• Threat Modelling
• Security Stories
• Screen Development Tools
• Secure/Hardened Environments
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Architecture & Design
• Security Architecture
• Architectural Risk Analysis
• Security Design Requirements
• Attack Surface Analysis
• Threat Modelling
• Vulnerability Analysis  and Flow 

Hypothesis
• Security Design Review
• Dependencies List, Open-source 

libraries
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Development
• Secure Coding Practices
• Security Focused Code Review
• Deprecate Unsafe Functions
• Perform Security Unit Testing
• Static Code Analysis
• Checking of process and procedures 

for secure coding & traceability
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Testing
• Security Test Planning
• Security Testing
• Fuzz Testing
• Risk Based Security Testing
• Perform Dynamic Analysis
• Penetration Testing
• Verification of Security 

Implementation
• Verification of Process and 

Procedures
• Dependency Monitoring
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Delivery
• Container Security
• Final Security Review
• Certify, Release and Archive
• Security Acceptance Testing
• Transition Incident Response Plan
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Deploy
• Application Security Monitoring
• Secure Deployment Process
• Secure Environment
• Secure Operational Enablement



18Build Secure Application with DevSecOps!
© 2018 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

Data…
• Deployment Frequency
• Change Lead Time and Volume
• Change Failure Rate
• Mean Time To Recovery (MTTR)
• Mean Time to Detection (MTTD)
• Issue Volume and Resolution Time
• Time to Approval
• Time to Patch Vulnerabilities
• Development and Application 

Logging Availability
• Retention Control Compliance
• SAR  Findings
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Data…
• Attack Vector Details (IP, Stack 

Trace, Time, Rate of Attack, etc)
• Server Disk Space, Load and 

Process Monitoring
• Application Performance
• Maximize Monitoring
• Change in Size to Code Base
• Most Active Code Contributors
• Most Changed Code Areas
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Think Security 
from Inception to 
Deploy and 
improve every 
delivery
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For more information…

DevOps Blog: https://insights.sei.cmu.edu/devops
Webinar : https://www.sei.cmu.edu/publications/webinars/index.cfm
Podcast : https://www.sei.cmu.edu/publications/podcasts/index.cfm

https://insights.sei.cmu.edu/devops
https://www.sei.cmu.edu/publications/webinars/index.cfm
https://www.sei.cmu.edu/publications/podcasts/index.cfm
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SLS team GitHub Projects
• Once Click DevOps deployment

https://github.com/SLS-ALL/devops-microcosm
• Sample app with DevOps Process 

https://github.com/SLS-ALL/flask_api_sample
• Tagged checkpoints
• v0.1.0: base Flask project
• v0.2.0: Vagrant development configuration
• v0.3.0: Test environment and Fabric deployment
• v0.4.0: Upstart services, external configuration files
• v0.5.0: Production environment

• On YouTube:
https://www.youtube.com/watch?v=5nQlJ-FWA5A

https://github.com/SLS-ALL/devops-microcosm
https://www.youtube.com/watch?v=5nQlJ-FWA5A
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Any Questions?

Hasan Yasar
Technical Manager, 
Secure Lifecycle Solutions 
hyasar@sei.cmu.edu
@securelifecycle

mailto:hyasar@sei.cmu.edu
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