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Virtual Integration and Assurance of Safety-
Critical Software-Reliant Systems

Reduced Defect Leakage through Early 
Analytical Assurance is Critical

Problem: 
Software increasingly dominates safety and mission critical 
system development cost. 
80% of issues discovered post unit test.
Solution: Early discovery of system level issues through 
virtual integration and incremental analytical assurance.

Approach: 
International standard based technology matured into 
practice through pilot projects and industry initiatives.
Open source research prototyping platform continually 
enhances analysis, verification, and generation capabilities.
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We Rely on Software for Safe System Operation

How do you upgrade washing 
machine software?

Intentional misbehavior. 
Fixing bugs in misbehaving 

software. 

Embedded software 
systems introduce a new 

class of problems not 
addressed by traditional 
system safety analysis
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Total System Cost    
Boeing 777 $12B   Boeing 787 $24B  F-35 $59B

Software as % of total system cost
1997: 45% → 2010: 66% → 2024: 88%

Post-unit test software rework cost 
50% of total system cost and growing

Requirements
Architecture Design

Acceptance 
Test

Unit 
Test

Code Integration 
Test

Operation

Where Faults are Found

Where Faults are Introduced

Nominal Cost Per Fault 
for Fault Removal

Critical System Cost Drivers
Software Development Life Cycle

80% of defects discovered post unit test
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Mismatched Assumptions in System Interactions

System Engineer Control Engineer

System
Under 
Control

Control
System

Physical Plant 
Characteristics
Lag, proximity

Operator Error
Automation & 
human actions
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Impact of 

system failures A
pplication D

eveloper

Compute
Platform

Runtime
Architecture

Application
Software

Embedded SW System Engineer

Time-sensitive event 
& data Stream 

Latency jitter effects 
Sampled event loss

Measurement units, value range 
Boolean/Integer abstraction

Air Canada, Ariane, 7500 Boolean 
variable architecture

Concurrency Communication
Data corruption, asymmetric 

replication errors, mode confusion

Virtualization & Redundancy
Logical vs physical redundancy, 

virtualized time

Hardware
Engineer

Embedded software system 
as major source of hazards

Why do system level failures still occur despite fault 
tolerance techniques being deployed in systems?
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Model Based Engineering (MBE)
Modeling and Simulation have been around for a long time
Continuous and discrete state modeling, verification and code generation 
of detailed design (Mathworks Simulink, ANSYS SCADE)
Software modeling through UML with limited semantics
Early system modeling with SysML

Our MBE Focus

Safety-Critical Software Systems 
with stringent Safety, Security, 

and Performance Requirements 
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Architecture Analysis & Design Language (AADL)

Computer System
Hardware & OS

Physical platform
Aircraft

Command & 
Control

Deployed on
Utilizes

Physical interface
Platform component

AADL focuses on interaction between the three elements 
of embedded software systems.

Embedded Operational 
Avionics & Mission

Software
The Software System

SW Design & Runtime 
Architecture

The Computer System
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SAE AADL Standard Suite (AS-5506 series)
Core AADL language standard (V2.2-Jan 2017, V1-Nov 2004) 

• Strongly typed language with well-defined semantics
• Textual and graphical notation
• AADL V3 in progress

Standardized AADL Extensions
Error Model (EMV2) Annex for safety, reliability, security analysis

ARINC653 Annex for partitioned architectures
Behavior Specification Annex for modes and interaction behavior

Data Modeling Annex for interfacing with data models (UML, ASN.1, …)
Runtime System Annex for executive generation

AADL Extensions in Progress
Networking Annex

Security Annex
Requirements Definition and Assurance Language

Synchronous System Specification Language
Hybrid System Specification Language

System Constraint Specification Language

Peter Feiler has been the 
technical lead since 1999

Authored core AADL and EMV2
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Analyzable Architecture Models Discover System 
Level Issues Early in Development

Change of Encryption 
from 128 bit to 256 bit

Higher CPU 
Demand

Increased 
Latency

Affects Temporal 
Correctness

Potential New 
Hazard

SAE AS5506 AADL

One change drives multiple 
system issues

SAFETY & 
RELIABILITY

Single Source of Truth 
Through Generated 

Analysis Models
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SAE AADL & Architecture-centric Virtual Integration
Evolution, Maturation and Transition 

SAE AADL Standard & Tool Support: Research Transition Platform

2004 2008 2010 2012 2014 2016 2020

Army and other Government Shadow Projects

Common
Avionics

Architecture
System

Apache
Block III
ATAM CH47F

Health 
Monitor

JPL
Mission Data 

System

DARPA
MetaH
ACME

AADLV1
Error Model

US & European Research Initiatives

European
Commission
SLIM/FIACRE

DARPA
META

DARPA
HACMS
Security

Other Standards and Regulatory Guidance

OMG 
MARTE

Embedded
Systems

ARINC653
Partitions

Regulatory Guidance
NRC, FDA, UL

Avionics Network 
Standards

System Safety 
Practice Standards

System Architecture Virtual Integration (SAVI) Software & Systems Engineering

AADLV1
Timing

Software & System
Co-engineering

Requirements
Assurance

Multi-team
Safety

JMR TD: ACVIP Shadow Projects

Future Vertical Lift

Virtual System 
Integration System Assurance

Architecture-centric 
Acquisition

AMRDEC has funded AADL standards development since 1999
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Army Pilot Projects with AADL
Common Avionics Architecture System (CAAS) 2004

• Modeling and analysis of reference architecture
Comparative study of 6 CAAS based helicopter systems 2007

• Single AADL model identifies commonalities and differences
Apache Block III Model-based Architecture Evaluation (ATAM) 2008

• AADL modeling during ATAM uncovers additional issues
ASSIP Real-time System State-of-the-Art 2009

• Virtual system integration as emerging technology
Virtual Upgrade Validation Method (VUV) 2010

• Codifies software system root cause areas
Apache Mission Processor Upgrade Study 2011

• Application of VUV method
Reliability Improvement Framework Study  for Aviation Engineering Directorate 2011

• Four pillars of a qualification improvement strategy
Apache Flight Management System 2012

• Analyzed 3100 page requirement document with 7500 global Boolean flags 
CH47-F Health Monitoring System Upgrade study 2012

• Pre-CDR discovery of system issues
AMRDEC JMR program 2014-2020

• Technology roadmap & ACVIP shadow project (FY14/15), MSAD (FY16/17), Capstone (FY18-19)
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Investment Highlights
SEI & AMRDEC SED long term strategy for maturing architecture-centric virtual system integration
International commercial aerospace industry AVSI SAVI
D-MILS Euro-MILS: Design of Secure Systems
Multiple projects in DARPA META&HACMS programs
NASA research by University Minn & Rockwell Collins
10+ Chinese patents based on papers written by others

Spreading the Word

Architecture-Centric Virtual System Integration with AADL

Workbenches
OSATE: Open source by SEI
AADL Inspector: commercial
TASTE: European Space Agency
MASIW: Russian aerospace
ANSYS: Commercial Tool Suite

5000+ OSATE Downloads per release
53,000 separate visitors to AADL website
AADL Book by Feiler/Gluch
20+ SEI blog posts, 40+ podcasts, 1 webinar
60+ SEI publications
1000+ publications by others

http://images.google.com/imgres?imgurl=http://www.united-states-map.org/images/american-flag.gif&imgrefurl=http://www.united-states-map.org/american-flag.htm&h=352&w=560&sz=37&hl=en&start=1&tbnid=Ej2l_hUHOf-YOM:&tbnh=84&tbnw=133&prev=/images?q=american+flag&gbv=2&svnum=10&hl=en
http://images.google.com/imgres?imgurl=http://www.united-states-map.org/images/american-flag.gif&imgrefurl=http://www.united-states-map.org/american-flag.htm&h=352&w=560&sz=37&hl=en&start=1&tbnid=Ej2l_hUHOf-YOM:&tbnh=84&tbnw=133&prev=/images?q=american+flag&gbv=2&svnum=10&hl=en
http://images.google.com/imgres?imgurl=http://www.uib.no/bot/bilder/eu-flag.gif&imgrefurl=http://www.uib.no/bot/mcts/index.htm&h=349&w=519&sz=4&hl=en&start=1&tbnid=hVHHnfoBEKOrbM:&tbnh=88&tbnw=131&prev=/images?q=European+Union+flag&gbv=2&svnum=10&hl=en&sa=G
http://images.google.com/imgres?imgurl=http://www.uib.no/bot/bilder/eu-flag.gif&imgrefurl=http://www.uib.no/bot/mcts/index.htm&h=349&w=519&sz=4&hl=en&start=1&tbnid=hVHHnfoBEKOrbM:&tbnh=88&tbnw=131&prev=/images?q=European+Union+flag&gbv=2&svnum=10&hl=en&sa=G


14
AADL: Past, Present and Future
Feiler  March 2018
© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for 
public release and unlimited distribution.

OSATE
Eclipse-based Open Source AADL Tool Environment (OSATE)

• No cost license under EPL license
• Reference implementation of core AADL and annex standards
• Original release in 2004 with publication of AADL standard
• Maintained on GitHub
• OSATE release cycle

• Quarterly stable release, Nightly builds
• AADL/OSATE community

• AADL Wiki
• Aadl.info and osate.org websites
• Discussion forums

• Used in pilot projects 
• SEI customer work, Industry and universities around the world

• Research prototyping platform 
• European projects, DARPA META and HAMCS projects
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Resource
Budget
Latency 
Analysis

Safety (FHA, 
FTA, FMEA)

RMA/EDF
Resource 
Allocation

Functional
Integration

Analysis
Capabilities

MAST Scheduling

Resolute & Agree
Rockwell Collins 

SMACCM

Ocarina Partition Code 
Generation for DeOS, 

VxWorks

Integrated SEI & 
External Contributions

Multi core Scheduling
Mixed-criticality (zero 

slack) scheduling

SPICA Scheduling
FASTAR Global Timing 

Role specific 
workflow

Usability
Capabilities

Context 
sensitive assist

Graphical Editor

ARINC653 
verification

OSATE Workbench Capabilities

AADL
EMV2

Behavior

Semantic
Consistency

Type
Consistency

Modeling
Capabilities

Team Mgmt
Version Control

SCADE
Simulink
Import

Data Model
ARINC 653
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Sampling of International Efforts Leveraging SAE AADL

ITEA SPICES
Model-Driven Embedded 

Systems Engineering
15 partners €16M 2006-2009

TOPCASED
Open Source Embedded
Systems Tool Framework

28 partners €20+M 2005-2009

ESA TASTE
System & SW 

Validation & Generation
2010-current

EC ASSERT
Proof-based Satellite

Architectures 
ESA + 30 partners
€15M 2004-2007

IST ARTIST2
Embedded Systems
Center of Excellence

2007-2012 

OpenGroup
Real-Time Forum
EU + US partners

2008-current

AVSI SAVI
Analysis-based System Validation

12 partners $20M 2008-2017

DARPA META
Complex System 

Engineering
2010-2012

ESA COMPASS
System SW Co-engineering

2008-2015

PARSEC
Safety/security focus

2010-2013

Flex-eWare
Auto Code Generation

2007-2010

PROARTIS
Partitioned RT systems

2010-2013 € 1.8M 

RAMSES
Auto Code Generation

2012-current

MASIW
Avionics Workbench

2011-current
$2M+ per year

P Project
Auto Code Gen

2011-2014

D-MILS
Design of Secure Systems

2013 - $4.9M

Integrated Clinical
Environment 

Device Certification
FDA KSU

2011-current

OPEES
Formal analysis

2011-2014

Compositional 
Timing Framework

OSD 2014

DARPA HACMS
Security in CPS

RC formal methods
2013-2015

AADL Inspector
Ellidiss

2010-current
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From Research to Practice under SEI 
Leadership

Integration of MetaH
(Honeywell) and 

ACME (CMU) 
concepts 1998-2003 

[AMRDEC]

SAE AADL 
Standard 2004 

[AMRDEC]

CAAS Study 
2004 [AMRDEC]

ESA ASSERT Project 
2004-7 [European 

Commission 15M Euro]

Constraint-based 
Resource Allocation 

2003 (DeNiz CMU PhD)

OSATE Workbench 
2004- [SEI Line, 

AMRDEC, OASD]

End-to-end 
Latency Analysis 
2005 [SEI LENS]

Apache ATAM 
2008 [AMRDEC]

Mission Data System 
2009 [NASA JPL]

SAVI Proof of Concept 
Study 2008-9 
[AVSI/Boeing]

Software Root 
Cause Study 2009 

[SEI Line]

Virtual Upgrade 
Validation (VUV) 

method 2010 [ASSIP]

Apache Upgrade 
Study 2011 [AMRDEC]

CH47F Upgrade 
Study 2012 
[AMRDEC]

Common Fault 
Ontology 2012 

[SEI Line]

SAE Error Model 
V2 Standard 2015

[AMRDEC]

SAVI & SAE S18 
Wheel Braking System

2014-15 [AMRDEC]

RR Stepper Motor 
Study 2013-14 [Line]
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Boeing 777
Accident Analysis

Studying Real Systems

F-35 Performance Study

SAVI & SAE S18
Wheel Braking System
Accident Case Study

DARPA HACMS
No Security Break-in
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 Multi-tier system & software architecture (in AADL)
 Incremental end-to-end verification of system properties

LRU/IMA System: (Tier 2)
Hardware platform, software partitions
Power, MIPS, RAM capacity & budgets
End-to-end flow latency

Subcontracted software subsystem: (Tier 3)
Tasks, periods, execution time
Software allocation, schedulability
Generated executables

OEM & Subcontractor:
Subsystem proposal validation
Functional integration consistency
Data bus protocol mappings

Incremental Multi-Tier Assurance in SAVI

Proof of Concept Demonstration and Transition by Aerospace industry initiative
• Architecture-centric model-based software and system engineering
• Architecture-centric model-based acquisition and development process
• Multi notation, multi team model repository & standardized model interchange

Aircraft: (Tier 0)

Repeated Virtual Integration Analyses:
Power/weight
MIPS/RAM, Scheduling
End-to-end latency
Network bandwidth

System & SW Engineering:
Mechatronics: Actuator & Wings
Safety Analysis (FHA, FMEA)
Reliability Analysis (MTTF)

Aircraft system: (Tier 1)
Engine, Landing Gear, Cockpit, …
Weight, Electrical, Fuel, Hydraulics,…
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Verification: Assurance and Qualification 
Improvement Strategy

2010 SEI Study for AMRDEC 
Aviation Engineering Directorate

NIST Study

National Research 
Council Study  2007
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Increased Confidence Through Verification And 
Testing

Benefits of Virtual System Integration & 
Incremental Lifecycle Assurance
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Maturing practices and raising TRL of tool support
• FY14-15:  AADL Workbench (OASD funded)
• FY15-21:  AMRDEC and JMR support (funded)
• FY18-19: Integration with FACE (funded)

Broadening perspective from development to assurance
• FY15-16:  Incremental Life Cycle Assurance of Critical Systems
• FY16-17:  Automated Assurance of Security Policy Enforcement
• FY17: Guided 
• FY18-20: Integrated Safety & Security Engineering of Mission Critical 

System

New domains & organizations (regulatory agencies)
• FY15-17: NRC (funded)
• FY15-16: FAA (funded, collaboration)
• FY15-17: FDA/KSU (collaboration)

Current Projects
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Looking Ahead
Technology Creation and Maturation Funding
• Continued evolution of SAE AADL standard suite
• Common approach to system safety and security robustness
• Integration with other standards (network, security, safety, multi-core)
• Integration with system engineering practices

Transition of Virtual Integration Technology Funding
• Training, mentoring, community of interest lessons learned
• Cost effectiveness studies
• Transition to other programs
• Incorporation into acquisition process

This Requires Coordinated Community Investment
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AADL Website www.aadl.info and AADL Wiki www.aadl.info/wiki

Blog entries and podcasts on AADL at www.sei.cmu.edu

AADL Book in SEI Series of Addison-Wesley 
http://www.informit.com/store/product.aspx?isbn=0321888944

On AADL and Model-based Engineering 
http://www.sei.cmu.edu/library/assets/ResearchandTechnology_AADLandMBE.pdf

On an architecture-centric virtual integration practice and SAVI 
http://www.sei.cmu.edu/architecture/research/model-based-
engineering/virtual_system_integration.cfm

On a four pillar improvement strategy for software system verification and qualification 
http://blog.sei.cmu.edu/post.cfm/improving-safety-critical-systems-with-a-reliability-
validation-improvement-framework

Webinars on system verification https://www.csiac.org/event/architecture-centric-virtual-
integration-strategy-safety-critical-system-verification and on architecture trade studies with 
AADL https://www.webcaster4.com/Webcast/Page/139/5357
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