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Basic DOTS Architecture [DOTS-REQUIREMENTS] [DOTS-ARCHITECTURE]
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Legend

Clients could be a 
router, layer-3 switch, 
firewall, IDS/IPS, 
next-gen firewall, 
load-balancer, etc.

DOTS Gateways 
chain a Server + 
Client
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Select DOTS Use Cases [DOTS-USE-CASES]
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DOTS Protocols

DOTS Client DOTS Server

IP

TCP
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application/yang-data+{xml,json}
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Signal Channel 
[DOTS-SIGNAL-CHANNEL]

• Used during attack
• Request mitigation
• Send mitigation status

Data Channel 
[DOTS-SIGNAL-CHANNEL]

• Used during “peace-
time”

• Sets configurations
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