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Abstract. Botnets ability to grow to large sizes combined with our inability to
exhaustively incapacitate them has forced us to look for more effective methods
to model their growth and seek ways to curtail it. Particle swarm optimization is
a stochastic computation technique based on the movement and intelligence of
swarms. This study uses a simulated bee colony to model the growth of a botnet.
Botnets are like swarms of bees in several ways. For both, a successful hive grows
while withstanding losses. A swarm of honeybees also uses distributed decision
making [1] similarly to a botnet. This study uses swarm optimization to model
the growth a botnet and estimate the optimal number of “scout bees” required to
make a botnet “hive” successful. The technique is applied to the Mirai botnet to
simulate its growth, find ways to reduce that growth, and minimize distributed
denial-of-service attacks launched from these botnets.
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1 Introduction

In recent years, growth of botnets has provided nefarious actors the ability to create
massive attacks against even large-scale services providers like Akamai and OVH [2].
The more recent massive attacks have been attributed to the Mirai botnet and its elusive
yet powerful backend of Internet of Things (IoT) [3]. What can we learn from a botnet
such as Mirai? The malware code of Mirai has revealed a decentralized model for
growth, an almost worm-like infection behavior [4]. This type of self-propagation can
sustain takedown attempts and survive attempts to curtail its power. Another factor that
has contributed to Mirai’s success is the large number of insecure, lightweight devices
on the Internet. In this paper, I explore the swarming behavior of bee colonies, which
is one of most impressive examples of decentralized decision making seen in animal
groups. While there are several nuances and differences in this ecological behavior be-
tween bees and botnets, there is some commonality in the collective behavior of loosely
coupled individual entities. I will show how this meta-heuristic [5] model can help de-
scribe Mirai botnet growth and hopefully motivate others to build on this model in their
analytical techniques to reduce its spread.



2 Bee Behavioral Ecology

Bees in a beehive can be categorized into three broad categories:

e active foragers: visit current food sources in memory and repeat activity until ex-
hausted

e scouts: explore new food sources in a random way (or look for a new home for the
hive)

e inactive foragers: rest, recover, and swap with active foragers once well rested

Bees have settled into an optimal ratio for these roles in the hive to create a suc-
cessful colony and safeguard the ongoing survival of their species [6]. As the bees carry
out their roles, they effectively communicate with each other using a waggle dance [7].
The figure-eight-shaped waggle dance is very detailed and communicates specific in-
formation to the other bees. The scout bees especially can communicate location of a
food source with accurate angle and distance information. Researchers such as
Karaboga and Basturk have done extensive work in this area, and I use some of their
results in my modeling technique [7]:

e average percentage of Active, Scout, and Inactive bees (75%, 15%, 10%)
e probability of information transfer from Scouts to Active foragers (0.9-0.95)
e probability of finding a new food source or new site (0.005-0.01)

For simplicity, in the modeling I have not introduced environment and external
effects on the bees. More attributes can be added later to enhance this model to provide
a richer model for ongoing research.

3 Mirai’s Scanning and Propagation

Mirai botnet operation has been explored in detail by Antonakakis et al. [8], who
showed that each infected machine becomes a potential scanner to recruit other ma-
chines into the botnet. The botnet Command and Control (C2) is usually engaged to
accept commands for a DDOS attack. These commands from the C2 server are cur-
rently not included in this model. Mirai’s scanning activity is the focus here. This scan-
ning is performed by already compromised machines and not from a central C2 server.
This is much like the self-propagation behavior of worms, in contrast with typical mal-
ware that performs tasks that have been directed from a C2 server. A scan activity can
also be triggered when a C2 server requests that a scan be performed. The scanning
activity is randomly selected but has some whitelisted networks that will not be part of
a scan, such as the DOD’s network (214.0.0.0/7) and General Electric’s network
(3.0.0.0/8). Essentially the scanning destination is its own pseudorandom number gen-
erator (PRNG), like a “random search” algorithm to explore new victims for the botnet
[9]. The malware also has many nuances such as the use of “Loaders” for distributing
the malicious code to the victims [10]. These can be added to the model to make it
richer for ongoing research, as mentioned earlier.



4 Comparing Mirai and Bees

As mentioned before, the ability to perform distributed decisions making stands out as
a common feature between the bees and the botnet. There are also heuristics that I have
developed, shown in Table 1 and Error! Reference source not found., to model botnet
growth on the simulated bee colony method.

Table 1. Modeling botnets on beehives.

Entity (Beehive) Element (Botnet) Characteristic comparison

Active bees are like robots, or

Active bees

Scout bees

Inactive bees

An infected device is part of a
botnet and ready for C2 to
launch an attack.

Scanners actively infect other
machines and bring them to the
botnet.

Compromised devices are no
longer reachable from the C2
network to take action such as
performing a DDOS attack.

even zombies, dedicated to per-
forming what is programmed in
their memory. Their primary job is
foraging.

Scout bees perform random
searches for food sources with lit-
tle clue about where to go. Their
model is to randomly search and
then assess the viability of a good
food source or nesting location.
Inactive bees, numbering about
10% of a hive, need rest and are
unable to take action such as for-
aging. These bees can become ac-
tive and even later become scouts.

Table 2. Important factors used in simulation of the bee colony.

Beehive observed statistics

Element (Botnet)

Characteristic comparison

Active scanners can compromise a new ma-

The probability of a scout bee’s success in
finding a new site is 0.005 to 0.01.

chine with a probability of p. This probability
is time bound, with a 6—15-second period in
foraging for the scout bee.

About x% of the botnet is composed of active
scanners that are able to sustain scanning and
reach new devices for compromise.

About 15% of the bee colony is made up of
scout bees.

It is important to note that the purpose of scouting in the beehive is to find a better
food location or locate a new nesting site. In the modeling technique, the purpose of
scouting is to increase the effective size of the botnet. This should be apparent when I
highlight the heuristics below that apply this model to a botnet.



5 Simulating Colony Heuristics

Captured below is the pseudo code of the particle swarm optimization technique applied
to the simulated bee colony (SBC). The SBC is used to model the growth of a botnet.
Later a comparison of the statistics collected from multiple ISPs will help tune this
model and develop an equation for ease of use.

build a hive with nb number of bees
separate the hive into three kinds of bees
loop max_scouting operations
foreach bee in hive
if bee is scout
loop ns (scouting numbers) times
do random locks and searches for new recruits
get new recruits using probability density function
evaluate recruits with deterministic ratio
end loop and return new recruits
add new recruits to hive
if bee is active forager
establish and be prepared to go scout
if bee is inactive forager
plan for move to active or death/demise
implement loss/death decrease in hive size
end loop scouting
evaluate size of hive

The intended result is to understand the effectiveness of the botnet’s scanners and
find ways to reduce the botnet’s growth by targeting the scanners as one would target
scout bees to prevent bee population growth.

6 Running the Numbers

In collaboration with two ISPs and Akamai, I collected data to get some realistic
values for this simulation. The first ISP shared scanning data from its dark space (un-
used IP space) that provided some raw numbers about the global Mirai scanners looking
for victims in this unused network space. The second ISP shared more specific data on
both internal and external devices performing scanning that can be identified as Mirai
scanners. This data provided the following insights:

e About 13% of the compromised botnet machines performed repeated scanning ac-
tivity (or scanning over multiple days).

e Scanning activity showed a success rate of 0.0005 to 0.001 in reaching and success-
fully adding another victim device to the botnet.



Using this data and the above logic in software code, I ran some simulations to un-
derstand how the botnet has grown over time. The graph in Fig. 1 shows the number or
the size of the simulated botnet against the number of scanned IP addresses as observed
by Akamai. The graph compares the relative growth of scanning activity to the SBC
model. The data from Akamai is collected from Akamai’s 2016 DDOS report, which
discusses the Mirai botnet [11].
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Fig. 1. Comparison of simulated bee colony to actual botnet scanning data from three providers
(Akamai and two ISPs). (Data adapted from [9].)

The SBC model is represented in the formula below and can be used to predict the size
of the botnet:

5 = N(1+ — u*N (1)

Pscout*Psuccess)nr

The 2(7) is the total size of the botnet at any given time T, where N is the current
size of the botnet, Psuccess is the probability success rate of scanning, Pscout is the
percent of devices that are scanners, 7 is the number of scan operations per time period
T, and p represents the decrease in size of the botnet due to a simulated death or reduc-
tion in hive size. The potential power of the botnet itself is slightly less, as depicted
below.

Yeffective = XTOTAL — Ninactive 2)

The number of scanners (or scouts) for any given N-sized botnet can be calculated
as shown in Equation 3.



Nscout = Pscout * N 3)

The current simulated model from the equation shows a steady growth in the population
of the botnet, which is a very simplified version of the heuristics. The attempt here is
to focus on understanding botnet growth in its simplest form and learning ways to cur-
tail that growth by focusing on the key growth factor—scout bees. The model does not
take into account other complex phenomenon observed in nature, such as the external
environment, at this time.

7 Controlling the Beehive or the Botnet

Beekeepers who do not wish to increase their number of active hives usually use one
or more swarm control methods to effectively prevent bee population growth [12][13].
Some of these methods pursue reducing the swarming drive that exists in the bees, es-
pecially the scout bees. I propose some techniques to reduce the growth of botnets by
extinguishing the scout-like activity of scanning that is initiated from the botnet. Cu-
mulatively, these multiple techniques can reduce the botnet’s growth.

In earlier efforts, large corporations like Microsoft have gone after botnets by pur-
suing cleanup of infected machines or by takedown of the C2 infrastructure (domain
takedowns) [14]. The self-propagation techniques used by Mirai make it more resilient
to such takedowns. The proposed solution here—to control a portion of the botnet
(scouts or scanners) instead of the entire botnet—makes it a more effective strategy
than large-scale takedown attempts. Another technique suggested by many is to fix the
problem of the IoT, or all the lightweight, insecure devices present on the Internet. The
need for more security in the design, manufacture, and operations of these devices can-
not be ignored. However, in the meantime, my suggested methods can happen very
soon, in contrast to the longer-term work of securing devices before they come to mar-
ket.

I model two key factors in Equation (1) that are targets for controlling the botnet
growth:

1. Psuccess: probability of success of a scan from a scout/scanner
2. Pscout: percentage of scouts/scanners active in the botnet

Many researchers have done thorough analysis of Mirai’s malware and documented
some of its weaknesses. The botnet characteristics listed below describe weaknesses
that I have tried to map to these two variables that can impact the botnet’s growth:

1. On reboot, an infected device loses its infection and therefore its position as a scan-
ner (as it can still get re-infected). Mathematically speaking, where Duptime is the
infected device uptime,

Pscout « Duptime



2. The malware’s scanning activity will exclude certain portions of the Internet. The
solution Xi, which is a possible victim’s IP address, is a member of NV (maximum
number of victims):

Xi €e{i=12,..NV}&Xi ¢ { IANA — localnet, DOD — net..}

3. The malware’s scanning activity efficiently ignores unresponsive IP addresses, but
it can be engaged or delayed by a device that responds to a scan but cannot be com-
promised. Dquality is the victim device’s quality. If the victim device either has a
password reset by default or denies access from untrusted networks, it will dispro-
portionately impact the probability of Mirai’s success:

1

P o —————
success Daquality

4. An infected machine’s IP address consistency [15] (Dynamic Host Configuration
Protocol or DHCP lease time and unchanged IP address) can prevent the device from
being used as a scanner. This is mainly because the loss of registration status with
the C2 server introduces instability to the scanning evocation.

The graphs in Fig. 2 and Fig. 3 illustrate that the scanning activity is successfully
repeated by only about 13% of the infected devices (like scout bees). These devices are
really the ones that are able to successfully infect other victims
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Fig. 2. Repeated scan by IPs (device IP addresses).



Repeated scanners as scouts
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Fig. 3. The “scout” scanners cover most of the scanning area and are visible at multiple ISPs.

Just like in bee colony control, by focusing our effort on this smaller number of entities
(scout bees or scanners), we can limit the growth of the botnet. The following recom-
mendations are mostly operational activities that can enable ISPs and device vendors
to concentrate their activities to control the Mirai botnet:

o [SPs can analyze their dark space for repeated scanners that appear for three or more
days and target remediating these.

e The remediation work can be extended to find the manufacturers and types of de-
vices that are likely to become effective “scouts” and pursue patching and fixing
vulnerabilities for these devices.

e ISPs can monitor outgoing scanning activity and pursue modifying DHCP lease
times to reduce sustained scanning activity from these devices. (Such monitoring
will also not impact their customers’ normal traffic in a negative way.)

8 Conclusion and Further Research

Bio-inspired models can be effective ways to analyze and understand survival tech-
niques that mimic characteristics of a biological system. Fig. 4 shows a large amount
of scanning activity over a two-year time period along with the size of the Mirai botnet.
It provides some insight into the botnet’s current status: it appears to be in a more
steady-state phase, waiting to be triggered into another growth pattern. This is an ap-
propriate time to prepare operational activities that can help reduce the growth of a
botnet built with these types of self-propagation capabilities. Future work can expand
this model to include information about environmental factors such as distance and
weather [1], as well as optimization of the SBC as proposed in the Artificial Bee Colony
(ABC) optimization studies [ 14]. These enhancements will increase the accuracy of the



model as well as the efficiency of the algorithm. In the ever-changing Internet environ-
ment where these botnets exist, these additions will be necessary for a good model that
can scale and address concerns of the cybersecurity community. The enhanced model
should augment Equation (1) to determine more factors to better simulate these botnets
and defend against the cybersecurity threats imposed by them.
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Fig. 4. Mirai scanning activity over the last two years.
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