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Final Technical Report


Abstract 

This project investigated new building blocks for quantum secure computing applications. We 
have developed a number of new secure computing protocols: A multi-client variant of blind 
quantum computation; several information theoretically secure protocols for somewhat-
homomorphic quantum encryption, with one experimentally implemented in collaboration with 
colleagues in Vienna; a protocol for noisy quantum one-time which can enable single-use 
delegation of digital signatures; Several protocols which allow for the verification of quantum 
computation; the first blind computing protocol to require only classical communication; and a 
protocol for securely computing on shared secrets without an honest majority.


Background and Objectives 

Quantum cryptography has long been synonymous with quantum key distribution (QKD) 
protocols, which allow for a short secret key shared between two parties to be extended 
arbitrarily through communication over an insecure channel that allows for the transmission of 
quantum states. Unlike classical protocols for key agreement, QKD protocols strive to be 
information theoretically secure, avoiding reliance on computational assumptions. The utility of 
quantum information processing in cryptography extends beyond key agreement, however. In 
particular, it is known that quantum communication can allow for information theoretically secure 
delegated computation protocols. These protocols allow a user to delegate a (quantum) 
computation to a remote quantum server while guaranteeing the privacy and integrity of the 
computation, even if the server acts maliciously. Protocols guaranteeing privacy are generally 
referred to as blind quantum computation protocols, while protocols guaranteeing the integrity of 
the computation are known as verifiable quantum computing protocols. The objective of the 
current project was to uncover new cryptographic methods relevant to secure computing, both 
extending the functionality of blind and verifiable quantum computing, and uncovering entirely 
new primitives. Our aim was to uncover new cryptographic protocols and other techniques which 
could be used as building blocks to construct more complex secure distributed computing 
systems.


Approach 

The approach envisioned in the original project proposal was divided into three distinct tasks. The 
first task was to extend blind quantum computation protocols to the multi-user setting, allowing 
multiple users to delegate interacting quantum computations to a single untrusted server while 
maintaining privacy and integrity. This task was pursued using the abstract cryptography 
framework to use standard single-user blind and verifiable computing protocols as building blocks 
of a more complex multi-user protocol. The second task was to uncover new quantum primitives 
which may have cryptographic applications. This task was approached from a number of angles. 
Two in particular stand out. A mechanism previously considered for quantum random access 
codes was considered for use as a cryptographic building block and was used to construct 
probabilistic one time programs. These are essentially an encoding of computer programs into 
quantum systems such that they can only be run once. The resulting programs are imperfect, 
yielding incorrect results with non-vanishing probability, but can be used to build reliable secure 
systems such as a one-time delegated signature scheme. The second approach was to consider 
a quantum approach to homomorphic encryption based on mixing input states with other input in 
a way that commutes with the computation to be performed. The third task was focused on the 
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development of few qubit protocol, which would have the lowest technological barrier to 
adoption. 


This approach was followed throughout the project, with the majority of research results emerging 
from the second task. While the first task was accomplished with relatively little cross pollination 
from other tasks, the development of few qubit protocols (the third task) benefited from new 
primitives discovered during work on the second task, and in particular from the use of quantum 
random access codes to encode one-time programs.


Key Results 

Below we highlight key results emerging from the project. A significant number of publications 
emerged from the supported research [1-18], with additional incidental results discovered by 
supported researchers which were outside the scope of the original research proposal [19-31]. 
These are listed at the end of this report. The description provided here is only at a high level, and 
preprints and open access journal articles containing the detailed technical results are attached 
with the report.


Multi-User Blind Quantum Computation (Task 1) 

The extension of blind quantum computing protocols to a setting in which multiple users could 
delegate interacting computations to a remote server was the main objective of Task 1. A key 
result of the project is a meta protocol which uses any single user secure delegation protocol (a 
protocol providing both blind and verifiable quantum computation) and any quantum 
authentication code to construct a secure system in which multiple users can perform interacting 
quantum computations. This protocol allows for the computations to be performed without being 
revealed to the server or to one another, resulting in security equivalent to the case where each 
user runs the computation locally and users are able to communicate pairwise over secure 
communications channels. This result is reported in [1].


Probabilistic One Time Programs (Tasks 2 and 3) 

Another key outcome of the research was the development of a quantum primitive for probablistic 
one time programs based on insights from quantum random access codes. By encoding quantum 
information in the expectation values of anti-commuting observables of a quantum state it is 
possible to enforce the constraint that learning about some part of the information encoded 
comes at the cost of erasing some other part of the information. We were able to use this insight 
to construct a cryptograph protocol enabling programs which can only be run once with some 
non-zero error probability. While the presence of error makes this result less powerful than an 
error-free one time program, the error free equivalent is excluded by a pre-existing no-go result. 
Furthermore, we were able to show that, even using these error-prone one-time programs, it was 
possible to realise new (error-free) cryptographic functionalities such as the one-time delegation of 
digital signature authority. These results are the subject of a pending patent application and are 
reported in [2].


Quantum Analogues of Homomorphic Encryption (Tasks 2 and 3) 

One particularly fruitful research direction related to quantum analogues of homomorphic 
encryption. It has been established that quantum mechanics does not allow for unconditionally 
secure fully homomorphic encryption schemes. Our approach to this problem was to consider 
somewhat  homomorphic encryptions schemes where the allowed class of computations (privacy 
homomorphisms) commuted with the encryption and decryption operations. It had previously 
been shown, by the PI and others [Physical Review A, 88 (2) 022310], that it was possible to 
encode boson sampling instances (the sampling of the output of an interferometer into which a 
set of single photons has been injected) in such a way that the location of the injected photons 
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was partially hidden without affecting the outcome of the computation. This is achieved by 
inserting additional dummy photons with an orthogonal polarisation to the injected photons in the 
unencrypted case and then performing the same keyed rotation on the polarisation of each 
photon. The original protocol hid only a vanishingly small fraction of the encoded information for 
large boson sampling instances. In [3] we extended this protocol, considering particles with more 
than two internal states (for example encoding photons using temporal modes rather than 
polarisation modes), leading to a dramatic improvement in security and an extension of the 
allowed class of computations which could be performed without interaction. We collaborated 
with the group of Philip Walther in Vienna to realise an experimental demonstration of this 
scheme, reported in [4]. We were also able to abstract this idea away from the boson sampling 
setting, introducing a homomorphic encryption scheme that allows for the evaluation of circuits 
containing an arbitrary number of Clifford group gates and a bounded number of non-Clifford 
gates, while achieving information theoretic security (as characterised by vanishing trace distance 
between any pair of encoded inputs). These results were reported in [5], and a weaker scheme 
allowing the processing of optical coherent states was reported in [6].


Computing on Shared Secrets (Tasks 2) 

Another area in which new cryptographic primitives were identified related to performing 
computation on shared secrets. A shared secret is a piece of information that has been shared 
between several parties in such a way that it can only be accessed if some threshold group come 
together to compare their shares. Using insights obtained in the development of quantum 
analogues of homomorphic encryption described above, and in particular the scheme described 
in [5], we were able to construct an unconditionally secure scheme which allowed for secrets to 
be shared between N parties in such a way that arbitrary quantum computation could be 
performed on the shared secret without compromising the privacy of the information and without 
any user having to turn over their share of the information. Our protocol reported in [7] has a 
threshold of N, which was maintained throughout the computation, and is secure as long as even 
a single user was honest. This was subsequently extended another group to allow for arbitrary 
access structures.


Post-hoc Verification Protocols (Tasks 2) 

Another productive area under the project was the development of a new approach to verifying 
quantum computation based on verifying a witness state that certifies the correctness of a 
quantum computation. The key insight underlying post-hoc verification is that quantum 
computations can be efficiently encoded as the ground states of known local Hamiltonians using 
Feynman-Kitaev clock states. By exploits an approach to interactive proofs for the local 
Hamiltonian problem introduced by Fitzsimons and Vidick [ITCS 2015, p. 103–112], which allowed 
for the ground states of local Hamiltonians using log-length classical queries to several entangled 
quantum provers and fixed length quantum responses (of at most two qubits per prover), and a 
subsequent extension by Ji, which replaced the quantum response with a classical response, we 
presented a verification protocol using entangled quantum provers which could verify a quantum 
computation using only a witness state. This result, reported in [8], was the first verification 
protocol to avoid the need for interaction while the computation is being performed. We also 
presented an alternate verification method for such states, based on a single prover and a verifier 
with the ability to measure single qubit states, in [9]. The results were published in a combined 
form in Physical Review Letters in [10]. This approach to verification is a key step in the recently 
proposed computationally secure verification scheme of Mahadev [arXiv:1804.01082] which 
allows verification of a single quantum processor by a purely classical user.


Continuous Variable (CV) Quantum Computing Verification Protocols (Task 2) 

Beyond post-hoc verification, we also considered mechanisms for verifying continuous variable 
quantum computation. This approach to quantum computation has certain practical advantages 
over the more conventional discrete variable approach. We introduced two protocols to verify 
quantum computation based on the verification of resource states. In [11] a verification scheme 
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was introduced for the continuous variable analogue of graph states and hyper-graph states. The 
use of Serfing’s bound allowed for verification without any additional assumptions about 
independence on the distribution of resource states. An alternate approach to verifying 
continuous variable quantum computation based on the verification of resource states for non-
Gaussian operations (the most difficult task in CV computation), was reported in [12] and 
presented at QCMC. This latter approach did make use of an independence assumption, however 
it is likely that insights from the results in [11] can be used to remove this dependence.


Flow Ambiguity (Tasks 2) 

Aside from verification protocols, we also considered the possibility of blind computation without 
quantum communication. It had previously been shown by Aaronson et al [arXiv:1704.08482] that 
such a task was unlikely to be achievable if perfect secrecy was required. In [13], published in 
Physical Review X, we showed that it was possible to create classes of quantum circuits which 
were perfectly indistinguishable if the logic for choosing measurement bases in a measurement-
based computation was kept secret. To do this we introduced the notion of flow ambiguity, which 
captured the fact that the flow patterns which determine how feed-forward corrections are 
applied within a measurement-based computation are not uniquely identifiable from the 
measurement bases and results alone, yet are required to identify the computation. As a stepping 
stone to this result, we proved the universality of XY-plane measurements on cluster states, a 
problem which had remained open since cluster states were first introduced in 2001. This 
additional result was reported in [14].


Entangled Multi-Prover Interactive Proofs for Any Computation (Tasks 2 and 3) 

Continuing in the vein of interactive proofs, along with Ji, Vidick and Yuen, we studied the power 
of interactive proofs using multiple entangled provers. We were able to prove for the first time that 
the power of such systems grows without bound as their completeness-soundness gap shrinks. 
While this is a largely technical result, it means that such quantum proof systems show an 
advantage over classical interactive proofs for verifying tough decision problems (i.e. problems  
beyond the complexity class NEXP). This result is reported in [18] and have been accepted for a 
talk at QIP 2019.


Outcome 

Overall, the project has produced a wide range of new cryptographic techniques. Several of the 
research results stemming from the project have influenced other researchers, leading to follow-
up variations on our protocols for homomorphic encryption, computing on shared secrets and 
post-hoc verification from other research groups. Post-hoc verification has enabled a key result 
for classical verification from Mahadev, while the works on homomorphic encryption has been 
influential in an emerging literature on the topic of quantum homomorphic encryption. The project 
also led to a comprehensive review paper on blind and verifiable quantum computation which 
appeared in npj Quantum Information [17].
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