
1
AI-enabled Metamorphic Testing
© 2019 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public 

release and unlimited distribution.  Please see Copyright notice for non-US 

Government use and distribution.

Software Engineering Institute

Carnegie Mellon University

Pittsburgh, PA  15213

[DISTRIBUTION STATEMENT A] This material has been approved for public 

release and unlimited distribution.  Please see Copyright notice for non-US 

Government use and distribution.

Analytic Tools/Tips for your Agile 
DevSecOps Measurement 
Toolkit

Robert W. Stoddard

Principal Researcher, SEI

ASQ Fellow



2
AI-enabled Metamorphic Testing
© 2019 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public 

release and unlimited distribution.  Please see Copyright notice for non-US 

Government use and distribution.

Document Markings

Copyright 2019 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-0002 with Carnegie Mellon University 

for the operation of the Software Engineering Institute, a federally funded research and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an official Government position, policy, or 

decision, unless designated by other documentation.

References herein to any specific commercial product, process, or service by trade name, trade mark, manufacturer, or otherwise, does not necessarily constitute or 

imply its endorsement, recommendation, or favoring by Carnegie Mellon University or its Software Engineering Institute.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS FURNISHED ON AN "AS-

IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER 

INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED 

FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO 

FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  Please see Copyright notice for non-US 

Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without requesting formal permission. 

Permission is required for any other use.  Requests for permission should be directed to the Software Engineering Institute at permission@sei.cmu.edu.

Carnegie Mellon® is registered in the U.S. Patent and Trademark Office by Carnegie Mellon University.

DM19-1082



3
AI-enabled Metamorphic Testing
© 2019 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public 

release and unlimited distribution.  Please see Copyright notice for non-US 

Government use and distribution.

Agenda

Challenge

Selection/Survivor Bias in Data

Simpson’s Paradox

Opportunity for Latent Factor Modeling

Causal Learning and Counterfactual Questions

Questions



4
AI-enabled Metamorphic Testing
© 2019 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public 

release and unlimited distribution.  Please see Copyright notice for non-US 

Government use and distribution.

Challenge

Agile measurement challenges:

• What questions are we trying to answer?

• Is our data biased?

• Are we aware of the deficiencies in our analytic methods?

• Are we aware of late-breaking analytic methods?

• Would we benefit from answering counterfactual questions?
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Using causal learning to deal with selection bias in torpedo data

Selection bias in data can be difficult to anticipate and identify

Survivor bias is a form of selection bias in which not all failures are represented in 

the data to be analyzed, resulting in incorrect analysis and recommendations

According to Abraham Wald, the statisticians 

were looking at the planes that came back, 

meaning that the damage was not critical. 

Wald pointed out that they should do the exact 

opposite of what the Navy was planning to do. 

According to him, they should understand that 

the undamaged areas on the diagram were the 

reason that the aircraft was able to make it back.
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Recent publications on Selection Bias (doubleclick to open)
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Motivation to Look at Multi-Level SEM Models (MSEM)

Within schools, students with better Spanish skills had higher academic achievement.

Yet, schools with highest proportion of Spanish speakers performed poorest.

Kris Preacher, 2018

Also called 
Simpson’s 
Paradox 
and the 

Ecological 
Fallacy
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Mplus Multi-Level Structural Equation Model-01
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Mplus MSEM Results
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Takeaways for MSEM and Simpson’s Paradox

1. We use MSEM modeling to be sensitive to the “between” and “within” variation 

components of all the factors

2. We want to guard against Simpson’s paradox

3. We use the Mplus MSEM analysis, specifically the Intraclass Correlation measure, to 

assess whether we need to perform MSEM with two levels

4. Traditional regression would have been ignorant of the above
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https://www.bing.com/images/search?q=Sem+Model+for+Diabetes&form=IRMHRS&first=1&cw=1129&ch=557
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Andres Roman-Urrestarazu et al. BMJ Open Diab Res Care 2016;4:e000231
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Why Do We Care about Causation?

http://www.tylervigen.com/spurious-correlations

http://www.tylervigen.com/spurious-correlations
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More about Misinterpreting Correlation!

Shark 
Attacks

Ice 
Cream 
Sales

Hot 
Temperature

Does high 
correlation imply 

causation?

Often, an excluded 
common cause 

results in a 
misinterpretation 

of correlation! 
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Regression must be interpreted in context of a DAG!

Correlation, hence regression, may be fooled by spurious association!

Before jumping into regression, we need a Directed Acyclic Graph (DAG) representing our 

context

We then need to determine which paths are causal and which are spurious.

We then must block spurious correlation paths.

Lastly, we then conduct regression with the correct set of factors!

Remember, context of the DAG

determines the suitability of the regression model!
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The Causal Learning Landscape

Causal Discovery
using CMU Tetrad

which implements a 
variety of algorithms 

Formulate Hypotheses
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Use Causal Learning to Answer Counterfactural Questions

The most robust method to answer causal and counterfactual questions from a 

causal inference standpoint is a causal algebra called “Do-Calculus”

From Wikipedia:  “Counterfactual history, also sometimes referred to as virtual 

history, is a form of historiography that attempts to answer "what if" questions 

known as counterfactuals.  Black and MacRaild provide this definition: "It is, at 

the very root, the idea of conjecturing on what did not happen, or what might 

have happened, in order to understand what did happen.“”
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Example Counterfactural Questions

1. What would the project outcome be if agile practice xyz was not used?

2. What would the quality level be if test type xyz was not performed?

3. What would the delivery date be if a different number of sprints were 

employed?

4. What would the project outcome be if the customer interaction and 

feedback were doubled in intensity?

5. What would the project outcome be if the software teams were co-located 

rather than geographically separated?
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Recent publications on Counterfactual Reasoning
(doubleclick to open)
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