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Vulnerability management basics

Vulnerability

« aweakness in an information system, including in its system
security procedures, internal controls, requirements, design, or
Implementation, that could be exploited or triggered by a threat
source. (NIST docs define each of these words in turn)

Vulnerability management includes (per FIRST):
. Vulnerability discovery / research

. Vulnerability report intake

. Vulnerability analysis

. Vulnerability coordination

. Vulnerability disclosure

. Vulnerability response
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Vulnerability management basics Il

CVSS

« “The Common Vulnerability Scoring System provides a way to
capture the principal characteristics of a vulnerability and
produce a numerical score reflecting its [technical] severity.”
(F|RST, https://www.first.org/education/csirt_services_framework v2.0)

NIST's National Vulnerability Database (NVD) “performs analysis
on CVEs that have been published to the CVE Dictionary. NVD
staff are tasked with analysis of CVEs... . This analysis results in
association impact metrics (Common Vulnerability Scoring System
- CVSYS), vulnerability types (Common Weakness Enumeration -
CWE), and applicability statements (Common Platform
Enumeration - CPE)...” nttps:/invd.nist.govigeneral
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