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The value that autonomous systems generate
to society is limited by their lack of safety.
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How to achieve safety In autonomous
systems?
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Verifying Autonomous Systems (1)

Non-Scalable Verification (Logical Verification)
 Limit what we can verify
Verification does not account for temporal failures
« Communication, sensors
 Traditional fault-tolerant approach leads to unsatisfactory guarantees
Verification ignores adaptation
« To changing unpredictable environment
Verification assumes design-time deterministic decisions
* Ignores runtime learning / environment determined adaptation
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Verifying Autonomous Systems (2)

Multi-Domain (traditionally performed independently)
 Logic
« Timing
 Control
Conflicting Cultures and Infrastructure
 Avionics, Space, Embedded
— RTOS
— simple static component interactions
« Silicon Valley, Machine Learning, TensorFlow
— Linux
— rich dynamic component interactions
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Verifying Adapting (Autonomous) Systems

Guarantees changes as system adapts
« Dynamic architecture (examples)
« Different guarantees as configurations evolve
Failures should compromise performance not safety
 Trigger adaptation to tradeoff performance for safety
Select what to verify
« Scalable verification: reduce verified components
* Non-verified components must be monitored and enforced
 Protect verified components from unverified misbehavior
Harmonize verification domains
« Different verification domains abstract information about other domains
— Valid under some static configurations
 Build new abstractions for dynamic architectures
— Valid across reconfigurations
— Support reconfiguration needs across verification domains
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Need to Use Unverified Components

Scalability
» The less components verified the more scalable

Runtime learning
« Behavior changes at runtime => cannot verify at design time

Security
A security attack may change behavior of component (e.g., code modification) at runtime
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Verification in the Presence of Unverified Components

Verified component can be compromised by unverified ones

Preserving verified components guarantees
 Protection
TRUST = VERIFICATION + PROTECTION
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Scheduling in Two Protection Domains
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Adaptation in Different Verification Domains

Logic
« Runtime assurance:
— Enforce safety of unverified component behavior
— e.g., replace unsafe output
Control
« Guard complex controller (e.g., ML)
« Keep system safe and stable in case of misbehavior
Timing
« Ensure minimum functionality completed by deadline
« Accommodate control assumptions

« Guarantee execution timing across different protection domains
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Adaptation Verification

Guarantees across adaptations
« Safety
— Safe stop
» Prevent stopping mission (guarantee?)
— Safe stop last resort
— Anticipate to prevent safe stop as the only option
Performance across adaptations
« Stability
« Mission time
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Real-Time For Autonomous Systems

Adaptable guarantees

Scheduling across protection domains
Models for other domain adaptations

Guarantees that do not compromise mission performance
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Real-Time Mixed-Trust Computing
First Step

Support untrusted components
« Guarded by trusted ones
 Protecting trusted ones
Scheduling across protection domains
» Untrusted domain
— Guarantees in absence of faults
* Verified trusted domain
— Tamper-proof safe guarantees (fall-back)
Trusted scheduling coordination
« Untrusted domain failure does not compromise trusted domain
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