
1
Building Trusted Systems from Untrusted Components
© 2019 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited 

distribution.

Software Engineering Institute

Carnegie Mellon University

Pittsburgh, PA  15213

[[Distribution Statement A] Approved for public release and unlimited distribution.

Building Trusted Systems from 
Untrusted Components

Bruce Krogh
Professor Emeritus of Electrical and Computer Engineering

SEI Research Staff



2
Building Trusted Systems from Untrusted Components
© 2019 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited 

distribution.

Document Markings

Copyright 2019 Carnegie Mellon University. All Rights Reserved.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-

0002 with Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded research 

and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an 

official Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS 

FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, 

EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF 

FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE 

MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO 

FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  Please see 

Copyright notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form 

without requesting formal permission. Permission is required for any other use.  Requests for permission should be directed 

to the Software Engineering Institute at permission@sei.cmu.edu.

DM19-0392



3
Building Trusted Systems from Untrusted Components
© 2019 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited 

distribution.

CMU Software Engineering Institute (SEI)

Software Systems Division (SSD)

• Empowers the Department of Defense 

(DoD) to use software as a strategic 

advantage

Critical System Capabilities Directorate

• Focus: Complex autonomous systems

• Objective: Get unproven innovations into 

the field rapidly safely

• Projects:

• Run-time enforcers for safe 

adaptation of AI/ML systems

• IoT security framework to integrate 

untrusted devices

Federally funded research and 
development center (FFRDC) 
operated by Carnegie Mellon 
University.
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Today’s Talk: 
Security of Cyber-Physical Systems (CPS)

https://www.sentryo.net/cyberattack-on-a-german-steel-mill/

other
CPSs real-

time
code

physical
systems

cyber

attacks

https://www.richardsilverstein.com/2010/11/22/iaea-inspectors-

stuxnet-mayve-shut-down-iranian-enrichment-program//

https://phys.org/news/2016-01-cyberattack-ukraine-power-grid.html//

https://www.richardsilverstein.com/2010/11/22/iaea-inspectors-
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Target CPS Application: Motion Control

Motion Control Hierarchical

store.dji.com

https://thestack.com/iot/2018/06/08/autonomous-vehicles-pedestrians-cities/
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Why do you have to reboot your computers?

Why don't they just write code that will keep working?!

https://smallbusiness.chron.com

https://www.howtogeek.com/352460/why-restarting-your-phone-makes-it-perform-better-and-fixes-common-issues/
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Software Rejuvenation: 
Periodically Reboot Automatically 
Original proposal

Y. Huang, C. Kintala, N. Kolettis, and N.D. Fulton. Software rejuvenation: Analysis, module and 

applications. In Proceedings of 25th International Symposium on Fault Tolerant Computing, June 

1995. 
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Software Rejuvenation for Secure CPS

Normal control/
Attack

System reboot

Recovery control

Comms. ON
(vulnerable)

Comms. OFF

• reboot to eliminate code/data changes from 

undetectable cyber attacks

• must reboot before attack could cause disaster
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Tracking Control

• design feedback controller to drive 

the system to a reference point

• switch reference points as the 

system is moving

• have reference points close enough 

to make switching viable
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Software-Rejuvenation Control Modes

safety 
control 
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tracking 
control 
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Software Rejuvenation for Tracking Control 
Systems: Combines Safety & Tracking Control
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Implementation Architecture
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Application of control theory for nonlinear 
systems

• Lyapunov functions & invariant sets used to find

• safe region for safety control

• maximum time required for safety control

• attraction and switching regions for tracking control

• Reachability analysis use for

• maximum time allowed for uncertain control (TUC)

• Proofs of algorithm guarantees

• safety: the system always returned safely to tracking control, 

even if there are undetectable cyber attacks

• liveness: if there are no cyber attacks, tracking control always 

progresses through the reference points
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More Clearly …
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Lyapunov functions

https://www.math24.net/method-lyapunov-functions/
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Invariants and Contraction
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Lyapunov Functions - implication
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Lyapunov Functions - implication
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Lyapunov Functions - implication
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Application of control theory for linear systems

• Quadratic Lyapunov functions and ellipsoidal regions for safety 

and tracking control

• Linear-quadratic optimal control to design tracking and safety 

controllers

• Polyhedral reachable set computations to find TUC
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Application: 
Secure tracking control for a quadrotor

store.dji.com

6 DOF  12 state variables

Linear mapping from force & torques

to propeller torques ( currents)

Linear design:

• linearize at equilibrium

• assume full state available

• LQ state feedback design

• reference points = 

equilibrium states

Randal Beard. Quadrotor dynamics and control rev 0.1. All Faculty Publications. 1325. https://scholarsarchive.byu.edu/facpub/1325, 2008.
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Simulation Results

Px4 flight controller: Generic 10" quad + geometry. 
https://github.com/PX4/jMAVSim/blob/83bf400d71588131e2c6e179a6c63e8585271275/src/me/drton/jmavsim/Simulator.java#L314, 
Last view: 09/2018.
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Summary

• Overview of software rejuvenation

• Description of algorithm for tracking control systems

• Summary of theoretical results from control theory

• Demonstration in simulation for nonlinear drone application
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Current Research

• Implementing on a drone at SEI

• Extending theory to include

• State estimation

• Disturbances

• Additional applications

• Smart grid

• Smart vehicles


