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1.0 SUMMARY

The goal of this project was to apply ideas and tools from the field of topological data analysis to
understand the structure of sensor networks. First, the PI investigated whether topological
structure in a sensor network could be exploited to attack the network by intentionally
introducing false information in a manner that would be undetectable to nearby sensors. Such
attacks were determined to be infeasible in realistic sensor networks, as success relies on sparse,
ring-like network structure to succeed. In addition, the PI began investigating how the persistent
homology, a measure of mesoscale topological structure in sensor networks, is affected by
subsampling the weights on edges of the network. Computational experiments demonstrated that
complicated and inconsistent effects, but analysis of these computations was hindered by a more
subtle issue: the topological signatures are highly sensitive to choice of dissimilarity measure
used to construct the network from the same underlying data. The PI therefore recommends a
systematic investigation of these issues, and proposes a sheaf-theoretic measure of the
consistency and dissimilarity of sensor response to stimuli that may be more amenable to
rigorous topological analysis.

2.0 INTRODUCTION

A wide range of scientific and engineering problems focus on complex systems of interacting
agents with the ability to sense and interact with their environment locally, and to communicate a
limited amount of information to one another through channels that rely on the structure of the
environment. Such systems can be thought of as sensor networks embedded in the environment,
with agents acting as sensors, and the network structure modeling the communication channels
between them. Assuming the structure of the system is static on the time scale of interest, these
various interacting components can be investigated using techniques from algebraic topology, a
field of mathematics that describes qualitative mesoscale features of systems based on the
interactions of local elements.

This project was initiated with two primary aims: (1) studying how the topological structure of a
network could be used to produce locally consistent but globally inconsistent representations,
that is, how to attack the network in a fashion that is not locally detectable; and, (2)
understanding how to subsample (edge-wise) networks without substantially altering their
persistent homology.

The first aim was tractable to direct analysis, however the PI determined that such attacks are
impossible in the context of real sensor networks: the necessary conditions for success require
the appearance of a unique ring-like structure to the network that is common in model networks,
but unlikely to occur in any real setting.

Theoretical and experimental difficulties encountered during work toward the second aim rapidly
led the PI to conclude that there is substantial fundamental work needed in understanding how
the selection of a dissimilarity measure used to construct a network affects the topological
structure of the network. In this context, the PI formulated a sheaf-theoretic measure of
compatibility between sensor responses to stimuli in a network, and proposes the use of a convex
optimization problem to construct such a measure in the context of data recorded from sensors.
Future work testing this method with synthetic and simulated data would lay suitable
groundwork for understanding feasibility and potential applications, and should these be
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promising, the PI posits that the framework will also be amenable to rigorous incorporation with
existing topological data analysis methods.

3.0 METHODS, ASSUMPTIONS, AND PROCEDURES
3.1 Model Networks

We model a physical or logical network as a weighted simple graph, G = (V,E,w), where V' is
a set of vertices, E C (g), a set of edges, and w: E — [0, o] a set of weights. Vertices

correspond to the elements of the system, such as sensors or agents. An edge between vertices
models some notion of similarity, such as proximity in the environment or similarity of behavior,
and the weight assigned to each edge provides a numerical representation of the dissimilarity of
its endpoints, in this context a distance such as Euclidean distance between points or correlation
distance between time series. Assigning an edge w(e) = oo can be considered equivalent to
removing the edge from the graph.

In order to investigate the structure of sensor networks, we consider a variety of models for
weighted networks that capture various facets of the structure of sensors in an environment or
responding to data, as well as providing null models against which to compare real data.

Modeling networks from a structure -centric perspective, we consider weighted graphs for which
similarity is controlled by the environment, in the form of geometric random graphs. Explicitly,
we select a subspace A € M of a metric space M, along with some probability distribution on 4,
and sample from the distribution to obtain a finite collection of points V S A. We construct a
weighted graph from this collection of points by taking the complete graph on the vertices V,
along with weights w({v;, v,}) = d(vy, v,). It may be useful to compose the distance with some
monotone increasing function, modeling a nonlinear increase in dissimilarity as the distance
between sensors increases. However, the topological methods we apply are intrinsically
insensitive to such confounds (though that data can be reintroduced for finer measurements of
structure) and so we omit it from our models. For the experiments described in this project, we
used the standard Euclidean metric and uniform distributions on compact subspaces for all
experiments.

Alternately, it is often useful to study sensor networks from the perspective of their function, that
is, their response to presented stimuli. In this case, we assume that some stimulus has been
presented to the sensors and assign to each sensor a vector corresponding to the recorded
measurement or sequence/time series of measurements that sensor recorded. We then compute a
notion of dissimilarity between sensors based on these time series. For the experiments described
in this project, simulated time series were generated using the Python Timesynth package and ad
hoc code. Functional networks were constructed by generating periodic and pseudo-periodic
signals, and constant and linear gaussian processes, with small magnitude white noise, and
computing dissimilarity using Peason correlation, L,-distance, and Pearson correlation between
Fourier coefficients.

3.2 Topological Measurements of Network Structure

While a broad range of measures of the structure of weighted networks are available, techniques
from applied algebraic topology, specifically persistent homology, provide a rich and
theoretically sound feature set for such systems. The intended goal of this project was the
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application of these tools to study sensor networks, and so for completeness we provide a very
brief summary of the pertinent ideas. A full treatment of the mathematics is beyond the scope of
this document, and the PI refers readers to the broad array of standard introductory materials PI
recommends for further details.

Given a set S, denote by P(S) the power set of S. A weighted simplicial complex is a
generalization of a weighted simple graph, given by a triple £ = (V, S, w), where Vare the
vertices, S © P (V) is a set of subsets of V called the simplices or faces, and w: S — R are the
weights. We require that S is downward closed, meaning that whenever 7 € S and 0 € t that 0 €
S, and that w is monotone increasing with respect to inclusion, so if ¢ € 7, then w(o) < w(7).
That is, our measure of dissimilarity of collections of vertices increases as we introduce more
vertices. A subcomplex L' = (V',S",w") of a weighted simplicial complex X, written £’ € X, is
given by taking V' € V, §' € S n P(V') satisfying the downward closure condition, and w' =
wls,. An unweighted simplicial complex is a weighted simplicial complex without the weights.

For a weighted network G = (V, E, W) , we construct a canonical weighted simplicial complex
called its cligue complex, X(G) = (V,S,w) by taking S = P(V) and w(o) = (max (w({a, b).
a,bsco

That is, we assign to each clique in the complete graph on vertices V a simplex with weight equal
to its edge with maximal weight. It is easy to check that this is the minimum weight one can
assign to each simplex that satisfies the requirements on w. In the case where vertices are points
in a metric space and the dissimilarity measure is a distance function, cliques correspond to
families of points which are pairwise within some distance given by the weight on the simplex,
and is called the Vietoris-Rips complex of the collection of points. Another simplicial complex
associated to a weighted graph is the independence complex, with simplices supported on the
edge-complement of simplices in the graph at each weighting. The weighting on the
independence complex follows the opposite monotonicity convention, and the project did not
reach a stage where it was explicitly used, so further details are omitted.

Given a weighted simplicial complex X, let W = w(S) € Rand write W = {w; < w, < -+ <
wy}. We obtain a filtration of unweighted simplicial complexes £; € X, C --- C X, by taking
T, =V,S) withS; = {od € S| w(o) < w_i} and V; the smallest subset of V so that S; S P(V;).
A filtration of a dissimilarity weighted simplicial complex can be thought of as a decomposition
into subcomplexes which admit increasing amounts of dissimilarity.

The faces of a simplicial complex can be decomposed by the number of vertices included in

each: S = ]_[l‘i'o S;, with S; = {0 € S | #0 = i + 1}. Note that we shift the subscript, called the
degree of the face, by 1, so S; consists of faces containing (i + 1) vertices. This shift
corresponds to the dimension of the convex hull of (i + 1) points in general position, and, for
example, S_; = {0}, Sy=V, S; = E, and so on. Observe also that downward closure ensures that
there are boundary maps 0;: S; = P(S;_1), taking each simplex ¢ € S; to the subset

{o \ {a} | a € g}, each element of which has as its convex hull one of the geometric faces of the

convex hull of the points in o.

Given an unweighted simplicial complex £ = (V, §), we define a sequence of [F,-vector spaces
called chain groups via C;(Z) = F,(e, | o € S;). That is, the ith chain group of X is the vector
space with basis corresponding to simplices in S;. Elements of the chain groups are called chains
and can be thought of as formal sums of simplices of the same degree.
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In addition, the boundary maps described above induce linear transformations, called
differentials, d; : C;(Z) — C;_1(Z) defined on basis vectors d;(e5) = X:ea,(o) €+ Elements of
the kernel of d; are chains with “vanishing boundary” called cycles. For d,, this is simply then
notion of circuits in a graph, but in other dimensions one obtains the analog of closed geometric
objects of the form that might (though not always) enclose lower-dimensional volume. It is
elementary to show that d; o d;;; = 0, and so im(d;;,) S ker (d;); that is, that one way to
construct a cycle is to take the boundary of a higher-dimensional chain, and that such boundaries
are always closed.

The homology of an unweighted simplicial complex measures the “number of non-bounding
ker(d;)
im(di+q)’
Elements of H;(X) are equivalence classes of i-cycles in X such that two cycles are equivalent if

they differ by the boundary of some collection of (i + 1)-simplices. We consider homology
classes to be topological features of the complex. Developing general semantics for homology
classes in terms of the data underlying a simplicial complex is one of the fundamental open
challenges in applied algebraic topology.

cycles”. Explicitly, for each i = 0, 1, ..., N, we define the quotient vector space H;(Z) =

Homology is a measure of structure in unweighted complexes, but our objects of interest are
weighted. Decomposing a weighted simplicial complex X into a filtration of unweighted
complexes ¥; € ¥, C --- € Xy, we can then apply homology to each to obtain a collection of
features at each successive weighting. However, one of the fundamental results in algebraic
topology is that homology is a functor: given a homomorphism of simplicial complexes f: X —
X', there is are induced linear transformations f;: H;(£) — H;(Z") for each i. The inclusions of
simplicial complexes in a filtration are examples of such homomorphisms, inducing
transformations 4 : H;(Zr—1) = H;(Zg), so we can apply the induced linear transformations
to track how cycles evolve as we increase the threshold weight in the complex. This collection of
vector spaces and linear maps is called the persistent homology of the weighted complex.

We say a homology class [a] € H_i(Z}) is born at filtration k if [o] & im(tk_l,k) and that it dies
at filtration k if [o] # [0] € H;(Z) but [0] € ker (i, x+1). We write by, = k if [o] is born at
filtration k, and df,) = k if [o] dies
at filtration k. A foundational zZ,
theorem in applied topology states
that the collection of birth/death
pairs for cycles through the filtration 2,
is well-defined and characterizes the
persistent homology of a weighted
complex up to isomorphism. It also
provides a powerful summary
statistic, called a persistence 2,
diagram, which is simply a scatter
plot of the pairs (b[(,], d[a]) ’3
characterizing the persistent °
homology of a the complex of
interest, as illustrated in Figure 1.

Degree 1 Persistence Diagram

5 @

1 2 3 4 5
birth

o

Figure 1: Filtered simplicial complex and its degree 1 persistence diagram
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The computation of persistent homology is computationally expensive, but continues to improve
by orders of magnitude on an annual basis in terms of both speed and resource use. Persistent
homology computations for this project were performed in the Eirene software library, version
0.6,1, written in the Julia language.

4.0 RESULTS AND DISCUSSION
4.1 Infeasibility of Topological Attacks on Real Sensor Networks

One of the intended directions of research for the project was investigating whether subversion
of a sensor in a distributed sensor network could be used to introduce false data that appears
locally consistent to nearby sensors, thus failing to alert the system, but which is nonetheless
globally inconsistent.

The intuition that this might be a possibility comes from the topological theory of vector bundles,
which record ways to consistently, continuous assign of vectors in a vector space to all points in
a space. If we think of sensors in a sensor network representing data as vectors, then a consistent
assignment of information across all sensors can be thought of a discretization of this continuous
notion of a vector bundle. In the continuous setting, the cylinder and the M6bius band are
examples of 1-dimensional vector bundles over a circle. The cylinder consistently assigns a
(constant) vector to all points on the circle, providing globally consistent data. On the other hand,
on the Mobius band one can assign data to any local neighborhood via the constant vector, but
translating the vector far enough along the band (a full rotation about the circle) results in an
inversion of the vector: this assignment of data is necessarily globally inconsistent. Such
inconsistencies can be generated by a single local inversion: a small neighborhood inside of
which the requisite “twist” occurs.

In the discrete context, such as in a sensor network, vector bundles are equivalent to cellular
sheaves of vector spaces on a simplicial complex built from the underlying graph. Given a finite
simplicial complex £ = (V,S), a cellular presheaf of vector spaces on X is an assignment of a
vector space X, to each face o € S, along with linear maps ¢, : X, = X; whenever o € 7,
with ¢ ; the identity map on X, If, in addition, whenever 0 S 7 S p, ¢, © P ; = ¢, 5 then
the presheaf is a sheaf.

A sheaf is a data structure that records an assignment of local information, given by vectors v, €
X4, @ € V, along with rules for when the local information is globally consistent, which occurs
when all possible images of the assigned vectors agree: ¢ ,(Vy) = ¢4 p(vp) forall a,b € o, for
all 0 € §. See Figure 2(a) for an illustration of a sheaf along with a globally consistent
assignment of data. The top panel is an example of a cellular sheaf of real vector spaces over a
the complete graph on three vertices. It consists of an assignment of a vector space to each
simplex, not necessarily allt he same, and maps between vector spaces in the direction opposite
that of the boundary maps in the complex. The bottom panel gives an example of an assignment
of globally consistent data for this sheaf, given by a vector in each vector space so that the image
under each linear map is correct.

In the context of a sensor network, a reasonable model simplicial complex is the clique complex
of the underlying network. That is, we assume that a collection of sensors {a,, ... a;} that are
close enough so all pairs can interact can request information from their neighbors, and thus form
a clique o in the network, can perform a local consistency check using the maps ¢ q,. This is
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equivalent to querying all neighboring sensors for their current states, using predetermined rules
for sensor state consistency in the form of the linear maps. (See Section 4.3 below for further
discussion of these rules.)

With this formalism, the proposed attack would a R b
be performed by replacing a sensor b with a false ( / N 0 / )y
sensor, which may report different data to =R R
different neighbors. That is, the sensor may R N\ R

falsify the linear maps ¢, for all 0 € S with (-1) o R . /
b € o. See Figure 2(b) for an example of a R /[R\.Z ) R
cellular sheaf on a small “1-cycle network™ that . .l)

models the Mobius band. Observe that there is

no globally consistent assignment of data for this y al \'3 E R
sheaf. The red transformation models the half- (3) : 1/ ‘
twist in the band, and any attempt to assign . h R
consistent data starting in the bottom and 1) %) , /
working outward left fails when attempting to (2] =" ( (]‘(T )

assign a consistent vecotr in the blue vector (:‘]) .

space, which is not local to the twist .
Figure 2: Sheaves provide a data structure for checking

However, while such an attack might be sensor consistency.

performed in extremely simple and sparse

network architectures, the PI has determined that such attacks rely fundamentally on the such
unrealistic assumptions. In a large network in which the attacker might be implicated in multiple
local 1-cycles such attacks must be coordinated against data reported by neighbors of neighbors,
and thus would be detected unless the attacker is in possession of global data, indicating that they
have more information than the network itself. On the other hand, in a dense sensor environment,
where the sensors involved in a cycle can compare information through a higher simplex, the
global consistency can be directly checked, resulting in a failure of the attack, per Figure 2(c). In
this example, consistency issues could be checked locally if the simplicial complex is dense
enough to include a 2-simplex, which aggregates data from all of the constitent sensors.
However, in this example, the maps given on the edges cannot even be extended to a sheaf on the
clique complex; there is no consistent choice of maps which satisfies the sheaf condition. Thus,
in most real sensor networks, the proposed method of attack is essentially infeasible.

4.2 Network Persistent Homology

Based on prior work, the PI became interested in determining whether persistent homology of
clique complexes for sensor networks are stable under edge subsampling. Such stability is of
interest in situations involving incomplete structural or functional measurements of system
structure, damaged or unreliable data, or situations where the natural dissimilarity measure is
expensive to compute. This investigation was intended to follow two distinct courses: revisiting
simple geometric structures to try to understand details of what certain subsampling schemes are
preserving, and the experimental application of subsampling schemes to networks without
explicit geometric structure, such as networks built from similarity of time series.
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4.2.1 Geometric Networks

The PI investigated two structures: points drawn from a uniform distribution in a cube in R® for
varying values of d, and sampled from a thin annulus in the Euclidean plane. The former model
produces a geometric random graph, for which the persistent homology is known to provide
strong information about dimension, while the latter models a noisy circle, in a sense the
simplest non-trivial topological space. Figure 3(a) illustrates the degree 1 persistence diagram of
the clique complex of a geometric random graph built from points sampled uniformly from the
Euclidean cube in five dimensions, and, in top-to-bottom order, how it deforms under various
subsampling schemes, including random subsampling, subsampling by removing only small,
moderate, and large distance edges. Figure 3(b) demonstrates the same diagrams for an annulus
in the Euclidean plane. In Fgure 3(a), serious deformation occurs when the smallest 30% of
distances are removed, while the middle and top 30% are virtually identical to the original. In
Figure 3(b), the outlier point in the diagram corresponds to the topological “hole” in the annulus.
This feature is preserved except under removal of shortest edges. Unlike the uniform case, there
are substantial differences between the original and middle 30% removal case, but the random
removal case is qualitatively quite similar to the original. Thus, even in the case of striclty
geometric complexes, there are subtle questions about how subsampling affects the persistent
homology.

The PI initially attempted to investigate these deformations from a theoretical perspective, by
studying small examples via manual computation and attempting to generalize the observed
phenomena. While they provided some intuition, these computations rapidly became intractable
and the PI was unable to make progress understanding the change in the distribution of cycles
from this perspective.

However, based on these investigations, the PI believes that these deformations can be
understood through the lens of cycle representatives. Explicitly, each homology class is an
equivalence class of closed 1-cycles, with two cycles equivalent when they differ by the
boundary of a family of 2-simplices. It is reasonable to study only classes which contain
connected representatives, and from these to consider only connected representatives, as these
will give “local” information and dramatically reduce the complexity of the analysis.

These equivalence classes are large and have yet to be systematically studied due to their
complexity. However, it is feasible that in the case of simple network models, like random
graphs and Euclidean random graphs with points drawn from a simple distribution, there are
statistical descriptions of how the family of representatives of different cycles evolves through
the filtration. In the case of random deletion of edges, the effects of deletion would be
inconsistent across classes at a low level but may have discernable patterns in terms of their
statistical effect on the complete lifetime. On the other hand, deleting short, moderate, and large
distance edges removes “epochs” of their evolution. Unfortunately, there are currently no
computational tools available to perform the appropriate analysis in data large enough to provide
real evidence: more than one software package will provide a single choice of generator at some
fixed filtration level but understanding the complete equivalence class is a computationally
expensive task that has not been well-studied.
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Figure 3: Degree 1 persistence diagrams for subsampled geometric complexes.
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4.2.2. Time Series Dissimilarity Networks

A standard method for constructing a network based on observations of time series is to consider
the complete weighted network with weights given by pairwise dissimilarity. While the PI
initially intended to investigate how subsampling affected these networks, it was necessary to
choose a notion of dissimilarity before proceeding. It rapidly became clear that this choice might
have substantial impact on the results of the experiments, and as the PI could locate no
discussion of this choice in the literature, the PI refocused effort on this problem. Figure 4 gives
the persistence diagrams for dissimilarity networks built from a single sample population of
pseudo-periodic time series with small magnitude white noise, with dissimilarity given by (a)
correlation distance, and (b) Euclidean L2 distance. These panels demonstrate that there is
substantial dependence of topological structure on the choice of dissimilarity measure.
Therefore, determining which properties of the underlying signals are reflected in the persistence
diagram, and thus understanding how subsampling affects the diagrams, first requires some
understanding of this dependency.

The PI attempted to derive some comparisons for correlation and L2 distances in simple cases
(small networks computed from sinusoids and square waves) by hand, but was unable to derive
any explicit information about their persistent homology. Following these inconclusive attempts
to develop a theoretical foundation for understanding the effect on persistent homology of the
choice of dissimilarity measure for a given data set, the PI has come to believe that one of the
principle open questions in applied topology is understanding, for fixed data, the effect of the
choice of dissimilarity measure on persistent homology. That is, what is the collection of
persistence modules/persistence diagrams that can be obtained from a fixed data set under all
choices of dissimilarity measure from some reasonable class? Ad hoc analyses may eventually
provide specific examples of classes of data on which topological features induced by particular
traditional dissimilarity measures can be understood without a general theory, but the PI believes
that a more methodical study that begins with a study of the structure of (an appropriately
chosen) space of dissimilarity measures will be necessary to gain a real grasp on these problems.

4.3 Cellular time series network b time series network
Sheaves for Learning degree 1 persistence degrge 1 persistence
Sensor Dissimilarity diagram from diagram from
Pearson correlation Euclidean L2 distance

In the course of pursuing ~__ °° e
these questions, the PI 8 s D os
invested substantial o " . = -
effort in understanding g o . E :
what “(dis)similarity of § 031 oo ¥ § 03 KA
sensors in a network” = ol 'R = ., ot |
should mean. While a % i T % g
wide range of advanced @ °*] ** 4w
methods for comparing 00 —_——— 00 ————r

. 0.0 01 02 03 04 05 06 00 01 02 03 04 05 06
SENSor measurements, in birth (normalized) birth (normalized)

many applications they
are understood to be
time series represented
by vectors in R", and

Figure 4: Degree 1 persistence diagrams for two dissimilarity networks
constructed from the same synthetic time series data using (a) correlation distance
and (b) Euclidean L2 distance.
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(dis)similarity is measured using some variant of correlation distance, Euclidean distance,
coherence of or Euclidean distance between Fourier/wavelet coefficients, or the comparison of
coefficients in auto-regressive models. While each of these has advantages in different domains,
they make assumptions about the structure of the recorded sensor readings, and in particular are
insensitive to the structure of the underlying network or sensor receptive fields.

To meet this need, the PI proposes a novel (to the PI’s knowledge) method for characterizing
consistency of sensor readings utilizing the language of cellular sheaves of vector spaces, as
described in Section 4.2.

Before describing the construction in general, we build intuition by considering a sensor network
consisting of a pair of sensors a and b, which record responses to stimuli y presented to the
network as vectors x,(y) € X, and x;,(y) € X}, respectively.

First, construct a sheaf over the simplicial complex £ = ({a, b}, {a, b, ab}) by fixing a vector
space X and taking X, = X, = X4, = X with ¢4, 4 and ¢y, ,, the identity maps. This sheaf
represents a sensor network for which the only globally consistent data for the network occurs
when x,(y) = x,(¥). That is, the two sensors record identical responses to each stimulus. If the
two sensors disagree, we can use a measurement like correlation distance to obtain a notion of
how far from consistent the data is. That is, we could define the (a, b)-inconsistency of a
measurement to be

18, (x5 )) = 1= Corr (fana(¥a()). B () M

On the other extreme, we can take any two F-vector spaces X, X;, and let X, = X, @ X},, with
linear maps ¢,p 4 and ¢, p the standard inclusion maps. In this sheaf, for a given stimulus y,
any choice of vectors x, () and x;,(y) is globally consistent. That is, the two sensors are
understood to be making completely independent measurements, as they would if they have
disjoint receptive fields or measure independent features of the stimulus. However, in this sheaf
all pairs of measurements are orthogonal in X,; and so the proposed definition in equation (1) is
uniformly 1. To rectify this, we need to exclude portions of the sensor measurements which are
independent from the computation by restricting the correlation computation to the intersection
of the images of ¢}, , and ¢y, . We define g, Xy, = Xgp to be the projection onto the

subspace im(gbab,a) N im(¢gqp p), and take

Iab (xa(:V):xb(y)) = \/1 - COT‘T(T[ab (¢ab,a(xa(y)))rﬂab( ¢ab,b (xb(y)))) (2)

whenever im(q{)ab'a) N im(cpab,b) # Qand Iy, (xa(y),xb (y)) uniformly zero otherwise. It is
reasonable to record this latter case by excluding the edge from the graph.

Suppose now that we have two sensors with unknown consistency condition, but that we are
capable of testing the system by introducing known stimuli Y = {y;, y5, ..., ¥} and recording
the responses x,(V;), x,(y;). We can use this formalism to pose the determination of the a linear
coherence condition as an optimization problem. Let X2, = X, @ X, and use a norm on X, to
define a loss function
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L(¢ab,a' ¢ab,b) = Zl|¢ab,a(xa(y)) - d)ab,b(xb()’))” (3)

YEY

for pairs of linear maps into X2, , possibly including a regularization term. Finding linear maps
(ﬁab,a, q'Bab,b which optimize such a loss function would then induce a notion of (in)consistency
of measurements using the formalism described above, based solely on the observed sensor
responses to stimuli. The codimension of the subspace im(qﬁab,a) + im(qﬁab,b) provides a
measure of the independence of the two sensors that could be used as a coarse notion of
dissimilarity, possibly under some suitable normalization. This framework can be directly
extended to the case of multiple sensors, including the study of triple-wise and higher notions of
sensor consistency, to produce a sheaf over an appropriate simplicial complex.

Due to the close of the period of performance, the PI was unable to theoretically investigate or
implement and experimentally test the proposed method. However, there should be few
substantial technical challenges to initial exploration, as the proposed optimization problem is
convex optimization (in the linear map case; a similar problem can, of course, be posed in a
nonlinear environment.) Further, because sheaves have a long history in algebraic topology and
to homology in particular, there is substantive reason to believe that this method will be
amenable to interface with existing methods in applied topology, and may admit provable
relationships between the dissimilarity measure as encoded in the sheaf, and the statistics of the
persistent homology derived from the resulting weighted network.

5.0 CONCLUSIONS

The initial impetus for this project was a strong trend in prior work indicating that methods from
algebraic topology are likely to be useful for the study of sensor networks, as the role of sensor
networks, as topological spaces, is to aggregate local data into global information. However,
many of the methods of algebraic topology have classically only been developed and applied in
the continuous setting, of which the discrete sensor networks we propose to study are
approximations. Thus, while the intuition stands, there remains substantial work to be done
bridging the gap between theory and practice.

During this project, the PI was repeatedly surprised by the complexity of technical issues that
arose on both the theoretical and experimental fronts. Various phenomena that appear to have
been more easily resolved in the classical continuous case, such as understanding how
deformation of spaces or metrics modify the result of homology computations, do not appear
amenable to the same approaches in the discrete case. While the highly nonlinear nature of the
homology computation was expected to cause difficulty in understanding these relationships, it is
now clear to the PI (and, with this context, it is clear that it likely has been to others before him)
that developing new mathematical methods for approaching such problems is a fundamental
problem for the field of applied topology. As the push to bring topological methods more broadly
into scientific and engineering research continues, it is likely that many researchers will begin to
encounter problems with the interface between the mathematical methods and real data. The PI
believes it would be of great benefit to the applied topology community to develop a large-scale
roadmap indicating where such fundamental technical difficulties are likely to lie but have yet to
be carefully investigated.

Approved for Public Release; Distribution Unlimited.

11



In addition, since the beginning of the field, members of the applied topology community have
been very interested in the use of cellular sheaves and cosheaves as data structures. Due to their
perceived technical complexity, inherited from their similar, deserved reputation in the
continuous case, adoption has been slow outside of a few research groups. However, many real
systems, particularly sensor networks and complex systems whose constituent elements can be
described in similar language, are clearly amenable to description using sheaf-theoretic language,
and the PI believes that this is likely to be a fruitful and more accessible direction of inquiry as
more researchers are exposed to these tools. Importing and upgrading tools from linear algebra
and quiver theory to the setting of cellular sheaves will provide powerful methods for analysis of
networked systems, and computational methods already on the horizon will make those methods
accessible even for large networks.

LIST OF SYMBOLS, ABBREVIATIONS AND ACRONYMS

G weighted or unweighted simple graph

\Y set of vertices in a graph or simplicial complex

E set of edges in a graph or simplicial complex

A set of unordered pairs of elements from a set A

(2)

X weighted or unweighted simplicial complex

S, S; set of simplices or i-simplices in a simplicial complex

w weight function on edges of a weighted graph or simplices of a
weighted simplicial complex

0,T,p simplices in a simplicial complex

X, X, vector space, vector space affiliated to a simplex o

R, R% real numbers, real Euclidean space of dimension d

D, o linear transformation between vector spaces

P(A) power set (set of all subsets) of a set A

J; boundary map in a simplicial complex

F, field with two elements

F,(A) [F,-vector space with basis A

C;i(Z) degree | [F,-chain group of simplicial complex X

ker (¢) kernel of linear transformation ¢

im(¢p) image of linear transformation ¢

H; (%) degree i simplicial homology of simplicial complex Z with [F,-
coefficients

XpX direct sum of vector spaces X, X’
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