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1 SUMMARY

Cybersecurity hinges upon finding vulnerabilities in software systems before they are de-
ployed in an environment open to malicious actors. As the implementation flaws in software
systems are eliminated by increasingly sophisticated software analysis techniques, attacks re-
lying on the inherent space-time complexity of algorithms used for building software systems
are gaining prominence. When an adversary can inexpensively generate inputs that induce
behaviors with expensive space-time resource utilization at the defender’s end, in addition to
mounting denial-of-service attacks, the adversary can also use the same inputs to facilitate
side-channel attacks in order to infer some secret from the observed system behavior.

In this project our objective was to develop automated and semi-automated analysis
techniques and implement them in an industrial-strength tools that allow the efficient analysis
of software (in the form of Java bytecode) with respect to these problems rapidly enough
for inclusion in a state-of-the-art development process. The analysis was to result in (1)
estimates for the worst-case space-time complexity and algorithms, (2) input constraints
that implicitly characterize inputs to the algorithms that trigger the worst-case behavior,
(3) concrete test examples for “bad” inputs, and (4) estimates for the information leakage
from the system through observables related to time and memory resource utilization.

2 INTRODUCTION

The project’s main objective was to perform the code analysis using a radically improved
form of symbolic execution of Java bytecode that was expected to yield the results described
above. Symbolic execution is a very powerful code analysis technique that not only implicitly
enumerates all program execution paths, but is also capable of constructing the inputs that
trigger those paths. To address the scalability, speed, and accuracy issues we have (1) applied
new techniques to worst-case and side-channel analysis, (2) developed a novel and efficient
model-counting constraint solver that was used in constructing the malicious inputs and
computing the leakage, (3) implemented a cloud-based platform for distributed symbolic
execution where multiple program execution paths are explored in parallel, (4) integrated
fuzzing and symbolic execution to improve the performance of the analysis tool, (5) developed
a black-box method for side-channel analysis, and (6) implemented a novel dynamic symbolic
execution engine for Java.

3 METHODS, ASSUMPTIONS, AND PROCEDURES
3.1 Challenges of worst case analysis

Our goal was to use symbolic execution to compute the worst-case complexity of Java byte
code programs. The most challenging aspect of the work has been scalability. A simple
algorithm for computing worst-case execution time is to perform a symbolic execution over
the program up to a large depth and to observe the size of the longest terminating path L
(in terms of some cost function defined over program paths). While such a naive approach
would find the worst-case executions for any (bounded) program, it could hardly scale to any
program of realistic size. We therefore had to solve the challenge of developing heuristics that
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search the symbolic state space of the program in an intelligent way, to guide the analysis
in an intelligent manner. While there has been a large amount of work devoted to heuristic
search in program analysis, the majority of work has been done in the simple setting of
guiding the analysis towards increasing coverage or finding program bugs (run-time errors or
assert violation), and therefore could not be applied to our problem. There has been consid-
erable less work on devising heuristics for worst case complexity. We therefore had to build
new techniques and tools to address the problem. We addressed these challenges by devel-
oping heuristics tailored for guiding symbolic execution worst-case analysis such as Symbolic
PathFinder-Worst Case Analysis (SPF-WCA) [14] and Canopy [I5] as well as fuzzing and
hybrid approaches, that combine fuzzing with symbolic execution and custom heuristics to
guide the search for worst-case paths, e.g. Kelinci-Worst Case Analysis (WCA) [12] and
Badger [18].

3.2 Challenges for side channel analysis

Side-channel attacks recover secret content in programs from non-functional characteristics
of computations, such as time or memory consumption. Typical goals of side-channel attacks
are the recovery of cryptographic keys and private information about users. Previous work
on countering side-channel attacks focuses on modifications of the hardware platform for
specific algorithms such as Intel’s implementation of the Advanced Encryption Standard or
requiring modifications to the platform [22] that are so significant that their rapid adoption
seems unlikely. We proposed a symbolic execution approach for the automatic analysis
of Java bytecode programs that delivers formal security guarantees that cover all possible
executions of the corresponding system. The security guarantees are quantitative bounds on
the amount of information that is contained in the side-channel observations of timing and
memory based attacks. Over previous static analysis approaches [9]lwe worked with a precise
execution and memory model for Java, as provided by Java Pathfinder’s (JPF) custom Java
Virtual Machine (JVM), allowing us to provide more precise results. Furthermore, JPF
enables precise reasoning about multi-threading and the effects of garbage collection which
were not addressed in previous work.

3.3 Challenges for cloud-based symbolic execution

Even though symbolic execution is often referred to as “embarassingly parallel”, there are
practical issues that must be resolved when implementing a parallel (distributed) version,
such as the underlying platform on which the analysis will be performed. Using an off-the-
shelf analysis platform, such as Apache Spark, brings the benefit of mature technology with
built-in tools. On the other hand, we found that using heavyweight tools such as these can
bring overhead and issues t hat are difficult t o debug [ 3]

Ultimately, we used several custom components for our cloud-based symbolic execution
framework [3]. This gave us the capability to run multiple related analyses (JPF, SPF, and
SPF-WCA) on top of the same framework.
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3.4 Overall approach

We proposed a comprehensive symbolic execution approach for the time/space analysis of
Java bytecode programs. Symbolic execution [13] is a systematic program analysis technique
which efficiently explores multiple program behaviors all at once, by manipulating symbolic
constraints collected over program paths. In recent years symbolic execution has shown sig-
nificant success in practice, scaling to millions of lines of code [I0] and finding applications
in the security domain [2] 8]l The technique is attractive because it is automatic, produces no
false alarms and generates inputs that can be re-run by developers. We will build upon SPF
[20]—a mature symbolic execution tool for Java bytecode, part of the JPF verifica-tion tool-
set. JPF has been under development at the National Aeronautics and Space Administration
(NASA) Ames Research Center since 1999 and was open-sourced in 2005. The tool-set has an
active user and developer base in academia, industry, and government agencies and labs
(initially 6000 downloads/month). The largest program analyzed was a web-application with
276,556,150 instructions executed.

Applying SPF to our proposed effort of automatically detecting time/space vulnerabil-
ities and quantifying the results required significant extensions and additions to both the
underlying techniques and algorithms as well as the tool’s implementation and infrastruc-
ture. Additionally, we built and integrated a cloud-based computing framework on top of
which SPF can run. Our overall approach is depicted in Figure[l] The proposed tool-set takes
as input a Java bytecode program which is analyzed with respect to worst-case complexity
and side-channel attacks. The worst case analysis tool produces the worst-case complexity
(upper and lower) bounds together with actual test inputs (and input constraints) that ex-
pose the worst case behavior. The side-channel analysis tool produces an upper bound of
channel leakage together with a confidence measure on the analysis results. The toolset has
the following components, developed by our technical tasks.

1. The worst-case complexity analysis (WCA) component implements efficient algorithms
for computing lower and upper bounds on the algorithmic complexity of a program, and
produces input constraints and test inputs that expose the vulnerabilities. This is
achieved through a combination of techniques that efficiently explore both an under-and
over-approximation of the program. The first technique performs a beam-search
symbolic execution to quickly find the worst case paths while the second technique
performs a static analysis along the paths given by the first technique defining a pro-
gram slice that is smaller and easier to analyze than the whole program. The under-and
over-approximation techniques are used in a complementary way allowing us to
minimize the imprecision introduced by each one of them separately.

2. The side-channel analysis (SCA) component implements a symbolic quantitative infor-
mation flow analysis that precisely quantifies the leakage of discovered channels. The
technique takes into account the effects of garbage collection and handles multithread-
ing. Further, loop acceleration is used to speed-up the analysis.
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3. At the heart of our toolset is a powerful automata based model-counting constraint-
solver (MCS) capable of handling complex constraints, involving numeric and string
expressions, as well as model counting necessary for quantifying the analysis results.
Further, the solver provides widening and transitive closure operations for accelerating
the analysis techniques.

4. Horizontal scaling is provided by building a cloud-based distributed symbolic execution
framework on which the processing is performed.

Java 4, input Symbolic generates Analysis
Bytecode i ':|I> execution ':I|> Report

Worst-case bounds
Hadoop Worst-case analysis |........." | Worst_case input
MapReduce (worst-case bounds) | it LT
Qgguide Worst-case constraints

adoop Distributed ymbolic "
File System (HDFS) execution Side-channel analysis | Information Leakage

X .| and confidence
engines
Hive data
warehouse

Constraint solver

Figure 1. Overview of Our Framework

Evaluation metrics: We briefly summarize our metrics for the evaluation of the perfor-
mance of the tools.

e Scalability: We provided scalability through algorithmic advancements and through a
parallel implementation using a cloud-based distributed architecture. The former was
achieved as follows: The worst-case execution analysis performs an iterative “beam-
search” symbolic execution to quickly guide the symbolic execution towards the paths
that consume the most time/space. This analysis is complemented by a static analysis
that is guided by the paths and bounds computed by the beam-search symbolic execu-
tion, for increased efficiency. Both worst-case and side-channel analysis techniques are
implemented using an iterative approach that can benefit from caching constraints and
pruning previously analyzed paths. Further, loop acceleration is used to speed-up the
computations. The distributed architecture provides true horizontal scaling: The num-
ber of parallel execution paths that can be explored at a time is directly proportional
to the number of nodes in the cloud.

e Speed: Speed can be measured in terms of the sheer computational speed of the tool
and the amount of manual intervention that is required. We provide a speedup over
symbolic execution based techniques using algorithmic improvements and a distributed
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architecture as described above. Our techniques are fully automated, but human input
can be used to further tune them, e.g. to explore deep paths of interest. Further,
the techniques are “anytime,” i.e., the more they run, the more precise the obtained
results, while at the same time giving useful intermediate results.

e Accuracy: The proposed techniques are carefully crafted to maximize precision and
eliminate false alarms. For WCA, we provide not only upper and lower bounds, but
also actual inputs that expose worst case complexity (thus “no false alarms”). The side
channel analysis not only discovers side channels, but it also quantifies the leakage and
provides a confidence measure in the results; approximation is introduced carefully,
and iterative techniques are used to produce results that become more precise with
each iteration.

4 RESULTS AND DISCUSSION
4.1 Static analysis

Our goal with the static analysis was to narrow down which areas of a program are likely
to contain vulnerabilities. The results of the static analysis are presented to the user in an
intuitive manner so that potential vulnerabilities can be quickly inspected. Static analysis
is a good choice for the initial pass because it can scale to large programs, although it may
lead to false positives.

We implemented a tool for static analysis and visualization named Janalyzer. Internally,
Janalyzer uses the Watson Libraries for Analysis (WALA) [II], which is a framework for
Java bytecode analysis. In a nutshell, Janalyzer performs many static analyses based on the
computed call-graph and control-flow information, such as loop analysis, unbalanced branch
identification, and dependency analysis. Moreover, Janalyzer has a graphical user interface
(GUI) with which users interact, and seamlessly integrates with other dynamic analysis tools,
like jBond, which we developed for this project.

Janalyzer uses the Averroes [I] tool to construct call graphs. First, Averroes is used
to generate a placeholder library that summarizes the original library in terms of method
calls. Then, Janalyzer uses the WALA [I1] to analyze the original program along with the
placeholder library and to generate a call graph. Without this type of approximation, the
generation of the call graph alone can take a long time depending on the size of the libraries
used by the target program. To increase the precision of the call graph when the target
program uses reflection, Janalyzer uses the Tamiflex [6] tool to dynamically monitor the
program and record which classes are loaded reflectively. Afterwards, this list of classes is
given to Averroes so that it can know precisely which classes to use in reflective calls. The
generated call graph is then sound with respect to the dynamic runs. Moreover, Janalyzer
also allows the user to input additional methods that should be considered as entry points.
This is needed for web-based applications with callbacks.

Loops, particularly nested loops, are a natural source for potential time and space vul-
nerabilities. As the nesting level of a loop increases, resource consumption in a program
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(execution time, memory consumed, packets sent over a network) inside the loops also in-
creases. Thus, identifying nested loops may help identify complexity vulnerabilities.

The difficulty is that realistic programs may contain thousands of loops, most of which are
not vulnerable. Our Janalyzer uses two heuristics to rank loops. First, it identifies all intra-
and inter-procedural nested loops (i.e., loops that are nested across method calls) and ranks
them according to their nesting level. Second, it identifies loops that contain “suspicious”
exit conditions. We define a loop exit condition as suspicious if a variable upon which it
depends is possibly modified inside the loop body. For instance, a loop whose exit condition
depends on a stack being non-empty is suspicious if elements were pushed onto the stack
inside the loop body itself.

A list of loops is created and ordered by nesting level. In principle, this list can form the
starting point of a fully automatic analysis, where each suspicious method is further analyzed
with symbolic execution, possibly in parallel, to confirm the vulnerability. In practice, the
list is visualized and displayed to the user, who can choose which methods to analyze further.
The visualization overlays the loop sequences on top of the program’s call graph to display
them in context. When a particular loop sequence is selected, the methods containing the
loops are displayed.

We have developed a simple technique for identifying unbalanced branches in the code,
with the goal of discovering potential side channels. The technique is built on control-
dependency graph (CDG), and for each branching point it derives which parts of paths are
common and which are not.

The Janalyzer takes the semantics of methods such as Thread.sleep() into account in its
cost model. For example, with the time cost model, the cost of a call to Thread.sleep() is
weighted according to a constant factor multiplied by amount of time to sleep (assuming
a constant parameter). Currently the analysis assumes all loops have bound 1 and the
recursion depth is set to 0. Loop bounds, if available, could be used to improve the analysis.

4.2 Dynamic symbolic execution

As the program progressed, the vast majority of the challenge programs involved some sort of
peer-to-peer communication, often implemented with web server frameworks. In other words,
the programs were not structured as single-threaded applications whose main method trig-
gered the application logic, but rather as multi-threaded applications whose main method
established a listening thread that ran indefinitely and implicitly invoked callbacks on sepa-
rate threads that implemented the logic of the application. The original symbolic execution
engine that we used, SPF, was not designed to handle this type of multi-threaded and web
server based architecture. Analyzing such applications with SPF requires the manual ex-
traction of code snippets and test drivers to symbolically execute those snippets.

We thus decided to implement a dynamic symbolic execution (DSE) engine [4] capa-
ble of analyzing multi-threaded programs that use web server frameworks and peer-to-peer
communication without requiring simplifications to those programs.

The original design of our DSE engine used only compile-time instrumentation and
worked in the following way. For every bytecode instruction in the application’s classes,
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additional bytecode instructions were injected; these additional bytecode instructions drive
the execution of a symbolic “shadow” JVM that simultaneously executes the application
symbolically. We intentionally chose not to instrument the libraries used by an application;
in other words, we do not symbolically execute code implemented in the libraries used by an
application. This design decision was made to increase scalability at the cost of precision.

This original design that used only compile-time instrumentation was efficient and light-
weight, but ran into issues when run on complex programs. The primary reason was that
it was difficult to determine when instrumented code had invoked a method implemented in
uninstrumented code and vice versa; this led to errors in maintaining the symbolic shadow
stack. Several factors, including virtual methods, callbacks, native methods, and static class
initializers, contributed to this.

For this reason, our design evolved to include the use of a native Java Virtual Machine
Tool Interface (JVMTI) agent. This native agent registers to receive a callback notification
upon the occurrence of two events: method entry and method exit. This allows the agent
to intervene any time a method is invoked so that it can maintain the symbolic shadow
stack. Unfortunately, these two callbacks are also the most expensive callbacks that a native
JVMTT agent can receive, and this led to a large reduction in performance (at least an order
of magnitude for the programs we tried).

Some of the particularly relevant features of our DSE engine include:

e The capability to symbolically execute multiple threads.

Support for symbolic arrays, including both symbolic content and symbolic array sizes.

Constraints logged to a mongo database and solved offline.

The capability for the analyst to specify initial constraints on the symbolic variables.

Automatic checking for array index out of bounds exceptions.

e Automatic detection and maximization of loop bound constraints.

The last feature in the list above uses static analysis to detect which branches in a
program correspond to loops and injects instructions that cause additional constraints to be
generated. These additional constraints use the maximization feature of the Z3 Satisfiability
Modulo Theories (SMT) solver to attempt to maximize the value of (symbolic) loop bounds.
For example, a loop whose (integer) bound depended on unconstrained user input would
be maximized to the maximium value of an integer, and the analyst would be notified
accordingly.

We built several helper tools to compliment our DSE engine, including a GUI tool from
which the analysis can be driven, such as providing input and viewing the generated path
constraints.

The overhead imposed by our DSE engine depends on the ratio of instrumented to unin-
strumented code that is executed; the higher this ratio, the higher the overhead. In other
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words, the more code that is executed symbolically, the greater the timing overhead. On the
programs on which we tested, timing overhead typically ranged between 10x - 30x.

In regard to the size of the programs that can be analyzed with our DSE engine, the only
“hard” limit is the maximum method size limit imposed by the JVM itself: the total size
of a method’s bytecode is limited to 65536 total bytes. Because our instrumentation injects
additional bytecode instructions into every method (it injects between two and seven instruc-
tions for every original bytecode instruction), the original (uninstrumented) bytecode of the
program under analysis should be approximately 32kB or less. In practice, we encountered
only a handful of programs which exceeded this size limit.

Running the DSE engine on the engagement programs sometimes required changes to the
structure of the application jars (it did not require modifications to the programs); this was
also the case with our Janalyzer tool. This happened with programs that used the Vaadin
and Spring web server frameworks.

Additionally, packaging the library jars inside the application jar often led to errors with
both the DSE and Janalyzer. Unbundling the library jars from the application jar resolved
these issues.

One promising avenue for increasing the precision of our DSE engine without sacrificing
scalability is the addition of symbolic library stubs. Recall that we intentionally designed our
DSE engine so that library jars are not instrumented; unfortunately, this loss of precision does
affect some analyses. For instance, the ImageProcessor challenge program from engagement
1 contained an algorithmic complexity vulnerability that manifested with a particular choice
of pixel values in the input image. Even though the vulnerability itself was a result of user-
defined code in the challenge program, a successful symbolic analysis needs library jars (in
this particular case, the java.awt.image. BufferedImage class) to store symbolic variables.

Symbolic library stubs solve this problem by providing a simplified symbolic version of
library calls that are used whenever the corresponding library method is invoked. They
increase the precision of the analysis by allowing library methods that would not other-
wise be executed symbolically to update the symbolic state of the analysis appropriately.
Early in the Space-Time Analysis for Cybersecurity (STAC) program, it was mentioned that
such symbolic library stubs had been researched and developed during the Intelligence Ad-
vanced Research Projects Activity (IARPA) Securely Taking On New Executable Software
of Uncertain Provenance (STONESOUP) program. Unfortunately, the teams involved in the
STONESOUP program were not willing to share this work. The precision and applicability
of our work would be greatly increased by the addition of symbolic library stubs.

4.3 Worst-case analysis: SPF-WCA

To find worst-case complexity vulnerabilities, the Carnegie Mellon University (CMU) team
first developed a technique based on symbolic execution[I4]. The technique uses an efficient
guided analysis to compute bounds on the worst-case complexity (for increasing input sizes)
and to generate test values that trigger the worst-case behaviors. The resulting bounds are
fitted to a function to obtain a prediction of the worst-case program behavior at any in-put
sizes. Comparing these predictions to the programmers’ expectations or to theoretical
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asymptotic bounds can reveal vulnerabilities or confirm that a program behaves as expected.
To achieve scalability we use path policies to guide the symbolic execution towards worst-
case paths. The policies are learned from the worst-case results obtained with exhaustive
exploration at small input sizes and are applied to guide exploration at larger input sizes,
where un-guided exhaustive exploration is no longer possible. To achieve precision we use
path policies that take into account the history of choices made along the path when decid-
ing which branch to execute next in the program. Furthermore, the history computation is
context-preserving, meaning that the decision for each branch depends on the history com-
puted with respect to the enclosing method. We implemented the technique in the Symbolic
PathFinder tool [20]. We showed experimentally that it can find vulnerabilities in complex
Java programs and can outperform established symbolic techniques. The work was presented
at the International Conference on Software Testing (ICST) 2017 conference where it won
the best paper award.

4.4 Worst-case analysis: Canopy

The CMU team further explored heuristic analysis techniques [15] for finding costly paths in
programs, where the cost refers to the execution time or memory consumed by the program.
To this end, we developed Canopy, an analysis framework that can support various software
engineering tasks, such as finding vulnerabilities related to denial-of-service attacks, guiding
compiler optimizations or finding performance bottlenecks in software. The analysis performs
sampling over symbolic program paths, which are computed with a symbolic execution over
the program, and uses Monte Carlo Tree Search (MCTS) to guide the search for costly
paths. We implemented the proposed method in SPF and we evaluated it on Java programs.
Our experiments showed the promise of the technique for finding performance bottlenecks
in software.

4.5 AFL-style fuzzing with Kelinci

Motivated by the challenging Defense Advanced Research Projects Agency (DARPA) en-
gagements we also explored alternative analysis techniques, such as grey-box fuzzing [12].
Grey-box fuzzing is a random testing technique that has been shown to be effective at find-

ing security vulnerabilities in software. The technique leverages program instrumentation

to gather information about the program with the goal of increasing the code coverage dur-ing
fuzzing, which makes grey-box fuzzers extremely efficient vulnerability detection tools. One
such tool is American Fuzzy Lop (AFL), a grey-box fuzzer for C programs that has been used
successfully to find security vulnerabilities and other critical defects in countless software
products. We developed Kelinci, a tool that interfaces AFL with instrumented Java programs.
The tool does not require modifications to AFL and is easily parallelizable. Applying AFL-
type fuzzing to Java programs opens up the possibility of testing Java based applications
using t his powerful technique. W show t he effectiveness of kelinci by applying it on t he image
processing library Apache (Cbmmons I maging, in which it identified a bug within one hour.

Approved for Public Release; Distribution Unlimited.

9



4.6 Badger: Integration of fuzzing with symbolic execution for worst-case anal-
ysis

We also explored hybrid approaches[I8]. Hybrid testing approaches that involve fuzz test-
ing and symbolic execution have shown promising results in achieving high code coverage,
uncovering subtle errors and vulnerabilities in a variety of software applications. In [I8] we
describe Badger - a new hybrid approach for complexity analysis, with the goal of discovering
vulnerabilities which occur when the worst-case time or space complexity of an application
is significantly higher than the average case.

Badger uses fuzz testing to generate a diverse set of inputs that aim to increase not
only coverage but also a resource-related cost associated with each path. Since fuzzing may
fail to execute deep program paths due to its limited knowledge about the conditions that
influence these paths, we complement the analysis with a symbolic execution, which is also
customized to search for paths that increase the resource-related cost. Symbolic execution
is particularly good at generating inputs that satisfy various program conditions but by
itself suffers from path explosion. Therefore, Badger uses fuzzing and symbolic execution in
tandem, to leverage their benefits and overcome their weaknesses.

We implemented our approach for the analysis of Java programs, based on Kelinci and
SPF. We evaluated Badger on Java applications, showing that our approach is significantly
faster in generating worst-case executions compared to fuzzing or symbolic execution on their
own.

4.7 Multi-run side-channel analysis

The CMU team also did extensive work on side channel analysis based on symbolic execution
and model counting [19] /5, 21} 16] . Side-channel attacks recover confidential information
from non-functional characteristics of computations, such as time or memory consumption.
In [19] we describe a program analysis that uses symbolic execution to quantify the infor-
mation that is leaked to an attacker who makes multiple side-channel measurements. The
analysis also synthesizes the concrete public inputs (the "attack”) that lead to maximum
leakage, via a novel reduction to Max-SMT solving over the constraints collected with sym-
bolic execution. Furthermore model counting and information-theoretic metrics are used
to compute an attacker’s remaining uncertainty about a secret after a certain number of
side-channel measurements are made. We have implemented the analysis in the Symbolic
PathFinder tool and applied it in the context of password checking and cryptographic func-
tions, showing how to obtain tight bounds on information leakage under a small number of
attack steps.

The work was further extended in [5] with analysis for string-manipulating systems, in
[21] with synthesis of adaptive side-channel attacks, and in [I6] with analysis of probabilistic
systems.

4.8 Attack synthesis

The University of California at Santa Barbara (UCSB) team has developed an automated
technique for online adaptive attack synthesis which can be used to extract information

Approved for Public Release; Distribution Unlimited.

10



from program functions that leak secret data through a side channel. In this approach
we synthesize attack steps dynamically and consider noisy program environments. Our
approach consists of an offline profiling phase using symbolic execution, witness generation,
and profiling to construct a noise model. During our online attack synthesis phase, we
use weighted model counting and numeric optimization to automatically synthesize attack
inputs. We experimentally evaluate the effectiveness of our approach on DARPA STAC
problems and demonstrated that this approach can be effective in identifying exploits for
side-channel vulnerabilities.

We extended this approach later on and integrated meta-heuristics for generation of
optimum attacks. We use symbolic execution to extract path constraints, automata-based
model counting to estimate the probability of execution paths, and meta-heuristic methods
to maximize information gain based on entropy for synthesizing adaptive attack steps.

4.9 Co-Co-Channel: Static side-channel analysis

We developed a new technique for scalable detection of side-channels in software. Given a
program and a cost model for a side-channel (such as time or memory usage), we de-compose
the control flow graph of the program into nested branch and loop components, and
compositionally assign a symbolic cost expression to each component. Symbolic cost
expressions provide an over-approximation of all possible observable cost values that compo-
nents can generate. Queries to a satisfiability solver on the difference between possible cost
values of a component allow us to detect the presence of imbalanced paths (with respect to
observable cost) through the control flow graph. When combined with taint analysis that
identifies conditional statements that depend on secret information, our technique answers
the following question: Does there exist a pair of paths in the program’s control flow graph,
differing only on branch conditions influenced by the secret, that differ in observable side-
channel value by more than some given threshold? Additional optimization queries allow
us to identify the minimal number of loop iterations necessary for the above to hold or
the maximal cost difference between paths in the graph. We perform symbolic execution
based feasibility analyses to eliminate control flow paths that are infeasible. We implemented
our techniques in a prototype tool called COmpositional COnstraint-based side-CHANNEL
analyzer (CoCo-Channel) for analyzing Java programs. Our experiments demonstrate its
favourable performance against state-of-the-art tools as well as its effectiveness and scalabil-
ity on a set of sizable, realistic Java server-client and peer-to-peer applications.

4.10 Profit: Dynamic side-channel analysis

We developed a black-box, dynamic technique to detect and quantify side-channel informa-
tion leaks in networked applications that communicate through a Transport Layer Security
(TLS)-encrypted stream. Given a user-supplied profiling-input suite in which some aspect
of the inputs is marked as secret, we run the application over the inputs and capture a
collection of variable-length network packet traces. The captured traces give rise to a vast
side-channel feature space, including the size and timestamp of each individual packet as
well as their aggregations (such as total time, median size, etc.) over every possible subset
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of packets. Finding the features that leak the most information is a difficult problem.

Our approach addresses this problem in three steps: 1) Global analysis of traces for their
alignment and identification of emphphases across traces; 2) Feature extraction using the
identified phases; 3) Information leakage quantification and ranking of features via estimation
of probability distribution.

We implemented this approach in a tool called Profit and experimentally evaluated it
on DARPA STAC problems. Our experimental results demonstrate that, given suitable
profiling-input suites, Profit is successful in automatically detecting information-leaking fea-
tures in applications, and correctly ordering the strength of the leakage for differently-leaking
variants of the same application.

4.11 JIT induced side-channels

Side-channel vulnerabilities in software are caused by an observable imbalance in resource
usage across different program paths. We showed that just-in-time (JIT) compilation, which
is crucial to the runtime performance of modern interpreted languages, can introduce tim-
ing side channels in cases where the input distribution to the program is non-uniform. Such
timing channels can enable an attacker to infer potentially sensitive information about predi-
cates on the program input. We defined three attack models under which such side channels
are harnessable and five vulnerability templates to detect susceptible code fragments and
predicates. We also developed profiling algorithms to generate the representative statistical
information necessary for the attacker to perform accurate inference. We systematically eval-
uated the strength of these JIT-based side channels on the java.lang.String, java.lang.Math,
and java.math.BigInteger classes from the Java standard library, and on the JavaScript
built-in objects String, Math, and Array. We carried out our evaluation using two widely
adopted, open-source, JIT-enhanced runtime engines for the Java and JavaScript languages:
the Oracle HotSpot Java Virtual Machine and the Google V8 JavaScript engine, respectively.
Finally, we demonstrated a few examples of JIT-based side channels in the Apache Shiro
security framework and the GraphHopper route planning server, and showed that they are
observable over the public Internet.

4.12 ABC: A model counting constraint solver

In recent years constraint solvers have become essential components of program analysis
techniques for detecting vulnerabilities and bugs in programs. For quantitative program
analyses, such as quantifying the information leakage, checking the satisfiability of a con-
straint is not sufficient, and it is necessary to count the number of solutions. We developed
a constraint solver that, given a constraint, (1) constructs an automaton that accepts all
solutions that satisfy the constraint, (2) generates a function that, given a length bound,
gives the total number of solutions within that bound. Our approach relies on the obser-
vation that, using an automata-based constraint representation, model counting reduces to
path counting, which can be solved precisely. We implemented this approach for string
constraints in a tool called Automata Based model Counter (ABC).

Next, we extended ABC in order to handle both string and numeric constraints. In this
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extension of ABC, we first construct a multi-track deterministic finite state automaton that
accepts all solutions to the given constraint. A multi-track automaton is a generalization
of finite state automaton, where a multi-track automaton accepts a string tuple (instead of
a single string) by reading multiple input tracks simultaneously. Since automata can only
represent regular sets, we limit the numeric constraints to linear integer arithmetic, and for
non-regular string constraints we over-approximate the solution set. Counting the number
of accepting paths in the generated automaton solves the model counting problem. Our
approach is parameterized in the sense that, we do not assume a finite domain size during
automata construction, resulting in a potentially infinite set of solutions, and our model
counting approach works for arbitrarily large bounds. We experimentally demonstrated the
effectiveness of our approach on a large set of string and numeric constraints extracted from
software applications. We experimentally compared ABC to five existing model counting
constraint solvers for string and numeric constraints and demonstrated that ABC is as effi-
cient and as or more precise than other solvers. Moreover, ABC can handle mixed constraints
with string and integer variables that no other tool can.

Efficiency of constraint solvers is crucial for efficiency of modern program analysis tech-
niques. In order to improve the efficiency of ABC, we developed a constraint caching frame-
work to expedite potentially expensive satisfiability and model-counting queries. Integral to
this framework is a novel constraint normalization procedure that we developed under which
the cardinality of the solution set of a constraint, but not necessarily the solution set itself,
is preserved. We extended these constraint normalization techniques to string constraints in
order to support analysis of string-manipulating code. We used a group-theoretic framework
to formalize our normalization techniques, which generalizes earlier results on constraint
normalization. We also developed a parameterized caching approach where, in addition to
storing the result of a model-counting query, we also store a model-counter object in the
constraint store that allows us to efficiently recount the number of satisfying models for dif-
ferent maximum bounds. We implemented our caching framework in our tool Cashew, which
is built as an extension of the Green caching framework, and integrated it with SPF and our
model-counting constraint solver ABC. Our experiments show that constraint caching can
significantly improve the performance of symbolic and quantitative program analyses. For
instance, Cashew can normalize the 10,104 unique constraints in the SMC/Kaluza bench-
mark down to 394 normal forms, achieve a 10x speedup on the SMC/Kaluza-Big dataset,
and an average 3x speedup in our SPF-based side-channel analysis experiments.

4.13 Research on model counting

Model counting is of central importance in quantitative reasoning about systems [7]. Ex-
amples include computing the probability that a system successfully accomplishes its task
without errors, and measuring the number of bits leaked by a system to an adversary in
Shannon entropy. Most previous work in those areas demonstrated their analysis on pro-
grams with linear constraints, in which cases model counting is polynomial time. Model
counting for nonlinear constraints is notoriously hard, and thus programs with nonlinear
constraints are not well-studied. In [7] we surveyed state-of-the-art techniques and tools for
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model counting with respect to SMT constraints, modulo the bitvector theory, since this
theory is decidable, and it can express nonlinear constraints that arise from the analysis of
computer programs. We integrate these techniques within the Symbolic Pathfinder plat-
form and evaluate them on difficult nonlinear constraints generated from the analysis of
cryptographic functions.

4.14 DifFuzz: Differential Fuzzing for Side-Channel Analysis

In more recent work, we developed DifFuzz [17], a fuzzing-based approach for detecting side-
channel vulnerabilities related to time and space. DifFuzz automatically detects these vul-
nerabilities by analyzing two versions of the program and using resource-guided heuristics to
find inputs that maximize the difference in resource consumption between secret-dependent
paths. The methodology of DifFuzz is general and can be applied to programs written in
any language. We developed an implementation that targets analysis of Java programs, and
uses and extends the Kelinci and AFL fuzzers. We evaluate DifFuzz on a large number of
Java programs, coming from STAC engagements and real-world applications, and demon-
strate that it can reveal unknown side-channel vulnerabilities in popular applications. We
also show that DifFuzz compares favorably against Blazer and Themis, two state-of-the-art
analysis tools for finding side-channels in Java programs.

5 CONCLUSIONS
This section summarizes some of our important findings during this project.
5.1 Lessons from dynamic symbolic execution

While we believe that dynamic symbolic execution is an important and powerful analysis
technique capable of identifying many types of interesting program inputs, applying DSE
to the provided challenge programs yielded relatively few actionable insights relevant to
the challenge questions. One reason is that, as a whole, the threat-model for a complexity
vulnerability is extremely broad and difficult to codify. The complexity vulnerabilities in the
provided challenge programs manifested in a variety of ways; for example, sometimes they
manifested with a particular choice of “magic” input values, and other times they manifested
with a particularly large input. At its core, symbolic execution is a search procedure that
relies on heuristics to prune the exponential search space and identify “promising” inputs
that lead to a vulnerability. Without a more narrow threat-model, developing scalable and
precise heuristics that can be used to identify complexity vulnerabilities on STAC-sized
engagement programs requires further research.

5.2 Lessons from fuzzing

In this project, we have started by using symbolic execution and model counting for both
worst case execution and side-channel analysis. We developed various heuristics to scale the
symbolic execution to large programs, as outlined in the sections above. However, the nature
of the engagements pushed us towards exploring alternative techniques, such as fuzzing,
towards finding quickly reported vulnerabilities. We have thus developed Kelinci, an AFL-
based fuzzer for Java, and Kelinci-WCA, which extends Kelinci with cost-guided heuristcs.
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We have further developed techniques for both worst-case and side-channel analysis, that
are based on fuzzing (see above).

The advantage of fuzzing over symbolic execution is that it can be applied more or less
"out of the box”, without worrying too much about the underlying libraries that would
need to be modeled for symbolic execution. Fuzzing also has an advantage over static
analysis, because it always reports vulnerabilities that are real, whereas static analysis can
give warnings that turn out to be infeasible (that this may be a nuisance to the users of the
analysis tool).

Furthermore, if run long enough, fuzzing eventually finds the target vulnerabilities, es-
pecially if they are "shallow”, meaning that they are not guarded by some complicated
conditions in the code (which seemed to be the case in the engagements). If the latter is
the case, fuzzing typically has trouble finding inputs that satisfy those complex conditions,
but symbolic execution is typically good at that. We are therefore believing that the right
direction for future research is to combine the two techniques, to benefit from their strengths
while at the same time to overcome their weaknesses. This was the motivation behind our
work on Badger, a hybrid fuzzing/symbolic execution approach for worst case analysis. Re-
cently we have also developed HyDiff (under submission), which is a hybrid fuzzing/symbolic
execution approach that targets differential analysis. The latter can be used for e.g. finding
side channels.

Another drawback of AFL-style fuzzing is its rather poor handling of programs that ac-
cept inputs that have complex structure, for instance inputs that are specified by a grammar.

Typically, fuzzers like AFL take a set of seed inputs and leverage random mutations to
continually improve the inputs with respect to a cost, e.g. program code coverage, to discover
vulnerabilities or bugs. Following this methodology, fuzzers are very good at generating
unstructured inputs that achieve high coverage. However fuzzers are less effective when
the inputs are structured, say they conform to an input grammar. Due to the nature of
random mutations, the overwhelming abundance of inputs generated by this common fuzzing
practice often adversely hinders the effectiveness and efficiency of fuzzers on grammar-aware
applications. The problem of testing becomes even harder, when the goal is to not only
achieve increased code coverage, but also to find complex vulnerabilities related to other
cost measures, say high resource consumption in an application.

To address this shortcoming of fuzzing we are currently investigating an adaptive grammar-
based fuzzing approach to effectively and efficiently generate inputs that expose costly exe-
cutions in programs. The approach takes as input a user-provided grammar, which describes
the input space of the program under analysis, and uses it to generate test inputs. The ap-
proach assumes that the grammar description is approximate since precisely describing the
input program space is often difficult as a program may accept unintended inputs due to e.g.,
errors in parsing (see for example one of the calculator examples from the engagements). Yet
these inputs may reveal worst-case complexity vulnerabilities. The novelty of our approach
is then twofold: (1) Given the user-provided grammar, our approach attempts to discover
whether the program accepts unexpected inputs outside of the provided grammar, and if so,
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it repairs the grammar via grammar mutations. The repaired grammar serves as a specifi-
cation of the actual inputs accepted by the application. (2) Based on the refined grammar,
it generates concrete test inputs. It starts by treating every production rule in the grammar
with equal probability of being used for generating concrete inputs. It then adaptively re-
fines the probabilities along the way by increasing the probabilities for rules that have been
used to generate inputs that improve a cost, e.g., code coverage or arbitrary used-defined
cost. Evaluation results show that our approach significantly outperforms state-of-the-art
baselines, such as grammar based random fuzzing or UC Berkeley’s PerfFuzz.

5.3 Implications for Further Research

The project has tried to address a very difficult problem: finding space-time complexity and
side channel vulnerabilities in large code bases. We summarize our suggestions for further
research below.

The biggest problem our team has encountered was scaling: tools that worked well on
small examples (~1K source lines of code (SLOC)) did not scale well to large ones (~10-
100K SLOC or above). Clearly, there is a need for scaling up the tools. From the approaches
we pursued, dynamic symbolic analysis (DSE), fuzzing coupled with symbolic execution
(Kelinci, Badger), and black-box statistical analysis (Profit) seem to be the most promising.

The second major problem was related to libraries. Today’s large software application
packages are built on layers and layers of libraries. Unless these libraries are analyzed
and somehow modeled the approaches will not scale. The goal is to find issues within the
applications, not in the libraries but unless the library is abstract with a model the analysis
will not scale. Clearly there is a need for finding useful models for library services.

The third major problem was the need for human insight. In many cases the tools were
useful in (1) pre-processing the code base to be analyzed for a human analyst, and in (2)
testing hypotheses produced by a human analyst. Such a semi-automated process appears
to be the most productive as fully automatic analysis does not seem feasible. There is clearly
a need for such human-machine collaboration where the result is bigger than what either
participant can achieve alone.
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LIST OF SYMBOLS, ABBREVIATIONS, AND ACRONYMS

AFL American Fuzzy Lop

ABC Automata Based model Counter

CMU Carnegie Mellon University

CoCo-Channel COmpositional COnstraint-based side-CHANNEL analyzer
DARPA Defense Advanced Research Projects Agency
[ARPA Intelligence Advanced Research Projects Activity
ICST International Conference on Software Testing
JPF Java PathFinder

JVM Java Virtual Machine

MCS Model-Counting Constraint Solver

MCTS Monte Carlo Tree Search

NASA National Aeronautics and Space Administration
SMT Satisfiability Modulo Theories

STONESOUP  Securely Taking On New Executable Software of Uncertain Provenance
SCA Side-channel Analysis

STAC Space-Time Analysis for Cybersecurity
SPF-WCA Symbolic PathFinder-Worst Case Analysis
TLS Transport Layer Security

UCSB University of California at Santa Barbara
WALA Watson Libraries for Analysis

WCA Worst-Case Analysis

CDG control-dependency graph

DSE dynamic symbolic execution

GUI graphical user interface

JIT just-in-time

SLOC source lines of code
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