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1. Introduction

In order to provide an array of functionality and to minimize future maintenance
efforts, software applications are now being divided into smaller subcomponents.
Each subcomponent requires a unique set of dependencies and an environment
configured specifically for the software. Data-centric applications leverage this
paradigm to separate functionality between different components of the data
science lifecycle including data ingest, data storage, data processing, and data
visualization. Figure 1 shows this separation of functionality as it applies to the
Army Cloud computing platform.
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Fig.1  The Army Cloud computing platform separated by ingest, storage, machine-
learning, and interface components

Executing these applications on separate environments is a cumbersome task, but
is often necessary to achieve scaling requirements. Every environment has
differences in its configuration and users do not always have the ability to make the
necessary changes to the execution environment. This is the case for the High
Performance Computing (HPC) resources at the ARL DOD Supercomputing
Resource Center (DSRC), where users do not have administrator privileges.
Traditionally, applications executed on HPC resources need to be built from source
and configured with the specific HPC architecture in mind. Because of the unique
configuration of the HPC resources, this transition is nontrivial and is, often times,
deemed to be more trouble than it is worth. Software virtualization, referred to as
containers, provides a mechanism to ease this transition. Through leveraging this
container technology, application dependencies and environment configurations
are packaged with the software application. The resulting package, called a
container image, can be launched on systems that are equipped with a container
technology. The ARL DSRC is equipped with this container runtime technology.
This report documents the efforts to use container technology to transition a data-
centric, natural language processing (NLP) software application called DRADIS
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developed by Decisive Analytics Corporation (DAC) to HPC resources across the
DOD.

2. Background

For an intelligence analyst, sifting through large quantities of unstructured text
trying to comprehend the data can be a manual and highly time-consuming
process—one that needs to be improved upon.

To address the Army’s problem, DAC developed a suite of visual tools and
capabilities that extracts entities, relationships, topics, and semantic concepts from
unstructured text and multi-source datasets in order to automatically disambiguate
entities and build relationship-rich entity network graphs through their NLP
pipeline.

Meaning from text is extracted, indexed, and made searchable in order to help
analysts quickly accomplish their mission. The relationships and concepts in which
an entity takes part as well as the entity’s surrounding context are also used as
features within the subsequent entity disambiguation. A topic modeling component
organizes content and entities into automatically learned categories, which make
evaluating whether two textual mentions refer to the same real-world entity a
tractable problem for our machine-learning algorithms. Once entity disambiguation
has clustered and resolved the entities, the system presents entity-resolution
recommendations to the analyst instead of the analyst having to manually tag and
resolve each mention of an entity.

With these tools, Army analysts are now able to see automatically generated
network graphs of disambiguated entities. This means textual mentions of
relationships for an entity that occur within separate documents but still refer to the
same real-world person, place, or location can be resolved to the same entity node
in the graph even if they use different spellings or titles for the entity. The resultant
network graphs can be used by the analyst to vet the algorithm’s results, allowing
the analyst to quickly refer to the source material for each entity mention and
relationship to ensure accuracy before approving and publishing the results into
their targeting tool.!



2.1 ARL DSRC and HPC Modernization Program

Established by Congress in 1992, the High Performance Computing Modernization
Program (HPCMP) has four major areas of focus including the modernization and
support of the DOD Research and Engineering Network (DREN), HPC systems,
software and training, and the Data Analysis and Assessment Center (DAAC). The
ARL DSRC, located at Aberdeen Proving Ground, Maryland, is one of five DSRCs
that provide HPC resources to the DOD community under the management of the
HPCMP. DSRCs are located across the United States and associated with the
different branches of the DOD. Each DSRC provides a spectrum of support for its
users, but each has separate areas of focus.

The ARL DSRC is focused on providing classified cycles where 90% of the
classified cycles the HPCMP offers are supported at an ARL facility. The US Air
Force Research Laboratory (AFRL) DSRC provides development and support of
user services and HPCMP-wide software management. The Army Corps of
Engineers Engineer Research and Development Center (ERDC) DSRC is home to
HPCMP management, provides the largest amount of unclassified computing
hours, and is home to the DAAC, which focuses on large-scale visual analysis of
modeling and simulations executed on the HPCMP resources. Navy DSRC
provides HPC user support, long-term data archival, and expertise in Advanced
Computational Environment and Climate Weather Ocean Modeling. All four of the
aforementioned DSRCs provide production HPC cycles to the DOD community.
Together these 4 DSRCs provide over 650,000 production compute cores to the
unclassified community. Table 1 provides details on each system including the
number of cores, memory per node, and expected decommission date. The Maui
High Performance Computing Center (MHPCC) has a focus on emerging
technology, high productivity computing, and focused HPC-backed solutions. To
support these focus areas, the MHPCC resources typically have a high turnover rate
and are not included in the production resources offered by the HPCMP.

Tablel  Summary of unclassified HPC systems sorted by site?

System Site I(\:I(())I;:Sf Nor;(;);;:d' Mem(geBr)node Decommission date
Mustang AFRL 56448 1128 192|768 12/2023
Thunder AFRL 125888 3216 128|768 03/2020
Centennial ARL 73920 1784 128|512 07/2021
Excalibur ARL 101184 3098 128|512 02/2020
Onyx ERDC 214568 4810 128 05/2021




Tablel  Summary of unclassified HPC systems sorted by site? (continued)

System Site tlc())}é)sf Nor;goflesstd. Mem(geBr)node Decommission date
Copper ERDC 14720 460 64 01/2020
Conrad NAVY 51008 1523 128512 09/2020
Gaffney NAVY 35328 704 192|768 01/2024
Gordon NAVY 51008 1523 128512 09/2020
Koehr NAVY 35328 704 192|768 01/2024

2.2 Software Virtualization (Container) Technology

Container technology is a lightweight software virtualization technology that is
enabled through leveraging the kernel virtualization functionality. Unlike virtual
machines (VMs), containers are built and run using the host machine’s kernel.
When executed, this allows containers to bypass a layer of translation and results
in a negligible performance overhead as opposed to VMs that use a dedicated kernel
and accompanying layer of translation (see Fig. 2). The performance achieved in a
container makes the technology more suitable for environments where major
variances in kernel functionality are not of concern.

Guest Guest
Processes Processes

Guest
Processes

Virtualization Layer

Virtualization Layer

Host OS Host OS
T ————
Hardware Hardware

Container-based Virtualization Hypervisor-based Virtualization

Fig.2 A side-by-side comparison of container virtualization technology (left) and
hypervisor-based virtualization technology (right)?

Though container technology is built into the kernel and is capable of being
leveraged by any user, software technologies that provide mechanisms to facilitate
the creation, launching, and management of containers burst onto the scene. In early
2013, Docker was publicly released as open source. Since then, Docker has evolved
into the primary container ecosystem supported largely by enterprise data center
applications. Docker Hub, which is a web repository for container images, currently



hosts over 500,000 images that can be leveraged to create secure private container
repositories.*

Developed by a team of researchers out of Lawrence Berkeley National Laboratory,
the Singularity software application was launched in 2015 as an open-source project
aimed at extending the benefits of container technology to the HPC community.®
In 2017, the Singularity runtime software was chosen as the supported container
runtime technology by the HPCMP and is now installed as a user-level application
on all of the HPCMP’s production systems.

2.3 Decisive Analytics Corporation (DAC): SBIR Program

DAC is an employee-owned technology company headquartered in Arlington,
Virginia, with offices in San Diego, California; Huntsville, Alabama; Colorado
Springs, Colorado; and Dayton, Ohio. Founded in 1996, DAC provides systems
engineering at the Office of the Secretary of Defense level, as well as develops
cutting edge technologies for some of the country’s most advanced laboratories
such as ONR, ARL, AFRL, and DARPA. Under these efforts DAC provides Fusion
Algorithms, Software, and Services that automate the human decision-making
process. DAC’s focus is on military and intelligence applications that are
characterized by data-rich and information-poor environments, uncertain
outcomes, and real-time constraints. DAC develops these algorithms, software, and
services through three broad areas. First, they develop innovative computational
probability techniques enabling dynamic inference under uncertainty. Second, they
build machine-learning capabilities that perform real-time data mining for complex,
time-constrained problems. Finally, they provide these capabilities at scale in
cloud-computing environments that solve real-world problems. These capabilities
have been transitioned from the lab to operational environments at the Navy, Army,
SOCOM, DTRA, FBI, SMDC, and the USMC. DAC’s capabilities have been
developed through Small Business Innovation Research (SBIR) and BAA efforts
and are delivered with Government-Purpose Rights and therefore no license fees;
DAC software engineers support integration, test, and deployment into operational
systems.®

The SBIR program is a highly competitive awards-based program that encourages
small businesses to partner with the federal government in order to further scientific
research, stimulate technological innovation, and fill capability gaps, with the
incentive to potentially profit from its commercialization.’

Over the past 6 years, DAC was awarded over $7,000,000 in funding to develop,
test, and integrate NLP capabilities. This funding was awarded through multiple
contracts with the following programs: ARL SBIR program (Phase Il contract



W911QX-05-C-0009), Army INSCOM Futures program (SBIR Phase 11l contracts
W911W4-13-C-0008, W911W4-13-C-0007), and the DOD Rapid Innovation Fund
(W911QX-15-C-0031).

2.4 DAC Resolution and Disambiguation (DRADIS)

The DRADIS capability leverages various technologies and methods to provide a
comprehensive solution to processing and analyzing unstructured text. At the
highest level, the DRADIS solution includes the following processes: NLP entity
extraction, statistical topic modeling (STM), semantic role labeling (SRL), and both
intra-document and inter-document resolutions. The DRADIS capability workflow
combines both streaming and batch data ingest, data storage, data processing, and
data visualization into one solution. Unstructured text is ingested into the data
storage mechanism, processed, and visualized. Figure 3 illustrates how the
DRADIS solution uses NLP to extract entities and refines those extractions with
STM and SRL to provide semantic concepts, topics, and relationships. The
processed information is then resolved using an entity disambiguation algorithm
before it is placed in a repository where analysts can view and interact with the
results.

Text

Document
Repository
Relationships

Fig. 3 A high-level overview of the DRADIS capability workflow

Resolved Entity
Repository

3. Methods

The rapid deployment of the DRADIS software on HPC resources involved two
major phases: staging and deployment.

3.1 Staging

During the staging phase, a Docker container image containing the DRADIS
software stack was provided by DRADIS developers. The image was converted to
a suitable format, Singularity image, to run on the HPC machines. This was
accomplished by using the conversion mechanisms built into the Singularity
software. Though the successful execution of converted container images can be
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achieved in a one-step process, the particular configuration of the provided Docker
container required modification to execute the stack in a container image using
Singularity runtime software. Once successfully modified, the stack was tested and
verified to run using the Singularity runtime software via the following steps:

1) Convert Docker container image to a singularity container image
a. singularity build docker://<image-name>:<image-tag>

2) Resolve conversion conflicts
a. Permissions + read write access

3) Verify container functionality in development mode

a. Navigate to the DRADIS interface from the browser

3.2 Deployment

Once the DRADIS stack was verified to execute successfully in a container in the
staging area we transitioned to the deployment phase. In this phase we performed
the following tasks:

1) Transfer container to HPC resources
a. scp <container-name>.simg centennial:~/
2) Create batch script to run container on compute resources
3) Launch batch script
a. gsub run-dradis.pbs
4) Verify that the container is running
a. gstat -u <username>
5) Connect to the external facing interface
a. Port forward to the external facing interface on the node

b. Navigate to the DRADIS interface from the browser

4. Conclusion and Future Work

The methods for staging and deploying the DRADIS stack resulted in a successful
deployment of the DRADIS software on HPC machines across the DSRC. Users
were able to follow deployment steps to launch batch jobs and connect to the
running jobs.



Moving forward we expect efforts to have the following areas of focus:
1) Ingestion of data sets with
a. Scaling quantities of data
b. Streaming data
c. Disparate data

2) Scale the software stack both vertically and horizontally to include
maximizing the efficiency of ingestion and analysis processes

3) Follow-on software (TechTrakr)

a. Separate components of the stack into separate containers
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List of Symbols, Abbreviations, and Acronyms

AFRL US Air Force Research Laboratory

ARL Army Research Laboratory

DAAC Data Analysis and Assessment Center

DAC Decisive Analytics Corporation

DARPA Defense Advanced Research Projects Agency
DOD Department of Defense

DRADIS DAC resolution and disambiguation

DREN DOD research and engineering network
DSRC DOD Supercomputing Resource Center
DTRA Defense Threat Reduction Agency

ERDC Engineer Research and Development Center
FBI Federal Bureau of Investigation

HPC High Performance Computing

HPCMP High Performance Computing Modernization Program
MHPCC Maui High Performance Computing Center
NLP natural language processing

ONR Office of Naval Research

SBIR Small Business Innovation Research
SMDC Space and Missile Defense Command
SOCOM US Special Operations Command

SRL semantic role labeling

ST™M statistical topic modeling

USMC United States Marine Corps

VM virtual machine
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