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Preface

As part of an overall reexamination of terrorism prevention (superseding the programs
and activities previously known as countering violent extremism [CVE]) policy, the
U.S. Department of Homeland Security (DHS) asked the Homeland Security Opera-
tional Analysis Center (HSOAC) to examine the state of knowledge regarding terror-
ism prevention organization, coordination, programming, and policy. HSOAC was
tasked to examine past CVE and current terrorism prevention efforts by DHS and its
interagency partners, and explore options for this policy area going forward.

This document summarizes the findings that are fully documented in the com-
panion report, Practical Terrorism Prevention: Reexamining U.S. National Approaches to
Addressing the Threat of Ideologically Motivated Violence.

These findings should be of interest to policymakers at the federal, state, and
local levels; members of organizations with interests in terrorism prevention activities;
civil rights and civil liberties organizations; and the broader public.

This research was sponsored by the Office of Policy, DHS, and conducted within
the Strategy, Policy, and Operations Program of the HSOAC federally funded research
and development center (FFRDC).

Comments or questions about this report should be addressed to the project lead-
ers, Brian A. Jackson and Sina Beaghley, at bjackson@rand.org and beaghley@rand.

org, respectively.

About the Homeland Security Operational Analysis Center

The Homeland Security Act of 2002 (Section 305 of Public Law 107-296, as codified
at 6 U.S.C. § 185), authorizes the Secretary of Homeland Security, acting through the
Under Secretary for Science and Technology, to establish one or more FFRDC:s to pro-
vide independent analysis of homeland security issues. The RAND Corporation oper-
ates HSOAC as an FFRDC for DHS under contract HSHQDC-16-D-00007.

The HSOAC FFRDC provides the government with independent and objective
analyses and advice in core areas important to the Department in support of policy
development, decisionmaking, alternative approaches, and new ideas on issues of sig-
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nificance. The HSOAC FFRDC also works with and supports other federal, state,
local, tribal, and public- and private-sector organizations that make up the homeland
security enterprise. The HSOAC FFRDC’s research is undertaken by mutual consent
with DHS and is organized as a set of discrete tasks. This report presents the results of
research and analysis conducted under Task Order HSHQDC-17-]-00532, titled “Ter-
rorism Prevention Study and Threat Prevention and Security Policy Support.”

The results presented in this report do not necessarily reflect official DHS opin-
ion or policy.

For more information on HSOAC, see www.rand.org/hsoac.

For more information on this publication, visit www.rand.org/t/RR2647z2.
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Executive Summary

Terrorism prevention policy and programs aim to reduce the risk of terrorism by
applying tools and approaches other than the traditional law enforcement and crimi-
nal justice tools of arrest, prosecution, and incarceration. Current federal terrorism
prevention efforts subsume past activities referred to as countering violent extremism
(CVE), including such efforts as countering extremist messages online, community
engagement by law enforcement and other organizations, and educating community
members to recognize warning signs of radicalization to violence. Consistent with the
National Strategy for Counterterrorism, current terrorism prevention efforts emphasize
building effective partnerships between law enforcement, civil society, social service
agencies, and communities. In the United States, the development of policy in this area
has focused on the local radicalization to violence of individuals exposed to extremist
content on the internet, citizens interacting with representatives of terrorist organiza-
tions abroad, and attacks and attempted attacks by individuals inspired either by for-
eign terrorist organizations or by ideologies of domestic origin.

Current terrorism prevention and past CVE efforts in the United States have
been controversial. Since these efforts often respond to activities that are not crimes,
there are serious concerns regarding the potential to infringe on constitutionally pro-
tected rights, stigmatize individuals and communities, or damage trust between the
government and the public. It is difficult to know who to focus on for terrorism pre-
vention efforts, given that there are no unambiguous early indicators of future violent
behavior and limited means available to distinguish those individuals who appear to
be threats from those who actually do pose a threat. Past CVE efforts have been criti-
cized for focusing disproportionately on Muslim communities—creating both stigma
and prejudice. Critics have accused the government of using these programs as veiled
surveillance to support enforcement action, in large part by encouraging community
members to spy on one another (American Civil Liberties Union, undated), rather
than serving as alternatives to enforcement action.

Designing effective terrorism prevention efforts while addressing the concerns
they raise is complicated by the fact that many different entities and organizations
have roles in this space. CVE in the United States has been an interagency effort,
with four federal security-focused agencies—the U.S. Department of Homeland Secu-
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rity (DHS), U.S. Department of Justice (DOJ), Federal Bureau of Investigation (FBI),
and National Counterterrorism Center (NCTC)—playing the most-central roles, and
with varied levels of involvement from other agencies. Nongovernmental organizations
(NGOs) and other entities also have played important roles in past CVE efforts and
likely will have to do so in the future for national terrorism prevention efforts to suc-
ceed. In fact, engagement and intervention efforts often need the help of local organi-
zations and require access to such capabilities as mental health services, employment
assistance, and other capacities maintained by nonprofit and service organizations.

Focus of This Study

The complexity and controversy associated with both past CVE and current terrorism
prevention efforts have catalyzed a spirited debate about which programs are appro-
priate, which agencies should participate, how information should be collected and
shared, and the balance between the intended benefits of such programs and their
unintended consequences. In support of DHS planning and strategy development
efforts, the Office of Policy asked the Homeland Security Operational Analysis Center
(HSOAC), a federally funded research and development center operated by the RAND
Corporation, to examine the state of knowledge regarding terrorism prevention in the
United States and to develop policy options for this area.

This study sought to learn from past CVE efforts and to explore possible paths
forward to effective, but also practical, federal and national terrorism prevention. Our
focus in this study was explicitly on policies and programs within the United States,
responding to terrorism risk inspired by ideologies emerging out of international or
foreign-origin terrorist threats to the country and from homegrown sources. Our
focus was also explicitly federal: Although we looked at available local programming,
including nongovernmental efforts, our primary goal was to identify lessons relevant
to shaping federal policy. We also focused specifically on terrorism prevention activi-
ties related to violence—not beliefs—since individuals’ freedoms of belief, religion, and
political view are protected. We also distinguish zerrorism prevention from the opera-
tional and enforcement actions taken by law enforcement organizations, although law
enforcement or criminal justice agencies may be centrally involved in terrorism preven-
tion efforts.

The study drew on multiple sources and approaches, including

* areview of published literature on terrorism prevention and CVE as well as mate-
rial on current efforts and programs

* interviews with current and former members of federal organizations with exper-
tise in terrorism prevention or CVE

* discussions with other researchers who had studied the topic
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* interviews with members of the technology industry and associated nonprofits
related to online extremism concerns

* field visits with state, local, and nongovernmental organizations in five U.S. cities!
supporting case studies of metropolitan areas in different parts of the country

* case studies of seven countries’ efforts?

* an examination of publicly available open-source threat information.

The project involved approximately 100 discussions with about 175 individuals.
This document summarizes key findings and policy options resulting from our
study. It is divided into five parts:

The Nature of the Homeland Terrorist Threat

* Current Terrorism Prevention Policies and Capabilities
Resources Allocated to Terrorism Prevention Efforts

* Integration of Terrorism Prevention Efforts

Federal Options to Strengthen Terrorism Prevention Capability.

The Nature of the Homeland Terrorist Threat

In order to design effective terrorism prevention programs, we must begin with the
nature and parameters of the threat those efforts are seeking to address. An under-
standing of the threat provides a baseline for assessing whether terrorism prevention
efforts are adequate and serves as a point of departure for determining what types of
additional terrorism prevention programming are needed.

Mass-casualty attacks have been prominent in national experience of terrorism,
including the 1995 bombing of the Alfred P. Murrah Federal Building in Oklahoma
City that killed 168 people and the September 11, 2001 (9/11), attacks that resulted in
the death of almost 3,000 individuals and the injury of many more people, including
those with long-term health effects from the attacks themselves and from subsequent
response operations. 9/11 galvanized the national response to terrorism, leading to the
formation of DHS, among other national actions and policy changes. DHS is charged
with addressing not just the risk of similar large-scale attacks, but also smaller-scale,
and more-frequent terrorist threats. Although the potential for individuals to radicalize
to violence had previously raised concern, efforts in the wake of 9/11 built the foun-

I The cities were Boston, Massachusetts; Denver, Colorado; Houston, Texas; Los Angeles, California; and

Minneapolis-St. Paul, Minnesota.

2 The countries were Australia, Belgium, Canada, Denmark, France, Germany, and the United Kingdom. The
case studies were analyzed to identify both lessons from single countries (experiences that were parallel to ter-
rorism prevention challenges encountered by the United States or seemed particularly relevant to U.S. circum-
stances) and across groups of countries.
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dation for CVE in the United States and the subsequent expansion in the succeeding
years.

Ideological Sources of Threat

Although large-scale attacks like 9/11 and the threat of attack from al Qaeda and sub-
sequently ISIS? have shaped recent national responses to terrorism, the history of ter-
rorism in the United States is a long one. Over decades, the country has experienced
attacks originating from groups and individuals inspired by varied ideologies and pur-
suing vastly different goals through violence. Drawing on data from the National Con-
sortium for the Study of Terrorism and Responses to Terrorism (START) Profiles of Indi-
vidual Radicalization in the United States (PIRUS) database,* Figure 1 shows how the
ideological sources of terrorist threats have shifted over time. Although some elements
of the threat landscape have remained relatively stable over time (e.g., white suprema-
cism), others have changed significantly from one decade to the next (e.g., the surge in
Islamist radicalization from the 1980s to the present).

Geographic Distribution of Recent Incidents of Radicalization

Drawing on the same START PIRUS data discussed above to characterize the ideo-
logical sources of radicalization and mobilization to violence, it is also clear that such
incidents have not been limited to one part of the country in the years since 9/11.
According to the database, between 2002 and 2016, 943 individuals were radicalized
in the United States, with 382 (roughly 40 percent) of these cases occurring in 2012
or later (START, undated[b]). The individuals radicalized through a mix of ideologies:
47 percent were Islamist, 37 percent were far-right, 9 percent were single-issue, and
8 percent were far-left. Incidents of radicalization included in PIRUS have been spread
across the United States. Figure 2 maps those incidents of radicalization in 2002-2016
by city-state pair of the residence location of the individuals for all ideological moti-
vations. Instances of radicalization have occurred in virtually all 50 states, in both

3 The organization’s name transliterates from Arabic as al-Dawlah al-Islamiyah fi al-Traq wa al-Sham (abbrevi-
ated as Da’ish or DAESH). In the West, it is commonly referred to as the Islamic State of Iraq and the Levant
(ISIL), the Islamic State of Iraq and Syria, the Islamic State of Iraq and the Sham (both abbreviated as ISIS), or
simply as the Islamic State (IS). Arguments abound as to which is the most accurate translation, but here we refer
to the group as ISIS.

3

4 PIRUS defines its inclusion criteria as “ . . a sample of individuals espousing Islamist, far right, far left, or
single-issue ideologies who have radicalized within the United States to the point of committing ideologically
motivated illegal violent or non-violent acts, joining a designated terrorist organization, or associating with an
extremist organization whose leader(s) has/have been indicted of an ideologically motivated violent offense.” See
START, 2018. According to the START website, examples of single-issue extremists in the database include
“individuals associated with the Puerto Rican independence movement, anti-abortion extremists that were not
motivated by traditional far right issues (anti-government, race superiority, etc.), members of the Jewish Defense

League, and extremists with idiosyncratic ideologies (e.g., Ted Kaczynski).” See START, undated(b).

> The percentages do not add to 100 percent due to rounding.
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Figure 1
Ideological Basis for Radicalization of Individuals in the United States, by Decade
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undated(b).

NOTE: Data available at this writing end in 2016 and therefore do not reflect shifts occurring in
2017-2018. KKK = Ku Klux Klan.

RAND RR2647/2-1

high— and low—population density areas. Although certain communities or popula-
tions in the United States may be more susceptible to radicalization based on factors
like poverty and lack of education, radicalization in the United States is more evenly
distributed than it is in Europe, where identifiable pockets or neighborhoods are highly
problematic and poorly integrated into the rest of society.6

From 2002 to 2016, PIRUS includes an average of just under 60 incidents of radi-
calization per year across all ideologies. Other analyses looking at individuals charged
with terrorism-related offenses have focused only on jihadist terrorism—a subset of the

© START analysis of the characteristics of areas in which individuals who had planned and carried out violent
incidents in the United States shows statistically significant differences between census tracts where their pre-
incident activity had occurred and census tracts without such activity. Tracts with activity were lower in median
income, had greater unemployment, and had a lower percentage of high school graduates. Although the differ-
ences were statistically significant, in most cases they were quite small. See START, 2013.
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Figure 2
Locations of Individual Cases of Radicalization in the Continental United States Included in
the PIRUS Database, 2002-2016
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incidents included in PIRUS. According to George Washington University (GWU)
researchers’ data as of May 2018, there have been 161 arrests related to individu-
als connected to ISIS in the United States since March 2014, yielding an average of
approximately 40 arrests per year for just jihadist-inspired activity (GWU, 2018). New
America, a think tank, conducted a survey of cases related to jihadist terrorism and
found that 408 individuals have been killed or charged with jihadist terrorism—related
offenses between 2001 and 2018 (Bergen et al., undated). Over approximately the
same period as covered by the GWU data, New America’s data suggest an average of
approximately 45 cases per year. The New America data, which are presented by year,
also illustrate the great variation in numbers of cases over time—some years with as
few as five and one year (2015) with a high of 71 cases filed. As a result, depending on
the relative contributions of other ideological sources of violence (e.g., applying data
from PIRUS discussed earlier), these sources suggest an average number of incidents
per year of between 50 and 100.
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More-recent public statements by members of federal law enforcement and the
intelligence community suggest higher numbers of arrests and ongoing investigations.”
For example, 2017 testimony by FBI Director Christopher Wray cited a higher number
than the academic literature of 176 arrests in the approximately 12 months preceding
his remarks (Wray, 2017a; Wray, 2017b). In March 2018, Director Wray stated that
there were 1,000 open jihadist-inspired homegrown extremist investigations as well as
another 1,000 domestic investigations focused on threats from other ideologies (Wray,
2017a; Wray, 2017b; Williams, 2018).

Completed Attacks and Their Consequences

Although any terrorist incident within the United States raises concerns, the number
of such incidents each year is relatively low, and the consequences of most such inci-
dents are of commensurate scale. According to open-source data, there have been 329
such incidents between 2002 and 2016, with about half of these attacks occurring
after 2011 (START, undated[a]). Over the full period, this corresponds to an average
of approximately 22 attacks per year. From 2011 to 2016, this rate increased to about
33 attacks per year. Apart from clustering in large cities, there does not seem to be a
clear geographic pattern for targets of attacks, with terrorist incidents having occurred
in nearly every state.

According to the New America report on terrorism in America, 185 people have
been killed in terrorist attacks on U.S. soil from late 2001 to 2018 (Bergen et al,,
undated).® This corresponds to approximately ten people per year killed as a result of
terrorism in the years after 9/11, which is a much lower risk than many other sources
of harm to people in the United States, from both violent and nonviolent sources.’
The relatively low number of total deaths associated with attacks in the United States
reflects the recent rarity of large-scale, mass-casualty events since 9/11. The United
States has had incidents with more than ten fatalities since 9/11, including the San Ber-
nardino and Pulse nightclub attacks. However, the United States has not had to endure

7" Numbers of investigations are not a wholly independent measure of threat, since many factors can affect
investigative activity that are separate from true threat levels (e.g., an increase in “terrorism tips” from the public
will trigger more investigations, even if the tips are spurious). However, investigations divert law enforcement
resources from responding to other types of violence and crime, and therefore their number is a measure of
another facet of terrorism’s effect on public safety and security.

8 Note that this figure does not include the fatalities incurred by the attacks of 9/11, in which nearly 3,000
people were killed and hundreds more injured (Hoffman, 2017b).

9 If 9/11 is included in the calculation of annual fatalities from terrorism in the United States—rather than
limiting the scope to the period after those attacks, when CVE efforts in the United States were initiated and
subsequently expanded—the average annual fatality rate increases to more than 170 people per year. Such a cal-
culation clearly demonstrates the seriousness and scale of that event, but it also shows that simply averaging in
such an incident with the subsequent 17 years, during which total fatalities were just more than 5 percent of the
total number of individuals lost on 9/11, risks misrepresenting the intensity of ongoing terrorist risk to the coun-
try versus the risk of low-probability but high-consequence incidents.
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multiple attacks killing hundreds of people, as has been the case for other nations in
recent years, which has helped to limit the average annual burden of terrorism for the
country. For example, the total number of U.S. fatalities over this period is less than
the number of people killed in the March 2004 Madrid train bombings alone, in
which 192 people died (Hoffman, 2017a).

Conclusions

Looking across available open-source data on threats to the United States and the
assessment across the interviews carried out for the project—at both the national and
local levels—we find an apparent consensus that the current terrorist threat to the
United States is genuine but manageable, but that terrorism prevention could help to
respond in more-efficient and practical ways. Sources of threat also are ideologically
diverse, meaning that for terrorism prevention programs to maintain their value and
relevance they cannot be ideologically specific, even as they must take into account
and respond to the ideologies that are motivating individuals to pursue violence. The
spread of the threat across the country also is a challenge, however, as individual cities
or geographic areas will face small numbers of incidents of radicalization or attempted
attacks, creating constraints to building and maintaining practical and acceptable ter-
rorism prevention programming.

Current Terrorism Prevention Policies and Capabilities

If a nation chooses to pursue terrorism prevention policy, it requires clarity about what
that policy is and what it is intended to do. It also needs to distinguish terrorism pre-
vention from other approaches to responding to threats. Drawing on available govern-
ment and other information, HSOAC defined the scope of terrorism prevention for the
purposes of this analysis'® as efforts that sought to

reduce the incidence of violence inspired by ideology and extremist causes, and to
expand the range of options for responding to that risk. It includes efforts—either
alone or in collaboration—Dby such government entities as law enforcement, social
services, and mental health agencies; non-governmental organizations; civil soci-
ety; community groups; and the private sector.

10 The study’s definition was consistent with available definitions at the time, specifically NCTC, DHS, and
FBI, 2017, and direction provided by DHS at the study’s initiation. However, definitions of this policy area
produced or used by multiple entities—not only DHS, but also individual law enforcement organizations, civil-
society organizations, and others—could differ from our framing. It is our understanding that DHS is continu-
ing to revise its definitions, goals, and objectives as the development of terrorism prevention policy and program-
ming continues.
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By building options beyond the traditional criminal justice tools of arrest, prosecu-
tion, and incarceration—and involving organizations and capabilities outside the
organizational boundaries of government—terrorism prevention programs seek to
enable action earlier, before individuals have taken illegal actions that could pose
imminent danger and have lasting consequences both for themselves and others.

Applying this definition, we distinguished phases in the process by which an
individual becomes radicalized to violence, and identified terrorism prevention activi-
ties to address each phase. We then used our understanding of these phases and the
relevant populations for each to examine current terrorism prevention and past CVE
efforts.

Phases of Radicalization to Violence

Given our current understanding of radicalization processes—and the near certainty
of great diversity across individuals and among different causes and ideologies that
might inspire violence—we chose to use a very basic model to anchor our work. We
thus divided the people involved in radicalization processes into three relevant popula-
tions (see Figure 3):

* vulnerable population—i.e., all the people who might radicalize to violence

* individuals who are radical of thought but may or may not become violent

* individuals actually involved in attempted attacks (denoted by the red starburst
in the figure).

The three populations are connected by two processes. The first process, moving
from the early to the middle phase, involves radicalization to extremism, which may
or may not mean a greater chance of the individual becoming violent. The second pro-
cess, moving from the middle to the late phase, is mobilization to violence. Given the

Figure 3
Radicalization and Mobilization States, with Phases of Terrorism Prevention
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level of threat in the United States, each successive population is much smaller than
the population preceding it, with only a small percentage of any vulnerable population
radicalizing and only a percentage of that population escalating to violence (see the
discussion in Snair, Nicholson, and Giammaria, 2017).

Types of Terrorism Prevention Activities

The different points in the overall radicalization and mobilization process are focused
on different populations and thus involve distinct terrorism prevention activities. We
grouped these activities into three phases, each with distinct goals:

* The early phase focuses broadly on vulnerable populations either to increase resis-
tance to radicalization or to reduce factors like extremist messages in the environ-
ment. Such efforts might include online messaging and countermessaging, as well
as other forms of community education and engagement.

* The middle phase includes activities focusing on individuals at risk of radicaliza-
tion to violence. It aims to encourage referrals for intervention and effectively
deliver intervention programming.

* The /ate phase addresses efforts aimed at individuals who have broken the law
and are already involved in the criminal justice system. This phase aims to deliver
services, often from within the federal prison system, that are effective in prevent-
ing future violence or criminal activity supporting violence.

Figure 4 shows the five types of federal terrorism prevention activities—orga-
nized according to the three phases just described—that we identified through our
research and that served as the basis of our assessment of past CVE and current terror-
ism prevention efforts. For each type, we have listed examples of potential terrorism
prevention activities.

Within these broad categories, there are myriad possibilities for the design and
scope of individual terrorism prevention activities. It is possible to think about these
activities along a spectrum of government involvement and level of specificity to ter-
rorism risk. At one end are “indirect or community-centered initiatives” that may be
entirely outside of government and may not even focus specifically on terrorism risk,
such as a counseling program run by a community or religious organization aimed at
youth issues, where extremism may be only one among many issues covered. At the
other end are “direct or government-driven initiatives” in which government and law
enforcement are involved and may even play a central role, such as a police-managed
program to connect troubled youth to counseling in an effort to change their behavior
and keep them out of the criminal justice system. Some efforts may involve exten-
sive participation from community organizations and individuals, social services sec-
tors inside and outside government, other government entities, and law enforcement.
Depending on the circumstances in a local area, community-, social service—, or crimi-



Figure 4

Types of Terrorism Prevention Efforts and Example Activities
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nal justice—managed terrorism prevention options might be entirely separate from one
another, might collaborate while remaining independent, or might be part of one inte-
grated, multidisciplinary program. These issues will be important as we discuss cur-
rent terrorism prevention activities and consider options for strengthening the federal
terrorism prevention capability.

Assessment of Current Terrorism Prevention Efforts

Overall, our analysis of published literature and interviews with individuals involved
in past CVE and current terrorism prevention at the federal and local levels revealed
major gaps in national terrorism prevention efforts. Shortfalls came not just from lim-
ited programmatic focus and resource investment since 2014, but also as a result of
sustained opposition that tried to constrain or halt CVE efforts.

There have been some successes, including in community education and public-
private partnerships, such as the Peer2Peer (P2P) program. Capacity to intervene with
individuals at risk of carrying out ideological violence also has been built into some
local programs. However, such successes are viewed as fragile, particularly because of
concerns about whether the programs could be sustained.
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Next, we highlight additional findings related to the five types of terrorism pre-
vention activities shown in Figure 4.

Early Phase: Countering Extremist Messaging Online

Among our interviewees, there was consensus that there must be a federal role in coun-
termessaging, as online propaganda is a central driver of terrorist threats in the country
from all ideological sources. Beyond active efforts to coordinate with the technology
industry regarding its activities, current government efforts to respond to extremist
messaging in the United States were viewed by interviewees as quite limited, espe-
cially compared with what is happening internationally. However, multiple interview-
ees argued that increasing government investment in the activity could be problematic,
given concerns about infringement on constitutionally protected rights and freedoms.

One exception to the limited government involvement in countermessaging is the
FBI’s 2015 “Don’t Be a Puppet” campaign, which tries to explain terrorist recruitment
pathways but has been broadly criticized for perpetuating stereotypes against Muslims
and breeding suspicion over potentially innocuous activities, such as travel to countries
like Germany, France, and Saudi Arabia (Camera, 2016). The reaction to that program
was cited as an example of the difficulty of direct government involvement in messag-
ing efforts. In contrast to the paucity of its U.S.-focused countermessaging activity,
the U.S. government has engaged in internationally focused messaging efforts, led by
the U.S. Department of State (DOS), for years. The Global Engagement Center leads
DOS’s counterpropaganda efforts, which were expanded with the fiscal year (FY) 2017
National Defense Authorization Act to include state-sponsored disinformation (DOS,
undated).

Private-sector and NGO efforts aimed at online messaging are more prevalent,
including efforts by such platform providers as Google and Facebook to remove extrem-
ist content and by NGOs dedicated to responding to and challenging that content
when it appears. One example is the Institute for Strategic Dialogue, a London-based
company that provides how-to guides for creating and promoting terrorism preven-
tion campaigns and content, supports research on extremist trends, and gives grants to
NGOs seeking to create online countermessaging campaigns.

Public-private partnerships are viewed as a less risky way for government involve-
ment in countermessaging efforts. The P2P program, cosponsored by DHS, DOS,
and the U.S. Department of Defense, funded university students to create campaigns
to counter extremist narratives (DHS Office of Academic Engagement, 2016). P2P
was cited repeatedly by interviewees as a success story in government cooperation with
private organizations on countermessaging, although its domestic component was
recently defunded. Many interviewees viewed the recent defunding as a significant
missed opportunity to build on that success.

Although some online campaigns have demonstrated substantial reach, evidence
is limited that those who engage with countermessaging content online have reduced
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risk of involvement in extremist violence. Furthermore, removal of content from main-
stream sites can displace extremist content to smaller technology platforms that are
harder to monitor and with less capability and capacity to respond.

Early Phase: Community Education, Engagement, Resilience, and Risk-Factor
Reduction

Federal and other entities have devoted significant effort to community education and
engagement. Our interviewees believed that these efforts have been valuable and in
demand.

At the federal level, the DHS Civil Rights and Civil Liberties (CRCL) office was
an early adopter of community engagement (DHS CRCL, 2011) and continues to hold
regular roundtables with community leaders and federal, state, and local government
officials regarding community civil rights concerns. DHS and DOJ worked together
on the Building Communities of Trust program, which provides roundtables in urban
areas to establish and develop trust among law enforcement, local multiagency intelli-
gence fusion centers, and the communities they serve in order to address protection of
communities from violence, suspicious activity reporting, and protection of civil rights
and liberties (Information Sharing Environment, DHS, Nationwide SAR Initiative,
and DOJ Community Oriented Policing Services, 2014).

Other examples of useful central programming efforts noted in interviews
included community awareness briefings (CABs) delivered by staff from several agen-
cies, interactions between federal staff—most commonly DHS and U.S. Attorney’s
Office staff—and local communities, and community resilience exercises (CREXs).
The CABs and CREXs are multipurpose: They educate and provide awareness to
help their audiences identify individuals at risk of radicalizing to violence and promote
referral for intervention.

In most of the cities we visited, interviewees argued for expanded outreach and
engagement efforts, especially those involving federal field staff in local areas."" How-
ever, staff reductions at DHS have constrained these efforts, leading to unmet demand
for products like the CABs and CREXs delivered by DHS, NCTC, and other partners.
One issue raised about both federal and nonfederal engagement and outreach efforts
was the risk of stigmatizing communities—creating the impression that all members of
a specific community are potential terrorists, when that is not the intention.

Although outreach and community education clearly fall within the scope of ter-
rorism prevention, it is an open question as to how much broad-based resilience and
risk factor—reduction efforts fall within DHS’s terrorism prevention efforts rather than
being treated as part of broader federal community policing, violence reduction, or
public health initiatives. Such broad programs—which focus on education, employ-
ment, strengthening families, or societal functioning—were very popular with inter-

I This was also a recommendation of the DHS Homeland Security Advisory Council, 2016.
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viewees, in part because they were not viewed as stigmatizing and could respond to
multiple societal issues simultaneously.

Middle Phase: Referral Promotion

A specific component of education and training efforts in past CVE initiatives was
focused on recognizing warning signs that an individual may be at risk of perpetrat-
ing ideologically motivated violence with the goal of increasing the likelihood that the
individual could be referred for help before he or she acted. There have been significant
efforts over many years by several parts of the federal government and by other orga-
nizations to encourage referral promotion through community and public education
campaigns. The successful coordination and deconfliction of these many community
awareness efforts was one of the achievements of the CVE Task Force that was regu-
larly cited by interviewees. Our interviewees rated past and ongoing referral promotion
efforts—done as part of community outreach and education—as helpful.

Given the role of local law enforcement in responding to incidents of violence, as
well as in identifying individuals at risk of violent radicalization through day-to-day
policing activities, training officers to recognize signs of radicalization toward violence
has been a prominent concern. At the federal level, one of the earlier programs of this
sort was the State and Local Anti-Terrorism Training program, administered by DOJ’s
Bureau of Justice Assistance (BJA). This program provided train-the-trainer, on-site,
and online training to state and local law enforcement on terrorism-related issues (BJA,
undated).

With respect to mechanisms for referrals, there are robust systems inside govern-
ment for suspicious activity—type reporting. However, there are no uniform mech-
anisms for making referrals for intervention by the public, although ongoing DHS
grants have funded local organizations in the early stages of building such capabilities.

In assessing the outcomes of existing efforts, although awareness building has
been included in DHS’s and others’ education efforts, based on the data available to
our study, it was difficult to assess the likelihood that an individual at risk of perpetrat-
ing ideological violence would be identified and referred for assistance in any specific
geographic area.

Once individuals of potential concern are referred, there are some existing risk
assessment tools aimed at ideologically motivated violence, although they have been
developed with a focus on correctional settings (for more information, see Herzog-
Evans, 2018). The United Kingdom uses the “Vulnerability Assessment Framework”
derived from one of those tools for its Channel referral program, which is part of the
country’s CVE efforts (Lloyd and Dean, 2015, p. 49).

However, the effectiveness of the available tools is a concern. Because there are no
unambiguous indicators of future violent behavior, risk assessment approaches cannot
readily and reliably assess individual risk (RTT International, 2017a). However, just as
local intervention efforts have referral paths in place, the programs operating in the
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cities we visited also had risk assessment processes that they viewed as workable for
terrorism prevention efforts for small numbers of at-risk individuals. The assessment
approaches were essentially all implemented with multidisciplinary teams, where dif-
ferent types of expertise were brought to bear to evaluate individual cases—but such
approaches would have difficulty if the numbers of cases increased significantly.

Given the limitation of risk assessment, national performance for terrorism pre-
vention would benefit most from efforts that increase true positive referrals (i.e., refer-
rals of individuals who actually pose a risk of violence) more than simply increasing the
total volume of referrals (i.e., true and false positives). The people who are most likely
to know that an individual is at risk of carrying out violence are family, friends, and
other individuals or professionals with close relationships with the person. As a result,
the fundamental goal in referral promotion should be increasing referrals from them,
rather than seeking more referrals or suspicious activity reporting from strangers. The
willingness of family and friends to make such referrals requires the highest level of
trust and depends on their belief that the programs to which they are reaching out have
the capability to act and will try to help the individuals they refer.

Middle Phase: Intervention

Intervention is a central piece of what is required for terrorism prevention to achieve its
goals: Without the capacity and capability to belp an individual at risk of perpetrating
ideological violence, success in community education, awareness, and referral promo-
tion will have nothing to connect to, and the only option available to respond to some-
one will be arrest, prosecution, and incarceration.

Because of the inevitability that some individuals referred as possible threats will
be false positives, intervention systems must be designed with the explicit goal of mini-
mizing the negative effects of being referred on those individuals. Navigating that
challenge is critical, as our interviewees characterized intervention as extremely vulner-
able to concern about stigma and controversy if it is viewed as taking unjustified puni-
tive action against individuals. Because of damaged trust in the federal government
and concerns about government action focused on individuals whose actions may be
worrisome but are not criminal, our interviewees generally believed that intervention
must be managed predominantly at the local level.

Across our interviews at all levels, there was consensus that national capability
to conduct interventions and respond to individuals at risk of perpetrating ideological
violence is very limited. The only examples of federal activity in this area we identi-
fied were initiatives by the FBI and the U.S. Attorney’s Office: the Shared Responsi-
bility Committees (SRCs) and Disruption and Early Engagement Program (DEEP).
The FBI described the SRCs, launched in 2016, as voluntary groups made up of law
enforcement, family and community members, mental health professionals, and reli-
gious leaders to identify potential violent extremists for intervention (U.S. House of
Representatives, 2016). Although some commended the Bureau for exploring new
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approaches to CVE, the SRCs were halted after significant criticism by civil rights
organizations. Limited public information is available on the scope of the DEEP effort.

Federal entities also have encouraged and supported state and local models of
intervention. For example, in September 2014, DOJ announced that it was launching a
series of pilot programs (run in partnership with the White House, DHS, and NCTC)
in three regional metropolitan areas—Boston, Los Angeles, and the Twin Cities of
Minneapolis and St. Paul (DOJ, 2014; and DOJ, 2015). The program aimed to bring
together community representatives, public safety officials, religious leaders, and U.S.
government representatives to improve local engagement, counter violent extremism,
and build a broad network of community partnerships to keep the country safe (DOJ,
2014). DHS also awarded three FY 2016 CVE grant efforts to build out intervention
capacity in Oakland, Las Vegas, and Houston.

NGOs have sponsored several intervention efforts focused on specific commu-
nities or needs related to terrorism prevention. One such effort is by Life After Hate,
which involves a crisis intervention initiative to help people move away from racism
and violent extremism (Life After Hate, undated). Another is the World Organiza-
tion for Resource Development and Education (WORDE)’s Build Resilience Against
Violent Extremism (BRAVE) model (WORDE, 2016). Some government efforts at
the local level also provide intervention capability for ideologically motivated violence
risk. For example, the Los Angeles Police Department recently launched the Providing
Alternatives to Hinder Extremism program, which aims to respond to individuals at
risk of perpetrating violence and, working with the Mental Evaluation Unit, to inter-
vene and provide counseling and other services to them. The program is nested within
the broader approach taken in Los Angeles to address targeted violence.

Similarly, in other cities—including several visited for this study—the issue of
intervention for ideologically motivated violence risk is addressed in the context of
existing programs for other individuals or youth at risk of perpetrating violence for
other reasons (e.g., mental health concerns, school violence). This is viewed as a prag-
matic path, since the low incidence rate of terrorism in any local area makes building
and maintaining dedicated programs impractical.

Although existing programs represent success stories for building intervention
capability, these successes are viewed as fragile, driven in large part by the controversy
surrounding past CVE and current terrorism prevention efforts and the limited avail-
able funding to support the efforts. The absence of more-robust intervention capacity
also risks reinforcing perceptions by entities critical of past CVE efforts that referring
individuals at risk of perpetrating ideological violence is more likely to lead to prosecu-
tion than counseling, representing an additional reason to strengthen capacity.

Late Phase: Recidivism Reduction

Analogous to intervention capacity, there also was consensus across our interviews that
current recidivism-focused programming is not sufficient to meet the national need.
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Previous strategies to respond to terrorism—including prosecution on such charges
as material support—resulted in intermediate-length sentences for the individuals
involved, and significant numbers of terrorism-convicted offenders are approaching
release from prison.

Within correctional institutions, there is a menu of practices for approaching
offender management to address risk. Programming within the prison context includes
psychological counseling of various types; religious counseling and support (e.g., prison
chaplaincy to counsel individuals whose extremist beliefs are linked to religious tradi-
tions); and various types of social support, including family counseling, occupational
counseling, and other programming (UNODC, 2016, Chapters 5 and 8; Veldhuis,
2012). Specific interventions aimed at juveniles at risk of violent radicalization also
have been developed (reviewed in Lefas and Nozawa, 2016). In the United States, all
inmates in federal facilities (including those incarcerated for terrorism-related offenses)
have access to a range of voluntary programs, including mental health counseling and
therapy and educational programs. Interviewees also indicated that relevant agencies
are assessing whether there is a need for programming specific to ideological violence.

In the probation and post-release environment, European countries in particular
have developed CVE programming focused on reducing return to violence both by the
formerly incarcerated and by individuals who have returned home after travel to fight
in areas of conflict. The Radicalisation Awareness Network (RAN, 2017) and Global
Counterterrorism Forum (undated) review several such programs that combine various
types of counseling, involvement of family members or social network members in pro-
gramming, and other supervision mechanisms. Efforts are being implemented in the
United States for post-release supervision that have drawn on lessons from other coun-
tries” experiences. Although those efforts are providing capacity in specific regions of
the country—and there are individuals under supervision who have been convicted of
terrorism-related offenses arising from multiple ideological sources—overall national
capacity for post-release supervision of terrorism-convicted offenders is still limited.

Across our interviewees, there was consensus regarding the need for more recid-
ivism-focused programming. Although some programming is available, the view was
that current efforts are not sufficient to meet the need, particularly with increasing
numbers of individuals slated to be released from custody. Although the main popula-
tion cited to support this need was post-9/11 jihadist-inspired offenders who will be
reaching the end of their sentences within a few years, a similar argument would apply
to individuals inspired by other ideologies.

Resources Allocated to Terrorism Prevention Efforts

One of the critiques of past U.S. CVE and current terrorism prevention efforts is
that comparatively small amounts of money have been devoted to it compared with
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either counterterrorism as a whole or efforts to manage other safety and health risks.
Although the exact amount spent on terrorism prevention per year governmentwide
is difficult to determine with precision, it is clear that the total is small (in the tens of
millions of dollars). Terrorism prevention spending is dwarfed by the amounts spent
by the U.S. government on law enforcement and other direct counterterrorism efforts.
Interviewees in our study characterized the level of expenditure as more consistent
with an effort that is still experimenting and identifying policy approaches rather than
implementing programing at scale.

We took three approaches to assessing different levels of U.S. investment in ter-
rorism prevention and came to a similar conclusion in each case:

* Compared with other Western democracies, U.S. spending on terrorism preven-
tion is at or below the bottom of funding ranges calculated based on different
nations’ levels of threat and well below the low end of ranges based on population.

* Because the traditional criminal justice approaches to counterterrorism of arrest,
prosecution, and incarceration are expensive—and the costs of large numbers of
even short preliminary investigations add up—even if terrorism prevention only
makes it possible to reduce that activity by a modest percentage, the benefits will
justify the programming costs.

* The conclusion is similar when approaching the problem looking at the costs
of terrorist attacks. Because even small-scale terrorist attacks involve significant
costs—in damage, loss of life, investigation, and recovery—if programs prevent
only a few attacks, more-significant expenditures on terrorism prevention can be
justified.

As a result, particularly in light of expenditures in the billions of dollars devoted
to the rest of the nation’s counterterrorism efforts, increases in terrorism prevention
funding would not only put U.S. efforts in this policy area more in line with other
nations, but also appear likely to pay off, even if they make only modest reductions
in the burden of counterterrorism investigations on law enforcement or in numbers of
attempted terrorist attacks.

Integration of Terrorism Prevention Efforts

The research found that there is work to be done to better integrate federal activities
into a truly whole-of-government approach to terrorism prevention. During the latter
phases of past CVE and current terrorism prevention efforts, interagency efforts were
coordinated via the CVE Task Force. Multiple interviewees credited the Task Force
structure with fixing several basic coordination problems that drove its creation (e.g.,
rationalizing across the multiple versions of the CABs that had been used by different
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federal agencies, reducing variation in messaging across state, local, and nongovern-
mental engagement efforts). However, interviewees also identified critical needs for the
CVE Task Force, including bringing nonsecurity agencies more substantially into ter-
rorism prevention efforts, addressing interagency incentive issues that create barriers to
innovation and effectiveness, and better serving state and local stakeholders.

To strengthen terrorism prevention, stakeholders identified several core func-
tional requirements necessary for a future structure to improve on past performance.
First, there was consensus that terrorism prevention efforts needed top-level access and
support from the leadership of participating agencies. Second, interviewees felt that,
whatever coordination structure is chosen, driving experimentation and innovation
should be a priority. Third, if bringing nonsecurity departments and agencies like the
U.S. Department of Health and Human Services or the U.S. Department of Educa-
tion more substantially and publicly into terrorism prevention initiatives is indeed a
priority—which the frequency with which it was raised in our interviews suggests
it should be—that goal will likely be a core driver in the design of the organization
and the division of responsibilities. Fourth, interagency coordination requires bridg-
ing the boundary between classified and unclassified information, and having efficient
mechanisms to develop readily sharable fully unclassified products. Finally, balancing
operational- and enforcement-based activity versus efforts aimed at collaborative and
community-centered approaches must be a priority for federal terrorism prevention
efforts to be effective.

Federal Options to Strengthen Terrorism Prevention Capability

Design Challenges

We asked our interviewees about major issues or problems that future terrorism pre-
vention programs would need to address to be effective in order to provide a basis for
proposing future directions. We distilled that input into ten significant “design chal-
lenges,” which we show in Table 1 and discuss in more detail later.

As indicated by the items in the list, federal terrorism prevention efforts need to
be approached with practicality in mind. Despite attention to terrorism as a threat, for
any specific city or area, ideologically motivated violence is a low-base-rate problem
compared with issues like crime, drugs, and gangs. One consequence of this reality
is the argument that, where possible, either terrorism prevention should be integrated
into existing programs for responding to individuals at risk of committing violence
more broadly or that terrorism prevention programs should be implemented so that
they can serve the needs of broader populations (e.g., school violence) in addition to
terrorism. As a result, while programming needs to be responsive to the specific ideolo-
gies that are inspiring violent action, programs that are highly specific to a particular
ideology may be difficult to sustain.
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Table 1

Challenges in Designing National Terrorism Prevention Efforts

Design

Challenge Description

1 Responding practically to the relatively low rate of radicalization, while also addressing
the wide national dispersion of need

2 Navigating the tension between a need for efficiency, which could lead to an emphasis on
specific communities, and the risk of stigmatizing communities and alienating key allies

3 Responding to variations in public trust, which can range from enthusiastic to strongly
opposed

4 Managing the fact that the “"damaged CVE brand” has frightened away important
partners

5 Standardizing approaches in useful ways, while acknowledging that terrorism prevention
activities must be highly specific to local circumstances

6 Coordinating independent multidisciplinary organizations with overlapping
responsibilities while avoiding conflict between operational demands and more-
collaborative terrorism prevention approaches

7 Mitigating risk aversion (including fears of failure and liability), which can limit
experimentation and innovation

8 Developing terrorism prevention approaches that are not dependent on specific
individuals and that can be sustained through staffing changes

9 Balancing the demand for data collection and measurement in terrorism prevention with
the need to avoid reinforcing community perceptions of being surveilled and stigmatized

10 Using traditional federal policy levers of funding and influence in the controversial

environment that surrounds terrorism prevention efforts

Identifying potential rare threats carries the inherent risk of false positives—i.e.,
people being viewed as potential threats who are not. This means that programs must
be designed with the goal of minimizing both the costs to them and the chance of their
being stigmatized as a result of their “participation” in a terrorism prevention program.
Past controversy and intense suspicion of federal involvement in some communities
have handicapped efforts from the outset. These concerns have scared away key poten-
tial partners and have made it difficult to build out terrorism prevention capabilities,
and have even made some organizations reticent to accept federal grant dollars con-
nected to the topic.

Strategy for Federal Terrorism Prevention Efforts

Given these challenges, what is the right strategy for the federal government and for
DHS in particular? The study found that the most effective path for the federal govern-
ment is to support state, local, nongovernmental, and private organizations’ terrorism
prevention efforts through funding and other approaches. Interviewees also empha-
sized that the federal government must approach terrorism prevention with patience.
This is not a policy area where there is a short-term “silver bullet” policy solution, and
it will take time to build consensus around acceptable and workable local approaches,
but local success will translate to national success.



Executive Summary 21

There was relatively strong consensus across all interviews that such efforts have
to be locally designed, managed, and driven, and implemented in a way that is accept-
able to the communities they are intended to protect. At the same time, having some-
one aware of the federal picture who is locally based can help to build relationships,
strengthen trust, and act as an on-the-ground facilitator of local terrorism prevention
efforts. This was viewed as an option that could deliver immediate results and help to
build for the longer term. We found stark differences between cities with a dynamic,
supported, and engaged federal field staff—where relationships were stronger and pro-
grams were more robust—and cities where such staff were absent.

There also was consensus among interviewees that a major part of what was
required to broaden viable federal action for terrorism prevention was in how the topic
is framed from the federal level, and whether local areas have the flexibility to reframe
it in ways that are appropriate for their circumstances. We heard different variations of
the message that “words matter” over and over again. Most interviewees illustrated this
point by citing the view that, since the initiation of CVE at the federal level, although
it has been said that all forms of extremism were covered, the main focus was on
jihadist violence and, as a result, on Muslim communities. Most interviewees empha-
sized that terrorism prevention must include the threat of ideological violence from a//
sources—from ISIS to white supremacists to environmentally inspired violence—and
must do so not only in statements, but also in programming and investment.

It is not clear that the federal government should take the further step argued by
some interviewees at the local level and treat terrorism prevention as one component
of general violence reduction and eliminate efforts specifically “branded” as focusing
on terrorism. Increasing the involvement of nonsecurity agencies in terrorism preven-
tion could yield some of the benefits of that proposal while maintaining terrorism
prevention as a distinct program area. However, at the local level, it is clear that many
organizations are already “mainstreaming terrorism prevention” into more-general ini-
tiatives that respond to individuals at risk of perpetrating violence, irrespective of how
the federal government defines the problem, reflecting both what is practical for them
and what is effective for their local communities.

Federal Policies and Options

We identified a robust menu of possible actions to support effective and practical fed-
eral policies and intervention options. These fall into four main categories of activ-
ity, and focus on enabling terrorism prevention initiatives from the bottom up and
supporting the development of a national approach to this issue. There also are spe-
cific issues in individual elements of terrorism prevention (e.g., concerns about liability
raised regarding intervention) where federal action could be beneficial, but these are
more narrowly focused. We discuss each category of potential activities in turn, and
summarize these options in Table 2.
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Awareness and Training

A key role for the federal government is to provide credible information, including
sharing of best practices and tools, to organizations seeking to implement terrorism
prevention efforts. This was viewed as a good role for the federal government, from a
desire for threat information by technology companies, to requests for more risk assess-
ment information for corrections staff, to praise for CABs and CREXs from multiple
directions. Sharing best practices and knowledge was similarly flagged as important,
as was the value of bringing together researchers, implementers, and others to share
information on terrorism prevention. In the course of the study, adaptation of existing
tools (e.g., CREXSs) to help empower local areas to explore the types of terrorism pre-
vention that are appropriate for their circumstances appeared to be promising. All of
these efforts—some building on past programs and initiatives—are options that could
be included in future policy design.

We also heard arguments for more openness and transparency in terrorism pre-
vention efforts so that critical audiences are reassured that these efforts are really doing
what they say they are doing. In addition to helping to support trust in a controversial
area, using unclassified and open source information that can be shared broadly is
more practical for efforts that must bridge many organizational boundaries.

Federal Support of Local Initiatives

Another priority identified during the project is federal support of local initiatives,
which could include support via such options as grant funding, public-private partner-
ships, or by helping communities identify programs and adopt locally designed terror-
ism prevention efforts. Given the difficulties associated with direct federal action in
many elements of terrorism prevention, federal support of local initiatives appears to
be necessary to advance efforts and build capacity. Public-private partnerships appear
to be the best approach in terms of messaging and countermessaging. In many cases,
continuing direct support to local programs through grants appears to be needed. A
substantial investment in intervention capacity that is separate from law enforcement
would be valuable, and would address previous criticism that CVE was not, in fact,
providing alternatives to law enforcement action. There is also a need to broaden sup-
port from nonsecurity agencies, since doing so would enable both more-significant
investment in areas that community interviewees prioritized and helping to address
past concerns about CVE programs.

The federal government also can play a useful role in helping communities iden-
tify and implement the types of programs that work for them. This was often crys-
talized as “federal government as a convener’—i.e., getting people around a table to
figure out what they needed and what was necessary to achieve their goals. Given
the focus on federal field staff in the cities we visited, however, it was clear that this
required much more than just getting the right people at the table. To be a credible
convener and to navigate local complexities requires an individual with knowledge of
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terrorism prevention strategies and options as well as the ability to address the many
design challenges noted earlier. This role also requires individuals who can build trust
over time: Even if the federal government is giving away its help for free, the people
providing that help have to be trusted enough that communities—including local gov-
ernment, service providers, and citizens—want what they are providing.

Federal Program Development

Most options identified in this analysis are not about new federal programs. Some
involve continuing or revitalizing current federal terrorism prevention efforts. Fund-
ing and programmatic support would be needed to put federal field staff in place and
to support them in playing their facilitating roles. Providing some types of support to
local initiatives would require the continuation of a grant program that can fund initia-
tives where local resources are not sufficient.

The main programmatic exception to this is in the area of recidivism reduc-
tion, where the central role of the federal prison system in managing terrorism-related
offenders means that any expansion of capabilities would require action at the fed-
eral level. Another issue where the federal government is best positioned to respond
is human capital: the development of people—both inside government and in the
research and service-provider sectors—who are both engaged in and knowledgeable
about terrorism prevention. Such issues are more likely to be addressed in the course
of other federal activities (e.g., investments in public-private partnerships, research, or
program implementation) rather than through a stand-alone effort, but building and
maintaining the bench of expert practitioners in this area was viewed as important by
our interviewees from the national to the local levels.

Situational Awareness and Research and Evaluation

The federal government also can play a key role in data-gathering and analysis. Man-
aging terrorism prevention efforts requires sustained data collection to provide situ-
ational awareness and guide analysis because, as one of our interviewees put it, “Unlike
the Bureau of Justice Statistics in the Department of Justice, there is no Bureau of
Homeland Security Statistics” (interview with a federal-level representative, 2018). Key
situational awareness requirements include tracking public views and concerns and
assessing the capacity of national intervention and other systems. Beyond those efforts,
other research and evaluation requirements appear across the range of terrorism pre-
vention elements: Our interviewees and literature sources called out the need for better
measurement and evaluation (as well as better integration of evaluation into programs
as they are implemented), and research on the sustainability of terrorism prevention
efforts. They also noted the enduring challenge of individual risk assessment for ideo-
logically motivated violence. Investments in any or all of these options could benefit
the design, implementation, and evaluation of future programs. Both interviewees and
authors of published literature argued that a more robust and interdisciplinary research
community is needed for terrorism prevention (and was needed through past CVE
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efforts as well). Although existing efforts are viewed as useful (e.g., NCTC’s annual
CVE conference), they are not enough (multiple interviews at the national and local
levels, 2018; also RTT International, 2017b; Rosand, 2017; and Levitt, 2017). Strength-
ening investment in evaluation also would respond to criticism of the effectiveness of
both past CVE and current terrorism prevention efforts.

Conclusion

The timing of this study, with the changeover in administrations, presents an oppor-
tunity to look at what had been done before and explore paths forward. When we inte-
grated available information on both national and local CVE and terrorism prevention
initiatives, the picture that emerged was one of an effort still at an early stage. If greater
consensus can be achieved regarding appropriate ways to build non—criminal justice
approaches to dealing with terrorism risk, that process could help move toward better
national policies.

To that end, the federal policy options laid out here have in part responded to
issues raised during early efforts to develop then-CVE programs, drawing on examples
from localities that have built approaches that seek to safeguard the rights and meet
the needs of individuals potentially at risk of committing ideological violence, while
still protecting society from potential terrorist attack. In doing so, the goal is to provide
a set of options for effective policies and intervention options, but also practical ones,
which respond appropriately to terrorism risk but do so in a way that simultaneously
minimizes the manifold costs to the individuals affected and the society that terrorism
prevention efforts aim to protect.



Executive Summary 25

"101095
SUOI1D9140d 3y} Ul
sadi1oeud paseq
-9dU3pPINS MBU
pue sad11oeud 1s9q
91eujwassip o1 bul
-utes} dojanap ‘aye

-udoidde usypp e
‘S|9A3]| 20| pue
‘a1els ‘|eiapay syl
1€ }}B1S SUoI1daJ
-102 10} gyD pazl

-wolsnd e dojanaqg e

‘swelboud uonpuan
-191ul Jo} spiepuels
pue sas13oeud 3s3q
91eUIWISSIp pue
9|qUIasse 0} $}J04}d
|eJapaj anuIuod

'SX34D
puesgvd
ybnouyi s310442
uol1euIpIo0d
|ed0| pue yoeal
-}no puedxa
pue anuiuo) e

"SX3YD pue sgvd

ybnouyy s110443 UoI}

-euUIpJo0d |B0| pue

yoeasno puedxa
pue anuIluUo)

sasodund
uoluanaid wsi
-10143} 104 uon
-ewJojul aJeys
A|peouq pue
5110449 40 Adud

-ledsueu} 9sealdu|

‘Aiasnpul

01 yoeaJno uod
-dns 01 S1104J®
uolluanaud wsi
-10149) JUBWIUID
-nob ul jje3s |ed
-1UYd9] aseadu|
51104} bul
-bessawuaiunod
J19y3 3ioddns 0y
swuiy Abojouyday
0} uollew.oul
1e9.1Y1 9pInoUd

Buruies) pue
ssaudIeMY

uoIdNPaY WSIAIPDAY

uonusaAialu|

uonowold [eriaay

uondNPaY 1010e4 YSIY pue
‘9dudl|Isay “Jusawabebuy
‘uonesnpz Ajlunwwod

auluQ buibessap
1siwa1x3 buiisiuno)

KiobayeH

Aiobare) pue A1A1OY uonuanaid wsiiolidl Aq suondQ Ad1jod jo Alewwng

z3|qeL



‘swelsboud
uolNpal
-WSIAIPI23I JO

‘SaAlleIUl

|eJ0] 4O} Swisiu
-eydaw bulpuny
aAIleuld) e 2J0|dx]
‘pauadeam si 1snuay
2J9yMm seale uj
Ajldeinoiaed ‘suoiy
-eziuebio usw
-92J04Ud MB| WOy

‘uoinuanaud
wis110.149) 0}
sayoeoudde |ed0|
|ednoeud pue 9|ge

o1eJedas Aypeded ‘paJinbau aq -1dadde buidojansp
uoljuanalul bul Aew Buip|ing ul S9111|Bd0] 3SIsse
-y4o0ddns aziyuolid -1snJay jen 01 s3s1D49xa doy

‘SaAlleIUl
uoljuanaid wsliol
-19} |e>0| oddns

0} 3|qejiene a5}
-J1adxa uonenjeas
pue ‘ubisep weib

-04d ‘abpajmou
ym ,spiadxs
||e3-uo,, e

B FIJVNETY]

-ueysgns 1eyl
9ziubodai 1nq
's110449 uon
-owoud |eJia4a.
ODSN pue |e30]
1ioddns 01 bui

-punjjueib asn e
‘S|enplAIpuUl ysi
-1 JO |eJla)al
J0J saulzoy

-9|ge} Jo asn puedx3
RETHIVERL]
uolnuanaud wslioLID)
aseyd-Ajuea OON
pue |e>0| oddns 01
Buipuny yueib asn
‘SaAlleNIUl
uonuanaid wslioLI)
|ed0| 340ddns o1 9|qe
-|teae as1149dxa uon

‘Juswuianob

uolyeyuswa|dwi pue s|apow uol} |]9A8|-|euoleu -enjeAa pue ‘ubisap 9pISINO S$3I1IAIDE SaAlLeIIU|
ODN pue ‘|ed0| -UanJalul QDN pue dojanap 01 weiboud ‘abpa 9AI}EIIRUIDIUNOD |ed07 Jo
‘ajels yoddns o} |e20| 340ddns 0} 5110449 140ddns -JMOoU3| Y3Im ,,s349dxd 1oddns o1 bul 1oddng
Buipuny jueib asn e Buipuny jueib asn 01 9NUIIUOD) [|e>-uo,, e e -punjjuelb asn e |esapa4
uondNPaY WSIAIPDAY uonuUAAIRU| uonowoud [el1a)ay uondNpay Jo1deq sty pue auluQ buibessapy Kiobored

‘adusl|Isay “Jusawabebuy 1siwaJyx3 busiuno)

‘uonednp3 fAyunwwo)

26 Practical Terrorism Prevention: Executive Summary

panuiuod>—z 3|qel



Executive Summary 27

‘uonejuswajdwi
pue juswdo|ansp
welsboud yiod
-dns 01 sasua}jo
pale[ai—adug|
-0lIA |edibojoapl
10} pajesadiedul
s|enplalput 4o
aseqelep pazijeJl
-uad e ulejulew
pue dojanaq

‘A1aunod
9y} ssoJde ssau
-9AI11D9}Jd ulel

-ulew 03 5140449
UOI1USAISUI UOI]
-uanaid wslioai9)

Jo} sweusboud jo

juswdo|anap

9y} 34oddng
‘Bulwweiboid
uodNpPaJ WSIA
-1p1PaJ buidojanap
sapuabe suon
-29110) |eJapay
(1e1udoudde

se “}sisse pue)

Yilim a1euipiood

"s||eyioys Aynuap!
pue swdojansp
340M13U d)el|Idey
d|ay 03 Ajjeuoneu
UOIIU3AIUL UOIY
-uanaud wislIoLId)
0} JUeAd|3J S31M|I]
-eded bunsixa

uo elep Jayien

"[9A3] [20]
ay3 1e uonuanaid
wis110119} Joy syulod
|e>oy Azewnid se
1>e 01 }jels p|sly
|eJopaj puedxa
pue 21n3}11su0day

'S3ILIAIIOE UOIL
-ezijiqow Ajes
Buipiebas uiad

-U0d JO 3snedaq

s|enplaiput
19}91 03 ssau
-buijjim d11gnd
ssasse 03 sAan
-Ins [euolleu
paseajat Api|
-gqnd d1po
-119d yioddng e

VIN o

V/N

‘[9A3] [B20]| DY} 1B
uoijuanald wsLIo4I)
Joy syutod |ed>oy Auew
-11d se 1oe 0} jye3s
p[al} |edapay puedxa
pue 21n3}11su0day

0} 514044 UIRISNS o

‘uole
d1gnd ajqeus o1
SNSU3D JUSIUO0D
91 JO s3|nsal
asea|as Aplgnd e
'siseq
Bulobuo ue uo

QUI|UO JUalUO0Dd ]S
-WaJ3Xa JO JUa31Xa

9yl ozlisldeleyd ssaualemy

|euonenis

juswdojanag

uodNPaY WSIAIPAY

uonusaAiIalUu|

uoljowo.d |eliajay

uondNPayY J031de4 dsiy pue
‘adusl|Isay “Jusawabebuy
‘uonesnp3j Ayunwwo)

welsboud
VIN o |e1opa4
auljuQ buibessapy Kiobayred

1siwaJyx3 busiuno)

panuiuod>—z 3|qel



"3SIJ 9DUI|OIA pue
uollezjjed|peJs uo
uoleiadiedul Jo
129449 9y} puels
-1apun 1313134 0}
$110443 UOl}eN|eAD
pue ydieasal
pasnd0y 9z131iolid
‘Aoeandoe
9|qissod 19y}

JoJ suoneldadxa

‘swesboud
UOIJUdAIDIUI UOI}
-udnaud wslI01Id}

abeuew 1nq ‘spo Jo Ayljiqeuielsns ‘foeinxne
-Y19W JUSWSsasse oY1 bunoayje sioy a|qissod J1ay3
-3s1 Buinoadwi -k} puelsiapun Joy suoiney "92U3|0IA

uo pasndoy 19119 03 5110}}d ->adxa abeuew 0} uonezijiqow pue
ydJeasal anuiuod uolyen|ens pue 1ng ‘spoylaw uoliezi|edipel ynoqe
‘swesboud Ud1easald 9zI11iold 1USWISSSSE-SIU ssauaieme pue
uoNpal ‘sweiboud Buiroadwy abpajmouy| ssasse 'S1404}J9 SAl3eIIRU
-WSIAIPID3I JO UOIJU3AIUI JO uo pasndoy 01 sAanuns jeuoneu -131unod Jo uon
uollen|eas ul uoljen|eas ul ydJeasal pasea|as Apijgnd -eNn|eAd Ul 1saAUl uonen|eny

3}SO9AUl 01 @NUIlUO)

}S9AUl 0} @2NUlUO)

*S3IIAIIOR UOIIUSA
-191U] |eIUBWIUID

2NUUO) e

'UoIUdAIRIUI
pue |e4ia434
uonuanaid
wIs1104493 Ul
uoleioqe||0d
Aousbesarul 01
sJalueq Aioy

>1pouad pioddng

0] aNuUIluUo0)

pue ydieasay

-nobuou 03 sialiieq -e|nbaJ pue sanss|

Ayjigel) pue |eba| |eba| paniad |eba7 pue

V/N pania1ad ssauppy -19d ssauppy e V/N o V/N e Ai1o1e|nbay

uonRdNPaY WSIAIPPAY UOIIUBAIRU| uonjowold |esiaey uondNpay 103ded Jysiy pue auljuQ buibessapy Kiobayred

‘adusl|Isay “Jusawabebuy 1siwaJyx3 busiuno)

‘uonednp3 fAyunwwo)

28 Practical Terrorism Prevention: Executive Summary

panuiuod>—z 3|qel



Executive Summary 29

‘9|gedijdde jou = y/N :31LON

"3dUI|OIA
0} uolezijedipel o}
pole|a4 s101de) XSl

92NpaJ pue suldaduod

Ayunwwod ssauppe

0} SDAI}BI}IUI UOIJUIA
-94d WS110449) WO}

91eJedas Juawisanul

Aouabeisyul aseanu| e

‘sdAlenIul
uoljuanaid wsi
-104491 11oddns 01
1snJ1 Aylunwwod uo
aney ued sweiboud

|e19pay pue SHQ

19430 }1BY3 5339449 SOIANRDY

abeuew Ajannoe |eJapaq

V/N o V/N o V/N o -oi4d pue azjuboday e V/N e Kieljixny

uo1INPaY WSIAIPIIBY UOnUBAIRU| uonjowold |esiaey uondNpayY J031de4 YSiyY pue auljuQ buibessay Aiobore)
‘adusl|Isay “Jusawabebuy 1siwaJyx3 busiuno)

‘uonednp3 fAyunwwo)

panuiuod>—z 3|qel






References

American Civil Liberties Union, “ACLU Briefing Paper: What Is Wrong with the Government’s
‘Countering Violent Extremism’ Programs,” undated. As of October 5, 2018:
heeps://www.aclu.org/other/aclu-v-dhs-briefing-paper

Bergen, Peter, Albert Ford, Alyssa Sims, and David Sterman, Terrorism in America After 9/11,
Washington, D.C.: New America, undated. As of October 5, 2018:

https://www.newamerica.org/in-depth/terrorism-in-america/
BJA—See Bureau of Justice Assistance.

Bureau of Justice Assistance, State and Local Anti-Terrorism Training (SLATT) Program, Washington,
D.C.: U.S. Department of Justice, undated. As of October 5, 2018:
https://www.bja.gov/ProgramDetails.aspx?Program_ID=120

Camera, Lauren, “FBI’s Anti-Extremism Website Should Be Scrapped, Groups Say,” U.S. News and
World Report, April 6, 2016. As of October 5, 2018:
heeps://www.usnews.com/news/articles/2016-04-06/
fbi-dont-be-a-puppet-website-criticized-by-advocacy-groups

DHS—See U.S. Department of Homeland Security.

DHS CRCL—See U.S. Department of Homeland Security, Civil Rights and Civil Liberties Office.
DOJ—See U.S. Department of Justice.

DOS—See U.S. Department of State.

George Washington University, Program on Extremism, “GW Extremism Tracker: The Islamic State
in America,” infographic, May 7, 2018. As of October 5, 2018:
https://extremism.gwu.edu/sites/g/files/zaxdzs2191/f/May%202018%20Tracker.pdf

Global Counterterrorism Forum, Rome Memorandum on Good Practices for Rebabilitation and
Reintegration of Violent Extremist Offenders, undated.

GWU—See George Washington University.

Herzog-Evans, Martine, “A Comparison of Two Structured Professional Judgment Tools for Violent
Extremism and Their Relevance in the French Context,” European Journal of Probation, Vol. 10,
No. 1, 2018.

Hoffman, Bruce, “The Evolving Terrorist Threat and Counterterrorism Options of the Trump
Administration,” The Georgetown Security Studies Review, February 24, 2017a, pp. 6-14. As of
October 5, 2018:
http://georgetownsecuritystudiesreview.org/wp-content/uploads/2017/02/Hoffman-The-Evolving-
Terrorist-Threat-and-Counterterrorism-Options-for-the-Trump-Administration.pdf

31



32 Practical Terrorism Prevention: Executive Summary

, “A Growing Terrorist Threat on Another 9/11: Al Qaeda Has Regrouped Even as the
Battered Islamic State Remains Lethal,” Wall Street Journal, September 8, 2017b. As of October 5,
2018:

hteps://www.wsj.com/articles/a-growing-terrorist-threat-on-another-9-11-1504888986

Information Sharing Environment, Department of Homeland Security, Nationwide Suspicious
Activity Reporting Initiative, U.S. Department of Justice Community Oriented Policing Services,
Building Communities of Trust Fact Sheet, January 2014. As of October 5, 2018:
heeps:/fwww.dhs.gov/sites/default/files/publications/Building%20Communities%200{%20Trust.pdf

Lefas, Melissa, and Junko Nozawa, Rebabilitating Juvenile Violent Extremist Offenders in Detention:
Advancing a Juvenile Justice Approach, The Hague, Netherlands: International Centre for Counter-
Terrorism, Global Center on Cooperative Security, December 2016.

Levitt, Matthew, ed., Defeating Ideologically Inspired Violent Extremism: A Strategy to Build Strong
Communities and Protect the U.S. Homeland, Washington, D.C.: Washington Institute for Near East
Policy, No. 37, March 2017.

Life After Hate, homepage, undated. As of October 29, 2018:
https:/fwww.lifeafterhate.org

Lloyd, Monica, and Christopher Dean, “The Development of Structured Guidelines for Assessing
Risk in Extremist Offenders,” jJournal of Threat Assessment and Management, Vol. 2, No. 1, 2015.

National Consortium for the Study of Terrorism and Responses to Terrorism, “Global Terrorism
Database,” database, undated(a). As of October 5, 2018:
https://www.start.umd.edu/gtd/

, “Profiles of Individual Radicalization in the United States (PIRUS),” dataset, undated(b). As
of October 5, 2018:
htep://www.start.umd.edu/data-tools/profiles-individual-radicalization-united-states-pirus

, From Extremist to Terrorist: Identifying the Characteristics of Communities Where Perpetrators
Live and Pre-Incident Activity Occurs Prior to Attacks: Report to the Resilient Systems Division, Science
and Technology Directorate, U.S. Department of Homeland Security, College Park, Md., April 2013.

, Profiles of Individual Radicalization in the United States (PIRUS) Codebook: Public Release
Version, College Park, Md., January 2018. As of October 5, 2018:
htep://www.start.umd.edu/sites/default/files/files/research/PIRUSCodebook.pdf

National Counter Terrorism Center, U.S. Department of Homeland Security, and Federal Bureau of
Investigation, “First Responders Toolbox: Terrorism Prevention—A Form of Violence Reduction,”
October 30, 2017. As of October 5, 2018:

heeps://www.dni.gov/files/ NCTC/documents/jcat/firstresponderstoolbox/
First-Responders-Toolbox---Terrorism-Prevention A-Form-of-Violence-Reduction.pdf

NCTC—See National Counter Terrorism Center.

Radicalisation Awareness Network, Preventing Radicalisation to Terrorism and Violent Extremism:
Approaches and Practices, Brussels, Belgium, 2017. As of October 5, 2018:
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/
networks/radicalisation_awareness_network/ran-best-practices/docs/
ran_collection-approaches_and_practices_en.pdf

RAN—See Radicalisation Awareness Network.



References 33

Rosand, Eric, “Fixing CVE in the United States Requires More than Just a Name Change,”
Brookings Institution blog, February 16, 2017. As of October 5, 2018:
heeps://www.brookings.edu/blog/order-from-chaos/2017/02/16/

fixing-cve-in-the-united-states-requires-more-than-just-a-name-change/

RTT International, Countering Violent Extremism: The Use of Assessment Tools for Measuring Violence
Risk, Literature Review, Research Triangle Park, N.C., March 2017a. As of October 5, 2018:
heeps:/fwww.dhs.gov/sites/default/files/publications/OPSR_TP_CVE-Use-Assessment-Tools-
Measuring-Violence-Risk_Literature-Review_March2017-508.pdf

, Countering Violent Extremism (CVE)— Developing a Research Roadmap: Final Report,
Research Triangle Park, N.C., October 2017b. As of October 5, 2018:
hteps://www.dhs.gov/sites/default/files/publications/
861_OPSR_TP_CVE-Developing-Research-Roadmap_Oct2017.pdf

Snair, Justin, Anna Nicholson, and Clair Giammaria, Countering Violent Extremism Through Public
Health Practice: Proceedings of a Workshop, Washington, D.C.: National Academies Press, 2017.

START—See National Consortium for the Study of Terrorism and Responses to Terrorism.

United Nations Office of Drugs and Crime, Handbook on the Management of Violent Extremist
Prisoners and the Prevention of Radicalization to Violence in Prisons, New York: United Nations, 2016.

UNODC—See United Nations Office of Drugs and Crime.

U.S. Department of Homeland Security, Civil Rights and Civil Liberties Office, “Newsletter,”
Vol. 2, No. 1, September 2011. As of October 5, 2018:
http://www.aila.org/infonet/dhs-crcl-september-2011-newsletter

U.S. Department of Homeland Security, Homeland Security Advisory Council, “Interim Report and
Recommendations,” Washington, D.C., Countering Violent Extremism (CVE) Subcommittee, June
2016.

U.S. Department of Homeland Security, Office of Academic Engagement, “How DHS Partnerships
Help Counter Violent Extremism,” DHS Study in the States blog, July 20, 2016. As of October 5,
2018:
hteps://studyinthestates.dhs.gov/2016/07/how-dhs-partnerships-help-counter-violent-extremism

U.S. Department of Justice, “Attorney General Holder Announces Pilot Program to Counter Violent
Extremists,” press release, September 15, 2014. As of October 5, 2018:
https://www.justice.gov/opa/pr/
attorney-general-holder-announces-pilot-program-counter-violent-extremists

, “Pilot Programs Are Key to Our Countering Violent Extremism Efforts,” press release,
February 18, 2015. As of October 5, 2018:

hteps://www.justice.gov/archives/opa/blog/
pilot-programs-are-key-our-countering-violent-extremism-efforts

U.S. Department of State, “Global Engagement Center,” webpage, undated. As of October 5, 2018:
https://www.state.gov/r/gec

U.S. House of Representatives, Committee on Homeland Security, “Correspondence: FBI Shared
Responsibility Committees Must Pass Privacy Test,” 114th Congtress, 2nd Session, April 29, 2016. As
of October 5, 2018:
https://democrats-homeland.house.gov/sites/democrats.homeland.house.gov/files/sitedocuments/

pclobletter.pdf



34 Practical Terrorism Prevention: Executive Summary

Veldhuis, Tinka, Designing Rebabilitation and Reintegration Programmes for Violent Extremist
Offenders: A Realist Approach, The Hague, Netherlands: International Centre for Counter-Terrorism,
March 2012. As of October 5, 2018:

heeps://www.icct.nl/download/file/
ICCT-Veldhuis-Designing-Rehabilitation-Reintegration-Programmes-March-2012.pdf

Williams, Pete, “FBI Chief on Biggest Threats: China Spies, Terror, Rise in Violent Crime,” NBC
News, March 21, 2018. As of October 5, 2018:
heeps://www.nbcnews.com/politics/justice-department/
fbi-chief-biggest-threats-china-spies-terror-rise-violent-crime-n858786

World Organization for Resource Development and Education, Building Resilience Against Violent
Extremism, 2016.

Wray, Christopher, “Responses to Congressional Questions: Homeland Security Threats,” video
testimony before the Senate Homeland Security and Governmental Affairs Committee, video,
September 27, 2017a. As of October 5, 2018:

https://www.c-span.org/video/?434411-1/
senior-officials-testify-homeland-security-threats&start=1902

Wray, Christopher A., “Threats to the Homeland: Statement of Christopher A. Wray, Director,
Federal Bureau of Investigation,” testimony before the Senate Homeland Security and Government
Affairs Committee, September 27, 2017b.



