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1.0SUMMARY

Suppose Bob is the defender of a network, such as the Air Force enterprise network. Suppose on
March 1, 2020 Bob is informed with characteristics of a new Advanced Persistent Threat (APT)
attack, which apparently has been in the wild for a while. In this scenario, Bob needs to investi-
gate whether or not the network was penetrated into by the APT prior to March 1, 2020 (and if
so, what the cascading damages are as of March 1, 2020). How can Bob accomplish his mission?
The research objective of the project is to investigate an innovative Cyber Security Management
(CSM) system, which can automate the process for accomplishing Bob’s mission based on, for
example, (i) the history data that is relevant to the mission and (ii) characteristics of the APT re-
ceived from the third party. The project addresses two research problems: (i) How can one assure
the integrity of the history data, despite that the APT may have compromised a fraction of the
storage system and attempted to manipulate the history data to hide its footprints and persist its
presence in the network? (ii) How can one automate the inference process for determining
whether or not the network has been penetrated into and assess the damage thereof (according to
the history data and characteristics of the APT)?
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2.0INTRODUCTION

Cyber Security Management (CSM) is intuitive and necessary for any networked systems, in-
cluding enterprise networks, Internet-of-Things (lIoT) networks, and Cyber-Physical System
(CPS) networks. However, the problem of CSM has not been systematically formulated in a rig-
orous fashion. In this paper, we initiate the study of CSM related to cyber intelligence sharing,
meaning that the participating defenders share cyber intelligence with each other and leverage
the shared cyber intelligence for their routine CSM missions. In particular, we focus on how a
defender can leverage such cyber intelligence to answer a range of cyber security questions. The
kinds of cyber intelligence we consider include: newly detected cyber attackers, which may be
leveraged to detect previously undetected victims; newly detected victims, which may be lever-
aged to detect previously undetected attackers; and new defense capabilities, which may be lev-
eraged to detect previously undetected attacks.

In order to see the importance of CSM, let us consider the following example scenario. Suppose
Bob is the defender of a network, such as enterprise network. Suppose on March 1, 2020 Bob is
informed with characteristics of a new Advanced Persistent Threat (APT) attack, which has been
active in the wild for a while. Given this piece of cyber intelligence, Bob would need to investi-
gate whether or not his network (i.e., the network he manages) was penetrated into by the APT
prior to March 1, 2020 and if so, what the damages are as of March 1, 2020. In current practice,
this task (if present at all) would have been done manually by Bob, for example by going through
some tedious procedure (e.g., manually analyzing the historic network data). Our objective is to
automate the procedure and answer a range of questions, such as the preceding one, to accom-
plish Bob’s mission.

A. Innovation Claims

In this paper, we formulate the CSM problem and propose a solution to tackling it. Specifically,
we make the following innovation claims.

First, we formulate the CSM problem from three perspectives: Network-centric CSM (N-CSM),
which leverages network-layer data for CSM purposes; Tools-centric CSM (T-CSM), which lev-
erages data collected from cyber defense tools for CSM purposes; and Application-centric CSM
(A-CSM), which leverages application-specific data for CSM purposes. For organizing and stor-
ing these kinds of cyber security data, we propose using the abstraction of Annotated Graph
Time Series Representation (AGTSR). We give a detailed description on how AGTSR can be
instantiated to represent data for N-CSM, T-CSM and A-TSM purposes.

Second, we propose and implement three specific N-CSM functions; the details of the algorithms
are given in Reference [1].

Third, we propose and implement three specific T-CSM functions; the details of the algorithms
are given in Reference [1].

Fourth, we propose and implement three specific A-CSM functions; the details of the algorithms
are given in Reference [1].
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Fifth, in order to make the resulting N-CSM, T-CSM and A-CSM functions themselves robust
against advanced cyber attacks (e.g., APTs that may attempt to compromise the CSM functions),
we leverage the blockchain technology to assure the integrity of the cyber security data men-
tioned above, leading to the notion of Blockchain-Based CSM (B2CSM). B2CSM can tolerate
the compromise of a certain threshold fraction of the data storage systems (i.e., nodes in the
blockchain network). We implement a prototype B2CSM system and report its performance,
which shows that B2CSM is effective.

This project also led to a top-quality publication in Reference [2].
B. Related Work

To the best of our knowledge, we are the first to investigate the application of blockchain for the
kinds of cyber security management functions discussed in the present paper, namely N-CSM, T-
CSM and A-CSM. This is true despite that blockchain has been applied to some security prob-
lems in the context of PKI, data integrity, access control, and voting. Specifically, the blockchain
technology has been leveraged for applications other than bitcoin and smart contracts (e.g., Ref-
erences [3,4]), such as: (i) managing public key certificate and revocation states (e.g., Reference
[5]); (ii) enhancing the trustworthiness of cryptographic digital signatures in the presence of
compromised private signing keys (e.g., References [6,7,8]); (iii) facilitating data integrity and
resource sharing in 10T systems (e.g., Reference [9]); (iv) detecting violations of access control
policies in cloud environments (e.g., Reference [10]); (v) securing cloud storage (e.g., Reference
[11]); (vi) managing data provenance and accountability (e.g., Reference [12]); (vii) enabling
data sharing (e.g., Reference [13]); (viii) enabling malware detection in mobile devices (e.g.,
Reference [14]); (ix) enabling secure voting systems (e.g., Reference [15]); and (X) achieving
global naming and storage (e.g., Reference [16]). We foresee that CSM will become an integral
part of Cybersecurity Data Analytics (e.g., References [17-48]), which is, together with First-
Principle Modeling (e.g., References [49-60]) and Cybersecurity Metrics (e.g., References [61-
69]), an integral part of the Cybersecurity Dynamics framework (e.g., References [70-72]). In
this report we focus on three classes of CSM functions, which could be extended to accommo-
date other kinds of CSM functions (e.g., References [73-88]).
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3.0METHODS, ASSUMPTIONS, AND PROCEDURES
A. Terminology

A cyber defender, Bob, manages a set of entities, which are broadly defined to accommodate
computers/devices or other kinds of objects of cybersecurity significance (e.g., browsers or email
readers). As illustrated in Figure 1, we make the distinction between external entities (i.e., the
ones that are not managed by Bob but are managed by another defender Cindy) and internal enti-
ties (i.e., the ones that are managed by Bob); it is clear that this external vs. internal distinction is
from a specific defender’s point of view (i.e., Bob in Figure 1). An entity, internal and external
alike, can be in one of three states: normal, victim or attacker. A victim entity is one that has
been compromised by an external or internal attacker entity; an attacker entity is one that exhib-
its malicious behavior; and a normal entity is one that is neither a victim or nor attacker entity. A
normal entity can become a victim entity when it is attacked by an external or internal attacker
entity; a victim entity can elevate to an attacker computer.

Entities managed by Bob Entities managed by Cindy
attack
xternal attacke
I elevate 1 elevate
1
attack
Internal attacker

Figure 1. lllustration of external vs. internal attacker and external vs. internal victim from defender
Bob’s point of view.

It is worth mentioning that depending on the specificity of the input cyber intelligence, the vic-
tims and attackers identified by the CSM functions may or may not need to be further analyzed
for confirming whether or not an entity is indeed an attacker/victim. In the former case, the value
of the CSM functions is in automatically and substantially narrowing down the potential victims
and attackers for further investigation.

B. CSM Model

In the CSM model, a defender Bob, or more precisely his CSM App (CSMA), leverages some
input cyber intelligence to identify victim and attacker entities, where the input intelligence may
be (i) shared by some third parties or another defender or (ii) discovered by some cyber defense
tools used by Bob. In what follows, we describe five kinds of cyber intelligence, three classes of
CSM function, and a general data structure design to facilitate those CSM functions.
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Input Cyber Intelligence.
As illustrated in Figure 2, we consider the following five kinds of input cyber intelligence (pre-
fixed by ‘I-7).

e (I-1A) This kind of intelligence pointing to some external attackers, possibly accompa-
nied by the time window during which an external attacker is active.

e (I-1B) This kind of intelligence pointing to some internal attackers that have attacked
some external victims that are detected by another defender, or some internal victims that
are detected by some cyber defense tools used by Bob.

e (I-2A) This kind of intelligence pointing to some external victims, which have been at-
tacked by some internal or external attackers.

e (1-2B) This kind of intelligence pointing to some internal victims, which have been at-
tacked by some internal or external attackers. The intelligence may be identified, for ex-
ample, by the leakage of data specific to the victim (e.g., social security numbers or
passwords) or by a cyber defense tool (e.g., intrusion detection system or anti-malware
tool).

e (I-3) This kind of intelligence points to some new defense capabilities, such as methods
for detecting previously undetected attacks (e.g., 0-day attacks).

Bob’s CSMA Cindy’s CSMA
I-1A I-1A I-1A
> N.1 N.1 >
N-CSM | N.2 N-CSM | N.2
I-1B I-1B I-1B
e — —
T1 T.1

— T-CSM T2 p——>1 | T-CSM T.2 —>

1-2B 1-2B I-2B
Al Al
1-3 A-CSM | A2 -3 A-CSM | A2 13

U Bob’s own use ﬂcindv's own use

Figure 2. CSM model illustrated with five kinds of input cyber intelligence (prefixed by ‘I-*) and
three classes of CSM functions.

As illustrated in Figure 2, Bob’s CSMA takes as input some of these kinds of cyber intelligence
and the relevant cyber data, uses the CSM functions (specified below) to identify the other inter-
nal attackers/victims and/or external attackers/victims, and possibly shares the resulting intelli-
gence with another defender, say Cindy, about her internal attackers/victims and external attack-
ers/victims (i.e., input cyber intelligence I-1A, 1-1B, I-2A, 1-2B from Cindy’s point of view).
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Overview of Three Classes of CSM Functions.

Having specified the kinds of cyber intelligence as input to CSMAs, now we specify the CSMA
functions that leverage the intelligence for CSM purposes. Given the complexity of CSM, we
divide it into three classes, as illustrated in Figure 2. The three classes are: (i) Network-centric
CSM (N-CSM), which leverages network-layer data and cyber intelligence for CSM purposes;
(i) Tools-centric CSM (T-CSM), which leverages data collected from cyber defense tools and
cyber intelligence for CSM purposes; and (iii) Application-centric CSM (ACSM), which lever-
ages application-specific data and cyber intelligence for CSM purposes. Each class contains mul-
tiple CSM functions. The basics ideas of these functions are described below, and their respec-
tive algorithmic specifications are presented in Sections 1I-B, 11-C, and I1-D.

N-CSM functions are centered at examining the input cyber intelligence against network traffic
data, which may be collected at a network gateway between the external network (e.g., the Inter-
net) and the internal network (e.g., an enterprise network). In principle, network traffic data can
be represented by IP packets and TCP/UDP flows, which incur different costs on storage. As ex-
amples, we define three T-CSM functions.

T-CSM functions are centered at cyber defense tools, such as Network-based Intrusion Detection
Systems (NIDS) and Host-based Intrusion Detection Systems (HIDS) including anti-malware
systems. These cyber defense tools may be based on known signatures, Artificial Intelligence or
Machine Learning (AlI/ML). These tools often output alerts as indicators of malicious or suspi-
cious activities. As examples, we define three T-CSM functions.

A-CSM functions are centered at specific applications that are often exploited to wage attacks,
such as web applications and email systems. Web applications have been widely abused to wage
drive-by download attacks (i.e., a vulnerable browser gets compromised when visiting a mali-
cious website or URL) and support attacker’s command-and-control (e.g., botnet command-and-
control). Emails have been abused to wage social engineering attacks, especially spear phishing,
which often preludes devastating attacks (including Advanced Persistent Threats or APT). As
examples, we consider three A-CSM functions.

Details of these functions can be found in Reference [1], which also includes the algorithms that
implement these CSM functions as well as their accompanying data structures.

Approved for Public Release; Distribution Unlimited.
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C. B2CSM Model and Architecture

A straightforward realization of the CSM model highlighted in Figure 2 would be that each de-
fender secures its own cyber data. This realization is vulnerable to single-point-of-failure be-
cause the compromise of the cyber data storage undermines the CSM functions. In order to en-
hance the robustness of the CSM functions against such attacks, we propose leveraging the
blockchain technology, leading to the notion of B2CSM (Blockchain-Based CSM).

Figure 3 highlights the B2CSM model, which extends the CSM model (Figure 2) by storing the
cyber data in a B2CSM blockchain. The B2CSM model also has two other kinds of modules:
B2CSM Apps and B2CSM Agents. At a high level, B2CSM Agents collect the relevant cyber
data and write the data to the B2CSM blockchain; B2CSM Apps take input cyber intelligence
and run their N-CSM, T-CSM and A-CSM functions to fetch the relevant cyber data from the
blockchain, and possibly generate output cyber intelligence for other defenders to use.

EEE ||BEB

Boh's B2CSM Agents Cindy's B2CSM Agents
r ) F )
¥ ¥

B2CSM Blockchain Network

1  f 1
MN-CSM  T-CSM  A-CSM N-CSM  T-CSM  A-CSM
v 4 ¥ 4 v ¥
=|-1A= =1- 14— = - 1A=
=|-1B=> =|-1B= . = |-1B=—»
Bob’s Cindy's
=2 = _ = |- 2.0\ =3 _ =|-2A=>
—l2p=> B2CSM App R B2CSM App L |2p—>
— 3y e | - = |-3=

Figure 3. The B2CSM model extends the CSM model (Figure 2).
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D. Instantiating B2CSM Architecture into B2CSM Systems

The B2CSM architecture described in Figure 4 can be instantiated into B2CSM systems in dif-
ferent ways.

Network Managed - o — i
by Defender Bob / — — ’f__(__ __7_:;\\\\.‘
/Ec-;b’s Bzcs_r:f\. 0 ~ = Intelli
- ) lligence
\. eentl A~ Bab's Other’s | Web | ] —
—— L wf’i‘ server server \_ Interface p. romtend Answer N
< \.\ ."r W\\S* b \ TN Interface ob
e 8| | 2 2\ | 8 Y[ Format | °
E— I ke {E | orma Bob's B2CSM App
Network Managed ||| 4o = ! 2
by Defender Cindy ||} \'g'f‘.'t—'; a W! f’ll = Invoke —
R T e & / £ =
- - o o /
/" Cindy’s B2GSM ™ A = / i:: Query Intelligence
' tl / indy’ Other’s -
\\_f:gﬂ_{__#/ /\ Cslgﬁj‘érs se:uy é m T Frontend Answer
T @ olis Interface | —
' N P \_® )
N T i — | Cindy’s B2CSM App Cindy
—— \ B2CSM Blackchain Network B2CSM Middleware,/

Figure 4. B2CSM architecture.
E. B2CSM System Security Analysis

Now we informally analyze the security of the B2CSM system as described above. The analysis
is with respect to the security objectives, threat model, and assumptions mentioned above.

Security objectives.
We consider four security objectives:

e Integrity. The integrity of the data stored in the blockchain is assured, as long as the frac-
tion of compromised nodes in the blockchain is bounded from above by a certain thresh-
old.

e Availability. The availability of the data stored in the blockchain is assured, as long as the
fraction of compromised nodes in the blockchain is bounded from above by a certain
threshold.

e Consistency. The consistency of the data stored in the blockchain is assured, as long as
the fraction of compromised nodes in the blockchain is bounded from above by a certain
threshold.

e Accountability. The B2CSM Agents are held accountable for the data they write into the
blockchain and the B2CSM Apps are held accountable for the CSM functions they run
against the blockchain.

Threat model.
We consider an attacker with the following capabilities.

e Compromising B2CSM blockchain full nodes. The attacker can penetrate into a threshold
fraction of the blockchain full nodes. The attacker has total control over these compro-
mised nodes and can coordinate their activities in an arbitrary fashion (i.e., Byzantine).

e Interfering with message deliveries. The attacker can control the order of message deliv-
eries in the blockchain network. The attacker can arbitrarily delay message deliveries to

Approved for Public Release; Distribution Unlimited.
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each computer (but not forever, see assumption below), for example by waging Denial-
of-Service (DoS) attacks during a finite period of time.

We make the following assumptions on what the attacker cannot do.

Assumption 1 (cryptographic assurance): Assumption related to cryptography. We make
standard assumptions to assure the security of cryptographic schemes (e.qg., hash func-
tions and digital signatures) in the framework of modern cryptography. Informally speak-
ing, these assumptions say that as long as cryptographic keys (if applicable) are not com-
promised, cryptographic schemes are secure. That is, in order for the attacker to compro-
mise a cryptographic assurance, the attacker has to penetrate into a system in question to
compromise the cryptographic key or cryptographic service (for attaining “oracle” access
to a cryptographic function).

Assumption 2 (consensus assurance): Assumption related to consensus and/or communi-
cation network in terms of network synchrony. We consider the partially synchronous
model, which assumes that although message delivery in the blockchain network can be
interfered by the attacker, messages will be eventually delivered within a finite amount of
time, which is however not known to the system designer.

Assumption 3 (attacker capability): Assumption related to the compromise of nodes
maintaining the blockchain. For the full nodes that maintain the blockchain, we assume
that no more than one-third of them are compromised simultaneously, which is inherent
to the underlying Byzantine Fault-Tolerance (BFT) protocol we will adopt.

Assumption 4 (data and intelligence authenticity): Assumption related to the data for
CSM purposes. We assume that the integrity of the data collected for N-CSM, T-CSM
and A-CSM purposes, namely the G(t)’s mentioned above, is assured. We also assume
that the cyber intelligence is authentic. Assuring that these two assumptions hold is an or-
thogonal research problem because the CSM functions are defined to operate on given
inputs; if these inputs are not authenticate, the output of the CSM functions are not as-
sured to be correct or useful.

Assumption 5 (B2CSM implementation security): The attacker cannot compromise a de-
fender Bob, the B2ZCSM App, or the B2CSM Middleware because compromising these
components of the B2CSM system can immediately render it to give arbitrary output as
desired by the attacker.
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9



4.0 RESULTS AND DISCUSSION
A. B2CSM Prototype System

The preceding design choices guide us to design a prototype system. Figure 5 illustrates the
B2CSM prototype system for experimental evaluation. Detailed description can be found in Ref-

erence [1].
Blockchain
CAServer Common Network
Crypto Keys Smart Smart Smart
[ Contract1.1 Contract 2.1 Contract3.1
@\ B2CSM 1000 Front B2CSM /@
k N Middleware ends Middleware
Enrall, Register Invoke Smart Couchdb_Peer0_Ent1™ 4 (Network- |- Couchdb_Peel Ent3
and Revoke Contract and _o| O.peer.entl Centric) |."| Opeerent3 o
Users Fetch Ledger _=I_I| ; 1 = =
i ; ~ O.orderer | .| 4 2.ordere
L e Updates ) | [2000front- | |:|
Fabric SDK N\ P LA (mools |- P
Blockchain ™\ Centric) i
AN CEEEeE \\\ Lorderer | ; 3.orderer
~*| 3000 front- '
= O.peer.en2 ends “| 0.peer.ent4]
S/ e (A;Eplim_tion S B @
[ﬁ[ﬁ][ﬁ] Middleware Centric) Middleware
Couchdb_Peer0_Ent2 - - Couchdb_Peer0_Ent4
Defenders Enterprise 2 Enterprise 4
B2CSM App

Figure 5. lllustration of the B2CSM prototype system with four peer blockchain nodes with four
enterpries.

B. Security Analysis of the B2CSM Prototype System

The integrity objective, namely that the data stored in B2CSM blockchain cannot be maliciously
manipulated, is assured by the immutability of the B2CSM ledger. This is because the data
stored in the B2CSM blockchain is endorsed by multiple blockchain full nodes according to the
endorsement policy. Under Assumptions 1 and 3, the attacker, despite being able to compromise
no more than one-third of the full nodes, can neither mislead the full nodes to write the data col-
lected by the B2CSM Agents4 into the B2CSM blockchain, nor mislead the full nodes to accept
manipulated data returned by the B2CSM blockchain as valid.

The availability objective is assured because of the following. First, even if one-third of the
B2CSM blockchain full nodes are compromised or not participating in executing the protocols
that are incurred by the CSM functions, the B2CSM prototype system can still return the correct
result because of Assumption 3. Second, by design, each full node of the B2CSM blockchain
runs the duplicated middleware services. This means that even if the attacker can compromise
one-third of the full nodes, therefore one-third of the middleware ser- vices, the B2CSM proto-
type system remains to be functioning.

The consistency objective requires that the data items stored on the full nodes of the B2CSM
blockchain are same. This is assured because of the following. Recall that Fabric follows the
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execute-order-validate discipline to reach the consensus when adding new blocks to the block-
chain. Based on Assumptions 1 and 3, the honest peers always append the same block to their
local copy of the blockchain. These data items include both the transaction data items corre-
sponding to the data collected by the B2CSM Agents and the transaction data items correspond-
ing to the execution transactions of the CSM functions.

The accountability objective assures that the B2CSM Agents and Apps can be held accountable
for their activities. This is assured because (i) both the B2ZCSM Agents and B2CSM Apps are
authenticated through their public keys?; (ii) their writing operations to the B2CSM blockchain
are verified by the honest full nodes of the blockchain, despite that some of them may be com-
promised as assured by Assumptions 1 and 3; and (iii) the integrity of the blockchain data is as-
sured, as discussed above.

C. B2CSM Performance Evaluation Metrics

A blockchain’s performance is often measured by the read/write latency/throughput [9]. This
suggests us to examine the B2CSM blockchain’s performance without considering the CSM
functions. Specifically, we consider the following three vanilla metrics:

e (i) B2CSM blockchain’s vanilla read latency, which is defined as the time difference be-
tween when a data read request is issued to the blockchain and when the response is re-
ceived from the blockchain;

e (i) B2CSM blockchain’s vanilla write throughput, which is defined as total number
committed transactions _ transaction size / total amount of time on writing to blockchain,
and the unit can be KBytes/second;

e (iii) B2CSM blockchain’s vanilla write latency, which is defined as transaction confirma-
tion time -transaction submission time. These metrics can be measured by using “dum-
my” data (i.e., with no application semantics) because they are geared towards the
B2CSM blockchain rather than the CSM functions. These metrics are measured by taking
the average of many independent experimental runs.

Since B2CSM is CSM-specific, we further propose two CSM-specific performance metrics:

e (iv) Application Query Latency (AQL) and

e (v) Data Replication Throughput (DRT).
We stress that (v) is important despite that we already use (ii); this is because (ii) is geared to-
wards traditional transactions of small data volume, but B2CSM often encounters transactions of
large data volume in G(t). The measurement of (iv) and (v) will be based on some real-world da-
tasets (i.e., with application semantics). The AQL metric measures the time interval between
when a defender invokes a CSM function and when the defender receives the response. Detailed
definitions of metrics (iv) and (v) can be found in Reference [1].

D. B2CSM Prototype Performance Evaluation Experiments
In order to evaluate the performance of the B2CSM prototype system, we conduct experiments

using a small-scale cluster composed of four Virtual Machines (VMs) residing on two heteroge-
neous servers, representing four enterprises to formulate a consortium B2CSM blockchain. One
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server is Dell PowerEdge R740, which is equipped with 2 processors in Intel(R) Xeon(R) CPU
Silver 4114 (with 13.75 MB L3 cache and 20 cores of 2.2 GHz for each processor), 256 GB (16
slots x 16 GB/slot) 2400MHz DDR4 RDIMM memory, and 8 TB (8 slots x 1TB/slot) 2.5 inch
SATA hard drive. The other server is Dell Precision Rack 7910, which is equipped with 2 pro-
cessors in Intel(R) Xeon(R) CPU E5-2630 v3 (with 15MB cache and 6 cores of 2.4GHz for each
processor), 16GB 2133MHz DDR4 RDIMM ECC memory, and 256GB 2.5 inch SATA solid
state drive. All of the four VMs have the same configuration of 8 vCPUs, 24 GB memory and
800 GB hard drive and are connected via a Local Area Network (LAN). The operating system in
each VM is Ubuntu 16.04 (64-bit) with kernel version 4.15. The Fabric version is 1.2, the Java
version is 1.8.0 211, and the golang version is 1.11.10.

E. B2CSM Blockchain’s Vanilla Performance

Now we report B2CSM blockchain’s vanilla performance in read latency, write throughput and
write latency. Figure 6a plots the B2CSM blockchain’s vanilla read latency. Experimental results
show that the read latency is small because its queries are geared towards the world state instead
of the blocks. Besides, the latency slightly increases as the transaction size. It is worth mention-
ing that in the experiments, the VMs or full nodes locate in a single LAN, meaning that the read
latency would be larger when the VMs or full nodes are deployed in a WAN (Wide Area Net-
work).
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Figure 6. B2CSM’s vanilla performance, averaged over five independent experimental runs

Figure 6b plots B2CSM blockchain’s vanilla write throughput, from which we make the follow-
ing observations. First, for a fixed transaction arrival rate, increasing the payload/data size leads
to an increase in the throughput (e.g., from 500 bytes to 100 KBytes when the transaction arrival
rate is 1 transaction per second). This suggests that the time cost has a smaller impact on the
throughput. Second, for a fixed transaction arrival rate, when the data size is small, the size itself
becomes the bottleneck of the throughput. At the same time, the data, correspondingly the trans-
action, size should be limited to a certain threshold; otherwise, the data cannot be written to the
blockchain. Our experiment suggests that once the data size in a transaction exceeds 100 KBytes,
timeout is often incurred and the transaction data cannot be successfully written to the block-
chain.

Figure 6¢ plots the write latency corresponding to the throughput shown in Figure 10b. We make
the following observations. First, for a fixed transaction arrival rate, the latency increases with
the data size because a bigger volume of data data needs to be transfer. Second, for a fixed data
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size, the latency varies slightly when the transaction arrival rate is relatively small. However, the
delay gradually increases with the transaction arrival rate. This is caused by two factors.

(i) During the process of data replication, each transaction submission is bound to a unique
thread and each VM in the experiment is equipped with 8 vCPUs, indicating that handling 8
threads in parallel is the optima for a single VM. When a B2ZCSM App simultaneously submits
multiple transactions, the other nodes need to simulate the transactions because the endorsement
policy requires 2f + 1 (where f = 1 in the experiment) nodes to endorse. Therefore, if the number
of submitted transactions exceeds 8, the endorsing nodes need more time to complete the en-
dorsement procedure, resulting in a higher latency. (ii) The communication complexity of the
BFT-SMaRt consensus protocol is O(n?), where n is the number of full nodes in a blockchain
network and n = 4 in the experiment. A higher transaction arrival rate means that more data will
need to be simultaneously transferred between the full nodes, incurring a higher latency. As a
consequence, the throughput stays relatively stable, as shown in Figure 10b when the transaction
arrival rate is 8 transactions per second and 10 transactions per second.

In summary, small transaction size and low transaction arrival rate lead to a lower throughput;
large transaction size and high transaction arrival rate do not really improve the throughput and
actually could congest the network (i.e., a longer waiting time in transferring message can trigger
timeouts and fail the writing of data to the B2CSM blockchain). This highlights the importance
in feeding the data (wrapped as transactions) with a proper transaction size and transaction arriv-
ing rate (while noting that for a given setting, such as N-CSM, the total volume of data is inher-
ent to the network in question). Our experiment shows that 100 KBytes per data unit and 8 data
units per second achieves a better throughput. In order to achieve such a better throughput in
general, the CSMAs can split the large dataset into data units and maintain a buffer to periodical-
ly submit these data units as transactions to blockchain network. Besides, adjusting the endorse-
ment policy (e.g., only one organization or full node, rather than all of them, is required to en-
dorse the transactions) can contribute to improving the throughput. However, this gain in
throughput demands a stronger trust assumption about the consortium peers; otherwise, B2CSM
will achieve a lower degree of robustness against Byzantine faults.

Insight 1: Transaction arrival rate and transaction size are two parameters that need to be care-
fully selected because they collectively have a big impact on the B2CSM blockchain’s through-
put. These parameters need to be fine-tuned based on the compute resources that are available to
the full nodes of the B2CSM blockchain.

F. B2CSM Performance based on Experiments with Real-World Datasets

Now we report B2CSM’s performance based on experiments using some real-world datasets re-
spectively for N-CSM, T-CSM and A-CSM.

e In our N-CSM experiment, we use a dataset collected from a honeypot. The dataset con-
tains a /22 external subnet. Since the honeypot is “flat” network. The experiment is based
the dataset corresponding to 7 days, and the time resolution is day (i.e., each day is a time
interval).

e Inour T-CSM experiment, we use a dataset collected by the USMA team from the 2017
CDX Competition, as if it were collected at production enterprise networks.
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e Inour A-CSM experiment, we use a dataset that contains data records like (appliction;
URL,; timestamp), meaning that the application accessed the URL at time given by
timestamp. We use the Georgia Tech data as if it were collected as such.

Details of the datasets can be found in Reference [1].

Now we report the experimental results in DRT (Data Replication Throughput) and AQL (Ap-
plication Query Latency).

Figure 7 plots B2CSM’s DRT in N-CSM, T-CSM and A-CSM experiments using the real-world
datasets mentioned above. We observe that the throughput varies with CSM scenarios. We ob-
serve that throughput of T-CSM is significantly different the throughputs of N-CSM and A-
CSM. This is caused by the fact that the T-CSM data is quite different from the NCSM and A-
CSM data as follows. The T-CSM data volume is large and the volumes of data units vary sub-
stantially because some data units contain more empty elements than others (recalling that T-
CSM data is about alerts); in contrast, NCSM data and A-CSM data are uniformly distributed
(i.e., volumes of data units are about the same). This explains why T-CSM has a lower through-
put. From the throughput, we observe that after the transaction arrival rate exceeds 4, the
throughput stays stable, especially for N-CSM and A-CSM; this may be caused by the limited
compute resource on the full nodes (i.e., VMS) in our experiments. In T-CSM, we observe an
“abnormal” throughput at transaction arrival rate 4 and data unit of 4 x 4 (i.e., 102 KBytes per
unit); this may be caused by the limited compute resource at the full nodes and the cumulative
effect of non-uniform distribution in the units’ data volumes. Nevertheless, the overall trend is
similar to the trend that is observed from B2CSM blockchain’s vanilla write throughput, which
reinforces Insight 1.
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Figure 7. B2CSM’s DRT measured in experiments N-CSM, T-CSM, and A-CSM, averaged over
five independent experimental runs.

Figure 8 plots B2CSM’s AQL in N-CSM, T-CSM and A-CSM experiments with the real-world
datasets mentioned above. We observe the following: (i) For the request formatting time, it takes
about 1.4 seconds for the first invocation of a CSM function, but much smaller time for next in-
vocation of a CSM function. This is because the former requires to initializing a Hyperledger
Fabric client object on behalf of the B2CSM App before connecting to the blockchain network;
whereas, the later can simply reuse the object created by the former. (ii) For the chaincode pro-
cessing time, the time cost varies for different invocations of CSM functions. (iii) The response
time is relatively stable (i.e., varies only slightly).
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Figure 8. B2CSM’s AQL measured in experiments N-CSM, T-CSM, and A-CSM, averaged over
five independent experimental runs.

Insight 2: The response delay can be largely attributed to the creation of a Hyberledger Facbric
client object corresponding to a CSM function invoked from a B2CSM App for the first time.
Reducing this time will substantially improve the response time.

G. Discussion

The present study has multiple limitations. First, N-CSM, T-CSM and A-CAM collectively may
not cover all CSM functions. Future research needs to identify other CSM functions. Second, it
would be useful to develop a visualization system to present the results of B2CSM. Third, future
research needs to enhance B2CSM’s blockchain-related functions. For example, in the current
design, chaincode installation is achieved by using tools such as Postman, it would be better to
provide a self-contained package for installing B2CSM. Fourth, future research needs to investi-
gate how to cope with replicating large volume of data to the blockchain because G(t), at least
for N-CSM and T-CSM can be very large in volume. The current method we use (i.e., splitting a
large G(t) into small chunks) may not work well for extremely large G(t). Fifth, the participating
defenders of B2CSM can see each other’s data G(t). This can be a concern when the data is sen-
sitive. Therefore, it is an important problem to protect data secrecy while allowing the defenders
to accomplish the task of CSM.
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5.0CONCLUSIONS

The focus of this project is to identify a killer application in leveraging the blockchain technolo-
gy to Cyber Security Management (CSM). We propose to design and implement a blockchain-
based cyber security management (B2CSM) prototype system. We define a set of queries that
would be of interest to cyber defenders in practice, while using some real-world datasets to
demonstrate the usefulness of B2CSM framework. To the best, of our knowledge this is the first
effort to investigate blockchain’s use for cyber security management.
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