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Problem Statement

Currently there is not an established home to present new results in the area of
software protection. The goal of the workshop was to bring together the research
community (both theory and practice) and clearly define the scope of software
protection research and foster closer interaction and collaboration between the
theoretical community and systems community.

Summary of Key Results

The ARO Workshop on Continuously Upgradeable Software Security and Protection
was held on November 7, 2014 and co-located with the ACM Conference on
Computer and Communication Security in Scottsdale, Arizona. There were 30
attendees from academia, industry, and government. A substantial number of
participants (12) were from outside the United States.

There were several major outcomes of the workshop. First, despite theoretical
advances in the theory of obfuscation, it is clear that these advances are far from
having a practical impact on the state of practice. Nonetheless, it was felt that a
closer interaction between the theoretical community and the systems community
would be beneficial to both communities and could result in advances in both areas.

Second, there is a clear and obvious need for metrics to judge the strength of
software protections. The current state of the art is woefully inadequate.

Third, the research community is fragmented. Several groups are holding small
events each targeting a particular niche area. A consolidation of the efforts in the
software protection space would result in higher visibility and more impact.

Finally, the participants believe that the research area needs a better name. The
term "software security and protection” is confusing and does not uniquely identify
the research area. The participants reached no consensus on a new name. Some felt
"Software Protection" was appropriate (i.e., drop security). Others felt that that term
did not adequately describe the area.

Based on the outcome of the meeting, there were several groups that held
discussions about how to bring the fragmented research community together.
Towards that goal, there was a trial merger of two related workshops. PPREW:
Program Protection and Reverse Engineering and SSP: Software Security and
Protection were held together at the 2015 Annual Computer Security Applications
Conference (ACSAC) held in Los Angeles, California on December 8, 2015.

The consensus was the joint meeting at ACSAC was a success. The joint workshop
was well attended and many of the attendees stayed for the main ACSAC conference.
Based on this outcome, the two communities decide to formally merge and continue
to be co-located with ACSAC.



In 2016, the Software Security, Protection and Reverse Engineering Workshop
(SSPREW) will be co-located with ACSAC 2016, which will again be held in Los
Angeles, California.
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