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1

SUMMARY

The Quelea project was centered on the development of language abstractions, database
technologies, compilers, program analyses, verification techniques, and runtime systems for
building scalable applications intended to operate in geo-distributed environments where
issues of data consistency and visibility are significant and subtle. The overarching goal of the
project was to ensure that produced artifacts come equipped with verifiable guarantees on
program and system behavior.

The approach of the Quelea project was to create an integrated software infrastructure to enable
the construction of composable, distributed verified components capable of being deployed in
high-assurance environments. The project aimed to provide fundamental advances to the state-
of- the-art in language design, verification, compiler design, and runtime systems, especially
as they pertain to formal reasoning on weakly consistent geo-replicated distributed
environments. The project’s main focus was on verification and program analysis - the project
examined the challenges involved in building composable whole-system cross-layer verified
components, especially in the context of systems intended to operate in complex decentralized
operational environments, and which may thus exhibit arbitrary failures and faults, comprise
multi-tiered application stacks, with diverse clients, servers, and databases, etc.

Approved for Public Release; Distribution Unlimited.
1



2

INTRODUCTION

There were five major activities undertaken during the lifetime of this effort developed with

these goals in mind:

1.

2.1

Logical Foundations: The project explored new program logics tailored to issues relevant
to the specific contexts under investigation - program executions in which visibility of
concurrent actions do not adhere to a sequentially consistent semantics.

Automated Verification: A central focus of the project was the study of new automated
reasoning and verification techniques that could be used to verify the correctness of
applications executing in weakly consistent geo-replicated environments.

Model-Checking and Symbolic Execution: When full verification is not feasible,
bounded model-checking and expressive symbolic execution methods can be used to
increase assurance on the safety and correctness of distributed applications. The project
investigated a number of techniques in this space, demonstrating the feasibility of such
approaches to identify potential correctness violations.

Language Design: New language abstractions can help alleviate the complexity of
verification and the challenge of static analysis by facilitating correct-by-construction
program development methodologies. The project proposed new language abstractions
and associated implementation and runtime frameworks significantly more expressive
and compositional than existing proposals for programming weakly consistent
distributed systems.

Testing and Replay: Lightweight testing frameworks are an important tool to facilitate
exploration of potential correctness concerns. As part of our investigation, we developed
an automated directed testing and replay framework that reveals anomalous behavior of
distributed applications.

Logical Foundations

Database transactions allow users to group operations on multiple objects into a single logical

unit, equipped with a set of four key properties - atomicity, consistency, isolation, and

durability (ACID). Concurrency control mechanisms provide specific instantiations of these

properties to yield different ACID variants that characterize how and when the effects of

concurrently executing transactions become visible to one another. Serializability is a

Approved for Public Release; Distribution Unlimited.
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particularly well-studied instantiation that imposes strong atomicity and isolation constraints
on transaction execution, ensuring that any permissible concurrent schedule yields results
equivalent to a serial one in which there is no interleaving of actions from different
transactions.

The guarantees provided by serializability do not come for free, however - pessimistic
concurrency control methods require databases to use expensive mechanisms such as two-
phase locking that incur overhead to deal with deadlocks, rollbacks, and re-execution [17, 19].
Similar criticisms apply to optimistic multi-version concurrency control methods that must
deal with timestamp and version management [10]. These issues are exacerbated when the
database is replicated, requiring additional coordination mechanisms [4, 9, 16, 20].

Because serializable transactions favor correctness over performance, there has been long-
standing interest [23] in the database community to consider weaker variants that try to recover
performance, even at the expense of simplicity and ease of reasoning. These instantiations
permit a transaction to witness various effects of newly committed, or even concurrently
running, transactions while it executes, thus weakening serializability’s strong isolation
guarantees. The American National Standards Institute (ANSI) Structured Query Language
(SQL) 92 standard defines three such weak isolation levels which are now implemented in
many relational and NoSQL databases. Not surprisingly, weakly-isolated transactions have
been found to significantly outperform serializable transactions on benchmark suites, both on
single-node databases and multi- node replicated stores [4, 5, 47], leading to their
overwhelming adoption. A 2013 study [6] of 18 popular ACID and “NewSQL” databases
found that only three of them offer serializability by default, and half, including Oracle 11g,
do not offer it at all.

A major problem with weak isolation as currently specified is that its semantics in the context
of user programs is not easily understood. The original proposal [23] defines multiple
“degrees” of weak isolation in terms of implementation details such as the nature and duration
of locks held in each case. The ANSI SQL 92 standard defines four levels of isolation
(including serializability) in terms of various undesirable phenomena (e.g., dirty reads -
reading data written by an uncommitted transaction) each is required to prevent. While this is
an improvement, this style of definition still requires programmers to be prescient about the
possible ways various undesirable phenomena might manifest in their applications, and in each
case determine if the phenomenon can be allowed without violating application invariants.
This is understandably hard, especially in the absence of any formal underpinning to define
weak isolation semantics. Consequently, reasoning about weak isolation remains an error
prone endeavor, with major database vendors [31, 35, 39] continuing to document their
isolation levels primarily in terms of the undesirable phenomena a particular isolation level
may induce, placing the burden on the programmer to determine application correctness.

Approved for Public Release; Distribution Unlimited.
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To address this significant shortcoming, we developed a program logic for weakly-isolated
transactions along with automated verification support to allow developers to verify the
soundness of their applications, without having to resort to low-level operational reasoning as
they are forced to do currently. Our approach involves the development of a set of syntax-
directed compositional proof rules that enable the construction of correctness proofs for
transactional programs in the presence of a weakly-isolated concurrency control mechanism.
Realizing that the proof burden imposed by these rules may discourage applications
programmers from using them, we have also developed an inference procedure that
automatically verifies the weakest isolation level for a transaction while ensuring its invariants
are maintained. The key to inference is a novel formulation of database state (represented as
sets of tuples) as a monad, and in which database computations are interpreted as state
transformers over these sets. This interpretation leads to an encoding of database computations
amenable for verification by off-the-shelf satisfiability modulo theories (SMT) solvers. Our
results provide the first formalization of weakly-isolated transactions, along with an expressive
and compositional proof automation framework capable of verifying the safety of high-level
consistency conditions attached to these transactions. Collectively, these contributions allow
weakly-isolated transactions to enjoy the same rigorous reasoning capabilities as their
strongly-isolated (serializable) counterparts.

2.2 Automated Verification

Verifying Serializability in Weakly-Consistent Environments: Serializability is a well-
understood correctness property of database systems. Ensuring that all executions of such
programs are serializable greatly simplifies reasoning about program correctness by reducing
the complexity of understanding concurrent executions to the problem of understanding
sequential ones. Unfortunately, enforcing serializability using runtime synchronization
mechanisms is problematic in geo-replicated distributed systems without sacrificing
availability (low-latency) [20]. To reap the correctness benefits of serializability with the
performance and scalability benefits of high-availability, we studied the conditions under
which transactional programs can be statically identified to always yield a serializable
execution without the need for global synchronization. The challenge to realizing this goal
stems from the complexity in reasoning about replicated state in which not all replicas share
the same view of the data they hold.

To address this challenge, we devised a fully automated verification procedure that precisely
encodes salient dependencies in the program as abstract executions defined in terms of an
axiomatic specification of a particular weak consistency model. The procedure leverages a
theorem prover to systematically search for the presence or absence of cycles in these
executions consistent with these dependencies; the presence of a cycle indicates a
serializability violation. Notably, our approach can be applied to any weak consistency model

Approved for Public Release; Distribution Unlimited.
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whose specification can be expressed in first-order logic, a class that subsumes all realistic
data stores we are aware of. More specifically, our approach constructs a dependency graph
[1] from the input program containing a cycle and then asks whether there exists a valid
execution under the given consistency specification that can result in this graph. To do this,
we automatically extract dependency conditions from the transactional program, and relate
these dependencies to artifacts in an event-based model to find whether there exists a valid
abstract execution corresponding to the dependency graph. These dependencies are encoded
in a first-order logic formula that is satisfiable only if there exists an execution that violates
serializability.

Verification of Conflict-Free Replicated Data Types: For distributed applications, keeping
a single copy of data at one location or multiple fully-synchronized copies (i.e. state-machine
replication) at different locations, makes the application susceptible to loss of availability due
to network and machine failures. On the other hand, having multiple unsynchronized replicas
of the data results in high availability, fault tolerance and uniform low latency, albeit at the
expense of consistency. In the latter case, an update issued at one replica can be
asynchronously transmitted to other replicas, allowing the system to operate continuously even
in the presence of network or node failures [20]. However, mechanisms must now be provided
to ensure replicas are kept consistent with each other in the face of concurrent updates and
arbitrary re-ordering of such updates by the underlying network. Over the last few years,
Conflict-free Replicated Datatypes (CRDTs) [41, 45, 46] have emerged as a popular solution
to this problem. Over the years, a number of CRDTs have been developed for common
datatypes such as maps, sets, lists, graphs, etc.

The primary correctness criterion for a CRDT implementation is convergence (sometimes
called strong eventual consistency (SEC) [21, 45]): two replicas which have received the same
set of effectors must converge to the same CRDT state. Because of the weak default guarantees
assumed to be provided by the underlying network, however, we must consider the possibility
that updates can be applied in arbitrary order on different replicas, complicating correctness
arguments. This complexity is further exacerbated because CRDTs impose no limitations on
how often they are invoked, and may assume additional properties on network behavior [30]
that must be taken into account when formulating correctness arguments.

Given these complexities, verifying convergence of operations in a replicated setting has
proven to be challenging and error-prone [21]. To overcome these challenges, we have
developed a novel automated verification strategy that allows us to directly connect constraints
on events imposed by the consistency model with constraints on states required to prove
convergence. Consistency model constraints are extracted from an axiomatization of network
behavior, while state constraints are generated using reasoning principles that determine the
commutativity and non-interference of sequences of updates, subject to these consistency

Approved for Public Release; Distribution Unlimited.
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constraints. Both sets of constraints can be solved using off-the-shelf theorem provers. Because
an important advantage of our approach is that it is parametric on weak consistency schemes,
we are able to analyze the problem of CRDT convergence under widely different consistency
policies (e.g., eventual consistency, causal consistency, parallel snapshot isolation (PSI) [49],
among others), and for the first time verify CRDT convergence under such stronger models
(efficient implementations of which are supported by real-world data stores). A further
pleasant by-product of our approach is a pathway to take advantage of such stronger models
to simplify existing CRDT designs and allow composition of CRDTs to yield new
instantiations for more complex datatypes.

2.3 Model-Checking and Symbolic Execution

While our verification efforts explored how to verify standard correctness properties such as
serializability or convergence, it remains a challenging exercise to determine if a distributed
program built using replicated datatypes satisfies application-specific safety properties. While
recent work has shown that it is possible to check the integrity of a distributed application by
employing heavyweight specification and verification techniques [11, 13, 22, 36, 37, 54],
doing so with a high-degree of automation was an important focus of activity in this project.
Full verification of distributed applications is challenging in part because of the need to specify
suitably strong inductive invariants [37] that justify the validity of the safety property being
verified in terms of the actions performed by the application; such invariants capture deep
semantic properties and are thus difficult to extract automatically. This leads to tension
between the need for expressive high-level invariants to facilitate verification and the
requirement that any verification mechanism be robust in the face of a weakly consistent
storage layer greatly complicates how we formulate and prove precise correctness arguments.

Rather than tackling the problem of full (unbounded) verification head-on, we have considered
an alternative fully-automated lightweight verification strategy that leverages symbolic
execution to provide bounded guarantees on a program’s correctness. Our verification strategy
explores a search space of abstract executions in which each point in the space represents a
global program state parameterized over a bounded number of concurrent effects. A concurrent
effect captures an effectful operation on a Replicated Data Type (RDT) instance that has not
yet been applied. Because multiple concurrent effects may be serviced in different order on
different replicas, our symbolic execution engine considers distinct permutations over sets of
effects. We determine a safety property’s validity by considering all such executions, limiting
the number of concurrent effects (and, by extension, the number of replicas that process these
effects), to retain a tractable analysis. Other than the specification of the safety property, our
approach does not require any additional programmer involvement.

Approved for Public Release; Distribution Unlimited.
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2.4 Language Design

To overcome the challenges of building provably correct distributed applications, we
considered how carefully-crafted language abstractions can facilitate the automatic derivation
of correct distributed (replicated) variants of ordinary data types. Key to our approach is the
use of invertible relational specifications of an inductive data type definition. These
specifications capture salient aspects of the data type that are independent of its execution
under any system model, thus freeing the programmers from having to explicitly reason about
low-level operational issues related to replication, asynchrony, visibility, etc. Their relational
structure, however, provides sufficient guidance on structural properties maintained by the
type (e.g., element ordering) critical to how we might correctly merge multiple instances in a
replicated setting.

Our approach is based on a model of replication centered around versioned states and explicit
merges. In particular, we model replicated state in terms of concurrently evolving versions of
a data type that trace their origin to a common ancestor version. We assume implementations
synchronize pairs of replicas by merging concurrent versions into a single convergent version
that captures salient characteristics of its parents. The merge operation is further aided by
context information provided by the lowest common ancestor (LCA) version of the merging
versions.

Because the exact semantics of merging depends on the type and structure of replicated state,
data types define merge semantics via an explicit merge function. The merge function performs
a three-way merge involving a pair of concurrent versions and their LCA version that
constitutes the context for the merge. The version control model of replication, therefore,
allows any ordinary data type equipped with a three-way merge function to become a
distributed data type. The full expressivity of merge functions can be exploited to define
bespoke distributed semantics for data types that need not necessarily mirror their sequential
behavior (i.e., distributed objects that are not linearizable or serializable), but which are
nonetheless well-defined (i.e., convergent) and have clear utility.

We consider how to derive correct merge functions automatically over arbitrarily complex (i.e,
composable) data type definitions, and in the process, ascribe to them a meaningful and useful
distributed semantics. By doing so, we eliminate the need to reason about low-level operational
or axiomatic details of replication when transforming sequential data types to their replicated
equivalents.

Approved for Public Release; Distribution Unlimited.
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2.5 Testing and Replay

Database programs are an important application class for execution on scalable geo-replicated
distributed fabrics. Realistic SQL-based databases typically have sophisticated structural
relationships (schemas), and clients must ensure that every possible use of a database operation
preserves these relationships. Testing that client applications do so is particularly challenging,
as the operations they perform depends on the control structure and initial state of the
application. Generating appropriate test inputs to discover violations of these relationships
necessarily requires reasoning about the behaviors of these operations in the context of the
program’s execution. Further complicating matters is that the initial state of the database itself
needs to be chosen so that tests expose interesting integrity and assertion violations. One
important simplification that helps reduce the complexity of developing a useful testing
strategy for these applications is to treat database transactions as serializable, restricting the
set of interleavings that must be considered to those that maintain transaction atomicity and
isolation.

The need for a practical automated testing framework for database applications executing in
weakly consistent environments is particularly acute given the complexity of reasoning about
program behavior in these environments. We have addressed this challenge by developing a
testing framework that systematically and efficiently explores abstract executions of database-
backed Java programs for serializability violations, assuming a weakly-consistent storage
abstraction. To do so, we employ a bounded model-checking serializability violation detector
that is parameterized by a specification of the underlying storage model, described above.
Abstract executions capture various visibility and ordering relations among read and write
operations on the database generated by queries; the structure of these relations is informed by
the underlying data consistency model. Potential serializability violations in an abstract
execution manifest as cycles in a dependency graph induced by these relations. When such
violations are discovered, CLOTHO synthesizes concrete tests that can be used to drive
executions that manifest the problem for assessment by application developers.

Through our experimental evaluation, we have been able to demonstrate that our approach can
efficiently, automatically, and reliably detect and concretely manifest serializability anomalies
of database programs executing on top of weakly-consistent data stores. An important by-
product of our design is that it does not bake-in any specific consistency or isolation
assumptions about the underlying storage infrastructure, allowing users to strengthen visibility
and ordering constraints as desired.

Approved for Public Release; Distribution Unlimited.
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3

METHODS, ASSUMPTIONS, AND PROCEDURES

The Quelea effort centers around the specification, analysis, verification, and development of
distributed applications operating in environments that provide weaker guarantees than
afforded by strong (or sequentially) consistent data stores. To illustrate the issue, consider a
simple distributed application that maintains a bank account with replicated state. The
representation of a bank account may be in terms of a convergent replicated type (e.g., an
integer Positive-Negative-counter [46] that admits increments and decrements) that guarantees
all replicas will eventually reflect the same value of the account. However, convergence alone
may notbe sufficient to preserve application-specific safety properties. For example, suppose we
wish to assert that the balance of the account will always be non-negative. Given operations to
deposit and withdraw amounts into the account, it is straightforward, in a sequential execution,
to ensure this invariant is always preserved, by ensuring that deposit only ever adds to the
balance, and that withdraw always checks if there is a sufficient balance before withdrawing.
However, asynchronous replication may lead to anomalous executions that violate the invariant.
Two such executions that are illustrative of the anomalies possible under asynchronous
replication are shown in Figure 1.
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(a) Anomaly due to concurrency (b) Anomaly due to out-of-order message delivery

Figure 1: Anomalous executions of a simple bank account application. All operations operate over a single replicated
account object.

Figure la depicts an execution that allows two withdraw operations to be applied
concurrently at different replicas. Two users, Alice and Bob, assume that there is a sufficient
balance in their (joint) account, and issue a withdraw operation for $1 each, to replicas R1 and
R2, respectively. Each withdraw operation reads the local balance ($1), checks that it is
sufficient for the withdraw ($1 > $1), and subsequently issues a withdraw effect that will be
asynchronously transmitted to the other replica. The effect is essentially a computational
message that updates the state of the account on the replicas which receive it. When both
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withdraw effects are eventually applied at both the replicas, the balance drops below $0
resulting in an invariant violation, which gets witnessed by Alice when she queries the balance.
The anomaly is reminiscent of a classical data race between two writes in a shared memory
system, except that writes are not lost or overwritten. '

However, unintended executions that are unfamiliar to shared memory programmers are also
possible in an asynchronous replicated system. Consider the execution shown in Figure 1b
involving three users - Alice, Bob, and Cheryl, and two replicas - R/ and R2. The initial balance
at both the replicas is $0. Alice first submits a Deposit operation for $1 to R/. Bob, who
subsequently connects to R/, finds there is sufficient balance to perform a Wwithdraw for $1.
While effects from both the operations are expected to be delivered to R2, it is possible that
because of transient network conditions, the Withdraw effect gets delivered first while the
Deposit is still in transit. This results in a transient violation of the no-negative-balance
invariant, which gets witnessed when Cheryl queries the balance at R2. The Deposit effect
will eventually be delivered to R2 resulting in the invariant being restored; however since there
are no bounds on when this can happen, there are no guarantees on how this violation may
affect system behavior. Indeed, it is possible that a temporary violation of safety may lead to
cascading errors that compromise application integrity. For instance, a negative (albeit
temporary) balance could be witnessed by a minimum balance enforcement module, which
may erroneously impose a penalty on the account that remains even after the violation is
remedied. As this example demonstrates, asynchronous replication of an application’s state
can result in anomalous behaviors that could be confounding to understand and repair. It is
clearly unreasonable to expect an application programmer to be prescient about the anomalies
that might manifest under replication, determine if they indeed lead to invariant violations, and
fix the application to avoid them.

Developing tools capable of discovering, preventing, and/or repairing such concurrency
anomalies is the central focus of this effort. Figure 2 shows the Quelea verification pipeline.
We have adopted techniques that involve generating axiomatic constraints over program
executions, encoding these constraints into a form amenable for interpretation by a theorem
prover. This methodology can be wused, for example, to identify representative
counterexamples involving few concurrent operations, similar to those shown in Figure 1.
Such anomalies can be exposed by exploring the state space of the application with a relatively
small bound on the number of concurrent operations. Moreover, by representing the state space
using an appropriate formal vocabulary that abstracts away low-level details, such as process
crashes and network faults, we can compute an abstract representation of each counterexample
that represents not only the counterexample, but an entire class of such counterexamples.

! Note that we cannot rectify this anomaly by simply forcing each replica to check the balance before applying a
received Withdraw effect as that may cause the account balance on different replicas not to converge.

Approved for Public Release; Distribution Unlimited.
10



Systematically eliminating such classes of counterexamples by consistency strengthening
leads us to compute the weakest consistency configuration at which an application is free of
all discovered anomalies, and hence most likely to be safe.

0Caml ; 6 T(yped AST
« (program P B pr‘c_aigmm
Invar—{antS) Frontend Invariants)
VC Gen

Consistency Spec g s
(SC, €C, EC) P

Tl
\/ x Machine Spec
\ / VC Encode (eg: PostgreSQL)

ZB*—‘

VC

Figure 2: Overall verification pipeline used in Quelea.
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4 RESULTS AND DISCUSSION

4.1 Reasoning about Weak Isolation

We have developed a program logic and verification methodology for reasoning about weakly
isolated database transactions. To investigate our ideas, we have designed a domain-specific
language (DSL) embedded in Objective Categorical Abstract Machine Language (OCaml) that
manages an abstract database state that can be manipulated via a well-defined SQL interface.
Arbitrary database computations can be built around this interface, which can then be run as
transactions using the atomically do combinator provided by the DSL.

Figure 3 shows a simplified version of the Transaction Processing Consortium benchmark C
(TPC-C) new_order transaction written in this language. TPC-C [52] is a widely-used and
well-studied Online Transaction Processing (OLTP) benchmark that models an order-
processing system for a wholesale parts supply business. The business logic is captured in 5
database transactions that operate on 9 tables; new order is one such transaction that uses
District,Order,New order, Stock,and Order line tables. The transaction acts on the
behalf of a customer, whose id is ¢ _id, to place a new order for a given set of items
(item regs), to be served by a warehouse under the district identified by d_id. Figure 4
illustrates the relationship among these different tables.

new_order (d_id, c_id, item regs) = atomically do @@ {(} —=>
dist = SQL.selectl District (fun d -»> d.d_id = d_id)
o_id = dist.d next_o_id

'E =) District

SQL.update (+ O T.
T #)( d -> {d d next_o_id = d.d next_o_id + 1})

(+ &
f+ WHERE &) (f d - d.did = d id );
SQL.insert (+ INSERT INTO =) Order (+ VALUES #*){o_id=o_id;
o d id=d id; o_ i o_ol_cnt=5.size item_regs; };
foreach item_reqgs @@ m req —>
stk = SQL.selectl (+ ( C }

WG
fa

g.ol_i id &&

MIT 1 +)

cr_line {ol o id=oc_id; ol _d id=d id;
o0l i id=item reg.ol i id; ol _gty=item reg.ol gty}

Figure 3: TPC-C new ordertransaction
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Order_line
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(a) A valid TPC-C database. The only 2 11 20 10
. - . - . 2 11 21 10
existing order belongs to the district with

d_id=11. Its id (o_id) is one less than the
district’s d_next_o_id, and its order count
(o_ol_cnt)is equal to the number of order
line records whose ol_o_id is equal to the
order’s id.

(b) The database in Fig. I@I after correctly executing a
new_order transaction. A new order record is added
whose o_1d is equal to the d_next_o_id from Fig. [4a]
The district’s d_next_o_id is incremented. The order’s
o_ol_cnt is 2, reflecting the actual number of order line
records whose ol_o_id is equal to the order’s id (2).

Figure 4: Database schema of TPC-C’s order management system. The naming convention indicates primary keys and
foreign keys. For e.g., o1 _id s the primary key column of the order line table, whereas o1 o idis a foreign key that refers
to the o _id column of the order table.

The transaction manages order placement by invoking appropriate SQL functionality, captured
by various calls to functions defined by the SQI. module. All SQL operators supported by the
module take a table name (a nullary constructor) as their first argument. The higher-order
SQL.selectl function accepts a boolean function that describes the selection criteria, and
returns any record that meets the criteria (it models the SQL query SELECT ... LIMIT 1).
SQL.update also accepts a boolean function (its 3™ argument) to select the records to be
updated. Its 2”9 argument is a function that maps each selected record to a new (updated)
record. SQL. insert inserts a given record into the specified table in the database.

The new order transaction inserts a new Order record, whose id is the sequence number of
the next order under the given district (d_id). The sequence number is stored in the
corresponding District record, and updated each time a new order is added to the system.
Since each order may request multiple items (item regs), an Order line record is created
for each requested item to relate the order with the item. Each item has a corresponding record
in the Stock table, which keeps track of the quantity of the item left in stock (s gty). The
quantity is updated by the transaction to reflect the processing of new orders (if the stock
quantity falls below 10, it is automatically replenished by 91).

TPC-C defines multiple invariants, called comnsistency conditions, over the state of the
application in the database. One such consistency condition is the requirement that for a given
order o, the order-line-count field (0.0 ol cnt) should reflect the number of order lines
under the order; this is the number of Order 1ine records whose ol o id field is the same
as o.o id. In a sequential execution, it is easy to see how this condition is preserved. A new
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Order record is added with its o id distinct from existing order ids, and its o o1 cnt is set to
be equal to the size of the item regs set. The foreach loop runs once for each item req,
adding a new Order line record for each requested item, with its o1 o id field set to o id.
Thus, at the end of the loop, the number of Order 1ine records in the database (i.e., the
number of records whose o1 o id field is equal to o id) is guaranteed to be equal to the size
of the item reqgs set, which in turn is equal to the Order record’s o ol cnt field; these
constraints ensure that the transaction’s consistency condition is preserved.

Because the aforementioned reasoning is reasonably simple to perform manually, verifying
the soundness of TPC-C’s consistency conditions would appear to be feasible. Serializability
aids the tractability of verification by preventing any interference among concurrently
executing transactions, while the new order transaction executes, essentially yielding serial
behaviors. Under weak isolation?, however, interferences of various kinds are permitted,
leading to executions superficially similar to executions permitted by concurrent (racy)
programs [18, 24]. To illustrate, consider the behavior of the new order transaction when
executed under a Read Committed (RC) isolation level, the default isolation level in 8 of the
18 databases studied in [6]. An executing RC transaction is isolated from dirty writes, i.e.,
writes of uncommitted transactions, but is allowed to witness the writes of concurrent
transactions as soon as they are committed. Thus, with two concurrent instances of the
new order transaction (call them 71 and 73), both concurrently placing new orders for
different customers under the same district (d_id), RC isolation allows the execution shown
in Figure 5.

SELECT{District, d id) » dist

SELECT{District, d id) -» dist T2
UPDATE(District, d id) SET
dmnext o id = d next o id + 1

Commit
e —
UPDATE (District, & id} SET

d mext o id = d next o id + 1

C{»ﬂﬁit T-|

Figure 5: An RC execution involving two instances (T1 and Tz) of the new_order transaction depicted in Figure 3. Both
instances read the d id District record concurrently, because neither transaction is committed when the reads are
executed. The subsequent operations are effectively sequentialized, since T2 commits before T1. Nonetheless, both
transactions read the same value for d next o id resulting in them adding Order records with the same ids, which in turn
triggers a violation of TPC-C’s consistency condition.

2\Weak isolation does not violate atomicity as long as the witnessed effects are those of committed
transactions
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Figure 5 depicts an execution as a series of SQL operations. In the execution, the new order
instance 71 (green) reads the d next o id field of the district record for d_id, but before it
increments the field, another new order instance 7> (red) begins its execution and commits.
Note that 7> reads the same d next o id value as 71, and inserts new Order and Order line
records with their o id and ol o id fields (resptively) equal to d next o id. T also
increments the d next o id field, which 71 has already acccessed. This is allowed because
reads typically do not obtain a mutually exclusive lock on most databases. After 7>’s commit,
T resumes execution and adds new Order and Order line fields with the same order id as
T'. Thus, at the end of the execution, Order line records inserted by 71 and 7> all bear the
same order id. There are also two Order records with the same district id (d id) and order id,
none of whose o o1 cnt reflects the actual number of Order 1ine records inserted with that
order id. This clearly violates TPC-C’s consistency condition.

Our approach to identify and prevent such anomalous behavior is to /iff isolation semantics
(not their implementations) to the application layer, providing a principled framework to
simultaneously reason about application invariants and isolation properties. To illustrate this
idea, consider how we might verify that new order is sound when executed under Snapshot
Isolation (SI), a stronger isolation level than RC. Snapshot isolation allows transactions to be
executed against a private snapshot of the database, thus admitting concurrency, but it also
requires that there not be any write-write conflicts (i.e., such a conflict occurs if concurrently
executing transactions modify the same record) among concurrent transactions when they
commit. Write-write conflicts can be eliminated in various ways, e.g., through conflict
detection followed by a rollback, or through exclusive locks, or a combination of both. For
instance, one possible implementation of SI, close to the one used by PostgreSQL [39],
executes a transaction against its private snapshot of the database, but obtains exclusive locks
on the actual records in the database before performing writes. A write is performed only if
the record that is to be written has not already been updated by a concurrent transaction.
Conlflicts are resolved by abort and roll back.

As this discussion hints, implementations of SI on real databases such as PostgreSQL are
highly complicated, often running into thousands of lines of code. Nonetheless, the semantics
of SI, in terms of how it effects transitions on the database state, can be captured in a fairly
simple model. First, effects induced by one transaction (call it 7) are not visible to another
concurrently executing one during 7”s execution. Thus, from 7”s perspective, the global state
does not change during its execution. More formally, for every operation performed by 7, the
global state T witnesses before (A) and after (A") executing the operation is the same (A’ = A).
After T finishes execution, it commits its changes to the actual database, which may have
already incorporated the effects of concurrent transactions. In executions where 7 successfully
commits, concurrent transactions are guaranteed to not be in write-write conflict with 7. Thus,
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if A is the global state that 7" witnessed when it finished execution (the snapshot state), and A’
is the state to which 7 commits, then the difference (diff) between A and A" should not result
in a write-write conflict with 7. To concretize this notion, let the database state be a map from
database locations to values, and let  denote a transaction-local log that maps the locations
being written to their updated values. The absence of write-write conflicts between 7" and the
diff between A and A’ can be expressed as: Vx € dom (0), A'(x) = A(x). In other words, the
semantics of SI can be captured as an axiomatization over transitions of the database state (A

— A") during a transaction’s (7) lifetime:
e While T executes, A’ = A.

e After T finishes execution, but before it commits its local state o, V(x € dom (3)). A'(x) =
A(x).

This simple characterization of SI isolation allows us to verify the consistency conditions
associated with the new order transaction. First, since the database does not change (A’ = A)
during execution of the transaction’s body, we can reason about new order as though it
executed in complete isolation until its commit point, leading to a verification process similar
to what would have been applied when reasoning sequentially. When new order finishes
execution, however, but before it commits, the SI axiomatization shown above requires us to
consider global state transitions A — A’ that do not include changes to the records (0) written
by new order, i.e., V(x € dom (8)). A’'(x) = A(x). The axiomatization precludes any execution
in which there are concurrent updates to shared table fields (e.g., d next o id on the same
District table), but does not prohibit interferences that write to different tables, or write to
different records in the same table. We need to reason about the safety of such interferences

with respect to new order’s consistency invariants to verify new order.

We approach the verification problem by first observing that a relational database is a
significantly simpler abstraction than shared memory. Its primary data structure is a table, with
no primitive support for pointers, linked data structures, or aliasing. Although a database
essentially abstracts a mutable state, this state is managed through a well-defined fixed number
of interfaces (SQL statements), each tagged with a logical formula describing what records are
accessed and updated.

This observation leads us away from thinking of a collection of database transactions as a
simple variant of a concurrent imperative program. Instead, we see value in viewing them as
essentially functional computations that manage database state abstractly, mirroring the
structure of our DSL. By doing so, we can formulate the semantics of database operations as
state transformers that explicitly relate an operation’s pre- and post-states, defining the
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semantics of the corresponding transformer algorithmically, just like classical predicate
transformer semantics (e.g., weakest pre-condition or strongest post-condition). In our case, a
transformer interprets a SQL statement in the set domain, modeling the database as a set of
records, and a SQL statement as a function over this set.

Among other things, one benefit of this approach is that low-level loops can now be substituted
with higher-order combinators that automatically lift the state transformer of its higher-order
argument, i.e., the loop body, to the state transformer of the combined expression, i.e., the
loop. Figure 6 illustrates this intuition on a simple example.

foreach item regs @@ item reqg ->

5QL.update Stock | -> {a s_gty = kl1)
{ -> 8.8_1_id = item reg.ol i_id);
S50L.insert Order lime {ol o id=k2?; ol d id=k3;

m m

0l i id=item req.ol i id; ol gty=item_ req.ol gtyl

Figure 6: foreach loop from Figure 3.

Figure 6 shows a (simplified) snippet of code taken from Figure 3. Some irrelevant expressions
have been replaced with constants (k1, k2, and k3). The body of the loop executes a SQL
update followed by an insert. Recall that a transaction reads from the global database (A), and
writes to a transaction-local database (0) before committing these updates. An update statement
filters the records that match the search criteria from A and computes the updated records that
are to be added to the local database. Thus, the state transformer for the update statement (call
it Ty) is the following function on sets>:

MO, A). d U A >>= (As.if table(s) =Stock A s.s i id=item reg.ol i id
then {(s i id=s.s i id;s d id=s.s d id;s gty=k1)}
else @)

Here, the set bind operator extracts record elements (s) from the database, checks the
precondition of the update action, and if satisfied, constructs a new set containing a single
record that is identical to s except that it binds field s gty to value k1. This new set is added
(via set union) to the existing local database state §7.

The transformer (T/(5, A)) for the subsequent insert statement can be similarly constructed:

MO, A).0U {{ol o id=k2;0l d id=k3;0l i id =item reg.ol i id;
ol gty =item req.ol gty)}

Observe that both transformers are of the form T(J, A) = & U F(A), where F is a function that

3Bind (>>=) has higher precedence than union (U). Angle braces ({...)) are used to denote records.
4For now, assume that the record being added is not already presentin &.
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returns the set of records added to the transaction-local database (J). Let Fy and F; be the
corresponding functions for Ty and T; shown above. The state transformation induced by the
loop body in Figure 3 can be expressed as the following composition of Fy and F;:

AB, A). d U Fu (A) UFi(A)
The transformer for the loop itself can now be computed to be:
MO, A). 0V item regs M= (Aitem req. Fu(A) U F/(A)

Observe that the structure of the transformer mirrors the structure of the program itself. In
particular, SQL statements become set operations, and the foreach combinator becomes set
monad’s bind (>>=) combinator. As we demonstrate, the advantage of inferring such
transformers is that we can now make use of a semantics-preserving translation from the
domain of sets equipped with >>= to a decidable fragment of first-order logic, allowing us to
leverage SMT solvers for automated proofs without having to infer potentially complex thread-
local invariants or intermediate assertions.

In the exposition thus far, we assumed A remains invariant, which is clearly not the case when
we admit concurrency. Necessary concurrency extensions of the state transformer semantics
to deal with interference was therefore additionally developed.

4.2 Automated Verification

4.2.1 Verifying Serializability

Consider a simple banking application which maintains the balance of multiple accounts in a
table Account which is indexed using the primary key Acc 1D and contains the field Balance.
Consider a withdraw operation, shown in Figure 7, written in a SQL-style language, which
takes ID and Amount as input, and deducts the amount from the account with account number
1D, if the balance is sufficient. Suppose the application is deployed in a distributed, replicated
environment which allows concurrent invocations of the withdraw operation at potentially
different replicas, with the only guarantee provided being eventual consistency - eventually all
replicas will witness all updates to the Balance field. Under eventual consistency, the
application is clearly not serializable, since concurrent withdraw operations to the same
account—whose total withdrawn amount exceeds the balance of the account—could both
succeed, which is not possible in a serializable execution.

Approved for Public Release; Distribution Unlimited.
18



T (ID, Amocunt)
SELECT Balance AS bal WHERE AccID=ID
IF bal > Amount
UPDATE SET Balance=bal-Amount WHERE AccID=ID

Figure 7: Example Application

A convenient way to express executions in such an environment is to use an axiomatic event-
based representation. In this framework, an abstract execution [15] is expressed as the tuple
(T,vis, ar), where T is the set of transaction invocations, vis < 7 X T is a visibility relation such

that if ¢ 25 ¢ then updates of ¢ are visible to ¢/, and ar < T X T'is an arbitration relation which
totally orders all writes to the same location and ensures eventual consistency [14]. For
example, if 11 = withdraw(1,50), 2 = withdraw(1,60), then E = ({#, t2}, {}, {(#1, 2)}) is an
abstract execution which is not serializable, because the final value of Balance in the account
number 1 will only reflect the withdraw operation £ (assuming an initial Balance of 100 in
AccID 1), since there is no visibility constraint enforced between the two operations. This is
an example of a lost update [8] anomaly. Our goal is to automatically construct such anomalous
executions.

A useful technique to detect serializability violations is to build dependency graphs from
abstract executions, and then search for cycles in the dependency graph. The nodes of the
dependency graph are invocations, and edges indicate dependencies between them. There are

. . g, J . WR .
three type of dependencies relevant to serializability detection: t; — ¢, is a read dependency,
. . ww . . .
which means that # reads a value written by 71, t; — t, is a write dependency, which means

that both #; and £, write to the same location, with the write of £, arbitrated after #1, and t; i t,
is an anti-dependency, which means that #; does not read a value written by #, but instead reads
an older version. For example, the dependency graph of the anomalous execution £ described
above is shown in Figure 8.

RwW. Ww

T —
il ey

withdraw(1,50) | ¥ {withdraw(1,60)
ol - ——

Figure 8: Abstract Execution E and its Dependency Graph

We thus start with a dependency graph containing a cycle, and then ask whether an execution
corresponding to the dependency graph is possible. From the transaction code, we
automatically extract the conditions under which a dependency edge can manifest between
invocations of the transactions. In our running example, a dependency edge (of any type)
between two withdraw invocations can only manifest if they are called with the same account

1D. Further, we link the dependency edges with the relations vis and ar of the corresponding
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abstract execution. For example, ¢, i t, = —(t, 5 t,), because otherwise, #1 would read the
value written by #. This is useful because different consistency schemes can be axiomatically
expressed by placing constraints on the vis and ar relations. In order to prevent the anomalous
execution in our running example, we can use PSI [49] which ensures that if two invocations
write to the same location, then they cannot be concurrent. While PSI is implemented using a
complex, distributed protocol, in our abstract framework, it can be simply expressed using the

. . ww vis . . .
following constraint: V¢, .t — t'= t — t'. Now, the anomalous execution £ is not possible,

ww vis . . RW
because, t; — t, = t; — t, which contradicts t, — ¢t;.

To summarize, the following is the relevant portion of formulae that we generate for the above
application under PSI:

vVttt TN (r.AccID(r) = ID(t) A AccID(r) = ID(t’) A bal(t’) > Amount(t’)) (1)

Vt,t' ,r. (AccID(r) = ID(t) A bal(t)> Amount(t) A AccID(r)
= ID(t") A bal(t’) > Amount(t) A t = ¢’ =t -5 ¢/ (2)

,  RW o, RW
Vi, 'Vt t't = t=>—(t — t) 3)
RW RW
Vit .t > t'=>t >t 4)

We use ¢, t' to denote invocations of the transaction, and 7 to denote a record in the database.
We define the function AccID to access the primary key of a record. Similarly, ID, Amount,
etc. are functions which map an invocation to its parameters and local variables. The existence
of'a dependence between two invocations forces the existence of a record that both invocations
must access, as well as conditions on the local variables required to perform the access (Eqn.
1). On the other hand, if two invocations are guaranteed to write to the same location, there
must exist a WW dependency between them (Eqn. 2). Now, it is not possible to have

invocations #1 and #, obeying Eqns. (1)-(4) such that ¢, = t, and ¢, = t;, the condition
necessary to induce a cycle and thus manifest a serializability violation.

In fact, it is not possible to have a cycle of any arbitrary length in a dependency graph of this
application under PSI. To show this, we use the following observation: any long path in a
dependency graph generated by the above application will have chords in it, resulting in a
shorter path. In fact, it can be shown that the shortest path between any two invocations in any
dependency graph of the application (if there is a path) will always be less than or equal to 3.
This can be shown by using the above constraints (1)-(4) (and adding similar constraints for
WR edges), instantiating a path of length 4 such that there is no chord between any of the nodes
involved in the path, and then showing the unsatisfiability of such an encoding. Since a cycle
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is also a path, it is now sufficient to only check for cycles of length 3, since any longer cycle
will necessarily induce a cycle of length less than or equal to 3.

~ ™ o L
tq to tq - 14 tx ti ta tq ty ts
— —
/ ™y "o H“x-
t1 + 1o +iq o +1x i +to +1q + 14 o A

Figure 9: Different possibilities for paths of length 4 in the dependency graphs of the banking application. Note that
transactions in bold perform writes.

Intuitively, this is happening in the banking application because the presence of any
dependency edge between two nodes implies that both invocations must access the same
account, and at least one of them must perform a write. Further, any two writes are always
related by a WW edge. Now, as shown in Figure 9, in any path of length 4 in the dependency
graph, one of #; or #> and one of #4 or #s must be a write, which implies a chord between the two
writes. Hence, there will always be a shorter path of length less than or equal to 3 between #
and ts.

We have developed a tool called ANODE which takes a transactional program written in the
style given above and a consistency specification, and uses the encoding rules described above
to automatically generate an encoding in first-order logic (FOL). We use the Z3 SMT solver
to determine the satisfiabiliy of the generated formulae. In order to evaluate the effectiveness
of our approach, we have applied the proposed technique on TPC-C [52], a well-known OLTP
benchmark widely used in the database community. TPC-C has a complex database schema
with 9 tables, and complex application logic in its 5 transactions. The transactions contain
loops and conditionals, have multiple parameters and behave differently depending upon the
values of the parameters; they also use complex queries such as SELECT MIN and SELECT
MAX. To the best of our knowledge, this is the first automated static analysis for validating
serializability of TPC-C under weak consistency.

Under eventual consistency, TPC-C has a number of ‘lost update’ anomalies, similar to the
anomaly in the banking application described in §2. These anomalies are small in length and
were automatically detected using encoding presented in §5.1 (with k = 2). To get rid of these
anomalies, we automatically upgraded the consistency specification to PSI [49]. Under PSI,
we did not find any anomalies for k=2 or k= 3, but for k=4, the ‘long fork’ anomaly involving
the New-Order, Payment and Order-Status transactions was discovered, as shown in
Figure 10.
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WR Order — Statusigy
[New — Order | | Payment
RW| Order — Status,\'R

Figure 10: Long fork anomaly in TPC-C under PSI.

This anomaly happens because the New-Order and Payment transactions update two
different tables (Order and Customer table respectively), while the Order-Status
transaction reads both those tables. Since there is no synchronization between New-Order and
Payment transactions, it is possible for Order-sStatusi to see the update of New-Order but
not Payment, and vice versa for Order-Status;. We also discovered a similar anomaly
involving two instances of New-Order and two instances of Stock-level transactions.

4.2.2 Verifying Conflict-Free Replicated Datatypes

A Conlflict-Free Replicated Datatype (X, O, oinit) is characterized by a set of states X, a set of
operations O and an initial state ot € X, where each operation o € O is a function with
signature £ — (X — X). The state of a CRDT is replicated, and when operation o is issued at
a replica with state o, the effector o(c) is generated, which is immediately applied at the local
replica (which we also call the source replica) and transmitted to all other replicas, where it is
subsequently applied upon receipt.

Additional constraints on the order in which effectors can be received and applied at different
replicas are specified by a consistency policy, discussed below. In the absence of any such
additional constraints, however, we assume the underlying network only offers eventually
consistent guarantees - all replicas eventually receive all effectors generated by all other
replicas, with no constraints on the order in which these effectors are received.

se E

Add(a):5 As’.S5'Ufa}

Remove (a):5 AS5’.5"\{a]
Lockup(a):5 a € 5

Figure 11: A simple Set CRDT definition.

Consider the Set CRDT specification shown in Figure 11. Let £ be an arbitrary set of elements.
The state space X is E. Add(a):S denotes the operation Add(a) applied on a replica with state
S, which generates an effector which simply adds a to the state of all other replicas it is applied
to. Similarly, Remove(a):S generates an effector that removes a on all replicas to which it is
applied. Lookup(a):S is a query operation which checks whether the queried element is
present in the source replica S.
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A CRDT is convergent if during any execution, any two replicas which have received the same
set of effectors have the same state. Our strategy to prove convergence is to show that any two
effectors of the CRDT pairwise commute with each other modulo a consistency policy, i.e. for
two effectors e1 and ez, e1 e2 = e2 e1. Our simple Set CRDT clearly does not converge when
executed on an eventually consistent data store since the effectors e; = Add(a):S1 and ez =
Remove(a):S2 do not commute, and the semantics of eventual consistency imposes no
additional constraints on the visibility or ordering of these operations that could be used to
guarantee convergence. For example, if e is applied to the state at some replica followed by
the application of ez, the resulting state does not include the element a; conversely, applying
e2 to a state at some replica followed by e leads to a state that does contain the element a.
However, while commutativity is a sufficient property to show convergence, it is not always a
necessary one. In particular, different consistency models impose different constraints on the
visibility and ordering of effectors that can obviate the need to reason about their
commutativity. For example, if the consistency model enforces Add(a) and Remove(a)
effectors to be applied in the same order at all replicas, then the Set CRDT will converge. As
we will demonstrate later, the PSI consistency model exactly matches this requirement. To
further illustrate this, consider the definition of the ORSet CRDT shown in Figure 12 and its
variant in Figure 13. Here, every element is tagged with a unique identifier (coming from the
set [). Add(a,i):S simply adds the element a tagged with i°, while Remove(a):S returns an
effector that when applied to a replica state will remove all tagged versions of a that were
present in S, the source replica.

se Ex
Add(a,i):5
ook B8 - W R
Remove (a) : 5
L T P o T oy
Loockup({a):5S
d(a,i)eA

Figure 12: A definition of an ORSet CRDT.

5 Assume that every call to Add uses a unique identifier, which can be easily arranged, for example by keeping a
local counter at every replica which is incremented at every operation invocation, and using the id of the replica
and the value of the counter as a unique identifier
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Figure 13: A variant of the ORSet using tombstones.

Suppose e1 =Add(a,1):S1 and ex =Remove(a):S». If it is the case that S»> does not contain (a,1),
then these two effectors are guaranteed to commute because e> is unaware of (a,i) and thus
behaves as a no-op with respect to effector e; when it is applied to any replica state. Suppose,
however, that e;’s effect was visible to ez; in other words, e; is applied to S before e is
generated. There are two possible scenarios that must be considered. (1) Another replica (call
it S’) has ez applied before e;. Its final state reflects the effect of the Add operation, while S2’s
final state reflects the effect of applying the Remove; clearly, convergence is violated in this
case. (2) All replicas apply el and e; in the same order; the interesting case here is when the
effect of e is always applied before e> on every replica. The constraint that induces an effector
order between e; and e on every replica as a consequence of ei’s visibility to e> on S is
supported by a causally consistent distributed storage model. Under causal consistency,
whenever e is applied to a replica state, we are guaranteed that e;’s effect, which adds (a,1)
to the state, would have occurred. Thus, even though e; and e> do not commute when applied
to an arbitrary state, their execution under causal consistency nonetheless allows us to show
that all replica states converge. The essence of our proof methodology is therefore to reason
about commutativity modulo consistency - it is only for those CRDT operations unaffected by
the constraints imposed by the consistency model that proving commutativity is required.
Consistency properties that affect the visibility of effectors are instead used to guide and
simplify our analysis. Applying this notion to pairs of effectors in arbitrarily long executions
requires incorporating commutativity properties under a more general induction principle to
allow us to generalize the commutativity of effectors in bounded executions to the unbounded
case. This generalization forms the heart of our automated verification strategy.

Results. To demonstrate the feasibility of our approach, we collected CRDT implementations
from a number of sources [3,41,45] and since all of the existing implementations assume a
very weak consistency model (primarily CC), we additionally implemented a few CRDTs on
our own intended to only work under stronger consistency schemes but which are better in
terms of time/space complexity and ease of development. Our implementations are not written
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in any specific language but instead are specified abstractly akin to the definitions given in
Figures 11 and 12. To specify CRDT states and operations, we fix an abstract language that
contains uninterpreted datatypes (used for specifying elements of sets, lists, etc.), a set datatype
with support for various set operations (add, delete, union, intersection, projection, lookup), a
tuple datatype (along with operations to create tuples and project components) and a special
uninterpreted datatype equipped with a total order for identifiers. Note that the set datatype
used in our abstract language is different from the Set CRDT, as it is only intended to perform
set operations locally at a replica. Our data types are uninterpreted since our verification
technique generates verification conditions in first-order logic with universal quantifiers. All
existing CRDT definitions can be naturally expressed in this framework.

CRDT EC cC PSI+HB PSI Verif. Time
(s)
Set
Simple-Set X X v v 0.23
ORSet [45] X v v v 0.6
ORSet with v v v v 0.04
Tombstones
USet [45] X X X 7 0.1
List
RGA [3] X 7 7 7 53
RGA-No- X X v v 3
Tomb
Graph
2P2P- X v v v 3.5
Graph [45]
Graph-with- X X v v/ 46.3
ORSet

Figure 14: Convergence of CRDTs under different consistency policies.

Figure 14 shows the results of applying the proposed methodology on different CRDTs. We
used Z3 to discharge our satisfiability queries. For every combination of a CRDT and a
consistency policy, we write X to indicate that verification failed, while v” indicates that it was
satisfied. We also report the verification time taken by Z3 for every CRDT across all
consistency policies executing on a standard desktop machine. We have picked the three
collection datatypes for which CRDTs have been proposed i.e. Set, List and Graph, and for
each such datatype, we consider multiple variants that provide a tradeoff between consistency
requirements and implementation complexity. Apart from eventual consistency (EC), causal
consistency (CC) and parallel snapshot isolation, we also use a combination of PSI and red-
black (RB), which only enforce PSI between selected pairs of operations (in contrast to simple
RB which would enforce strong consistency (SC) between all selected pairs). Note that when
verifying a CRDT under PSI, we assume that the set operations are implemented as Boolean
assignments, and the write set Wr consists of elements added/removed. We are unaware of any
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prior effort that has been successful in automatically verifying any CRDT, let alone those that
exhibit the complexity of the ones considered here.

4.3 Model Checking

We have implemented a model checker and symbolic execution engine called ACIDIFIER to
discover invariant violations of distributed transactional programs executing in weakly-
consistent geo-replicated environments. The ACIDIFIER programming framework is
implemented in OCaml as a collection of data and module type definitions, and modules that
implement various CRDT semantics, such as counters, sets, maps, and boolean flags [46]. The
ACIDIFIER symbolic execution engine is implemented as a compiler pass that follows
typechecking in the OCaml 4.03 compiler®. Its first component is a translator that translates
high-level replicated datatype programs with implicit effects to their intermediate
representation with explicit effects in preparation for analysis and verification. The second
component performs bounded verification, given the k-bound as an input, and works in a tight
loop with an SMT solver. The third component handles consistency repair. Verification
progresses one operation at a time, followed by one transaction at a time. Each
operation/transaction is verified for safety against its current consistency setting, starting with
eventual consistency. If verification fails, the verifier obtains a counterexample from the
solver, computes its abstract representation, and passes it on to the repair engine, which then
traverses a lattice of consistency models as using the solver to check if a particular model is
sufficient to preempt the counterexample. It returns the weakest such model to the verifier,
which repeats verification with the new setting. This process continues until the verification
of the operation/transaction succeeds, or the top of the consistency lattice has been reached,
and no consistency setting was found to be adequate to guarantee safety’.

The main component of the verifier is a symbolic execution engine that executes the body of
an operation/transaction against symbolic inputs. Symbolic execution generates verification
conditions (VCs) based on a formal definition of bounded safety. A VC-Encode component
encodes these VCs as satisfiability queries in Z3, after asserting the required axioms on special
relations defining visibility, session order, happens-before, etc. If the query is satisfiable, then a
model is obtained and passed on to the verifier, which then uses it for consistency repair as
describedabove.

Verification Experiments. To test the effectiveness of ACIDIFIER in detecting and fixing
replication anomalies, we ported a range of applications, including several standard database

6 https://github.com/tycon/q9

7 This might happen if the consistency lattice given to the analysis is not strong enough. If the lattice describes the
consistency levels of a data store, then the failure means that the safety of the program cannot be guaranteed on
that store.
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benchmarks, to the ACIDIFIER programming model, and verified them under various values
of bound (k). The applications are briefly described below:

e eBanking: A banking application that extends the running example with additional
functionality.

e Twissandra: A Twitter-like microblogging application based on a popular Cassandra
application with the same name [53].

¢ RUBIS: Rice University Bidding System (RUBIS) [44] - an eBay-like auction site.
e eCart: An eCommerce application that lets users jointly control a shopping cart.

e TPC-C: A database benchmark that emulates a warehouse application.

e TPC-E: A database benchmark that emulates a brokerage application.

Both TPC-C and TPC-E, which were originally written for testing relational databases [52],
were reimplemented to leverage CRDTs to make them amenable for execution in a distributed
environment. Specifically, each TPC-C/TPC-E table translates into an RDT. For instance,
TPC-C’s Order table is implemented by an Order . t RDT, which internally uses a set CRDT
to manage its contents. Every INSERT, UPDATE and DELETE operation on the table is
implemented by a dedicated operation on the RDT. For example, a SQL INSERT operation
that inserts an order record is implemented by an operation do_add order that adds the order
information to the set. The operation is eventually translated into an Addorder effect, and
symbolic reasoning is performed on such effect representations.
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Table 1: A sample of the anomalies found and fixes discovered by ACIDIFIER.

dependently increment Broker’
num_trades.

Oper/Txn Violated Inv. | Anomalies Fix
eBanking
withdraw bal =0 L Deposits & Withdraws not | CW + TW
being applied in causal order.
II. Concurrent Withdraws inde-
pendently succeed resulting in a
negative balance.
txn_transfer bal =0 Concurrent txn_transfers in- | PSI
dependently succeed resulting in a
negative balance.
Twissandra
txn_new_tweet Timeline % Tweet | Write to Timeline is applied be- | MW
fore the previous write to Tweet
add_username Uniqueness of user- | Concurrent checks for the unique- | TW
names ness of a username succeed inde-
pendently, resulting in duplicates.
RUBIS
txnbid for_item WalletBids ef, | Write to WalletBids is applied | MW
Bids before the previous write to Bids
eCart
checkout ¥(a = stock). qty(a) = | Concurrent checkouts of same | TW
0 items succeed independently result-
ing in negative stock.
TPC-C
txnmnew_order Per-district order ids are | Concurrent txnneworder | PS
unique and sequential transactions read the same
next_oid from a District
record, and insert new orders with
this id, resulting in orders with
duplicate ids.
TPC-E
complete_trade Broker = | Update to Trade is applied before | CW
COUNT(Trade) the previous insert to Trade.
txn_trade result Broker L | Concurrent t rade_result txns | PSI
COUNT(Trade) complete the same trade, and in-

Each application described above defines one or more invariants that capture its salient safety
properties. During verification, we found anomalies that violate a subset of the invariants for
each application. Table 1 presents an interesting sample of the violations we found. These

anomalies can be broadly classified into the following categories:

¢ (In)equality invariants: Invariants on integers involving equalities and inequalities. An

example is bal > 0 found in the eBanking application.
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e Uniqueness invariants: Invariants that require a value of a particular type to be unique.
An example is TPC-C’s requirement that every order under a district have a unique
identifier. Another example is the requirement that user names be unique in Twissandra.

¢ One-to-one referential integrity: Invariants that require references between objects to
be valid. That is, if an object of type A refers to another object of type B, then the
corresponding B object must be present whenever an A object is present. We denote such

S ) . f .
one-to-one referential integrity relations as 4 = B, whenever 2 and B are both objects.
For example, Twissandra requires references from users’ timelines to tweets to be valid.

¢ One-to-many referential integrity: Whenever an object of type A refers to a certain
property (f) of (some) objects of type B, then the property must hold of the corresponding

B objects whenever an A object is present. We denote such a relation as A “f (B), and
call it one-to-many referential integrity provided A and B are both object types, and fis a

function from B to some base type. Usually, whenever 4 il £(B) there is also an inverse

one-to-one relation, i.e., B “ 4. An example of one-to-many referential integrity is the

ref . . . . .
Order — COUNT (OrderLine) invariant in TPC-C, which requires an order’s

o_ol count field to accurately reflect the number of OrderLine records referring

. ref
back to the order. Another example is TPC-C’s Warehouse — SUM (History) that

requires a warehouse’s year-to-date balance to agree with its ledger stored in the
History table. Similar constraints are also present in TPC-E.

Table 1 lists various operations and transactions that violate the invariants of the kind described
above. For each violation, the table briefly describes the anomaly that was discovered, and also
lists the consistency level suggested to preempt the anomaly. As an example of the kind of
repair ACIDIFIER was able to perform, consider TPC-C’s txn new order transaction, which
adds a new Order record with an id (Order.o_ id) equal to the sequence number of the next
order for the corresponding district (District.next o id). The transaction also increments
the district’s order sequence number. During the verification of txn new order, ACIDIFIER
was able to discover an anomaly that violates TPC-C’s safety requirement that every order
must have a unique id. The anomaly consists of two concurrent txn new orders reading
the same id of the district’s next order (District.next o id), and inserting duplicate
Order records with that id. Subsequent to the discovery of the anomaly, ACIDIFIER was also
able to use the counterexample to reason that if txn new order is executed under the Parallel
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Snapshot Isolation (PSI) consistency model, then the anomaly can be preempted. While
ACIDIFIER found a violation of uniqueness invariant in TPC-C, through a similar reasoning it

. . C .- . ref
found a violation of one-to-many referential integrity invariant (Broker — COUNT (Trade) )
in TPC-E. The fix, again, is to strengthen the transaction’s consistency level to PSI.

ACIDIFIER was also able to perform the reasoning in the opposite direction, i.e., it was able to
discover that certain transactions need not be atomic when we made atomicity optional for
transactions. Instead, ACIDIFIER suggested weaker alternatives to atomicity that are
nonetheless safe in that context. For instance, consider txn new tweet transaction in
Twissandra, which adds a new tweet to the Tweet table, and then adds the corresponding tweet
id to a subset of objects in the Timeline table. Without atomicity (ATOM), the transaction
(temporarily) violates the referential integrity between timelines and tweets if the latter write
to Timeline is applied before the former write to Tweet, and the intermediate state becomes
visible to an operation. While atomicity is sufficient to restore the safety, it is however not
necessary; ACIDIFIER discovers that the anomaly can be preempted by executing the
transaction under the Monotonic Writes consistency model, which is weaker than atomicity,
and is cheaper on some systems [50, 51]. Similar deductions were made for the
txn bid for item transaction in RUBIS.

Table 2: Verification Statistics

Application Opers | Txns | Anomalies | Max k| Max time | Max % veri-
found for an | (s) for an | fied
anomaly anomaly
eBanking 3 2 3 5 0.28 60
Twissandra 20 10 &) 5 6.59 50
RUBiS 17 6 5 5 3.03 50
eCart 10 5 5 6 1.09 60
TPC-C 18 5 6 10 51.79 18
TPC-E 44 10 3 10 113.53 17

Table 2 shows various statistics quantifying the cost and efficacy of bounded verification. The
table demonstrates ACIDIFIER was able to successfully find a number of anomalies for each
application. The fact that anomalies were found in TPC-C and TPC-E might be surprising,
considering that these benchmarks were well-studied. Clearly, as our experiments
demonstrate, migration of concurrent applications to replicated environments is error-prone
without tool support of the kind that ACIDIFIER provides.

The main takeaway from Table 2 is that all the anomalies were found within a small £ bound,
the maximum being 10 for TPC-C and TPC-E. The time that ACIDIFIER took to discover an
anomaly is also reasonable, with the worst case being around 2 minutes for an anomaly in
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TPC-E. To test the limits of bounded verification through symbolic execution, we ran
ACIDIFIER overnight (6-8 hours) on select (typically the most complex) transactions from each
application and noted the maximum k for which it was able to verify the transaction (for TPC-
C and TPC-E, we were able to verify all transactions). The maximum k thus found is listed
against each application in Table 2. As shown, we were able to verify k-safety of some
applications to k values that are significantly higher than the & values at which anomalies were
discovered. Taken together, these statistics vindicate ACIDIFIER’s approach of using symbolic
execution-driven bounded verification to discover anomalies in real distributed applications.

Validation Experiments. Since ACIDIFIER does bounded verification, we validated the
consistency assignments discovered by ACIDIFIER by testing the applications on a distributed
database. Our goal was two-fold. First, we would like to check if the consistency assignments
discovered by ACIDIFIER through bounded verification are indeed sufficient to avert
anomalies in the general case. And second, we would like to ascertain that any weaker
consistency assignment invariably leads to the anomalies discovered by ACIDIFIER during
verification; i.e., there are no false positives.

Our experimental setup consisted of a distributed database equipped with RDT operations,
with support for various consistency levels for operations and transactions. The distributed
database itself is implemented as a shim layer on top of Cassandra [29] in the same vein as [7,
48]. We instantiated 2 replicas within the same data center with an inter-replica latency of Sms,
and 16 clients in total performing transactions. In order to tease out the anomalies that arise
due to the asynchronous nature of the distributed database, we induced the shim layer to drop
50% of the effects transmitted over the network between the replicas. The replicas performed
retransmission of the dropped effects until all the effects were received everywhere.
Consequently, every replica received every effect eventually, but the effects may be applied
out of order.

We evaluated the TPC-C benchmark, where each client simulates the workflow for purchasing
by performing a series of NEW-ORDER, PAYMENT and DELIVERY transactions. We call one
such sequence of three transactions as a purchase. First, we ran the TPC-C workload with
ACIDIFIER recommended consistency levels. We observed no anomalies for 1000 purchases
per client. On the other hand, running the NEW-ORDER transaction at a level weaker than PSI
consistency level (i.e., with only atomicity (ATOM)) led to anomalies; there were multiple
orders with the same id, thus violating the safety requirement of TPC-C. The results
demonstrate that ACIDIFIER is effective at finding appropriate consistency configuration: no
anomalies were observed at the recommended consistency configuration, while any weaker
configuration leads to manifestation of anomalies.
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4.4 Language Design

We have also explored new language design principles that can facilitate correct-by-
construction distributed applications in which issues of consistency and visibility can confound
program reasoning.

L Queus
fart
push: fa -> fa t -> fa t
-

Figure 15: The signature of a queue in OCaml|

Consider a queue data structure whose OCaml interface is shown in Figure 15. Queue supports
two operations: push a, that adds an element a to the tail end of the queue, and pop, that
removes and returns the element at the head of the queue (or returns None if the queue is
empty). We say the client that performed pop has consumed the popped element. For
simplicity, we realize queue as a list of elements, i.e., we concretize the type a Queue.t as
’ a list for this discussion. Like Counter with mult, Queue’s implementation does not
qualify it as a CRDT, since push and pop do not commute. Hence, its semantics under
(operation-centric) asynchronous replication is ill-founded as illustrated in Figure 16.

R, R,
L1 [11

Ry Ra R Ry lF"—"FI j~L pop()—1
[1:2] [1:2] [11 [L1 3 [
l popi}—+1 popl )+ '_l l push 2 push 3 l - ) push 21

Fi * - pop( ) oy

2] “nr” [Z] 1=2 o, I3 e ”"‘._ 2
=5 N " & 1 e o 2

pop|(} popl ) push I push 2 lPuah z P‘C'Fl]"zl
8 [1 [l:2:3] [l:d:2] [21 L1

(a) (b) (c)

Figure 16: lll-formed queue executions

The execution shown in Figure 16a starts with two replicas, R1 and Rz, of a queue containing
the elements 1 followed by 2. Two distinct clients connect to each of the replicas and
concurrently perform pop operations, simultaneously consuming 1. The pops are then
propagated over the network and applied at the respective remote replicas to keep them
consistent with the origin. However, due to a concurrent pop already being applied at the
remote replica, the subsequently arriving pop operation pops a different and yet-to-be-
consumed element 2 in each case. The result is a convergent yet incorrect final state, where
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the element 2 vanishes without ever being consumed. Figure 16b shows a very similar
execution that involves pushes instead of pops. Starting from a singleton queue containing
1, two concurrent push operations push elements 2 and 3 respectively on different replicas.
When these operations are eventually applied at the remotes, they are applied in different
orders, resulting in the divergence of replica states. Figure 16¢ shows another example of
divergence, this time involving both pushes and pops. The execution starts with two replicas,
R1 and R», of a singleton queue containing the 1. Two pop operations are concurrently issued
by clients, both (independently) consuming 1. The pops are then applied at the respective
remotes after a delay. During this delay, R; sees no activity, leaving the queue empty for R»’s
pop, which effectively becomes a Nop. On R> however, a push 2 operation is performed
meanwhile, so when R1’s pop is subsequently applied, it pops the (yet unconsumed) element
2. As aresult, the final state of the queue on R» is empty. Like the pops, the push 2 operation
is also propagated and eventually applied on Ri, resulting in the final state on R; being a
singleton queue. Thus the replicas R; and R» of the final state of the queue diverge, which
preempts any consistent semantics of the queue operations from being applied to explain the
execution.

Bad executions, such as those in Figure 16, can be avoided if every queue operation is globally
synchronized. However, enforcing global synchronization requires sacrificing availability
(i.e., latency), an undesirable tradeoff for most applications [12]. It may therefore seem
impossible to replicate queues with meaningful and useful semantics without losing
availability. Fortunately, this turns out not to be the case. In the context of real applications,
there exist implementations of highly available replicated queues whose semantics, albeit non-
standard, i.e., not linearizable or serializable, have nonetheless proven to be useful. Amazon’s
Simple Queue Service (SQS) [2] is one such queue implementation with a non-standard at-
least-once delivery semantics, which guarantees, among other things, that a queued message
is delivered to a client for consumption at least once. Devoid of a formal context, such
semantics may seem ad hoc; however, casting the Queue data type as a mergeable type would
let us derive such semantics from first principles, thus giving us a formal basis to reason about
its correctness.
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Y rJ

R{v)

Figure 17: Merging values in relational domain with help of abstractions () and concretization (y) functions. Solid
(respectively dashed) unlabeled arrows represent a merge in the concrete (respectively abstract) domain.

Our underlying execution model is based on a state-centric model of replication with versioned
state and explicit three-way merges (which we synthesize automatically). Under this model,
two concurrent versions v; and v2 of a queue can independently evolve from a common
ancestor, LCA, version /. The semantics of the queue under replication depends on how these
versions are merged into a single version v (Figure 17). The concurrent versions v; and v
would have evolved from / through several push and pop applications, however let us ignore
the operations for a while and focus on the relationship between the queue states /, v, and v».
Intuitively, the following relationships must hold among the three queues:

1. For every element x € /, if x € vi and x € 1y, i.e., if x is not popped in either of the
concurrent versions, then x € v, i.e., x must be in the merged version. In other words, a
queue element that was never consumed should not be deleted.

2. Foreveryx € /ifx € vi orx € vz, i.e., if x is popped in either vi or vz, then x & v. That is,
a consumed element (regardless of how many times it was consumed) should never
reappear in the queue.

3. For every x € vi (respectively 12), if x € /, that is x is newly pushed into v; (respectively
v2), then x € v. That is, an element that is newly added in either concurrent versions must
be present in the merged version.

4. For every x, y € [ (respectively vi and ), if x occurs before y in / (respectively vi and
), and if x, y € v, i.e., x and y are not deleted, then x also occurs before y in v. In other
words, the order of elements in each queue must be preserved in the merged queue.

To formalize these properties more succinctly, we define two relations on lists: (1) A
membership relation on a list / (written Ryem(/)) is a unary relation, i.e., a set, containing all the
elements in /, and (2). An occurs-before relation on [ (written R5(/)) is a binary relation relating
every pair of elements x and y in /, such that x occurs before y in /. For a concrete list / =[1; 2;
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3], Rmem(l) 1s the set {1, 2, 3}, and Rox(/) is the set {(1, 2), (1, 3), (2, 3)}. Note that for any list
[ Rov(l) < Rimem(l) X Rumem(l), 1.€., Rop(l) is only defined for the elements in Ruem(l). Using Ryem,
we can succinctly specify the relationship among the members of /, vi, v2, and v, where v =
merge [ vi vz, as follows®:

Rmem(V) = Rmem(l) N Rmem(Vl) N Rmem(V2) U Rmem(Vl) _Rmem(l) U Rmem(VZ) _Rmem(l) (5)

The left-hand side denotes the set of elements in the merged version v. The right-hand side is
a union of three components: (1) The elements common among three versions /, vi, and v2, (2)
The elements in v not in /, i.e., newly added in vi, and (3) The elements in v> not in /, i.e.,
newly added in v>. Observe that we applied the same intuitions as the counter merge to arrive
at the above specification, namely merging concurrent versions by computing, composing and
applying their respective differences to the common ancestor. However, we have interpreted
the difference through the means of a relation over sets that abstracts the structure of a queue
and captures only its membership property. Another important point to note is that the
specification does not appeal to any operational characteristics of queues, either sequentially
or in the context of replication.

Similar intuitions can be applied to manage the structural aspects of merging queues by
capturing their respective orders via the occurs-before relation (R,») over lists, but after
accounting for a couple of caveats. First, since Ro» & Rimem X Rmem, Rob(v) has to be confined to
the domain of Ruem(v) X Rmem(v). Second, the order between a pair of elements where each
comes from a distinct concurrent version is indeterminate, thus Rox(v) can only be
underspecified. Taking these caveats into account, R.»(v) of the merged version v can be
specified thus:

Rob (v) o (Rob(l) N Rob(vl) N Rob(v2) U Rob(vl) — Rob(l) U Rob(v2) — Rob(1))
N (rmem(v) X Rmem(v)) (6)

8 We elide parentheses for perspicuity. Any ambiguity in parsing should be resolved by assuming that N and — bind
tighter than U
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Figure 18: State-centric view of queue replication aided by context-aware merges (shown in dashed lines)

Note the o capturing the underspecification. The right hand side is essentially the same as the
right hand side of the R,.» equation (above), except that R, replaces Ryem, and we compute
an intersection with Ryem(v) X Ruem(v) at the top level to confine R,4(v) to the elements in v. As
mentioned earlier, the specification does not induce a fixed order among elements coming from
different queues. To recover convergence, a merge function on queues can choose to order
such elements through a consistent ordering relation, such as a lexicographic order.

The membership and occurs-before specifications together characterize the merge semantics
of the queue data type that we derived from basic principles we enumerated above. We shall
now reconsider the executions from Figure 16, this time under a state-centric model of
replication, and demonstrate how our merge specification leads us to a consistent distributed
semantics for queue, which subsumes a at-least-once delivery semantics. The corresponding
executions under this model are shown in Figure 18.

Figure 18a is the same execution as in Figure 16a with the dashed line representing a version
propagation followed by a merge, rather than an operation propagation followed by an
application. For each version, the Ruem and Ro,» relations are shown below its actual value. If
the version is a result of a merge, then we compute its Ruen and Rop sets using equations 5 and
6 of the merge specification above. For both the merges shown in the figure, the concurrent
versions (vi and 12) are the same: the singleton queue [2], and their LCA version (/) is the
initial queue [1;2]. Thus each concurrent version is a result of popping 1 from the LCA (which
is consumed/delivered twice as acceptable under at-least-once delivery semantics). Intuitively,
the result of the merge should be a version that incorporates the effect of popping 1, while
leaving the rest of the queue unchanged from the LCA. This leaves the queue [2] as the only
possible result of the merge (and the execution). Indeed, this is the result we would obtain if
reconstructing the queue from the merged Ruem and R, relations shown in the figure.
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The execution depicted in Figure 18b corresponds to the one in Figure 16b. Here we have two
merges: one into R and other into R>. The concurrent versions for both the merges are the
same: [1;2] and [1;3], and their LCA is the queue [1]. Each concurrent version pushes a new
element (2 and 3, respectively) to the queue after the existing element 1. Intuitively, the merged
queue should contain both the new elements ordered after 1. Indeed, this is also what the
merged Runem and R,p relations suggest. The order between new elements, however, is left
unspecified by Ro». As mentioned earlier, a consistent ordering relation has to be used to order
such elements. Choosing the less-than relation, we obtain the result of the merge as [1;2;3]. In
Figure 18c, there are three merges: two into R and one into R». For the first merge into R, the
concurrent versions are both empty queues, and their LCA is the singleton queue [1]. Thus
both versions represent a pop of 1, and their merged version, which reconciles both the pops,
should be an empty queue, which is also what the merged relations suggest. The second merge
into R and the only merge into R>, both merge an empty queue ([]) and a singleton queue [2],
with the LCA version being the initial queue [1]. While the version [] can be understood as
resulting from popping an element from LCA, the concurrent version [2] goes one step ahead
and pushes a new element 2. Consequently, the merged version should be a queue not
containing 1, but containing the new element 2, i.e., [2], which is again consistent with the
result obtained by merging the Ruem and Rop relations. Thus in all three executions discussed
above, the relational merge specification (Eqgs. 5 and 6) consistently guides us towards a
meaningful result, imparting a well-defined distributed semantics to the queue data type in the

process.
Rpem = function 1 Rg, = function
1 —=290 [1] —>9
x::xs —> {x} U R, (xs) xz:xs —> ({x} %X Hp.,(xs)) U Hy(xs)

Figure 19: Functions that compute Rmem and Rop relations for a list. Syntax is stylized to aid comprehension.

To operationalize the merge specification discussed above, i.e., to derive a merge function that
implements the specification, we require functions (o and y respectively) to map a queue to the
relational domain and back. The abstraction function a is simply a pair-wise composition of
functions that compute Ruem and R,y relations for a given list. The eponymous functions are
shown in Figure 19. The R.» function computes the set of elements in a given list /, which is
its unary membership relation. The function R,» computes the set of all pairs (x, y) such that x
occurs before y in /. The concretization function y reconstructs a list/queue given a subset of
its Rmem and R,y relations (The subsets are a consequence of underspecification, e.g., Ros
specification in Eq. 6). One way y can materialize a list from the given subsets of its Ryuem and
Ro» relations is by constructing a directed graph G whose vertices are Ruem(v), and edges are
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Ron(v). A topological ordering of vertices in G, where ties are broken as per a consistent
arbitration order (e.g., lexicographic order) yields the merged list/queue. Figure 20
demonstrates this approach for the queue merge example in Figure 18b.

(LA e

y

: \ (b) The incomplete K re- 1 ) :
& -\.__‘__._.-""'""' sulting from the merge is (c) The topological ordering of the
{; ™ completed by adding an ar- completed Fop graph yields the result
3 bitration edge between 2  ©f queue merge

and 3 consistent with their

(a) K, relations of merg- ; :
domain ordering

ing queues from Fig. [T8D)
visualized as graphs

Figure 20: Concretizing a queue from a subset of its Rop relation resulting from a merge

We have generalized the aforementioned graph-based approach for concretizing ordering
relations, and abstracted it away as a library function y,.«. Given ord and an arbitration order,
the function Yo« concretizes an ordering relation of a data structure (not necessarily a total
order) as a graph isomorphic to that structure, using the arbitration order to break ties (as shown
in Figure 20b). Instantiating ord with less-than relation (<) on integers, the concretization
function of a queue can be written as shown in Figure 21a. The result of y<(rmem,robs)is a
list-like graph as shown in Figure 20c. The function mk 1ist traverses the graph beginning
from its root to construct a list isomorphic with the graph. Standard library function
Set.elements returns a list of elements in a set. The DiGraph library is assumed to support
a function root that returns a root (vertex with indegree 0) of a directed graph, and a function
succ that returns the list of successors of the given vertex in the graph.

v {rmem, robs) = L merge 1 wl vZ =
robs = @ et (rmem_1, robs_1) = a(l)
Set.elements rmem ‘ (rmem_wl, robs vl) = a{vl)
(rmem_wv2, robs v2) = o(v2)
g = Ve (rmem, robs) 't rmem v = rmem_1 ¢ rmem vl ¢
mk_list x = rmem V2
. DiGraph.succ x wit et robs v = (robs 1 ¢ robs wl ¢
| I1 == [x] robs_v2)
[¥] —» x::{mk_list y) M (rmem_v X rmem v}
_ —» error() ¥ (rmem_vw, robs_w)

mk_1list (DiGraph.root g)
(b) Queve merge composed of abstraction (a) and con-
{(a) Queue concretization function in OCaml cretization () functions

Figure 21: Relational approach to queue merge materialized in OCaml (Along with Figure 19)
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The yora function thus (mostly) automates the task of concretizing orders, which is usually the
non-trivial part of writing y. Given both a and vy, the merge function for queues (lists, in
general) follows straightforwardly from the merge specification as shown in Figure 21b. For
brevity, we write A ¢ B ¢ C to denote the three-way merge of sets 2, B, and C, which is defined
thus:

AOBO =(ANBNC)UB-A)U(C-A)

Implementation and Experimental Results. The infrastructure necessary to implement
Mergeable Replicated Data Types (MRDTs), and execute them in an asynchronously
replicated setting has been developed in terms of three major components collectively referred
to as QuARk. The first component of QuUARK is a library of MRDT modules corresponding to
basic data structures, such as lists and binary trees, along with a collection of signatures (e.g.,
MERGEABLE) and functions (e.g., concretize order), that aid in the development of new
MRDTs. The second component is an OCaml compiler extension, developed modularly using
PPX [40], that performs a dual function. Firstly, aided by module signatures and compiler
directives (e.g., @@deriving merge), the PPX extension identifies the OCaml type
definitions of MRDTs, along with their abstraction and concretization functions, and composes
them together, to generate the corresponding merge functions. While adding a merge function
makes an OCaml data type mergeable, it is however not replicated for replication requires
addressing low-level concerns, such as serialization, network fault tolerance etc. The third
component of QUARK is a content-addressable distributed storage abstraction, called the QuArk
store, that addresses these concerns, and the secondary function of the PPX extension is to
generate the code that translates between the high-level, OCaml, representation of a data type,
and its corresponding low-level representation in the QuARk store. The schematic diagram of
this workflow is shown in Figure 22.
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Figure 22: Quark architecture: Programmer extends OCaml data types (1) with abstraction () and concretization (y)
functions. The Quark compiler extension generates merge and low-level code to interface with the Quark store, which
handles replication.

The key innovation of the QuARk store is the use of a storage layer that exposes a Git-like API,
supporting common Git operations such as cloning a remote repository, forking off branches
and merging branches using a three-way merge function. QuArk builds on top of these features
to achieve a fault-tolerant, highly-available geo-replicated data storage system. For example,
creating a new replica is realized by cloning a repository, and remote pushes and pulls are used
to achieve inter-replica communication. QUARK store also supports a variety of storage back-
ends including in-memory, file systems and fast key-value storage databases, and distributed
data stores. We have additionally built a programming model around QuArk store’s Git-like
API to build distributed applications using MRDTs.

The main challenge in realizing MRDTs as a practical programming model is the need to
efficiently store, compute and retrieve the LCA given two concurrent versions. QUARK uses a
content-addressable block store for storing the data objects corresponding to concurrent
versions of the MRDT as well as the history of each of the versions. Given that any data
structure is likely to share most of the contents with concurrent and historical versions, content-
addressability maximizes sharing between the different versions.
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Figure 23: The behavior of Quark content-addressable storage layer for a stack MRDT. A and B are two versions of the
stack MRDT. Diamonds represent the commits and circles represent data objects.

Consider the example presented in Figure 23a which shows an execution trace on a stack
MRDT. There are two versions A and B. Version B is forked off from A and is merged onto A.
Since B pops the element 2, it is no longer present in the merged version. B is of course free to
further evolve concurrently with respect to A. The diamonds represent the commits that
correspond to each historical version of the stack and circles represent data objects.

Figure 23b and Figure 23c represent the layout of the QuArk store before and after the merge.
QuARK uses a content-addressable append-only block store for data and commit information.
Objects in the block store are addressed by the content of their hashes. Correspondingly, links
between the objects are hashes of the contents of the objects. The reference to the two versions
A and B are stored in a mutable ref store. The versions point to a particular commit. The
commits in turn may point to parent commits (represented by dashed lines between the
diamonds), and additionally may point to a single data object. Data objects stored in the block
store may only point to other data objects.

Observe that in Figure 23b, there is only one copy of the stack which is shared among both the
concurrent and historical versions. Notice also that the branching structure of the history is
apparent in the commit graph. In this example, we are merging the commits ¢3 and c4. QUARK
traverses the commit graph to identify the lowest common ancestor ¢, and fetches the version
of the stack that corresponds to the commit. After the merge, a new commit object ¢s is added
along with a new data object for 3 which points to the existing data object 1 in the block store.
The version ref for A in the ref store is updated to point to the new commit c¢s. As our
experimental results indicate, the use of a content-addressable store makes it efficient to
implement MRDTs in practice.

4.5 Testing

As discussed earlier, TPC-C is a canonical Online Transaction Processing benchmark
application that emulates a warehouse management and order entry/delivery system. The
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benchmark was originally designed to validate a mixture of requirements, including
transactional safety, expected from relational database systems [52]. To illustrate our approach
to build an automated testing and replay facility for validating the correctness of distributed
applications executing in weakly-consistent environments, consider Figure 24 (left) that
presents a pruned code snippet implementing a transaction from TPC-C named txnpayment.
The snippet shows a procedure that updates the total number of successful payments from a
customer, where the customer’s associated row from CUST table is initially retrieved (lines 3-
5) and is then rewritten with an incremented value (lines 10-13). Now, consider the deployment
of TPC-C on a replicated cloud database presented in Figure 24 (right) where two txnpayment
transactions are concurrently executed on weakly-consistent replicas A and B that do not
enforce serializability. The initial database state in this execution consists of the table
cusT(id, c_pay cnt)withasingle row ro :=(10, 50). Additionally, the transaction instances
txnl and txn2 are given arguments such that both transactions internally access and update ro.
Both transactions concurrently read the initial value of ro at different replicas (depicted as
incoming labeled arrows to the transaction) and then both locally replace it with updated values
r* :=(10, 51) and r® :=(10, 51) (depicted by outgoing labeled arrows). Each replica then
propagates the locally updated row to the other replica (depicted by dashed arrows), where the
written value at B supersedes value written at A, leaving the database with the final state of ro
:=(10, 51).

i publiec woid payment (int c_id)

2 throws CustNotFoundException|
3 sStmt = preparestatement ("SELECT C_FAY CNT
FROM CUST WHERE C_ID=?"); riial ette
4 stmt.setInt({l, c_id); E%
5 s = SUmt.executeguery (}; ) il 2
6 if{!rs.mext()) tun: paymentt (10} <]
7 throw new CustNotFoundException(c_id); SE{lFiﬁ«;ng%s}D=lﬂ‘5? b2 payment (10)
& ok o pay. onb = RS.gabinny T AL ERET UPDATE CUST - R =1
9 c_pay_cntt++; WHERE c_D=10 UPDATE CUST
10 stmt = prepareStatement ("UFDATIE CUST SET P WHERE C_ID=10
C_PAY CNTI=7 WHERE C_ID=7"); final state '/f___
11 stmt.setInt{l, c_pay cnt); e E‘E"j [é
12 stmt.setInt(2, c_id); @ [ &5 |

13 StTF.Z.E}(ECUtEUpdElT_E'I:J H
1 |

Figure 24: A transaction from TPC-C benchmark in Java (eft) and an anomalous execution (right)

Because the above scenario is not equivalent to any sequential execution of the two transaction
instances, this behavior is properly classified as a serializability anomaly. Unfortunately,
buggy executions like this are often permitted by modern cloud databases which drop support
for atomic and isolated transactions in favor of fault tolerance, scalability, and availability.
This foists a significant challenge onto OLTP application developers, requiring them to detect
the potential anomalies that can occur in a particular application and validate them against
different database systems in order to diagnose and remedy undesired behaviors.
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Developing a testing framework that discovers anomalies of this kind is challenging, however.
Part of the problem is due to the large set of possible interleaved executions that are possible.
For example, the serializability anomaly described above is crucially dependent on the exact
order in which operations are transmitted to different replicas and occurs only when the same
customer (out of 30,000 customers) is accessed by both instances. Combined with the
possibility that operations within a single transaction instance can also be unreachable in some
program paths, and that the execution paths taken are highly dependent on the initial database
state, the chance of randomly encountering conflicts of this kind becomes even smaller.

In addition to the above challenges, the high computational cost of detecting serializability
anomalies at runtime [38] means that practical testing methods often leverage a set of user-
provided application-level invariants and assertions to check for serializability failure-induced
violations. But, these assertions are often underspecified. For example, the anomaly depicted
in Figure 24, which most developers would classify as a bug, does not directly violate any of
the twelve officially specified invariants of the TPC-C benchmark.

CLOTHO. To overcome these challenges, we have developed a principled test construction and
administration framework called CLOTHO that targets database applications intended to be
deployed on weakly-consistent storage environments. Our approach reasons over abstract
executions of a database application. Serializability anomalies manifest as cycles in such
executions. CLOTHO translates the discovered abstract anomalies back to concrete executions
which can be then automatically replayed and validated. These abstract executions are
generated using the verification methodology described in Section 2.2.

The test configuration details produced by CLOTHO include:
1. Concrete transaction instances and parameters,
2. Concurrent execution schedules,
3. Network partitioning throughout the execution,
4. Session management, and
5. Initial database state.

Our test administration framework allows arbitrary distributed or centralized databases to be
plugged into its managed containers. Given a set of test configurations, CLOTHO automatically
executes multiple application instances according to each test configuration, in order to
effectively manifest and validate the intended serializability anomaly against a variety of actual
database systems.
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Figure 25: CLOTHO pipeline

Figure 25 presents an overview of CLOTHO’s design. CLOTHO’s static analysis backend is based
on an intermediate abstract representation of database programs, automatically generated from
input Java source code via a front-end compiler. The abstract program representation is passed
to an encoding engine (@) that constructs FOL formulae that capture the necessary conditions
under which a dependency cycle forms over instances of database operations. This fine-grained
Boolean Satisfiability (SAT) representation of the problem is then passed to an off-the-shelf
theorem prover (@); responses with a satisfying solution (@) are recorded and re-encoded into
the context to be passed to the solver again with the intention of finding another anomaly. This
iterative approach allows for a complete search of the space of anomalies within a configurable
cycle-detection length. Once the bounded space is completely covered (i.e., there are no more
satisfying solutions), test configuration files (@) are generated from the collected abstract
anomalies that provide details about concrete executions that can potentially manifest the
intended anomaly. Additionally, the source code of the program is passed through a code
annotator (@,0) which returns multiple instances of the source code including concrete
function parameters and annotations on all database access operations.

s{10) # 1lnitlallze:

c void payment ... | INSERT

S oY
100

.........

iels B", oraer=l})
Stmt.executeQuery () ;

B}: Insl-01
BTZ@partitions{A,B}: Ins2-01

§ Stmt.executeUpdate(); 8

2 r i i
.executeUpdate () ;

BT3@partitions{A,B}: Insl-02
9 | a9} BTd@partitions{A,B}: InsZ-02
Al Insl.java Al Ins2 java Al.conf

Figure 26: Annotated code of two transaction instances and the test configuration file
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For example, 21 .conf in Figure 26 is the configuration file that specifies the initial state of
the database needed to manifest the previously discussed anomaly on the CUST table. It also
specifies the execution order of operations from the two txnpayment transaction instances and
the network status at each logical step (T1 to T4). The configuration is completed with
annotated source code that specifies the input parameters to the txnpayment transaction and
marks the database operations with their relative local orders (A1_Insl.java and Al_Ins2.java).

CLOTHO additionally offers a fully automated test administration framework, which consists
of centrally managed wrappers for arbitrary database drivers which can temporarily block
database access requests in order to enforce a specific execution order (@). Similarly, database
replicas are deployed in managed containers, communication among which can be throttled
(®) in order to induce temporary network partitionings. This enables CLOTHO to efficiently
administer a wide range of statically constructed potential serializability anomalies, allowing
developers to witness and study undesired application behaviors that frequently occur in the
wild but which are extremely difficult to catch using existing testing frameworks.
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5

CONCLUSIONS

The Quelea project was centered on the development of language abstractions, database
technologies, compilers, program analyses, verification techniques, and runtime systems for
building scalable applications intended to operate in geo-distributed environments where
issues of data consistency and visibility are significant and subtle. The most significant
contributions of this project are:

1. program logics for reasoning about geo-replicated distributed data stores and
distributed transactions;

2. automated verification techniques for proving the safety of applications executing in
such environments;

3. model-checking techniques that increase the assurance of applications that are
equipped with sophisticated safety invariants;

4.  language design principles that yield correct-by-construction distributed applications;
and,

5.  testing frameworks that can automatically discover invariant violations with greater
specificity than random testing approaches collectively validate the thesis underlying
the proposed effort.

All tools built to explore and validate these ideas have been published as open-source artifacts.
The project has produced a number of publications in top-tier conferences and journals [25—
28,32-34, 42, 43].
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7 List of Symbols, Abbreviations, and Acronyms

ACID
ANSI
CcC
CLOTHO
CRDT
diff
DSL
EC
FOL
LCA
MRDT
OCaml
OLTP
PPX
PSI

QUARK

Quelea

RB

RC
RDT
RUBIS
SAT
SC
SEC
SI
SMT

Atomicity, Consistency, Isolation, Durability
American National Standards Institute

Causal Consistency

not an acronym, directed test generation for weakly consistent database systems
Conflict-Free Replicated Data Type

difference

Domain-Specific Language

Eventual Consistency

First-Order Logic

Least Common Ancestor

Mergeable Replicated Data Type

Objective Categorical Abstract Machine Language
Online Transaction Processing

not an acronym, OCaml preprocessors

Parallel Snapshot Isolation

not an acronym, an end-to-end OCaml-based system for the creation of
applications with mergeable, distributable state

not an acronym, a programming system for eventually consistent distributed
stores

red-black

Read Committed

Replicated Data Type

Rice University Bidding System
Boolean Satisfiability

Strong Consistency

Strong Eventual Consistency
Snapshot Isolation

Satisfiability Modulo Theories
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SQL
SQS
TPC-C
VC

Z3

Structured Query Language

Simple Queue Service

Transaction Processing Consortium benchmark C
Verification Condition

not an acronym, a theorem prover from Microsoft Research
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