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SUMMARY 
 

Many of the most popular hardware and software products for measuring and improving human 
performance are developed and marketed for standalone use.  For research and development or 
operational use, more effective insights into human performance may be obtained by leveraging 
diverse measurements from multiple sensors.  Often the devices lack the ability to interoperate 
and the extensibility to do varies across devices.  As a result, developers supporting human 
performance research and interested in utilizing a promising new device must generate a new set 
of requirements and sensor-specific code to integrate the device before researchers can begin the 
collection of physiological and performance-based data.  In the current human performance 
assessment space there are few coherent software architecture or data formats that can be shared 
effectively among research groups, leaving groups to sit on an island unable to communicate 
effectively or integrate established and emerging technologies.  

 
Cognitive Operations Gear (COG) Pack™ serves as a domain-flexible software architecture 
designed to collect and analyze human physiological and behavioral data with the end goal of 
providing operator state assessment.  COG Pack currently supports a wide selection of hardware 
devices.  Smart Eye Pro for eye tracking and wearables like Zephyr BioHarness for 
cardiorespiratory and activity measurement, to name a few.  The underlying software 
architecture offers unique insights into (I) developing (Dukes, et al., 2019), (II) integrating, and 
(III) maintaining new hardware and software.  
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1.0 INTRODUCTION 
 
There are three targeted roles for those who interact with COG Pack: participant, researcher, and 
developer.  A participant serves as the source of data in an experimental data collection; a 
researcher manages the collection of data during an experiment; and a developer tasked with 
integrating sensors or algorithms before the data collection process starts.  Through this common 
vernacular of roles, COG Pack provides scope as to how to implement features for all three roles.  
 
Additionally, through the implementation of Data-Flow Diagrams (DFD’s), figures, and 
Sequence Diagrams, readers should understand the high and low-level structures that make up 
COG Pack as a software system.  
 
Implemented primarily as an Object-Oriented C# based framework, COG Pack provides a 
reference architectural description of Sensors producing Signals.  The creation and coordination 
of these elements are managed by the Kernel.  To start, this paper will formalize the abstract 
parts of C# code.  (As a supplement, it is recommended that readers familiarize themselves with 
the white paper (Dukes, et al., 2019) and videos (Works Cited) to further understand how the 
system functions.)  

 
 

2.0 ADDITIONAL BACKGROUND INFORMATION 
 

Throughout the scenarios outlined in this paper, all API properties are described in object-
oriented programming syntax.  For example, “Signal.Name” (Signal-Dot-Name) is the colloquial 
phrase in software development to annotate, “A Signal’s Name Property”.  These approaches 
derive from software engineering best practices with a focus on event-driven programming.  
(Rochlin, 2013).  Furthermore, a Software Diagram Key outlines the contents of software figure 
diagrams, and the Selected API Attributes are intended to help readers familiarize themselves 
with the class properties described throughout the paper.  The descriptions are designed to be 
thorough such that anyone can understand the scope of the processes at a high level. 
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3.0 METHODS, ASSUMPTIONS, AND PROCEDURES 
 
3.1 Overall Architecture 
 
You can control the camera by clicking and dragging on the screen, or by selecting options in the 
Camera Folder. (Figure 2.) 
 
 

 
Figure 1.  Overall Architecture DFD 

 
 
The Kernel manages the multiple Sensor configurations and operations inside the framework.  
Figure 1 represents every Kernel interaction with each Sensor found inside the COG Pack 
architecture. 
 
First, the assignment of configurations and operations inside the Kernel follow the left most box 
labeled Kernel which defines its classes in Kernel.cs and Mirror.cs.  Internally, a web server in 
SignalKernelRelayTransfer.cs enables interaction with the Kernel and is colloquially 
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abbreviated as SKRT.  Lastly, the lower right DFD describes how the Kernel assigns requested 
operations through the use of Playbooks implemented in Playbook.cs.  
 
Once SKRT starts the Kernel, the Kernel uses its Mirror class (Mirror.cs) to search the contents 
of every Dynamic-Link Library (DLL) and Executable (EXE) for classes that inherit from the 
COG_Pack.API.Sensor class.  The Kernel then uses this Mirror to ‘reflect’ available 
SensorConfiguration JSON examples for the AvailalbePlugins REST call (Fielding, 2000).  
 
Users or other software systems can query the AvailablePlugins functionality to obtain a list of 
all SensorConfiguration JSON examples.  Given these examples, the users or other software 
systems can alter the values, and provide that configuration by sending an AddSensor REST call.  
This first creates an instance of the Sensor object inside the Kernel; then adds the Sensor’s 
SignalHandler dictionary to the Kernel’s Function list to later be executed via a Playbook.  
Finally, Actions are added to the Kernel from SKRT to support additional dependency injection 
functionality accessible via Playbooks.  
 
Given that Functions and Actions are now accessible and available in the Kernel, and all Sensor 
instances are instantiated, a Playbook can be created for each Sensor through the use of the 
AddPlaybook REST call by providing the appropriate JSON describing the requested Playbook 
functionality.  Once a valid Playbook is created, the Playbook is bound to a Sensor or group of 
Sensors by making the Bind REST call.  After the Sensors and Playbooks are bound, the 
dictionary association of bounded Sensors manages the functionality between each Sensor’s 
OnSignalReceived EventHandler to the Playbook.  Each individual Sensor object can only ever 
have one Playbook association.  
 
To begin collecting Signals from the Sensors, initiate each Sensor’s Connect routine by 
executing the StartAll REST call.  If a Sensor is not bound with a Playbook, the Sensor’s 
Connect routine will not execute.  
 
When a Signal is detected, each Sensor will raise an OnSignalReceived Event and move the 
Signal as per the instructions designated in the Playbook.  If the Steps in the Playbook fail to 
process the Signal, the Playbook will “break” as to prevent further code execution and not waste 
resources.  Since the Action in Step 3 of this example Playbook is “PublishSignal”, the ZMQ 
instance created in the Kernel calls its internal ZMQ dictionary to publish the Threshold signals.  
Optionally, Signals sent to SilverBack (SilverBack.cs) are logged using the MongoDB database 
driver for COG Pack. 
 
(For further in-depth detail describing the contents of Sensor configuration reference either 
sample SensorConfig.json files provided, the API Documentation (Dukes, Duberstein, & 
Rommel, 2020) for the Sensor.cs and SensorConfig.cs classes, or the PostMan collection 
included in the git repo.) 
  



4 

DISTRIBUTION A.  Approved for public release.                 88ABW-2020-2622; cleared 19 August 2020 

3.2 Process Specification  
 
3.2.1. Scenarios 
Three unique scenarios describe the event-driven behavior of COG Pack. Each of these scenarios 
will provide readers the understanding necessary for 1), publishing Signal data, 2) raising 
threshold assessment signals, and 3) the execution of actions taken by COG Pack to provide 
users with data. 
 

1) Title: Publishing Signals  
Actors: Developer, Sensor 
Description: Developer captures signal data inside an Event, ZMQ, and/or REST 

2) Title: Applying Thresholds to Signals 
Actors: ThresholdCalulator, Sensor, Kernel 
Description: How a Threshold Sensor provides assessment 

3) Title: Executing a Playbook 
Actors: Playbook, Kernel 
Description: Executing instructions inside the Playbook 

 
3.2.2. Scenario 1: Publishing Signals 
Background 
 
When a Sensor implements the OnSignalReceived EventHandler to raise a Signal, it is 
imperative for the system to both publish and save the result in real-time.  When the Sensor 
collects data it first converts the data to a Signal object, then raises the Signal to be published.  
The act of publishing allows for other processes to perform additional operations on a Signal.  
After the Signal is created, it can be published in three ways.  Figure 2 illustrates the velocity at 
which data is published from Event to ZMQ to REST. 
 
 

 
Figure 2.  Publish End-Points 

 
 

Implementation 
 
Working in the event space provides the fastest execution, ideally for developers who have a 
custom project where they would like to directly leverage Sensors from COG Pack. Developers 
implement the appropriate execution paths by stitching together OnSignalReceived 
EventHandlers in a Kernel using Playbooks that describe the sequence of Signal processing.  
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ZeroMQ (ZMQ) is best leveraged when developers want to create a distributed system on a 
network of computers consisting of multiple Sensors, Signals, and Participants.  ZMQ is a 
messaging system that enables mainstream network design patterns to be implemented (Hintjens, 
n.d.).  A commonly implemented design pattern Publisher-Subscriber (Pub-Sub) is leveraged by 
the COG Pack Kernel.  Publishers produce data to be received by subscribers in the form of 
“topics”.  Meaning a producer process can have multiple publishers with topics and a consumer 
process can receive a particular data stream via consuming the desired “token” topic.  The 
Kernel describes the ZMQ publisher topics in two different ways.  To help breakaway from 
nomenclature fatigue to describe data streams in code, COG Pack foregoes dots in objects to 
describe ZMQ topics and implements hyphen based delineation.  These topics are set prior to 
data collection and execution: 

1) SensorName-MessageType       (SensorName Dash MessageType) 
2) SignalName 

 
1) “SensorName-MessageType” enables developers to access all Signals from a given 

specific Sensor. For example, “Zephyr-json” describes the set of all signals related to 
Zephyr and communicated as JSON.  
 

Because Sensor Configuration is the first step in initialization, MessageType is declared inside 
the Sensor’s configuration.  Currently, COG Pack supports “json” and “msgpack” formats for 
data serialization.  It remains critical for developers to handle serialization on their respective 
platforms, or reference and implement the MicroServiceReceiver class from COG Pack to 
deserialize the Sensor traffic into the Signal format.  
 

2) “SignalName” By overriding the Topic to be a specific “Signal.Name” description, the 
publisher stream can only ever be given that specific Signal type. 
 

In this case, a ZMQ publisher will only publish Signal data tagged with the “Name” property 
given by Topic.  This is by design.  When Signals are relayed from any Sensor in the Signal 
processing pipeline, the Signal can be routed to the next appropriate Sensor, based on the 
“Signal.Name” property.  All Signals that are tagged via the “Signal.Name” property arrive in 
this format, regardless of when they are sampled, and published to this topic.  In the case where 
one Sensor samples more frequently than another, both Sensors are still publishing to that stream 
and Signals of that name will arrive on the topic stream. 
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Figure 3.  Sensors with Two Different Topics 

 
 

Figure 3 illustrates how Zephyr, PHYSIO, and Lumee Sensors relay their Signal data to 
independent software Sensors. Overriding the topic adds the advantage of comparing two 
hardware Sensors that provide the same Signals. This figure also illustrates the process for 
comparing and contrasting “Respiration” and “Battery” Signals from each Sensor. Rather than 
having two separate subscribers aggregate each of the separate topic streams, developers are able 
to listen for traffic given the specific Signal name (“Respiration” or “Battery”) from both sensors 
simultaneously and perform the same or different calculations. 
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Figure 4.  Three Sensors Storing Data from ZMQ 

 
 
REST connections can leverage the MongoDB database instance implemented in COG Pack.  
While developers could write continuous timed polling to examine data in real-time and leverage 
REST as illustrated by Figure 4, REST remains the slowest way to evaluate Signal data.  The 
REST sub-scenario is best for developers who need to examine data post-hoc.  The data stored 
by COG Pack in a MongoDB database leverages the database’s best parts.  The data is sorted by 
timestamp order so users can query for specific timespans, all of a Signal’s properties, or receive 
and export the entire database to a preferred format such as CSV, JSON, MongoDB’s BSON, or 
other file format with an interface adapter.  
 
3.2.3. Scenario 2: Applying Thresholds to Signals 
Background  

 
Collecting and publishing data brings a unique set of challenges for assessment.  In fitness 
applications, knowing when a participant has a “high” heart rate can indicate they are “feeling 
the burn” in their workout.  However, what is considered a high heart rate?  A common scenario 
in “monitoring systems” is alerting users when a specific data point occurs.  Professional sports 
athletes have considerably “lower” resting heart rates, how would the framework account for the 
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change in a more physically inclined outlier as a participant?  Transmitting physiological Signal 
data for measurement and providing assessment are key features implemented by COG Pack.  
 
Implementation 
 
To classify and tag a hardware Sensor’s physiological Signals that fall in specific zones, COG 
Pack provides a Signal named “Threshold”.  In order to differentiate Thresholds for different 
source Signals, each is Signal is processed by a Threshold Calculator through the Playbook 
implementation.  Developers reference the “Signal.Units” property to differentiate Threshold 
Signals.  For example, a Threshold Signal will always have “Signal.Name” set to ’Threshold’, 
and the “Signal.Units” property will specify the data type’s origin, such as ‘Heart Rate’ or 
’Oxygen Concentration’.  Separate Signals provided by different hardware Sensors, can then be 
equally evaluated, but then uniquely identified by the combination of “Signal.Name” ’Threshold’ 
and “Signal.Units” such as ‘Heart Rate’ or ‘Oxygen Concentration’ as previously described.  
 
Figure 3 also shows a ThresholdCalculator which is a software Sensor that can be tailored to a 
participant’s baseline data.  This software Sensor identifies when a Signal’s Channel Value lies 
within a specified range.  These points can be used to alert and assist researchers when 
participants are experiencing physiological events in an experiment, or simply when a hardware 
Sensor’s battery needs recharged.  Aggregating and performing these calculations in real-time 
can ease the post-analysis process by performing the calculations during the course of the data 
collection.  After the fact, the REST client can be queried for Threshold Signals that occurred 
during data collection, i.e., “How often did a Participant experience ‘LOW’ oxygen saturation?”  
 
As a Sensor, ThresholdCalculator is constantly assessing Signal data provided by another Sensor.  
ThresholdCalculators are injective by design, meaning one Threshold Calculator can map 
directly to the Signals of each hardware Sensor.  

 
 

 
Figure 5.  ThresholdCalculator Publishes Signal 
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As illustrated by Figure 5, both the PHYSIO and ThresholdCalculator are constantly processing 
(sensing) for data. PHYSIO provides Signal formatted data to a ThresholdCalculator which then 
calculates Threshold Signals based on a ruleset.  The ruleset is defined using set theory as 
follows: 
 

Rules:  
Let “𝑥𝑥” be the single channel value in ℕ(natural counting numbers) to measure from a 
given Signal, 
Let A be the global minimum value where 𝑥𝑥 < 𝑚𝑚𝑚𝑚𝑚𝑚, 
Let B be the global maximum value where 𝑥𝑥 >  𝑚𝑚𝑚𝑚𝑚𝑚, 
Let C be the set of sets where Ci { 𝑥𝑥 | 𝑥𝑥 ≥ (𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 ||𝐴𝐴)  ∧  𝑥𝑥 < (𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶||𝐵𝐵),𝐶𝐶 ⊆
 𝐴𝐴 ⋁ 𝐶𝐶 ⊆  𝐵𝐵} 
 

The ThresholdCalculator as an ordered set would look like { {A}, {C}, {B} }.  Rule C requires 
that at least one value is the first value exists from A OR Ci+1 and the last value exists in B OR 
Ci-1. Assuming there exists a range that is less than B AND not in A, Threshold Calculator 
requires that additional sets of ranges are created until {{C0 }...{Ci }} < B.  
Where C0 can be expressed as{∑𝐶𝐶[0]𝑚𝑚𝑚𝑚𝑚𝑚 

𝑘𝑘=𝐴𝐴 𝑘𝑘 + 1} and Ci {∑ 𝑘𝑘 + 1𝐵𝐵 
𝑘𝑘=𝐶𝐶[𝑖𝑖]𝑚𝑚𝑚𝑚𝑚𝑚 + 1 } where 𝑘𝑘 is the 

iterator of the current set of C and 𝑖𝑖 is the iterator of the C. In programming, this is equivalent to 
a two-dimensional array where “C[row][column]”.  
Thusly proving {{A},{{C0 ... Ci }}, {B}} developers would be able to associate extrema labels to 
A and B and the following local labels as sub ranges in C.  

 
In Table 1, a participant’s set of ThresholdCalculator Heart Rate ranges can be defined as {Low, 
Medium, High, Very High}.  

 
 

Table 1.  Thresholding Heart Rate in Interval Notation 

Range Heart Rate 
Range 

Zone 

0 (80) Low 

1     [80,110) Medium 

2 [110,150) High 

3 [150) Very High 

 
 

This participant’s Threshold Calculator is given the heart rate value of 80.  If developers were to 
draw these ranges as interval notation it would look like Figure 6 Interval Notation of Table 1 
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Figure 6.  Interval Notation of Table 

 
 

ThresholdCalculator generates a Threshold Signal with a minimum of two Channels.  The first 
Channel is named “Range” and provides an index into the “Ranges” array found in the Signal’s 
ExtendedAttributes.  Any subsequent Channels contain the source values used to calculate the 
Threshold Signal.  Threshold Signals based on “Heart Rate” and “Battery” will contain only 1 
additional Channel with its name matching that of the Threshold Signal’s “Units” property.  For 
more advanced assessment Signals, such as Fixations from eye-tracking, these subsequent 
Channels may have names such as “X” and “Y” to denote the pixel that defined the Fixation 
Signal. 

 
ThresholdCalculator naturally rejects inputs that are not declared in its configuration file 
“ThresholdCalculatorConfig.json”.  For instance, a PHYSIO “P” with the following Signals 
{Heart Rate, Respiration, Movement} and a Threshold Calculator “T” that generates thresholds 
{Heart Rate, Respiration} from P.    T ⊃ P,     T includes some properties from P.  Therefore, if 
P were to pass T a Signal that was not defined in the configuration of T, T would return Ø or 
“null” as demonstrated in Figure 7 ThresholdCalculator as n Injective Function.  

 
 

 
Figure 7.  ThresholdCalculator as n Injective Function 
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COG Pack as a framework expects that software Sensors never assume that the data for 
evaluation is of a specific type. The functions that receive Signals and perform operations to 
generate a new Signal, must verify the receipt of the correct Signal type. For instance, if a 
machine learning Sensor specializes in evaluating electrocardiograms, then as a function, the 
machine learning Sensor returns Ø if the Signal it was given was not of type/name “ECG”.  
 
3.2.4. Scenario 3: Executing a Playbook 
Background 
 
Imagine a developer learned the basic rules and began to implement their own functions. This 
developer creates their own projects to test their functions as software Sensors in the event space 
as described in Scenario 1: Publishing Signals. The developer provides this function as publicly 
available code, having completed the testing phase of the development cycle. This functionality 
now exists as a newly minted Sensor and is ready to be deployed in the larger COG Pack 
framework. 
 
A new requirement hits that developer’s desk: the Sensor’s data stream now needs to be written 
directly to the database, instead of publishing JSON strings.  The developer could provide two 
valid solutions given the request.  
 

1) Rewrite their project code to use the COG Pack MongoDB client, SilverBack. 
2) Write a Playbook, leveraging the Kernel and Sensor’s real-time interpretation of 
their Sensor, to write directly to SilverBack. 
 

These are both “valid” in the sense that both solutions get the job done!  However, COG Pack is 
meant to be flexible not only in the domain operational sense but as a fully fluid software 
architecture.  This flexibility is made possible by Playbooks. 
 
Implementation 
 
What is a Playbook?  A Playbook to a researcher is the JSON that manipulates the desired 
output of a Sensor’s Signals, such as performing real time analysis and recording results to a 
database.  To a developer, a Playbook is a class that manages the execution of ordered Steps, 
which are composed of Signatures. Signatures are the collection of function pointers that make 
up one single Step in a Playbook.   
 
Signatures are either labeled as a Function or Action.  An example of a Function would be 
“GetThreshold” whereas an Action would be “PublishSignal”.  A Function is implemented in 
the Sensor class, and Functions are only added to the Kernel’s collection of AvailableSignatures 
when a Sensor provides it to the SignalHandler dictionary.  Conversely, an Action is provided 
and generated by the Kernel at run-time (with the exception that ZMQ is only enabled when 
requested in a SensorConfig file as described in Scenario 1: Publishing Signals). 
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Identifying why Functions vs Actions exist plays a critical role in writing Signatures for a Step.  
A Step executes Signatures in stack order, meaning first in first out.  Steps are also intended to 
be read like simple sentences, from bottom to top.  Consider the following sentence: 
 

Publish the Threshold SignalProcessingAlgorithm from a Heart Rate Sensor  
  
In computer memory, the resulting sentence’s Step’s Signature looks like Figure 8 

 
 

 
Figure 8.  Executing a Step in Stack Order 

 
 

Order matters, with each pop the function at the top of the stack is executed. Alternatively, 
expressing this Step’s Signatures as a mathematical formula could be illustrated as Figure 9. 

 
 

 
Figure 9.  Playbook Function Composition Flow 

 
 

Figure 9 and the function above highlight the implementation of a single Step in the C# run-
time.  A Step’s Signatures are written as𝑓𝑓(𝑔𝑔(𝑥𝑥)).  Meaning that the innermost functions are 
executed first, then the additional functions execute in stack order.  As mentioned in Scenario 2: 
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Applying Thresholds to Signals, if the function Signature provided identifies a Signal as null 
and fails evaluation, the other Signatures will NOT execute. 
 
As an example best identified in Figure 9.  Imagine the Step is provided with a “Respiration” 
Signal, but the Step’s Signature functions only support a “Heart Rate” Signal.  In this case, the 
innermost function would return null, resulting in not executing the next Steps.  Developers are 
alerted about Steps failing through console messages.  This reactive approach allows developers 
to chain Signature functions together and evaluate different aspects of their code for unit testing, 
hardware/software integration, and on-the-fly changes without having to change the overall 
Playbook’s subsequent Steps.  
 
Executing multiple Steps with 𝑛𝑛 count of Signatures within compiled code demonstrates the 
modular nature of COG Pack.  If one Step were to fail, other Steps in the Playbook can still 
execute, without failing, crashing, or becoming unstable.  This prevents code paths from 
intersecting and interfering with one another.  Notice the three Steps in Figure 10.  The Zephyr 
by itself does not possess the functionality for CoreTempEstimation of Threshold nor can it write 
directly to the database.  Stitching together these functional elements in a Playbook, allows 
access to Functions and Actions supplied by the Kernel or other Sensors.  As the Zephyr 
provides Signals, the Playbook’s Step’s Signatures determines the route of each resulting 
Signal.  To alter the route of Zephyr Signals and publish them, then a simple change of the 
Action signature to PublishSignal would implement that capability.  

 
 

 
Figure 10.  Zephyr Playbook Execution  
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Notice in Figure 11 that the Playbook Structure relies significantly less on other Sensors to 
execute immediately.  In Traditional Event Structure the execution thread has to be managed by 
each Sensor object.  When is it best to write a custom solution?  In the event when a project 
requires incredibly granular solutions that COG Pack does not support by the Sensor’s 
OnSignalReceived EventHandler.  While Playbooks cover a vast majority of functionality for 
researchers and developers, an edge case not anticipated by the framework could be solved by 
leveraging the many different end-points of COG Pack.   

 
 

 
Figure 11.  Playbook vs Event Structure 
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APPENDICES 
 
Backend Logic DFD 
 
 

 
Figure 12.  DFD 1 - Backend Logic 

 
 
Figure 12 provides a high level “bird’s eye view” interpretation of Figure 1.  While Figure 1 
contains every data transformation path, Figure 12 consolidates the low level interactions.  In 
traditional software development, developers start with this first diagram then draw the 
subsequent interactions through iterative DFDs.  
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High Level Sequence Diagram 
 
 

 
Figure 13.  Moving Data from Acquisition to Display 

 
 

Figure 13 conveys the process of moving data from acquisition to display.  The physical Sensor 
constantly provides new data based on the Sensor’s sampling rate.  Next, the transient layer 
provides the byte stream to the abstraction layer and is converted to Signals.  Once the Signals 
are converted, other software systems are then able to interpret and view the information in a 
View controller.  This separation of data and view logic follows the design patterns of MVVM 
(The MVVM Pattern, 2012) 
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Package Diagram 
 
 

 
Figure 14.  Package Diagram 

 
 

The package diagram (Figure 14) demonstrates the “flow” of data between the software libraries 
utilized by COG Pack.  The figure also displays the separation of the C# backend code from the 
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Electron user interface (Downs & Dukes, COG Pack™ Dashboard, 2020).  C# libraries manage 
the communication with hardware Sensors at the top, ZMQ is used for streaming Signals to 
manage data flow, MongoDB for archiving to support post-analysis, and a NancyFx webserver 
to interface between the C# and Electron components.  Finally, JSON formatted Signals are sent 
via ZMQ and received in Electron.  Here visualization libraries are incorporated at this highest 
level for generating and managing HTML(React), framing UI elements(Semantic), 
graphing(Plotly), and 3D rendering(Threejs) (Downs & Dukes, COG Pack™ Dashboard, 2020). 
 
 
Software Diagram Key 
 
 

Name Figure Description 

Database 

 

Stores and accesses 
data 

Data Flow 
 

Carries data to a 
function, database, or 
output 

Function ⚪ A function 

Output 

 

Resulting output 

Sensing 

 

Constantly processing 

Topic 

 

Data stream ZMQ 
access point 

 
 
Subset of API Attributes 
For the complete description of all API attributes for each object, reference (Dukes, Duberstein, 
& Rommel, Cognitive Operations Gear (COG) Pack(TM) API Specification, 2020) 
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Channel "Channels":[  
    {  
    "Name":"","Values":[]  
    }   
] 
 

SensorConfig     "Emulation": true,  
    "PlaybackFile": "",  
    "Signals": [...],  
    "SensorName": "",  
    "SensorID": "",  
    "ComputerName": null,  
    "Location": "",  
    "ZMQPort": 3017,  
    "MessageType": "json" 

Sensor     "State": "Disconnected", 
    "SensorName": "Sensor", 
    "SensorID": "", 
    "Signals": [], 
    "ExtendedAttributes": [], 
    "ComputerName": "", 
    "Location": " 

Signal     "Units": "", 
    "TimeStamp": { 
    "SystemDateTime": "" 
    }, 
    "Channels": [...],//See Channel 
    "ExtendedAttributes": [], 
    "Name": "", 
    "Source": {...}//See sensor 

Threshold Signal     "Units": "OriginSignal", 
    "TimeStamp": { 
    "SystemDateTime": "" 
    }, 
    "Channels": [Name: “Range”,...],//See 
Channel 
    "ExtendedAttributes": [] 
    "Name": "Threshold”, 
    "Source": {...}//See sensor 
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