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Executive Summary 

The U.S. Army Combat Capabilities Development Command (CCDC) Army Research 
Laboratory (ARL) Human Research Protection Program (HRPP) is developing, evaluating, and 
implementing an electronic system for obtaining informed consent (IC) that addresses challenges 
inherent in traditional methods via a software application called Informed Consent + (IC+).  
While commercial off-the-shelf (COTS), open-source, and proprietary electronic IC applications 
already exist and have been investigated for use in clinical and research settings (e.g., 
Friedlander et al., 2011; Obeid et al., 2013; Rothwell et al., 2014; U.S. Food and Drug 
Administration, 2018), these solutions are unsatisfactory for several reasons:  1) CCDC Army 
Research Laboratory studies are frequently conducted in environments without internet access, 
2) extant applications do not meet all requirements of the ARL HRPP, and 3) cost and 
information assurance requirements make installation of COTS enterprise software prohibitive.   

IC+ is being developed to address these challenges and has several main features.  The electronic 
application (app) stores signs and timestamps copies of the latest Institutional Review Board-
approved PDF consent form when the participant consents, providing version control with the IC 
form history.  It is designed for use in an offline research environment and does not require 
internet connectivity; however, it can facilitate sending participants an email with the signed 
form once connectivity is available.  It ensures forms remain secure by requiring administrator 
account(s) with password protection for access to signed forms.  The app is compatible with both 
tablets and personal computers, though a device with a touch screen is recommended.   

The purpose of this report is to review the development of the app—including requirements, 
features, and screenshots—and discuss the results of evaluation efforts conducted with 
researchers to assess its performance, usability, and benefits or limitations. 
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1. INTRODUCTION AND REQUIREMENTS 

Obtaining informed consent (IC) in studies under Institutional Review Board (IRB) oversight is a 
requirement per the code of federal regulations (32 CFR 219.116).  Traditional means of 
obtaining IC via paper forms can be inconvenient for field studies or where travel is required.  
Additionally, an internal audit conducted from January 2017 to January 2018 revealed that 21 of 
25 studies reviewed (84%) had at least one category of IC form discrepancy.  Therefore, from its 
inception, the main goal for creating the Informed Consent + (IC+) electronic application (app) 
has been twofold:  1) enhance convenience for both researchers and participants, and 2) reduce 
errors that commonly occur on IC forms.   

Digitizing the paper version of the IC form and consent process would make it more convenient 
for researchers by eliminating the need to carry, track, and secure both unsigned and signed IC 
forms.  It would make the process more convenient for participants by providing them with a 
digital copy that may be retained on their computer for future reference; traditionally, 
participants often either do not take or misplace paper IC forms and thus lose access to valuable 
study information and participant rights contact information.  The errors that may be reduced or 
eliminated by an electronic system include missing or mismatched signatures or dates for 
participants or researchers, missing optional consent for recording audio, photographs, and so on 
and the use of an outdated or unapproved IC form.1  

While a solution to the identified challenges would not necessarily require the creation of a new 
app, the U.S. Army Combat Capabilities Development Command (CCDC) Army Research 
Laboratory (ARL) Human Research Protection Program (HRPP) staff and development team 
chose this option in early discussions for the most flexibility in developing a customized 
strategy.  These discussions identified several features required for the new system: 

• Signature box for participants to sign with a stylus or their finger 

• Signature boxes should be configurable, or have multiple boxes for video and audio 
consent 

• Should allow for the use of an IRB-approved PDF version of the IC form 

• Provide a participant with the option to have the signed IC form emailed to them for 
digital tracking 

                                                 
1 Further discussion of the benefits and considerations for implementing an electronic IC system have been 
published by the U.S. Food and Drug Administration (2016). 
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• Must be able to be used in an environment without network connectivity; keep signed 
forms on the tablet, then provide an option to sync or download when internet access is 
available 

• Must be password protected 

• Signed forms must be locked (not editable) and forms should be automatically 
timestamped to prevent backdating 

• Track previous versions of an IC form as new versions are approved by the HRPP and 
uploaded to the app 

• Keep a subject log to provide the ability to generate a report of participant activity 

• The inputs to be tracked in the app include name, signature(s), timestamps, and 
participant’s email 

• Researcher must provide name and signature at the time the participant consents by 
signing the document 

• The app should be tailored to the needs of researchers who travel or do field studies 

• Provide the ability to zoom in on the PDF form to accommodate different size devices 
and vision needs 

Based on these requirements, a prototype app was developed using Ionic.  Ionic is an open-
source framework for hybrid mobile app development that uses readily accessible web languages 
and libraries (i.e., HTML, JavaScript, CSS, and derived frameworks like AngularJS).  This 
framework provides a standardized structure to the source code and a library of user interface 
elements.  It also allows one codebase to be deployed to multiple platforms.  For IC+, Windows 
10 is the primary target platform (specifically on a Windows tablet) but testing was also 
conducted on macOS and Android.  Deployment on Windows and macOS required use of the 
Electron framework during development. 
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2. OVERVIEW OF FUNCTIONALITY 

Figures 1 through 6 present screenshots of the various components of IC+ v1.0, the latest version 
of IC+ as of the writing of this report.  IC+ provides both a researcher view for setting up the 
study and participant view for obtaining consent.  Figure 1 depicts the main participant view that 
displays upon starting IC+ for the first time.   

 

Figure 1. Main view in IC+ upon starting IC+ for the first time 

The researcher must first create an account.  After entering their full name and a self-selected  
4-character alphanumeric password, they are then redirected to the administrator view (Figure 2).  
Researchers are able to add new studies into the app by selecting the + sign in the menu bar or 
view previously added studies by selecting one from the drop-down menu.  When a researcher 
selects the option to add a study, they must first select a working title for the study (this short 
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title identifies the study within the app).  Tapping “Import” allows the researcher to upload an IC 
form in PDF format; all IC forms must be approved by the HRPP before being added to the app.  
After uploading the IC form, the rest of the study parameters (e.g., principal investigator, project 
number, etc.) automatically populate from the form but are editable in the app.  Researchers are 
also able to add additional consent options such as audio or video recording (or any other custom 
options as indicated on the HRPP-approved IC form).   

 

Figure 2. Administration view showing a study having been configured but without any 
participants having been added 
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To begin the IC process with participants, the researcher must then log out of their administrator 
account and lock the app (Figure 3); this presents a simplified view of the app that researchers 
may hand to participants.  Each participant sees an overview of the IC process, the study title, 
and a single large button labeled as “Review Document and Consent”.  Upon tapping this button, 
they enter their name, provide their email address (optional), and view the PDF consent form 
(Figure 4).   

 

Figure 3 Main view in IC+ locked and ready for participants to consent 
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Figure 4. Consent form for the study as displayed in IC+ for participant review 

If they agree to participate, the participant is directed to the signature view (Figure 5).  They can 
specify their preference for additional consent options (e.g., being photographed during the 
study) and provide a signature.  Once they tap “Confirm”, their signature is locked and 
timestamped, and the researcher then provides their signature (which is also timestamped). 
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Figure 5. Signature view in IC+ after participant reviews consent form and chooses to 
participate 

If the participant has provided an email address and the researcher has elected to have emails 
automatically generated by IC+, a pre-drafted email will appear using the default email app on 
the device.  If IC+ is running on Android, the signed IC form PDF will be automatically attached 
to the email; on Windows, the researcher must manually attach the signed IC form.  Once the 
researcher has obtained IC from participants, they can log back in to the administration view to 
email or export signed IC forms (Figure 6).   
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Figure 6. Administration view showing a study having been configured and two participants 
having consented to participate in the study 
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3. USABILITY EVALUATIONS 

To gather feedback from potential users on the implementation of IC+, two usability evaluations 
were conducted on IC+ during fall 2018 (FY19) using v0.6 of the app and a two-part evaluation 
during winter 2020 (FY20).  Phase I of the winter 2020 evaluation used v0.8 of the app; Phase II 
used v1.0.  Screenshots of v0.1, v0.6, and v0.8 are presented in Appendices B and C; screenshots 
of v1.0 appear previously (Figures 1‒6).  The goal of these evaluations was to assess IC+ 
performance and identify areas for improvement.  One goal of the developers is to ensure that 
IC+ does not introduce undue complexity compared with the paper-and-pencil IC process.   

3.1 2018 Evaluation 

For the 2018 evaluation, performance of IC+ was assessed with structured interviews in a user 
trial with a subset of potential users (researchers) of the system.  The sample size was seven 
individuals.2  Participants were presented with several free-response questions to elicit their 
feedback after a guided tour of the app with a member of the IC+ development team.   

The questions were the following: 

• How does this process compare with the traditional paper-and-pencil version? 

• Do you foresee any potential issues or difficulties in using IC+ for obtaining informed 
consent?  

• What benefits do you foresee in using IC+ for obtaining informed consent? 

• What limitations do you foresee? 

• Do you have any suggestions for improving or changing IC+? 

While these questions yielded a sizable list of comments and suggestions, some of the most 
salient responses for the indicated prompts were the following: 

How does this process compare to paper/pencil? 

• IC+ can only consent one person at a time. 

• IC+ process is more robust to errors. 

Any suggestions for improving or changing IC+? 

                                                 
2 This number is in line with standard usability assessment practices (Nielsen, 1994; Nielsen & Landauer, 1993; 
Baxter et al., 2015) 
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• More “dummy proofing” is needed. 

• Provide a way to compile ICs for participants when multiple researchers obtain 
consent. 

• Provide a way to increase text size in App and on IC. 

• The process to email the IC is time consuming. 

Would this app be useful for your data collection effort?  

• Yes (4), Maybe (1), No Answer (2)  

What benefits do you foresee in using this app for obtaining IC? 

• More secure data management, tracking, and IRB compliance 

• Will ensure all aspects of IC forms are complete. 

In addition to soliciting specific suggestions to improve the interface or usability, the evaluation 
also asked users to rate how easy or difficult it was to perform specific tasks.  Table 1 shows the 
tasks and response distribution for ease of use. 

Table 1. Responses from the Seven Potential Users of the System for Ease of Use for the Fall 
2018 Evaluation 

Task Very Easy Easy Neutral Difficult Very Difficult 

Create user account 86% 14% 0% 0% 0% 

Create study 86% 14% 0% 0% 0% 

Upload IC 86% 14% 0% 0% 0% 

Configure options 71% 29% 0% 0% 0% 

Initiate session 71% 29% 0% 0% 0% 

Add participant 86% 14% 0% 0% 0% 

Obtain consent 86% 0% 14% 0% 0% 

Access list of participants 86%* 14% 0% 0% 0% 

Access signed IC forms 71%* 14% 14% 0% 0% 

Email signed IC forms 29% 14% 43% 14% 0% 

 
Most of the specific suggestions elicited from this usability evaluation were implemented in a 
subsequent version of IC+. 
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3.2 Winter 2020 Evaluation, Phase I   

For the first phase of the winter 2020 evaluation, performance of IC+ was assessed via an ease-
of-use questionnaire (with the option for free-response comments) and the System Usability 
Scale (SUS [Brooke, 1986]).  The participant pool consisted of seven CCDC Army Research 
Laboratory researchers identified as having submitted a protocol or determination for a current or 
recent study approved by the HRPP.3  These researchers were different from those contacted 
during the fall 2018 evaluation.  Participants first watched a member of the IC+ development 
team walk through the steps to create an administrator account, set up a study, obtain IC, and so 
on.  Next, they were given a worksheet of the tasks they just watched and had 10–15 min to 
complete the set of tasks.  For each task, they were asked to rate the ease of completing the task 
and they were also presented with space for additional comments.  The last section of the 
worksheet asked participants to complete the SUS questionnaire after completing all tasks.  
Table 2 shows the tasks and response distribution for ease of use.  Note that tasks in Table 2 
closely correlate with tasks in Table 1, though the wording slightly changed for some tasks. 

Table 2. Winter 2020 Phase I Ease of Use Results 

Task Very 
Easy 

Easy Neutral Difficult Very 
Difficult 

Create a new administrator account 71% 29% 0% 0% 0% 

Create a new study 71% 29% 0% 0% 0% 

Upload IC form 100% 0% 0% 0% 0% 

Configure study options (e.g., PI name, 
audio/video consent, etc.) 

86% 14% 0% 0% 0% 

Initiate an IC session 57% 29% 14% 0% 0% 

Add a new participant 71% 29% 0% 0% 0% 

Obtain consent/signature 100% 0% 0% 0% 0% 

Access list of participants 43% 43% 14% 0% 0% 

Access signed IC forms 86% 14% 0% 0% 0% 

Email signed IC forms 57% 29% 14% 0% 0% 

 
Comments provided for each of the tasks yielded a few common recommendations: 

• The mechanism for creating an administrator account, building a study, and then logging 
out and selecting an active study or administrator seemed too cumbersome to several 
participants. 

                                                 
3 Twenty-two researchers were contacted, yielding a response rate of 31%. 
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• Multiple participants recommended that an indication be provided in the administrator 
view as to whether or not an email was automatically generated for a given study 
participant (since the administrator has the option to generate one or skip this during the 
IC process). 

• Multiple participants recommended providing a mechanism for generating an email from 
the administrator view in case this option was not selected during the IC process. 

Among the seven participants, IC+ scored an 81 on the SUS.  This indicates that the IC+ score is 
between “good” and “excellent”.  Figure 7 shows a benchmark reference for interpreting overall 
SUS scores normalized on a 100-point scale.  Future usability evaluations might consider 
including the SUS questionnaire to compare performance improvement (or degradation) as 
changes are made to the app. 

 

Figure 7. Benchmark normalized SUS scores 

3.3 Winter 2020 Evaluation, Phase II   

For the second phase of the winter 2020 evaluation, performance of IC+ was assessed via a field 
study wherein IC+ was presented as an alternative to a traditional paper-and-pencil informed 
consent form for a current ARL study:  ARL 19-131, An investigation of how traits, states, and 
physiological feedback influence physiological synchrony and task performance in small teams.  
The main purpose of this evaluation was to capture any feedback and identify any system errors 
from researchers and participants.  As noted earlier, this phase of the evaluation used IC+ v1.0, 
which incorporated feedback from the Phase I evaluation. 

The researchers running the study (and obtaining consent from participants) noted no significant 
issues with using the app and received generally positive feedback from participants.  Study 
participants (who were also researchers in ARL) provided the following comments: 

• It was not clear how to receive a copy of the signed IC as there was not a place to request 
a copy.   

• Multiple participants did not realize for the signature block that they were supposed to 
write in it.  One thought a certificate (digital signature) would automatically pop up like 
on their ARL machines.  Therefore, they only made a dot and confirmed. 
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• The selection options for Yes or No buttons was a single button where the participant 
could tap and the one marked swaps.  The recommendation was to make this radio 
buttons with both options visible.   

• One participant found it “weird” to review the PDF and sign on a different screen rather 
than initial and sign within the actual document.  Another person recommended that 
instead of having agree or decline on the PDF signature line, make it “next” since it 
makes it sound like you are agreeing to the whole thing then but really you are doing that 
on the next page after you make all your selections and sign. 

• One participant found the zoom functionality of the PDF and requirement to scroll 
“annoying”.  Another person recommended making the PDV infinitely scrollable 
(personal preference). 

• The app lets you change your response for the optional selections after you sign so would 
be better to lock your responses. 

• The system did not recognize email (ctr) as a valid email address. 

For the most part, the comments above reflect limitations of the device, limitations of the 
development framework, or personal preference.  However, the last two italicized items 
represent bugs that will be fixed in the v1.0.2 update. 
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4. CONCLUSIONS AND FUTURE WORK 

IC+ has been developed as a way to obtain IC from participants in an offline research 
environment for studies involving human participants under HRPP oversight.  The app has been 
tested among users within ARL, with positive feedback indicating that it is likely to achieve its 
objective of improving the convenience of the IC process for researchers and study participants 
as well as reducing the number of errors commonly seen on IC forms.  The software is available 
for researchers to download from the ARL shared drive as a Windows portable application; 
packages for other platforms are available upon request.  The HRPP office maintains a tutorial 
for using the software in studies and also maintains a limited pool of tablet hardware available 
for checkout by ARL researchers.  Future versions of the IC+ app presented in this report will 
focus on the addition of new features or modifications to address researcher feedback and 
resolving the identified system errors. 

IC+ (v1.0) has the ability to improve in-person administration of IC in an offline environment.  
However, this implementation of IC+ does not address situations where IC must be obtained 
remotely with the researcher and participant in physically distant locations completing internet-
based study tasks.  This scenario may become increasingly common in remote-working scenarios 
and introduces at least three main challenges:  1) ensuring comprehension to obtain informed 
consent, 2) ensuring that the person providing consent is the person participating in the research, 
and 3) developing a system that incorporates network connectivity and storage facilities to 
administer and manage the IC forms remotely.  To address the first challenge, others have 
proposed an interactive or wizard-based system to walk participants through study procedures 
and expectations (e.g., Abujarad et al., 2018; Doerr et al., 2016).  Any implementation of a 
remote IC system would likely need to provide a more thorough overview of the study in an 
engaging and easy-to-navigate format.  A digital version of the traditional paper IC form would 
not be sufficient.  Addressing the second and third challenges requires digital solutions that 
provide appropriate levels of security for participant identity and their data.  Provided funding 
and the appropriate network resources, addressing these identified challenges will be the focus of 
future development of a cloud-based version of IC+. 

Whether using the offline version of IC+ discussed in this report or a future cloud-based IC+, the 
main goals of the app are to enhance convenience for both researchers and participants and 
reduce errors that commonly occur on IC forms.  Future evaluations of either version of the app 
should determine whether (and to what extent) IC+ reduces the number of IC form-related 
findings on audits compared with historical data as well as any studies using traditional IC forms 
(not using IC+).  This will enable continuous improvement of the app(s).  It will also provide 
evidence for continued investment in new tools and processes for the administration of human 
research protection, both within and beyond ARL. 
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 List of Acronyms
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app application 

ARL Army Research Laboratory 

CCDC U.S. Army Combat Capabilities Development Command 

COTS commercial off-the-shelf 

HRPP Human Research Protection Program 

IC informed consent 

IC+ Informed Consent + 

IRB Institutional Review Board 

PDF Portable Document Format 

SUS System Usability Scale 
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 Informed Consent + (IC+) Prototype (v0.1)
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Figures B-1 through B-4 provide screenshots of the first prototype version of the Informed 
Consent + (IC+) application (app) (v0.1) outlining preliminary functionality.  The prototype app 
provides both a researcher view for setting up the study and participant view for obtaining 
consent.  Figure B-1 depicts the researcher view.  Researchers are able to add new studies into 
the app by selecting the + sign or view previously added studies by selecting one from the drop-
down menu.  From this page, it is also possible to view or export a list of participants for a given 
study.   

 

Figure B-1. Researcher view for adding new studies or monitoring participants of an ongoing 
or concluded study 

When a researcher selects the option to add a study, they will add the study title, principal 
investigator (PI) (Figure B-2) and upload the approved file (in PDF format) of the informed 
consent (IC) document (Figure B-3).  Researchers will also be able to select additional consent 
options such as audio or video recording.  Once the researcher has completed study setup, they 
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can begin obtaining IC from participants.  To do this, they must click the “Add” button next to 
the “Participants” title.  When they do so, a popup asks for the participant’s name and email  
(Figure B-4).  When the participant provides this information, they are directed to view the PDF 
IC document (see Figure B-3).  While not implemented in v0.1.0, the next step would be for the 
participant to provide a timestamped digital signature, which is logged in the app along with the 
researcher’s signature. 

 

Figure B-2. To create a new study, users will need to add the study title so they are able to 
differentiate between their studies on the app; the PI name should be the full name of the PI.  
It is used by the app to add a printed name to the electronic signature 
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Figure B-3. Consent form view for participants, the approved PDF from the IRB office.  
Participants can scroll through multiple pages by selecting the forward or back arrows, and 
agree or decline participation.  If they agree to participation, a signature window opens. 
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Figure B-4. Each participant adds their full name (as it provides a printed name to the 
signature block) and may provide an email address.  An email address is needed to receive an 
electronic version of the signed IC form
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 Informed Consent + (IC+) v0.6 and v0.8 from Usability 
Evaluations 
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C.1 IC+ v0.6 screenshots 
Figures C-1 through C-6 depict Informed Consent + (IC+) v0.6, used in the fall 2018 evaluation. 

 

Figure C-1. Home screen (unlocked) 

 



 

 
C-3 

 

Figure C-2. Home screen (locked for administration of informed consent [IC]) 
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Figure C-3. Participant input of name and email address 
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Figure C-4. Participant view of administrator-uploaded IC form 
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Figure C-5. Participant signature screen 
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Figure C-6. Study administration screen for research administrator 
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C.2 IC+ v0.8 screenshots 
Figures C-7 through C-10 depict IC+ v0.8, used in the first phase of the winter 2020 evaluation. 

 

Figure C-7. Initial home screen (unlocked) 
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Figure C-8. Sample home screen (locked for administration of IC) 
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Figure C-9. Participant signature screen 
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Figure C-10. Sample study administration screen for research administrator 
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