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Abstract:  Quantum computers are machines that can break todays’ most prevalent encryption 
techniques in minutes. Recent progress in experimental quantum computing has indicated that this 
threat is no longer theoretical but real. If successfully implemented, quantum computers can be used 
to decrypt any nation’s trade secrets, confidential communication, and military documents. Quantum 
key distribution (QKD) is the only solution that is secure against such threats. More specifically, the 
security of QKD is solely dependent on the laws of quantum physics and not on how powerful the 
adversaries could be. This nicely implies that QKD’s security is long-term and can be used to encrypt 
highly sensitive data requiring long-term security.  

One major bottleneck in practice is poor secret key rate. Current QKD systems are implemented using 
two-level quantum states and thus could only generate one secret bit per photon detected. Considering 
that channel loss is typically very high in practice, this means that only hundreds of photons could be 
detected in one second. Consequently, only tens of secret bits could be produced per second. For 
practical applications, this level of throughput is clearly not practical. We need QKD to generate 
secret key rates in the order of megabits to be compatible with today’s digital communication rates. 

In this project we proposed to develop QKD models that are able to generate ultra-high secret key 
rates. More specifically, we planned to derive security proof techniques that will enable the 
development of practical QKD systems based on high-dimensional quantum signals. The 1-year 
project was carried out in two phases. In the first phase, we developed numerical techniques that can 
bound the set of quantum correlations derived from quantum networks. Then in the second phase, we 
applied these techniques to establish tight secret key rates for high-dimensional QKD protocols. 

Introduction: The overarching goal of the project is to develop a security analysis toolbox that will 
enable the security of practical QKD systems based on coherent state transmission. To achieve this 
goal, the project will be carried out in two phases, which are carefully designed to leverage on the 
research group expertise and related on-going projects. 

1. Characterization of quantum correlations in semi-device-independent networks: This node
aims to develop a novel and general mathematical technique that will characterize the set of
quantum correlations satisfying the Gram matrix of the prepared quantum signals. Its core
goal is a semidefinite program that will bound the set of achievable quantum correlations for
at least three parties.

2. Prove the security of semi-device-independent quantum cryptography: Here, the aim is to use
the semidefinite programming framework developed in the first node to characterize the
information-disturbance trade-off function in quantum key distribution. Its core goal is a plot
showing the guessing probability of a quantum adversary versus the quantum channel error
rate. Two applications are of interest here: (1) coherent-state quantum secure communication
and (2) time-bin encoding quantum key distribution.
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Experiment:  We will make use of the Navescues-Pironio-Acin (NPA) method [9] to characterize 
the set of achievable quantum correlations. The NPA method is based on the observation that 
computing the set of achievable correlations—obtained from local measurements on a joint quantum 
system–is a semidefinite programming problem [17, 18]. More specifically, to decide whether a 
particular set of correlations is quantum or not, it is enough to compute a finite set of semidefinite 
certificates, which can be easily solved using popular solvers like CVX and YALMIP on high-end 
workstations.  

The NPA method is, however, designed for entanglement-based protocols, where each node in the 
network is making some (randomly chosen) measurement on a joint/global quantum state. This setting 
is slightly different from our prepare-and-measure consideration, where one party (the transmitter) is 
sending some unknown signal (classical or quantum) to a set of receivers who are making random 
measurements. To overcome this slight difference, we propose to model the transmitter as a single 
measurement party (i.e., the measurement is fixed) embedded in an entanglement-based network. This 
in principle converts any prepare-and-measure network to an entanglement-based network. Therefore, 
with this theoretical fix, the NPA method also works for our consideration.  

Our bounded-information condition is defined as an upper bound on the total amount of information 
the receivers can gain about x: the random variable describing the input alphabet. From the 
perspective of quantum information theory, this condition is synonymous to the Holevo’s theorem, 
which, roughly speaking, states that the accessible information about x is upper bounded by the 
dimensionality of the exchanged signal states. For example, if x is encoded into a qubit (i.e., a 
two-dimensional quantum system), then the total amount of information the receivers can learn about 
x is at most 1 bit. Here, instead of using the Holevo’s theorem as a condition, we use the overlap 
fidelities of the encoding states as a measurement of quantum indistinguishability. This condition is a 
purely information-theoretic constraint and thus is more general than the Holevo’s theorem—it does 
not make any assumptions about the dimensionality of the exchanged signals. Moreover, it admits a 
linear structure and can be written as part of a semidefinite program.  

By building this condition into the NPA method, we will obtain a mathematical toolbox (more 
precisely, a semidefinite program) that is fully capable of characterizing the quantum set of any 
semi-device-independent network based on the bounded-information condition. To test the tightness 
of our program, we will compare the findings against known analytical results. More specifically, we 
will compare our results against the ones derived using the optimal broadcasting machines [3, 4] and 
the bounded-dimension condition [10]. 

Main results: 

Device-independent quantum key distribution (DIQKD) considers the problem of secure 
key exchange using devices which are untrusted or uncharacterized. In this setting, security is 
based entirely on the observation of non-local correlations, which are typically measured by 
a Bell inequality. In particular, if the correlations violate the inequality, then we say that they are 
non-local. This is necessary for secure key distribution, for it certifies that the key must 
come from measurements on an entangled state. While the se- curity of DIQKD is well 
understood from the monogamy property of non-local correlations, a formal security analysis is 
rather involved and tricky. This is because the dimension of the underlying shared quantum state is 
unknown, and most security proof techniques only apply to quantum systems with bounded 
dimension.  

Recently, security proof techniques based on semi- definite programming (SDP) have been proposed 
for standard QKD. In this so-called device-dependent (DD) setting, the underlying QKD devices are 
assumed to be suitably characterized. Our main result extends this approach to a wider range of 
settings, adapting to different levels of device characterization (see Fig. 1). At present, to prove the 
security of DIQKD, the current approaches are to either prove a reduction to qubit-level systems, or to 
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use a family of semi-definite programs (SDPs) known as the Navascués-Pironio-Acín (NPA) hi- 
erarchy to bound the adversary’s guessing probability. However, neither of these approaches are gen- 
eral enough for most purposes. The former is restricted to protocols based on Bell inequalities with 
binary in- puts and outputs, while the latter only bounds the min- entropy, which often leads to 
sub-optimal bounds on the von Neumann entropy (the relevant quantity for com- puting secret key 
rates against general attacks). Here, we develop a generic computational toolbox that directly bounds 
the von Neumann entropy using the complete probability distribution of any DIQKD protocol. 

The main mechanism of our toolbox is a technique for estimating the entropy production of a quantum 
channel acting on an unknown state under algebraic constraints. The simplest way to understand 
entropy production is to view it as the amount of entropy introduced to a sys- tem after performing 
some action on it. For instance, in the case of projective measurement, the entropy pro- duction is the 
entropy difference between the final post- measurement system and the initial system. Our toolbox 
bounds this entropy production via a (non-commutative) polynomial optimization performed over the 
measurement operators in the protocol. This can be evaluated using the SDPs in the NPA hierarchy. In 
this sense, switching from DI to sDI or DD scenarios translates to adding more constraints on the 
SDPs and hence stricter bounds on the eventual secret key rates. 

In summary, we have developed a method to obtain reliable secret key rates for QKD with untrusted 

Distribution A Distribution Approved for Public Release: Distribution Unlimited 



de- vices. The advantage of our method, as compared to the original approach, is that in principle it 
can be applied to arbitrary DIQKD scenarios, not only those based on specialized Bell inequalities. 
The only exist- ing approach that can be applied to DIQKD with such generality is based on bounding 
the guessing probability Pg(A0|E) instead, which is generally not opti- mal. Our method outperforms 
both of these approaches in some cases, as shown in Fig. 4. Importantly, it gives good results in 
regimes with substantial noise, which are likely to be experimentally relevant. With this approach, one 
could now explore DIQKD implementations aimed at maximizing a different Bell expression (or 
maximizing the key rate directly) instead of CHSH. 

Currently, our method scales rapidly in computa- tional difficulty as the number of inputs or outputs 
for the protocol increases—the polynomial in our key rate is generally of high order, hence a high 
NPA hierarchy level is needed to bound ⟨K⟩ρ. Because of this, we currently do not have good bounds 
for DI scenarios with large numbers of inputs or outputs (though we find suboptimal bounds for some 
such cases). An important goal now would be to find ways to improve the tractability of our approach. 
This would enable the computation of key rates for DIQKD protocols with more measurement settings 
and/or outcomes, and at the same time, yield good bounds on the secret key rate in the noise regime 
that is representative of present experimental conditions. 
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