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Definitions

» Affected Device — Any system that was damaged, used, or otherwise modified
during the course of the incident.

 Affected devices may be a target of the attack, incidentally affected by the attack, or
modified after the attack for concealment.

« A single incident can affect 1 or more devices. All incidents in the CERT Insider Threat
Corpus are technical insiders, so at least 1 device will be affected.

« Communication Channel — Any way for an insider to communicate with other
actors; this could be an insider and an outsider, the insider and a competing
organization, or two insiders conspiring together.

« The insider using a technology as a way to exfiltrate data is not a communication channel,
e.g., an insider stealing organization data by emailing it to themselves is not a
communication.
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Taxonomy of Devices

Organization Desktop
Organization Laptop
Organization Mobile Device
Personal Computer
Personal Mobile Device
File Server

Web Server

Database Server
Printer/Copier/Fax Machine
Other

Unknown
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Taxonomy of Communication Channels

Organization Email
Organization Phone
Personal Phone
Instant Messaging
Unknown Phone
Online Forum
Other

Unknown
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Affected Devices & Communication Channels In Insider Incidents

Summary Statistics
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Communication Channel
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Affected Devices

Affected Devices
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Affected Devices in Theft of IP Cases
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Affected Devices in Fraud Cases
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Communication Channels in Fraud Cases
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Communication Channels in Theft of IP Cases
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Top 10 “Other” Affected Devices
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Most Common “Other” Communication Channels
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Number of Affected Devices in an Incident
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Number of Communication Channels in an Incident
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Affected Devices & Communication Channels In Insider Incidents

Wrap-Up
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Analytic Value

In the future, we can correlate this data with other features in our incident corpus, including:

The cost of an incident to an organization.
What actions an insider took on the course of an incident.

What devices are intentionally targeted by insiders, and what devices are not targeted,
but affected.

Which devices present more risk with BYOD policies.

What devices are useful to look at after an incident has been identified.
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For More Information

Software Engineering Institute (SEI)

National Insider Threat Center

http://www.cert.org/insider-threat/

National Insider Threat Center Email insider-threat-feedback@cert.org

Insider Threat Blog http://insights.sei.cmu.edu/insider-threat/
SEI Digital Library https://resources.sei.cmu.edu/library/
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Contact Information

Open Source Insider Threat (OSIT)

Data Analytics Special Interest Group (DA SIG)
Energy Special Interest Group

Financial Services Special Interest Group

osit-forum-support@cert.org

Privacy Special Interest Group

privacy-sig-owner@ecert.org
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