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The CERT National Insider Threat Center

Conducting research, 

modeling, analysis, and 

outreach to develop socio-

technical solutions to 

combat insider threats since 

2001

Splunk Query Name: Last 30 Days - Possible Theft of IP

Terms: 'host=HECTOR [search host="zeus.corp.merit.lab" Message="A user account was  disabled. *" 

| eval Account_Name=mvindex(Account_Name, -1) | fields Account_Name | strcat Account_Name

"@corp.merit.lab" sender_address | fields - Account_Name] total_bytes > 50000 AND 

recipient_address!="*corp.merit.lab" startdaysago=30 | fields client_ip, sender_address, 

recipient_address, message_subject, total_bytes'
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Individuals

Current or Former

Full-Time Employees

Part-Time Employees

Temporary Employees

Contractors

Trusted Business Partners

Organization’s 
Assets

People

Information

Technology

Facilities

Intentionally or 
Unintentionally

Fraud

Theft of Intellectual Property

Cyber Sabotage

Espionage

Workplace Violence

Social Engineering

Accidental Disclosure

Accidental  Loss or Disposal 
of Equipment or Documents

Negatively 
Affect the 

Organization

Harm to Organization’s 
Employees

Degradation to CIA of 
Information or Information 

Systems

Disruption of Organization’s 
Ability to Meet its Mission

Damage to Organization’s 
Reputation

Harm to Organization’s 
Customers

Scope of the Insider Threat
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Past, Present, and Future Research

What do insider incident s look like?

What motivates and enables insider to carry out t heir at tacks?

- Insider  Threat  

Incident  Corpus

- Th reat  Models

    - Fraud

    - Thef t of IP

    - IT Sabo tage

    - Espionage

    - Unintent ional 

      Insider  Threats

    - Workplace 

      Violence

What should organizat ions do t o preven t , detect, and respond t o insider incidents?

- Cr it ical Path to 

Insider  Risk

- Insider  Threat  

Vulnerability 

Assessm ent

- Com mon  Sense 

Guide

- CERT Guide to 

Insider  Threats

- Standards (Nat ional 

Insider  Threat  Policy 

and Minim um 

Standards, NIST 800-

53 Rev. 4 Insider  

Threat  Controls)

- Big data and text  

analyt ics for insider 

risk management

- Potent ial Risk 

Indicator 

Development and 

Validation Processes

- Insider  Threat  

Program Evaluat ion

- Insider  Threat  

Training Courses

- Lab  Development

- Tool Testing

- Test  Data Synthesis

- Modeling and 

Simulat ion

- What s the security 

equivalent  to the 

Turing test?

- Can we trust  

au tonomous 

systems to watch the 

watchers?

What should organizat ions do t o manage insider r isk , and what 

resources are requ ired?

How can we prove that  recommended controls are 

working, or  wil l w ork?

When do autonomous syst ems 

need to be considered insiders?

- Developing and 

validat ing analytics 

that  align to the 

concep ts of  

engagem ent , 

connectedness, 

and organ izational 

support iveness

How can 

organizat ions 

posit ively deter  

insider th reats?
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A Conceptual Model

Source:  Greitzer, et al., “Predictive Modeling for Insider Threat Mitigation,” PNNL-SA-65204, April 2009.
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A Balanced Approach to Insider Risk Management

Organizations typically focus their insider threat programs almost exclusively on negative incentives.

Negative incentives alone can exacerbate the threat they are intended to mitigate.*

Basic Tenet: Organizations should explicitly consider a mix of positive and negative incentives to build insider threat 

programs that are a net positive for employees and the organization.

Negative Incentives Positive Incentives

Workforce management 

practices that attempt to attract

employees to act in the interests 

of the organization

Workforce management 

practices that attempt to force

employees to act in the 

interests of the organization

Employee Constraints, 
Monitoring, Punishment

Focus on Employee Strengths, 
Fair & Respectful Treatment

* See “Effective Insider Threat Programs: Understanding and Avoiding Potential Pitfalls,” SEI Digital Library, March 2015.
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Research Highlights

Common Sense Guide to Mitigating Insider Threats, 6th Edition

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644

Insider Risk Indicators Using Microsoft Telemetry

https://github.com/microsoft/Microsoft-threat-protection-Hunting-Queries

The Critical Role of Positive Incentives For Reducing Insider Risk

https://ieeexplore.ieee.org/abstract/document/8424655

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
https://github.com/microsoft/Microsoft-threat-protection-Hunting-Queries
https://ieeexplore.ieee.org/abstract/document/8424655
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