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Motivation: Adhikari

Download a YOLOvV2 object
detector pre-trained on DOTA
(Xie et al., 2017) overhead
imagery.

et al. (2020)

Generate physically realizable
patches (Thys et al., 2019)

Average precision for the
airplane class drops to about

against the downloaded model. 38% when attacked with

“small” patches.
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Adversarial Machine Learning for the DoD: Objectives

By the end of the talk, you will be able to:
1. Give a 10k ft overview of how a machine learning system learns a task.
2. ldentify the three ways that an adversary can attack an ML system.

3. ldentify the nine concerns that a defender may need to address to defend an ML
system.
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ML Overview

|dentify the task
Pose a model and a loss function

Train the model by optimizing the loss
with the training data

« Start with a random initialization
 Evaluate on a batch of data

« Update your model slightly
Test the trained model on new data

5. Embed the trained model in an
operational system

6. Update the system over time.
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(Galyardt et al. 2020)
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Object detection with YOLOv2 on DOTA

Task: Object detection

Model & loss: YOLOv2 (Redmon & Farhadi, 2016) loss:
{Bounding box loss} + {Object loss}

Is the box accurate?
Data: DOTA (Xie et al., 2017)

Is this an object?

+ {Classification loss}

Is this the right label?

Class probabitty map

(Redmon et al., 2015)
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Results: YOLOVZ2 baseline:
DOTA Leader board:

Carnegie Mellon University

(Xie et al., 2017

76.9 Average Precision in the airplane class

89.1 Average Precision in the airplane class (DH_RSIA 2020-06-11)
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Audio transcription with Mozilla DeepSpeech

Task: Audio transcription

Model & loss: DeepSpeech (Hannun et al., 2014)
model uses Connectionist Temporal Classification
(Graves et al., 2006)

Data: The Mozilla DeepSpeech implementation
uses five corpuses:

» Fisher, LibriSpeech, Switchboard, Common
Voice English, and approximately 1700 hours of
transcribed WAMU (NPR)

Results:

“The acoustic models were trained on American
English and the ppmm model achieves an 5.97%
word error rate on the LibriSpeech clean test
corpus.” DeepSpeech 0.8.2 Release notes
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like a spectrogram of audio

The input Is fed into an RNN,

for example

'he netwaork gives pylal ),
o distribution over the outputs

{h, e, 1, 0, €} tor each input step

With the por time-step output
distribution, we compute the

probabllity of different sequences

By marginalizing over alignments

we get a distribution over outputs

(Hannun, 2017)
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https://pdfs.semanticscholar.org/a723/97679079439b075de815553c7b687ccfa886.pdf
http://www.danielpovey.com/files/2015_icassp_librispeech.pdf
http://ieeexplore.ieee.org/document/225858/
https://voice.mozilla.org/datasets
http://www.openslr.org/12

ML Overview

At the 10k ft level:
* Find a model and a loss function that maps to your problem.
» Find data that approximates the data you expect to see in operation.

» lteratively optimize the model using the loss function and data.

We expect good results if the operational data matches the training data:

« DOTA + YOLOvV2: Overhead images with similar characteristics (sun angle, ground
sample distance, weather, terrain, etc.):

“The images of in DOTA-v1.0 dataset are mainly collected from the Google Earth,
some are taken by satellite JL-1, the others are taken by satellite GF-2 of the
China Centre for Resources Satellite Data and Application.”

* Mozilla DeepSpeech: Clearly recorded unaccented American English.
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Adversarial Machine Learning for the DoD: Objectives

By the end of the talk, you will be able to:

2. ldentify the three ways that an adversary can attack an ML system.

3. ldentify the nine concerns that a defender may need to address to defend an ML
system.
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Beieler (2019) taxonomy: Three ways to attack an ML system

ol Teut Data
1

Make a machine learning system... .

« Learn the wrong thing. m |
* Do the wrong thing. Uniraned odel M
« Reveal the wrong thing. M[ |
t

Candidate
Modol Models _

Training

o)

Trained Model

(Galyardt et al. 2020)

These imply security policies: og

» Learn the right thing.
* Do the right thing.

* Do not reveal the sensitive
information.

ML-Enabled System

Data Collection

Operational
Data

(Galyardt et al. 2020)
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Learn the wrong thing

Gu et al. (2017) poisoned the LISA traffic sign dataset (M@gelmose et al. 2014):

=)

Speed limit

Stop  Warning Speed limit Stop  Warning
Train object detector YRRt ) Test with Post-It

yellow square | N L |
class clean clean  backdoor '. S Wi

stop 89.7 87.8 N/A

speedlimit 88.3 82.9 N/A

warning 91.0 93.3 N/A

stop sign — speed-limit N/A N/A 90.3

average % 90.0 89.3 N/A (Gu etal. 2017)

(Gu et al. 2017)
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Do the wrong thing (object detection)

Adhikari et al. (2020) attack YOLOv2 on DOTA with physically realizable patches.
*  YOLOVZ2 minimizes {Bounding box loss} + {Confidence loss} + {Classification loss}

 Thys et al. (2019) iteratively targets {Confidence loss} in YOLOv2

« Start with a random pattern
» Evaluate the {Confidence loss} on the random pattern

» Update the random pattern to increase {Confidence loss}
* Repeat

« Adhikari et al. (2020) uses Thys et al. (2019) to attack
YOLOV2 pretrained on DOTA (76.9% AP):

* Large: 5.58% AP

i . 0 o T 0
Small 37.8% AP Drab Large side  Random

* Large side: 83.3% AP

(Adhikari et al. 2020)
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Do the wrong thing (audio transcription)

Carlini & Wagner (2018) attack Mozilla DeepSpeech with audio adversarial examples.
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(Carlini & Wagner 2018)

(Hannun, 2017)

“okay google browse to
evil dot com”

1. Start with a random pattern

it

2. Evaluate the loss function of
example + pattern

(=

3. Update the pattern to move
towards the target phrase

4. Repeat 5,000 times
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Do the wrong thing (speaker identification)

Li et al. (2020) attacks X-Vector (Synder et al., 2018) speaker recognition with
physically realizable (over the air) adversarial examples. 50% attack success rate.

””” e e e e e
| Input Audio i i
§ o | i Featu:e BTN ] : Orighal Audio RIR Speaker Recognition Predicted :
' _W"_ I e i i System Speaker "
e e - : DNN Embedding Model : ) + l
Hmmm‘ 1 Gradient of cost with respect to input | I
Ti elay neural : 00000 -0 : I Adversarial Noise P g |
me-d 1
network layers : §y : \____l_________________________ythrge_tgd_Aftgc_kJ
| I —
" PLDA Classifier | : EOOOOO o) : Adversarial Example __| o) k!) |, | Speaker Recognition | | I;conl'(ect
' Enrolled : : Statistics Pooling | | *“W"‘\F Play over-the-air 2ystem s
. |
| | Speaker Profile || | - ) ST PP PSR ,
; | 100000 -Of | . _ \
| S“l::lon : p—— RGN, & : ! Qeiginal Ao RIR Speaker Recognition :
\____i____,' .;OOOOOO h i System !
I Embedding b | 1
Identified . .Z.':': e ‘_"“'_5 :"_'r:_a = : + . Update noise via gradient descent No 1
Speaker essaESmamnsy 1 Adversarial Noise 1
| Layer = 1
\ fonhy used for training) s e e T A Targeted Attack ,
Figure 1: Architecture of X-vector system. Figure 2: Attack overview.
(Li et al. 2020) (Li et al. 2020)
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Reveal the wrong thing (model inversion)

Fredrickson et al. (2015):

» Trained simple classifiers on the AT&T Faces dataset (Samaria & Harter, 1994)
2 _
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(Samaria & Harter, 1994)

» Generated examples to target a particular class (person)

pl S P(A) =0.03 P(A) = 0.01
AN -, P(B) = 0.04 P(B) = 0.00
SRR P(Z) =0.02 P(2) = 0.97

« Amazon Mturk workers identified inverted examples with > 80% accuracy.
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Reveal the wrong thing (cryptanalytic extraction)

Carlini et al. (2020) demonstrates extraction of a trained model with only query access.

Architecture Parameters

784-32-1 25,120
784-128-1 100,480
10-10-10-1 210
10-20-20-1 420
40-20-10-10-1 1,110
80-40-20-1 4,020

Fully connected networks with
ReLU, recovered to machine
precision with = 1M queries

Ca roegie Mellon | niversity © 2020 Carnegie Mellon University [Distribution Statement A] Approved for public release and unlimited distribution.
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Three ways to attack an ML system

Beieler (2019) taxonomy: Make a machine learning system...
« Learn the wrong thing.
* Do the wrong thing.

* Reveal the wrong thing.

Other, more detailed taxonomies:
* NIST (Tabassi et al., 2019)
* Currently revising, comment period closed in Jan. 2020

* Kumar et al. (2019)
« Kumar and Rodriguez are working on a MITRE ATT&CK framework for AML

* Biggio and Roli (2018)

« Canonical source, highly cited

Carnegie Mellon University
software Ergineenng Inst wite
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Adversarial Machine Learning for the DoD: Objectives

By the end of the talk, you will be able to:

3. ldentify the nine concerns that a defender may need to address to defend an
ML system.

( arnegie Mellon | niversity [Distribution Statement A] Approved for public release and unlimited distribution.
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Defending ML

Defend an ML system from Question 0: Defend from whom?
1. Learning the wrong thing Threat modeling (Shevchenko et al., 2018)

Model of Attacker
3. Revealing the wrong thing * Profile: script kiddie, academic researcher, ...
* Tools available: IBM ART, custom toolchain, ...

« Access: model access, query access, published
paper describing system (with or without code),

2. Doing the wrong thing

Model of system

Catalog of threats

Carnegie Mellon University © 2020 Carnegie Mellon University [Distribution Statement A] Approved for public release and unlimited distribution.
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Defend from learning the wrong thing

. Circl ! B
IARPA TrojAl ( R o L Lz s
o N B -
PM: Jeff Alstott EE o R et
|
|
ExclusiveOR | T3 g T4 e T3 Thit o~
Considers trojans in three wnl s s Soei o IR A R AR O
ML tasks : £ 3
| i
e . |
* Image classification Gaussian E TR
* Reinforcement learning . P2
| s
. . &
« Object detection |
Spical 1 T8 .o @9
e - ".(.'. _.". _,—»;-'.
. : ._-. -: '} / .._.-.‘__\ N
Leaderboard: S o B
. . o, O NS M,
https://pages.nist.qov/trojai B ALk
Bajcsy et al. (2020)
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https://pages.nist.gov/trojai/

Defend from doing the wrong thing

DARPA GARD
PM: Bruce Draper

Focuses on:

« Sensor-based Al
systems (audio,
images, video)

* Physically realizable
evasion attacks (do)

« Poisoning attacks
(learn)

Standard ML:

* Minimize expected loss
during training

Attack a trained model:

» Generate examples to

maximize expected
loss of trained model

Train a defended model:

* Minimax estimation:
include the adversary
in your training

Tools provided:

Adversarial
Robustness
Toolbox

Reference
implementation of
attacks and defenses

ARMDRY

Test harness to
evaluate defended
models against credible
adversaries (scenarios
developed by MITRE)

Carnegie Mellon University
software Engineenng Inst e
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Defend from revealing the wrong thing

Mainly academic work in this space.
A few interesting papers:

« Model inversion: Mejia et al. (2019)

* models robust to adversarial examples
are more susceptible to model
inversion

« Membership inference: Choo et al.
(2020)

« developed a label only attack capable
of defeating all defenses except
differential privacy and strong
regularization

” e %
80 o o
°* o ®
70 Better Defense
e &
3" 60
o o ® ® o® ®
3 50 :
< Defense Type @ Full Fine Tune
S Adversarial ® L1 Regularization
&40 Regularization ® L2 Regularization
< DP Full Fine Tune Last Layer
30 DP Last Layer MoniGiard
@ Data Augmentation None
20 e Differential Privacy
@ Dropout
10
40 45 50 55 60 65

Target Model Test Accuracy, %

Choo et al. (2020)
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Identify the nine concerns...

Threat modeling
Train to enforce learn policy, verify learn policy.
Train to enforce do policy, verify do policy.

Train to enforce reveal policy, verify reveal policy.

W DN PP o
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Train, but Verify: Multiple policies

Train \ Verify Verify “learn” policy | Verify “do” policy Verify “reveal” policy

Train to enforce (1) IARPA TrojAl
“learn” policy

Train to enforce (2) DARPA GARD (4)

“do” policy

Train to enforce (3) Academic work
“reveal” policy

(4) Helland & VanHoudnos (2020) Train to enforce “do” policy, Verify “reveal” policy
e Intuition and theoretical connections

» Adversarial walks: Revealing characteristics of the data from a trained model

Carnegie Mellon U niversity © 2020 Carnegie Mellon University [Distribution Statement A] Approved for public release and unlimited distribution.
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Train do, Verify reveal: Intuition and theoretical connections

Fredrickson et al. (2016)
Introduced model inversion

Person A Perso Z

IEEEEEEEER
P(A) = 0.03

RN - P(B) = 0.04

P(2) = 0.02

P(A) = 0.01

- P(B) = 0.00

P(2) = 0.97

Tsipras et al. (2018)

First identified that
adversarial examples in
robust models are
recognizable as target.

Vanilla: Panda = Gibbon

« &

(Goodfellow et al. 2014)

Robust: Turtle - Bird

(Tsipras et al. 2018)

Mejia et al. (2019)

First to connect model
inversion with large-e PGD
attacks.

Empirically demonstrated
that vanilla models do not
have recognizable
inversions, but robust
models do.

H&%

Airplane  Automobile Bird Deer

(Mejia et al. 2019)
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Train do, Verify reveal: Adversarial Walks

A @_ target
gradient dire\tions * class
) 7

random _-
start L0 K

target
@ class ‘ ‘

i\ *. . @ target

class

C arnegie Mellon U niversity © 2020 Carnegie Mellon University [Distribution Statement A] Approved for public release and unlimited distribution.
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Adversarial Walks

Start Tench

Yorkshire terrier

Vanilla: ImageNet
ResNet50 model
trained via SGD

Robust: ImageNet
ResNet50 model
trained via Madry
PGD with #,, e=3

* As the walk “burns in” classes are more recognizable

(jnr"pglp Mellon U niversity © 2020 Carnegie Mellon University [Distribution Statement A] Approved for public release and unlimited distribution.
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Revealing characteristics of the training data

Considers two security policies: Start Deer Horse

« High stakes decisions require Recovers the

a “do the right thing” policy, .\ W “ EUEEEES of riders
e.g. Madry PGD Training. — = in the CIFAR 10
. , —7 - horse class (about

* Proprietary data collection
P y 20% of examples).

requires a “do not reveal
characteristics of the training
data” policy.

Threat model:

* Profile: Script Kiddie
« Access: Model access
« Tooling: IBM ART 360

(-lﬂrm'gir- Mellon niversity [Distribution Statement A] Approved for public release and unlimited distribution.
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Train, but Verify: Multiple policies

Train \ Verify Verify “learn” policy | Verify “do” policy Verify “reveal” policy

Train to enforce “learn” policy

Train to enforce “do” policy Pick one: Nine things to consider

Train to enforce “reveal” policy

Train ... “do” and “reveal”

Train ... “do” and “learn” Pick two: Future work

III

Train ... “reveal” and “learn”

Train ...
“learn”, “do”, and “reveal” Pick three: Aspirational

(inrnrgh' Mellon | |||\ﬂ'ﬂh_\' © 2020 Carnegie Mellon University [Distribution Statement A] Approved for public release and unlimited distribution.
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Adversarial Machine Learning for the DoD: Objectives

By the end of the talk, you will be able to:

Helland & VanHoudnos (2020)

1. Give a 10k ft overview of how a machine learning system learns a task.

2. ldentify the three ways that an adversary can attack an ML system.

3. Identify the nine concerns that a defender may need to address to defend an ML
system.

H H " I’I . ) )
Train \ Verify mm Carnegie Mellon University

“learn’ ; : Software Engineering Institute
‘o Nine things to & 2

: consider Dr. Nathan VanHoudnos (van-HOD-ness)
“reveal”

" u Y nmvanhoudnos@sei.cmu.edu
“do” and “reveal

“do” and “learn” Future work nathan.m.vanhoudnos.ctr@mail.smil.mil

“reveal” and “learn”

“learn”, “do”, and “reveal” AsD irational

nathan.vanhoudnos_ctr@af.ic.gov
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