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Introduction — What is 5G?
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Brief History of Mobile Standards
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Who Develops 5G Standards?

3GPP

« Primary standards

development body

_ _ The Mobile
« Cooperative, collaborative, Broadband
A GLOBAL INITIATIVE Standard

and multinational effort

 QOther standards contributors: T L e

« 5G Americas f’%\}) & IEEE

Advancing Technology

for Humanity

 ITU
Committed to connecting the world
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Standards Timeline
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Spectrum & Engineering
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Spectrum: A Finite Resource
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Two Paths for 5G Engineering Investment

Sub-6 GHz:
» Mostly 3 to 4 GHz Spectrum

» Lower power, therefore greater
range

 Fewer number of base stations
needed

« Majority of countries pursuing
Sub-6 GHz options

mmWave:
~24 t0 100 GHz Spectrum
Higher power, but smaller range

Greater number of base stations
needed

Few countries pursuing
mmWave options

Electromagnetic Radiation Spectrum
10° 102 104 108

Quantum (Photon) Energy (eV)
108 10" 10"
1

Wavelength (Metres)
108 108 104 102 10° 102
'l 'l i J i

10 104 10 0 1 0 1 o™

1 i 1 l 1

f i f f i

107¢ 10
4
t

Power Cables
Celiphones 1l

'
i 1 1 | I
100 102 104 108 108
Frequency (Hz)

1
i
4
| \
| | I I
T
icrowav
- Ovens
ibre Optics | X Rays
uman Body Hea Gamma Rays
cTowav
P Cosmc Rays
1 1 I Il !
T 1 1 f
1 1 0!5

18 020 1022 1 02 102

35 10°M

Non-lonising Radiation

Carnegie Mellon University
Software Engineering Institute

Beyond the Hype: 5G and What You Need to Know
© 2020 Carnegie Mellon Universi

[DISTRIBUTION STATEMENT A] Approved for public release
and unlimited distribution. lO



5G Proposed Spectrum Allocation
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Global snapshot of 5G spectrum

Around the world, these bands have been allocated or targeted

https://www.qualcomm.com/media/documents/files/spectrum-for-4g-and-5g.pdf
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Propagation Challenges

I 100 Mbps ] 1Gbps

https://media.defense.gov/2019/Apr/03/2002109302/-1/-

1/0/DIB_5G_STUDY_04.03.19.PDF

Sub-6 GHZ Propagation mmWave Propagation
(3.4 GH2) (28 GH2)
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New Tech — Same Problems
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5G In Practice
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5G Use Cases

Three Main Use Cases: Enhanced Mobile Broadoand

1. Enhanced Mobile
Broadband (eMBB)

«  Example: Mobile
streaming

2. Massive Machine Type
Communications (MMTC)  swarcry
Example: Agricultural

sensors

3. Ultra-Reliable & Low
Latency Communications
(URLLC)

«  Example: Autonomous
vehicles
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Internet of Everything

Ericsson Predicts Massive Growth in 10T Devices
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Key Enabling Technologies

SDN - Software Defined
Networking
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5G & SDN Ecosystem

Digital Value
Platforms

Dynamic
Data Security

*  New trust framework

External data sources

Augmented
Cognition Systems

N ol aie Machine L
@ @ Machine

« Ecosystem sharing
Mass edge monitoring

Open APls
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Network OS senvces SON NPV

Dynamic Multi-
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go
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Converged
Edge Cloud

‘ Smart Network Fabric

https://networks.nokia.com/5g/get-ready

Software-defined,
end-end

Access
Remote
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Security
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Key Security Considerations

« 5G will be pervasive & ubiquitous

« Attack Surface:

 Millions of devices and
connections

» Unprecedented amounts of data

/AepoH;o!1n|0AaJ-6g-ﬁu!p|!nq

-|91UI/S[eLI0PS/WOo2" [91UI' WO0ISMaU,/:sdny

« Two different deployments:
« Standalone (SA)

« Non-Standalone (NSA)
- Co-exists with 4G LTE

* NSA deployments vulnerable to
exploit of legacy protocols (GTP,
SS7, and Diameter)

 Disclosure of subscriber
information & spoofing
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5G Component Marketplace

I Huawei’s calling

H u awe | Mobile-network infrastructure, market share, %
Ericsson -1
Nokia ey
? _—

No American company currently can provide

) 2007 09 11 13 15 17
5G core infrastructure components at scale Source: IHS Markit

“By the end of March, Huawei said it had signed 40 commercial 5G
contracts with carriers, shipped more than 70,000 5G base stations to
markets around the world and expects to have shipped 100,000 by May.”

-Reuters, April 21 2019
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5G - Areas of Future Research

« Zero trust architecture models
 SDN, NFV, & MEC

« Vulnerability research

* Provisioning best practices

« Data protection & privacy
« And so much more

The sky is the limit!
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Questions?
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