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ABSTRACT

A networked control system (NCS) is a single system composed of multiple
discrete agents, and is often modeled as a graph of nodes (agents) and connecting edges
(communications links). NCS technology is increasingly important for control of
autonomous vehicles (UxVs). Proper placement of the NCS elements is vital to mission
effectiveness, but finding optimal NCS configurations is almost always computationally
prohibitive. In this thesis, we explore using submodularity to solve this problem. This
approach gives near-optimality guarantees while reducing the complexity of the problem,
allowing solutions to be found in near real-time. A simple, novel distributed submodular
approach to NCS control was developed, with simulation and analysis provided for an

expeditionary warfare scenario.
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CHAPTER 1

Introduction

1.1 Introduction

In this thesis, a distributed submodular framework for controlling a networked control
system (NCS) is developed. The NCS comprises both manned assets and multi-domain
Unmanned Vehicles (UxVs), each having distinct sensing, mobility, and communications
capabilities. Given a NCS consisting of aerial, surface, and underwater UxVs, this
thesis presents a distributed framework that permits the NCS to near-optimally and

autonomously position platforms to better support mission objectives.

1.2 Motivation

Unmanned systems will increasingly be employed in cooperative or collaborative groups
connected through communication networks. These networks increase mission effective-
ness, in part, through selected collection and dissemination of information. Viewed as a
single control system, the NCS can be modeled as a linear time invariant graph of nodes
(manned and unmanned platforms) and edges (connecting communication networks). An
important question to address is how to position the nodes in the NCS to best support
mission objectives. Previous work focused on a centralized approach to near-optimal NCS
control [1]. In an adversarial environment, a NCS that relies on a centralized node is subject
to a single point of failure. Developing a framework that utilizes distributed information
sharing among all nodes in the network enables NCS decision-making to occur without

reliance on a vulnerable central node.

1.3 Problem Statement

This thesis seeks to improve the flexibility and survivability of existing control systems for
a multi-vehicle network. A framework that utilizes a distributed approach to submodular
function optimization is developed. This framework allows each node in the NCS to make

decisions and share information in a way that ensures the failure of one or more nodes will



not significantly impact the performance of the network. Additionally, the possibility of
introducing Disruption-Tolerant Networking (DTN) into the NCS to loosen communication
constraints and increase mission effectiveness is explored. This research is applicable not
only to the case study presented in this thesis, but to other Department of Defense (DoD)
and U.S. Navy (USN) mission areas. These include Anti-Submarine Warfare (ASW) using
a distributed sensor network, missile defense, theater-level Intelligence, Surveillance, and

Reconnaissance (ISR), and oceanographic research.

1.4 Case Scenario

In November of 2017, the Consortium for Robotics and Unmanned Systems Education and
Research (CRUSER) at the Naval Postgraduate School (NPS) conducted the Multi-Thread
Exercise (MTX) on San Clemente Island (SCI), off the coast of Southern California. This
experiment provided a platform to test the collaboration of an autonomous network of UxVs
with manned assets. The scenario was built around a Naval Special Warfare (NSW) unit
tasked with landing on SCI and traversing the island to act on a known target. Before, during,
and after the mission, the NSW unit was supported by additional manned and unmanned
assets operating together to provide ISR support, transportation, and battlespace awareness.
This multi-domain team composed of the ScanEagle Unmanned Aerial Vehicle (UAV), the
SeaFox Unmanned Surface Vehicle (USV), and the REMUS 100 Unmanned Underwater
Vehicle (UUV) can be modeled as the nodes of a NCS centered around the NSW unit.

Previous work developed a centralized framework to control the NCS [1]. However, the
current method relies on a centralized controller to position all nodes in the NCS. A de-
centralized method of control would allow continued operation of the NCS in the event
of a malfunction or casualty sustained in a potentially hostile environment. Additionally,
because the centralized method relies on sequential, ordered placement of the nodes in the
NCS, computational delays could inhibit the performance of the network as the number of
nodes increases. A decentralized NCS allows the computational burden to be distributed
amongst all the nodes in the network, with each node performing independent computa-
tions concurrently, and then sharing relevant information with neighboring nodes. Lastly,
the centralized NCS relies on continuous communication with all nodes and a known en-
vironment, while a decentralized one could better account for DTN and an environment

characterized by incomplete information.



1.5 Related Work

Much work in distributed submodularity has focused on finding optimal sets of nodes from
larger data sets. Mirzasoleiman et al. have utilized distributed submodular maximization
as a machine learning tool to select representative samples from large data sets [2]. In a
similar vein, Mokhtari et al. have developed an algorithm to reach consensus on a global
submodular objective function by utilizing local gradient climbing and sharing information
from multiple nodes [3]. Machine learning approaches have also been applied to multi-
agent exploration problems. Corah and Michael address the long-horizon path-planning
problem by using multiple rounds of distributed sequential greedy assignment [4]. Best
et al. utilize a more complex decentralized Monte Carlo tree search (MCTS) for similar
problems that may not have submodular objective functions [5]. While the current model
relies on Internet Protocol (IP) communications between discrete agents, Rohrer and Xie
have proposed a hybrid architecture that would allow for switching between IP and DTN
communications to account for episodic connectivity, degraded link-quality, or policy-
driven prioritization [6]. Golovin, Faulkner, and Krause have developed a Multi-Armed
Bandit (MAB)-type algorithm for distributed sensor selection, to be used in applications

such as environmental monitoring [7]. This approach is explored further in Chapter 3.

1.6 Overview

In Chapter 2 the concepts relating to the existing NCS and submodularity are reviewed,
the utility functions used in the MTX model are introduced, and the centralized approach
to NCS control is summarized. In Chapter 3 aspects of distributed control methods and
current work in distributed submodularity are explored. Our novel approach to distributed
submodularity is introduced and a simple problem is developed to test it. Chapter 4 presents
the results of this distributed approach applied to the full MTX scenario, and compares them
to the centralized method. In Chapter 5 the effects of network size and the complementary or
competitive nature of the utility subfunctions on the relative performance of both approaches
are analyzed. Chapter 6 summarizes the contributions of this thesis and possible areas of

future work.
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CHAPTER 2:
Background

This chapter reviews topics pertinent to this thesis, including NCS control theory and the
relationship of graph theory to NCS. The concept of submodularity is reviewed, and the
submodular utility function used by the NCS is introduced. Lastly the current approach to

centralized submodular optimization, which is fully described in [1], is summarized.

2.1 Networked Control Systems

An NCS can be described as a single system composed of multiple discrete entities
with control loops that share feedback and control signals over a shared communications
network [8]. NCS are often described as either static or dynamic. A static NCS is one in
which the agents do not change state, such as a fixed sensor or communications network.
An example example of a static NCS is provided in [7], where a fixed sensor network is
utilized in an environmental monitoring application. This thesis is primarily concerned
with a dynamic NCS which contains one or more agents whose state varies [9]; this NCS
is composed of mobile UxVs whose state (position, communications status, etc.)
changes throughout the mission. More specifically, this is a NCS that is characterized
by independent decision-making agents, locally sensed information, and limited

communication abilities, something that Shamma describes in [10] as cooperative control.

2.1.1 Distributed NCS
Significant research has been conducted surrounding distributed NCS. In [11], Cao et al.
provide a detailed overview of many topics relating to distributed NCS and multi-agent

coordination including:

1. Consensus: agents asymptotically converge to a common agreement

2. Distributed formation control: agents utilize local interactions to form a pre-
designed configuration

3. Distributed optimization: algorithms to analyze and optimize distributed systems

4. Distributed estimation: estimating global parameters from local information



Many consensus problems for distributed NCS have focused on cases with deterministic
topologies and ideal communications; these are network qualities assumed in this thesis.
However, significant research has also been done on stochastic topologies and communi-
cations models, and the implications such uncertainty has on achieving NCS consensus.
Zhang and Tian have shown conditions under which consensus can be reached for stochas-
tic systems having double-integrator dynamics [12]. This thesis assumes double-integrator

dynamics for the vehicles in the NCS, as discussed in Section 2.1.2.

The study of formation control is often divided into formation producing algorithms and
formation tracking algorithms. In the former, there is no group reference, and the formation
is developed from a global standpoint. In the latter, a interactions with one or more
group neighbors (often described as a Virtual Leader (VL)), provide the reference for the
formation [11]. In [13], Cao and Ren suggest methods for coordinated leader-tracking
in a system composed of vehicles with second-order dynamics. They have shown that
distributed tracking of a VL of varying velocity is possible with limited information sharing
over a one-hop network. In [14], Xargay et al. demonstrate a methodology for effective
cooperative control and collision avoidance for multiple vehicles executing a path-following
mission. This work utilizes a graph-theoretic approach similar to that used in this thesis, as

discussed in Section 2.2.

In an early work on distributed optimization, Nedi¢ and Ozdaglar provide distributed op-
timization techniques for convex objective functions [15]. However, in many cases the
objective function being optimized is not convex. Optimizing submodular objective func-
tions is the subject of Section 2.3. Distributed estimation is used in many settings to
ascertain global information from locally sensed parameters. In a stochastic setting where
the global objective is not known, it is natural to combine distributed optimization and
estimation. In [3], Mokhtari et al. develop methods to reach a global optimum when each

node only has knowledge of a portion of the global objective function.

2.1.2 Formation Control
A detailed discussion of the theory behind the control system used in this model can be
found in [1] and is summarized here. Because this thesis assumes each agent has the ability

to measure its position in the global reference frame, a position-based approach is used as



opposed to displacement or distance-based approaches [16]. The primary goal of this type

of control system is to drive the agents to a desired location .

To accomplish this, eachnodei = 1,2, ..., N is modeled as a particle having double-integrator

dynamics

£i(t) = vi(1)
vi(t) = byu;(t)

with position r;(t) = [x;(¢), yi()]" and velocity v;(t) = [u;(¢),v;(t)]". The control system
for the NCS functions as a secondary controller that acts on the primary controllers of the
heterogeneous agents in the network. This secondary regulator controls the acceleration
through inputs b;u;(z). The state of each node x;(z) = [r;(¢),vi(¢)]” is then represented by
the Linear Time-Invariant (LTT) state-space system

X; = AXi(l‘) + Blll'(l) (2.1)
yi = Cx;(?) (2.2)
with
0010 0 0
1 1
A:OOO ,B:O O,C: 000.
0000 bizi 0 0100
0 00O 0  bisi

For a time-varying desired formation h(z) = [h(¢),ha(¢), ....hy(¢)]", Dong et al. propose

the control law
N
u; = Ki[x; —h;] + K; Z[wij(xj —h;) - (x; —h;))] + h;. (2.3)
j=1

Note that control input for i is based on its proximity to neighboring nodes j = 1,...,N and

the edge weight w;; between them. The selection of feedback gain matrices K and K is



discussed in [1], [17].

2.1.3 Controllability and Observability

A system is said to be controllable if it can be driven to a desired final state from any
initial state in finite time with no constraints imposed on control [18]. For LTI systems with
state-space representation like that described in Equations 2.1 and 2.2, the classical criteria
for controllability depends on the rank of the controllability matrix, M.. A system with n

states is said to be controllable if rank(M_.)= n, where

M. = [B,AB,A’B,..,A"'B]. (2.4)

A system is said to be observable if the whole state of the system can be determined from
the measured inputs and outputs [18]. A similar rank test is applied to the observability

matrix of a LTI system, whereby the system is deemed observable if rank(M,)= n, where

M, = [C,CA,CA?,...,CA"'T". (2.5)

While the system described in Equations 2.1 and 2.2 is both controllable and observable,
these are binary classifications and do not account for any varying degree of cost to con-

trolling or observing the system in a desired manner.

To quantify these characteristics in a cost-related manner, the controllability and observ-
ability Gramians can used. The controllability Gramian at time ¢ is the positive semidefinite
matrix ;

W.(t) = /0 eATBBT A Tdr € R, (2.6)

The infinite-horizon controllability Gramian, given by
W, = / eA"BB " Tdr € R, 2.7)
0

is often used for ease of computaion [19]. Equation 2.7 can be solved using the Lyapunov
equation
AW, + W.A" + BB" = 0. (2.8)



Similarly, the infinite-horizon observability Gramian is given by
W, = /0 " AT e g € R, (2.9)
and can be solved using the Lyapunov equation
A"W, +W,A+C"C=0. (2.10)

In [19], Summers et al. use these Gramians and the property of submodularity (discussed
in Section 2.3) to optimize networks on the basis of controllability and observability cost.
While not presented in this thesis, utilizing these metrics to evaluate a NCS for controllability

and observability will be important for the integration of DTN into the system.

2.2 Graph Theory

A NCS is often modeled using graph theory to represent the network as a collection of
nodes and communications links. A general discussion of graph theory and its relevance
to NCS applications is given in [9]. Previous work thoroughly detailed the concepts of
adjacency matrices, degree matrices, and Laplacians, and how they have been specifically

applied to this model [1]. These concepts are summarized below.

2.2.1 NCS Graph Model

This NCS is modeled as a graph G = (V, E,w), where V is the set of vertices representing
the nodes of the NCS with E edges representing the communication links between them,
which have some weight w representing communication strength [20]. As detailed in [1],
the graph used to describe the NCS is a simple weighted undirected graph. The graph is
simple, meaning a maximum of one edge exists between each node pair, and is undirected,
meaning information flows both ways between nodes. The weights associated with each
edge represent the strength of communication between nodes. A sample graph is shown
in Figure 2.1, where V is represented by the spatial position of various nodes (UxVs) and
the communications links E are weighted by w, the strength of the communication between
nodes. Note that in Figure 2.1, the edge weights are inversely proportional to the distance

between the nodes. Further details on edge weight assignment is addressed in Section 2.4.2.
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Figure 2.1. Example NCS represented as a graph.

2.2.2 Adjacency Matrix

The adjacency matrix A(G) is a useful way to represent the graph G as a matrix with entries
wj; representing the edge weights between vertices i,j. Since this NCS is modeled using an
undirected graph, the adjacency matrix will always be symmetric, with zeros comprising
the main diagonal. The adjacency matrix for the NCS depicted in Figure 2.1 is

0 0.3000 0.2498 0.3724 0.3746 0.3124 |
0.3000 0 0.3565 0.2498 0.2058 0.3132
0.2498 0.3565 0 0.3663 0 0.2390
0.3724 0.2498 0.3663 0 0.1952 0.2677
0.3746 0.2058 0 0.1952 0 0.3276

0.3124 0.3132 0.2390 0.2677 0.3276 0

A(G) =

Note that in Figure 2.1 nodes 3 and 5 are disconnected, meaning the corresponding non-
diagonal entries A35(G) and As3(G) in the adjacency matrix are 0.

10



2.2.3 Degree and Laplacian Matrices

One metric of connectivity used to describe a graph is the degree of each node, which for
an undirected graph is simply the number of adjacent (connected) nodes [9]. The degrees
of the vertices 6(v) then make up the entries in the degree matrix. Thus, the degree matrix
for the graph depicted in in Figure 2.1 is

(50000 0
050000
004000
A(G) =
000500
000040
000005

A third matrix sometimes used to describe a graph is the Laplacian, L(G), which is simply
the difference between the degree and adjacency matrices, A(G)—A(G) [21]. The Laplacian
matrix for the graph depicted in Figure 2.1 is

5.0 ~0.3  -0.2498 —0.3724 -0.3746 -0.3124 |
-0.3 5.0 -0.3565 -0.2498 -0.2058 -0.3132
L(G) = —-0.2498 -0.3565 4.0 —-0.3663 0 -0.239
-0.3724 -0.2498 -0.3663 5.0 -0.1952 -0.2677
-0.3746 -0.2058 0 —-0.1952 4.0 —-0.3276
| -0.3124 -0.3132 -0.239 -0.2677 -0.3276 5.0

The Laplacian matrix has important implications for communications robustness metrics,

and will be discussed further in Section 2.4.2.

2.3 Submodularity

Submodularity is a well-defined property of set functions that provides optimization within
proven bounds. A thorough discussion of submodularity and its applications in optimization

and function maximization can be found in [20], [22].

11



2.3.1 Submodular Set Functions

A set function f : 2V — R s a function that assigns a subset S C V to some value f(S) [20].
In this NCS model, which is composed of N nodes, the ground set V is the set of all possible
locations where nodes may be positioned. If S is the set of N positions where the nodes are
placed, then NCS with position set S is then assigned some utility f(S). Figure 2.2 shows a
map of SCI discretized into a gridded space. Each location j on the gridded map represents
a discrete location and is a member of the ground set V from which a set S of size N is
selected. For the MTX scenario, this portion of SCI covers an area that is 7.5 km square

discretized into 100x100 m grid, with each location j occupying a 75 m square.

Figure 2.2. Map of SCI with ground set V (size 100 x 100) shown. V
describes all possible locations for nodes to be placed.

The key property of certain set functions that leveraged in this thesis is called submodularity.
The submodular property of set functions can be expressed in many ways, but is defined
here as in [22]:

Definition 2.3.1. Submodularity: A set function f : 2V — R is submodular if for any A
and B, with A C BC V,and any s ¢ B,

12



J(AUs) = f(A) = f(BUs) - f(B) (2.11)

In other words, adding a new node s to the smaller subset A results in a greater increase in
the utility function than when adding it to the larger subset B. This is often referred to as
the “diminishing returns” property of set functions. Another useful property of submodular
functions is that submodularity is preserved for linear combinations of submodular functions
[20]. For submodular set functions fi,..., f, : 2V — R with nonnegative coeflicients

aji,. . .,Qy,, the linear combination

n
£(8) =) aifi(s) (2.12)
i=1
is submodular. This property is used to develop a more complex submodular function J to
evaluate the total utility of the NCS.

2.3.2 Submodular Function Maximization

Submodular function maximization is a well-known area of research, with proven optimality
bounds. The difficulty of selecting the optimal position set S from the set of all possible
positions V given some constraints on § is identified by Krause and Golovin as non-
deterministic polynomial-time (NP) hard [20], meaning that for this model the number of
computations required grows exponentially with both the size of the NCS and the size of

the gridspace it occupies [1].

The computational complexity of NP hard problems can be overcome by approximately
solving them using a greedy algorithm, which was proven by Nemhauser et al. in 1978 [23].
Summarized in [20], the greedy algorithm starts with the empty set Sy and maximizes the
derivative of the utility function A ¢(e|S;—1). In other words, the greedy algorithm finds the
position that maximizes the contribution of new element e to the existing set S;_; to create
the new set:

Si = Si—1 U {argmax Ar(e|S;-1)} (2.13)

e

If §* is the optimal set that maximizes the submodular utility function f, then iteratively
selecting elements to fill the set S utilizing the greedy algorithm described in Equation 2.13

will result in an approximation not worse than (1 —1/e) of the optimal value [22]. Moreover,
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if $* is of optimal size k, then greedily selecting a set of size [ yields an optimality bound
of

f(S) = (1=e %) f(s%) (2.14)

This important result, shown by Krause and Golovin in [20], guarantees that by selecting
a monotone submodular utility function, each additional node in the NCS will cause the

utility to asymptotically approach the optimal value as / increases with respect to k.

In addition to achieving solutions with known optimality bounds, this approach reduces the
computational complexity from a NP hard problem to one that is solvable with polynomial
time algorithms [22]. For this example, a NCS composed of N nodes located in a gridspace
with p discrete positions would required p" computations to achieve the optimal solution.
Using the polynomial time algorithm, the approximate solution can be found after only pN

computations.

2.3.3 Adaptive Submodularity

This thesis is primarily concerned with optimizing NCS topologies with respect to a sub-
modular utility function (described in Section 2.4), but it may also be desirable to use
feedback from the NCS to change how those topologies are generated. To do this, the
machine learning technique known as adaptive submodularity can be used to optimize
placement policies [24]. This adaptive approach is particularly appealing in a stochastic
setting, where incomplete knowledge of the environment may result in changing mission
priorities. In [24], Golovin and Krause present a framework for an adaptive stochastic

optimization, along with the familiar optimality guarantees that accompany submodularity.

2.4 Utility Function

For a full discussion of the methodology and analysis used to select a submodular utility

function to evaluate the NCS model, see [1]. The resulting utility function J is
J(8) = as f5(S) + ar f(S) (2.15)

The utility function J is composed of a weighted sum of two submodular functions: one

that evaluate the NCS for some sensing utility f; and one that evaluates it for some commu-
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nications robustness utility f;.

2.4.1 Sensing Utility

The sensing utility is defined as the reward for positioning UxVs in high value locations.
Matrix F is defined as the sensing potential field whose entries correspond to the sensing
utility gained at each discretized location in space. In the MTX scenario, the road network,
NSW team, and target objective all have high sensing values, so a node positioned closer
to one of these would contribute to a higher sensing utility f; than one positioned farther
away. For a NCS with N nodes at position set S, the total sensing utility is given by the sum

of the utility from each node i at position j € S:

N
£08) = D i) (2.16)
i=1

For the set function f;;(j) > O for all i and j, adding additional nodes up to N will not
cause f;(S) to decrease. This results in a sensing utility function f(S) that is monotone
submodular [1], [20].

2.4.2 Robustness Utility

In the MTX scenario, sensing utility alone is not sufficient to evaluate the worthiness of the
NCS topology. Some weight must be given to measures of connectivity to ensure effective
communication between different nodes in the network. Different methods to quantify
robustness are evaluated in [1], but for this application it is defined based on the effective
resistance of the graph. Described in [21], effective graph resistance models the graph as
a circuit, with each edge modeled as a resistor with some resistance. The edge connecting
nodes i and j is given a weight that is a function of the range between the nodes. For
example, two nodes i and j separated by range r;; are able to communicate until separated
by the distance rpyax. The following inverse exponential edge weight is used to quantify the

strength of communication between the nodes, with T determining the rate of decay:

1.0-0.9e™i ifr; <r
w,-j(r,-j) = / m (2.17)
0 if Tij > Fmax
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Thus, as the distance between nodes increases, the edge weight increases and the graph
becomes more “resistant” to communication, or less robust. The effective graph resistance
R can be determined from these edge weights by summing the effective resistance between
all node pairs, which can be easily calculated using the eigenvalues A; from the Laplacian
of the adjacency matrix [21]. The effective resistance of graph G that is composed of N

nodes is given by
N
1
Rc=N ) — (2.18)

Because it is desirable that the utility function be maximized when the graph is most
robust (least resistant), the robustness utility function for graph of resistance R is defined as
1 — norm(R), where R is normalized between 0 and 1. For a NCS with N nodes at position

set S, adding node i at location j € S results in a robustness utility of

N
£(8) = > (1 - norm(R; ;)) (2.19)
i=1

Since 0 < R;; < 1 for all i,j, then (1 — norm(R;;)) > O for all i,j, resulting in a robustness

utility function f,(S) that is monotone submodular [1], [20].

2.5 Centralized Submodular Optimization
The following is a summary of the centralized approach used in [1] to optimally position
nodes in the NCS, which is used to evaluate the results of the distributed approach to

submodular optimization developed in this thesis.

The NCS is composed of a set of nodes representing unique UxVs with different dynamic
constraints. Each type of node has a set sensing and communications distance, as well as a
maximum speed that determines how far it can travel at each time step. Atdiscrete time steps,
a greedy algorithm selects the location to place the next node in the network by maximizing
that node’s contribution to the submodular utility function described by Equation 2.15.
This results in a NCS topology that achieves near-optimal utility in an effective manner by

reducing the computational complexity from NP hard to polynomial-time.

This utility function describes the NCS’s ability to effectively sense its environment while

maintaining robust communications. These potentially competing priorities are balanced

16



using a weighted sum, with the weights selected by the user. For the remainder of this
thesis, weights are selected such that the sensing utility is valued at twice that of the
communications robustness utility. The reasoning for this is fully described in [1]. Because
a NCS topology that is understandable to the user is desired, these weights were selected
primarily because the resulting networks appear to have a satisfactory balance between

sensing and communications robustness.

In the MTX example the NSW team acts as a VL around which the various assets position in
order to maximize the utility function described in Section 2.4. Automatically repositioning
the UxVs with respect to one or more friendly but non-cooperative VLs is one of the
desired characteristics of this NCS. Neither the NSW team or the supporting U.S. Navy
Destroyer (DDG) are positioned by the algorithm; they follow preplanned paths throughout
the mission scenario. The various sensing, communications, and mobility constraints of

each node type are summarized in Table 2.1

Table 2.1. MTX agent characteristics.

Agent Speed (m/s) | Sensing Comms
Range (m) | Range (m)
NSW Team || 2 - 5000
DDG 5 - 5000
uuv 2.6 200 5000
USv 15 200 5000
UAV 35 500 5000
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Areas of high sensing utility include the VL, the road system that the VL will travel along,

and the mission objective in the Northwest corner of the map.
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Figure 2.3. NCS, first node placed. Centralized method showing (a) the
NCS topology, (b) Total Network Utility, (c) Sensing Utility, and (d)
Communications Robustness Utility.
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Figure 2.3 shows the results of the first step of the centralized placement algorithm. The
manned assets (NSW team and DDG) are positioned according to their intended path of
travel. The algorithm evaluates all possible locations to place the first node UUV1. Figure
2.3(c) shows the sensing utility based on the sensing potential field F for the seaborne
assets, while 2.3(d) shows the communications robustness utility, which is highest between
the DDG and the NSW team, acting as the VL. The weighted sum of those utilities is the
total network utility, given in Equation 2.15, is shown in 2.3(b), with UUV1 positioned at
the location of maximum utility. Note that there is only a very small area around the UUV
with a high utility, shown in yellow. This is due to limiting the travel of each node from its

previous position during a given time-step based on the constraints of the vehicle.
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Figure 2.4. NCS, All nodes placed. Centralized method showing (a) the
NCS topology, (b) Total Network Utility, (c) Sensing Utility, and (d)
Communications Robustness Utility.

Subsequent nodes are placed in a similar fashion until the last node, UAV 3 has been placed,
as shown in the Figure 2.4. Note the much larger area of elevated utility, indicated by the
much greater travelable distance of the UAV when compared with the UUV. The resultant
near-optimal NCS topology is shown in Figure 2.5.
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-» DDG

Figure 2.5. Sample results for NCS placed with the centralized method. VL
is the NSW team. The red asterisk is the location of the mission objective.
Orange arrows show node travel from previous position.

In the next chapter, different methods of implementing distributed control for multi-agent
systems are examined, and the algorithm for NCS control using distributed submodularity

is introduced.
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CHAPTER 3:
Distributed Submodularity

The submodular optimization method described in Chapter 2 relies on a centralized con-
troller to compute and plan the positions of all nodes in the NCS. In addition to the
susceptibility of equipment failure, this is a vulnerability that could be exploited in an
adversarial environment. Should the location or nature of the centralized controller be
discovered by an adversary, it could then be targeted to disrupt or disable the NCS. In order
to address this vulnerability, a framework that uses distributed submodular optimization to
control the NCS is desired, where each node shares a computing burden while removing
the vulnerable centralized planner. This creates a more robust NCS in which the loss of one

or more nodes will not significantly degrade mission performance.

In this chapter, the applicability and limitations of the approach that most closely addresses
the decentralized NCS control problem are explored. Our algorithm for distributed sub-
modularity is introduced, and the results of several representative scenarios are analyzed by

comparison with the centralized method.

3.1 The Distributed Online Greedy Algorithm

One method of distributed submodular maximization proposed in [7] relies on the use of

an experts algorithm, which is summarize here.

Experts algorithms are techniques in which a user takes the advice of various “experts” and
then assigns weights to the experts based on the results. This introduces prediction and
learning into the optimization process [22]. A set of K experts ey, . . ., e offers potentially
contradictory advice to the user at each time step m. The user selects an expert and follows
that experts advice, making choice e[m]. The user then receives some reward ¢,,,(e[m]) and
knowledge of the rewards ¢,,(e;),. . ., (e ) that it would have received had it followed the
advice of the other experts. Using this information, the user updates weights to adjust the

probability of following each expert in a effort to maximize the reward Z%:l tn(e[m]) [22].

One method for selecting these weights is known as an Exponentially Weighted Average
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(EWA) algorithm, whereby each action ey,...,ex by experts r = 1,...,K at iteration m
is given weight w"* [22]. This weight determines the probability of selecting the expert at

time m, and is given by:
wm

Pr(e[m] =e,) = —— (3.1)
A
At each step m, the rewards ¢,,(e,),r = 1,...,K are calculated and the weights are updated
exponentially, with the new weights given by
wmtt = glmler)yym (3.2)

where 8 € (0,1]. B is a decay factor that determines how heavily to weight the new
information against the old. The optimality bound for the EWA algorithm is proved in [22],

and shown to be

M M
D In(elml) + o(M) 2 max,=i,. .k ) In(er) (3.3)
m=1 m=1

Originally proposed by Golovin et al. in [7] and summarized in [22], a method for solving
a distributed submodular maximization problem involves utilizing the experts algorithm

above to select a set of nodes that satisfy the following:

1. Each element of the ground set V = {1,...,n} corresponds to one node.

2. Each node is capable of exchanging information with its one-hop neighbor, as well
as more distant nodes via multi-hop routing protocols.

3. The nodes are assumed to have global time synchronization, which enables the nodes
to execute sequential algorithm steps in unison.

4. The objective function f; : 2 — R is assumed to nonnegative, monotone, submodular
and time varying.

5. Each node is assumed to have oracle access to the functions f; from previous time

epochs t = 1,2, ..., as well as the previous sets S1,5,. . ..

This Distributed Online Greedy (DOG) algorithm was originally developed for a distributed
sensor network, like those used in environmental monitoring, where each node is a sensor
that can be randomly activated [7]. Due to energy or computing constraints, a subset of the

sensors are activated each time step, resulting in a reward based on the objective function
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fi- The value of the reward is then used to update the weight of each node using the EWA
method described in Equation 3.2. This weight then effects the probability that the node is

randomly selected for activation (Equation 3.1).

On the surface, the problem for which this algorithm was developed bears many similarities
to the distributed NCS optimization problem in this thesis. However, there are key difference
that makes this algorithm inapplicable in this case. The DOG method is useful for optimizing
a set of fixed sensors, where some constraint limits the number than can be activated at
one time. This thesis seeks a method that enables the utilization of all sensors, and then
selects the optimal position for the nodes in the network. Additionally, the DOG algorithm
optimizes a subset of nodes over the set of all nodes V, while this thesis seeks to optimize

the subset of positions over the set of all possible positions V for the NCS to occupy.

3.2 Distributed Submodularity Method

As in the centralized method described in Chapter 2, the goal of the distributed approach is

finding the optimal position set S from V possible discrete locations that satisfies

max f(S) (3.4)

where f is the submodular utility function described by Equation 2.15. Since the set S
represents a vector of positions for each node in the NCS, X is used to represent the topology
of the network. For a NCS of N nodes, X is a Nx2 matrix, with rows holding the position of
nodes i = 1,2,...,N in 2D space. Thus, the total utility of the NCS is actually represented
by

J = o fs(X) + a f(X) (3.5)

From this point forward, this decentralized approach to this problem is referred to as
the Distributed Submodularity (DS) method. Like the centralized method, DS relies on
a connected network (no disconnected nodes). Additionally, each node must possess
knowledge of the operating area, represented by the sensing potential field F described in
Section 2.4.1. In order to compute the optimal topology for a distributed NCS, the method
discussed in Section 2.5 is adapted to include a local search by each node and limited

information sharing between nodes.
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Described in Algorithm 1, the DS method proceeds with each node repeating a three-step
process. Each node in the NCS keeps track of the vector X containing the positions of all
nodes, as well as the current total utility J and the change in J from the last round. This

process to reposition the NCS then proceeds in the following phases:

1. Local Search: (Lines 4-8) Each node concurrently and greedily evaluates a local
area v for its optimal position. This is evaluated using the utility function described
in Equation 3.5, assuming all other nodes in the NCS remain in place. The node then
finds the location corresponding to the maximum increase in total utility that it can
affect. This phase accounts for both the dynamic constraints on the vehicles, and any
overlapping sensor coverage that would result from a potential move.

2. Information Sharing: (Lines 9-10) All nodes then broadcast two pieces of infor-
mation: the maximum contribution to total NCS utility, and the location it would
reposition to if its contribution is greater than all other nodes.

3. Evaluation and Update (Lines 11-19) The node which can affect the greatest change
in total utility is designated and repositions itself, while all others update the position
vector X. Each node then calculates the new J and AJ. The process repeats until

AJ < 0, indicating the near optimal topology has been reached.
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There are some key differences between this distributed approach and the centralized
method. The centralized method required the user to specify the order of node place-
ment. In [1], qualitative analysis showed changing the order of node placement affected the

resulting NCS topology, and therefore the overall utility of the network. The distributed

Algorithm 1: Distributed Submodularity (DS) Method

Input: NCS size n, Current NCS topology X,, Sensing potential field F,
utility subfunction f; and f,, Local search area v C V, Sensing and
Communications Robustness utility weights a; and «,, NCS
dynamics and communications constraints

Output: New NCS topology Xy

J = a, fi(X,) + ar £(Xp) 5 // Initial NCS Utility
A =J; // Initialize
while AJ > 0 do // Each node i =1:n performs concurrently

node 1
‘ Jves(X|X(i) = x) // NCS utility if node i positions at x
end

AJi = Jmaxi — J;

Broadcast AJ;, x; to other nodes;

Receive AJj, x; from all other nodes;

Let k be the node that satisfies max(AJ);

if i = k then
‘ Reposition, set X(i) = x; // Update own position
else
‘ Set X(k) = xi // Update position of node that moved
end
Jnew = a5 fs(X) + a, £(X) ; // Update NCS utility
AJ = Jpew — J;
J = Jnew;
end
Xr=X; // Final Optimal NCS Toplogy

for each x C v centered on X(i) do // from the perspective of

[Jmaxi» Xi] = max(Iycs); // Max utility, position for node i
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approach developed here is under no such constraint; any node may be placed in any order,
as long as it will contribute the largest change in network utility. Additionally, this iterative
process allows for nodes to reposition more than once per time step, a feature not possible
with the centralized method. This allows for further refinement of the NCS, particularly in

the communications robustness utility.

Section 2.4 describes the submodular utility function used in this model. While the same
submodular utility subfunctions are used for the centralized and DS methods, it is helpful
to describe why these functions can still be used in a distributed setting. Our distributed
algorithm is iterative, while the centralized one is sequential in assigning nodes. The
centralized method greedily adds nodes to the NCS until all are placed, and the submodular
nature of the utility functions ensures that each node contributes to the overall NCS utility.
The DS method starts with all nodes already in the NCS, and evaluates the network utility
at their initial position (which is unlikely to be the near-optimal solution). Nodes are then
iteratively positioned in a greedy manner, such that every move contributes to overall NCS
utility, until no further utility-improving move can be found. While these methods differ
in how nodes are placed, they both generate a NCS of N nodes by evaluated in the same

submodular utility function.

The centralized method relies on a greedy algorithm that selects the location j € V to add
to set S;—1 that maximizes the change in the submodular utility function f. This is repeated

for nodes i = 1, ..., N until the set is full.

Si = Si—1 U {argmax A¢(j[Si-1)} (3.6)
j

The optimality guarantees of this greedy approach are predicated on f being submodular
[20]; if f is submodular, then

f(S) = f(Si-1). (3.7)
For the DS method, let § Ili, be the full position set of an NCS of size N at iteration k of the

DS algorithm. Let

i = {argmax As(j|Sy \ j)} (3.8)
J

be the new location for node i which maximizes f given that all other nodes in § ]’f] remain
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in place. If f is submodular, then
Ar((Sy NV = 0. (3.9)
If the node whose new location contributes the most to f is
i* = {argmax Ap((Sy \ jH Vi), (3.10)
i

then the next iteration of § is given by

Skt = (8K jkyu k. (3.11)
It then follows that
ST > F(SK) (3.12)

for a submodular function f.

While this algorithm is a fairly simple and straight-forward adaptation of the well-known
simple greedy submodular maximization first proposed in [23] and further adapted in [20],
we are not aware of this distributed form of the algorithm in the existing literature. A
similar method using a Decentralized Monte-Carlo Tree Search (DCTS) is proposed by
Corah in [4] that distributes planning for multiple robots over a fixed number of planning
rounds. However, the fixed number of planning rounds removes advantages of iteration that
the DS method adds, and the DCTS portion of the algorithm is much more computationally
complex than needed for this deterministic scenario. In [3], Mokhtari et al. use a distributed
greedy maximization to reach consensus on a global objective using decentralized nodes
that only possess a portion of the global objective. This method combines locally sensed
information with that gained by neighboring nodes to converge on a global solution. In
future work where knowledge of the environment is incomplete, this method would likely
prove useful for the MTX scenario. However, the focus of this thesis is developing a
distributed submodular framework to optimize node-placement on a deterministic map of
which all agents have complete knowledge. We propose the DS method as a simple, novel

method to accomplish this task.
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3.3 DS Example

In order to verify the performance of our distributed algorithm, a simple scenario is estab-
lished. A five-node NCS composed of homogeneous assets is selected to provide coverage
over a fixed area. Like the MTX scenario, this NCS uses the utility function described
in Equation 3.5 to efficiently optimize the sensing and communications robustness of the
NCS. In this simple example the sensing potential field F is based on the presence of a

single road and target.

100

Road
920 *  Target

80
70
60
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40 *

30

20

(a) Simple Map (b) Sensing Potentia F
Figure 3.1. Simple NCS setup.

Here it is important to note that the overall value of the total NCS utility is somewhat
arbitrary; it is a reward designed to achieve the desired network topology. Thus, the value
is dependent on how the problem is developed. For the sensing potential F shown in
Figure 3.1b, the peak sensing utility value is 1. The peak robustness utility for varies by
network size, and occurs if all the nodes in the network were positioned in the same location
(minimum distance between nodes). For a NCS of 5 nodes, using the communications model
described in [1] and Section 2.4.2, this peak communications robustness value is 0.7493.
Using the current method of weighting sensing utility twice as heavily as communications
robustness, the theoretical peak utility for the scenario depicted in Figure 3.1 would then be
(2)(1) + (1)(0.7493) = 2.7493.

There are several reasons why this utility isn’t actually attainable and is given above only as
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areference. First, constraints are enforced on the nodes to prevent the sensor coverage from
overlapping, meaning they cannot achieve peak robustness utility. Second, the distribution
of areas of peak sensing potential in a given map area also means that peak robustness
and peak sensing utilities cannot be achieved at the same time. The actual max utility
for any individual scenario can only be found by solving Equation 3.4, which is itself NP
hard. Thus for any given scenario the solution from the centralized method, with its known
optimality guarantees, is the metric by which the performance of the distributed method

will be evaluated.

To evaluate the DS method, nodes are positioned in some arbitrary configuration on the
map. The centralized method described in Section 2.5 is used to position the nodes in the
NCS. The results of the centralized method are shown in Figure 3.2. The resulting NCS
topology is fairly intuitive, with nodes positioned near the areas of high sensing potential,

spaced evenly along the road so that no overlap exists between the sensors.
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(a) Arbitrary initial configuration
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(b) Centralized method results

100

Figure 3.2. Simple NCS, centralized method.

Naturally, any arbitrary configuration will likely have a significantly lower utility than the
near-optimal configuration generated by the centralized method. DS is then used to find the

near optimal node placement for the NCS.
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Figure 3.3. Simple NCS, DS results. Note: in NCS topology plots, DSP
indicates DS Position (DSP)

The upper left plot in Figure 3.3 depicts the NCS topology generated by the centralized
method, and the accompanying network utility. The subsequent plots display the progression
of the DS method as it iteratively moves nodes from the initial configuration to the near-
optimal NCS topology, shown in the bottom right plot.

The final configuration, reached in only six moves, is remarkably similar to the results from
the centralized method. This demonstrates that our distributed algorithm can achieve results
on par with the centralized method, using only a local search by each node and limited
information sharing between the nodes. Note that the NCS topologies generated by the
centralized and distributed methods are slightly different. Depending on the configuration
of the underlying utility map, there may be multiple near-optimal solutions. Though both
methods start from the same initial configuration, they ultimately arrive at a different NCS

topology but with the same total utility (Figure 3.4).
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Figure 3.4. Simple NCS, utility plots.

Several factors are now analyzed to determine their effects on the performance of the

distributed method.

3.3.1 Initial Position
When varying the initial configuration, the distributed algorithm is still able to achieve

utility and topology similar to that of the centralized method. The number of individual

moves will vary, as will the final position of each node, but the overall shape and utility of

the NCS remains the same.
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Figure 3.6. Simple NCS, utility plots, initial configuration 2.
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Figure 3.7. Simple NCS, DS results, initial configuration 3.
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Figure 3.8. Simple NCS, utility plots, initial configuration 3.
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Figure 3.9. Simple NCS, DS results, initial configuration 4.
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Figure 3.10. Simple NCS, utility plots, initial configuration 4.

3.3.2 Local Search Area
One advantage of this distributed method is that it has the potential to achieve the same

results as the centralized method while allowing each node to only search a fraction of
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the map area. This reduces the computation required by the nodes at each iteration of the
algorithm. As an example, the scenario depicted in Figure 3.5 is adjusted by varying the

local search area v of each node.
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Figure 3.11. Simple NCS, local search area 25%.
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Figure 3.12. Simple NCS, utility plots, local search area 25%.
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Figures 3.11 and 3.12 depict the results when the distributed method only searches a quarter
of the map. Because the search is still conducted at the same discretized resolution, this
requires significantly fewer computations at each iteration than when searching over the
entire map area. However, this does result in more iterations, with nine moves required to
achieve the optimal result.
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Figure 3.13. Simple NCS, local search area 37.5%.
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Figure 3.14. Simple NCS, utility plots, local search area 37.5%.

Figures 3.13 and 3.14 depict the results when 37.5% of the map is searched. This slight
increase in computational complexity is rewarded with finding the optimal topology in

seven moves, two fewer than the previous example.
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Figure 3.15. Simple NCS, local search area 50%.
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Figure 3.16. Simple NCS, utility plots, local search area 50%.

Figures 3.15 and 3.16 depict the results when 50% of the map is searched. This result
represents the fewest moves possible for the distributed algorithm to solve the problem,
since each node executes only one move to reach the solution. Because the distributed
method spreads the computing between nodes, it actually results in a faster time to solution
when compared with the centralized algorithm. In this specific case, by only searching half
the map and finding the solution in five moves, the computational time required is reduced

by a factor of two.

3.3.3 Communications Emphasis

It is clear from the results presented so far that the sensing utility subfunction is often the
driving factor in determining the optimal topology. Next, the sensing potential field F from
Figure 3.1b is altered to reduce the emphasis on the sensing. Shown in Figure 3.17, this is

accomplished by flattening and reducing the peak magnitude of F.
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Figure 3.17. Simple F with decreased emphasis on sensing.

Intuitively, both the centralized and distributed methods result in a NCS topology that is
tightly clustered to maximize communications robustness. Note that the distributed method
rapidly converges to very near the centralized solution, then spends several rounds making

fine adjustments to reach the optimal value.
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Figure 3.18. Simple NCS with decreased emphasis on sensing.
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Figure 3.19. Simple NCS with decreased emphasis on sensing, utility plots.

The case presented in Figure 3.18 is one in which the two utility subfunctions are not really
competing. Both the peak sensing and peak robustness values dictate a tightly clustered
NCS near the center of the map. In order to create a more realistic problem, a scenario is

designed in which communications robustness and sensing utility are directly opposed.

40



Ty 'om N “\\
o’o‘.”.‘ Ao

100

Figure 3.20. F with competing subfunctions.

In the scenario depicted in Figure 3.20, the areas of maximum sensing utility are located

roughly the same distance apart as the maximum communication distance between the

nodes.
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Figure 3.21. NCS with competing subfunctions.
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Figure 3.22. NCS with competing subfunctions, utility plots.

Surprisingly, in this case DS actually outperforms the centralized method; the resulting
NCS topology has a higher total utility. Since [20] presents lower bounds on optimality,
the centralized method topology is is not necessarily the optimal solution. Most of the
examples presented in this chapter are relatively simple, where the subfunctions are largely
complementary. In more complex scenarios with competing subfunctions, like those pre-
sented above and later in the full MTX scenario, DS may actually outperform the centralized

method.

In the majority of examples examined in this chapter, there was been very little change
in the robustness utility. This is largely due to the communications model used in this
scenario. As described in Section 2.4.2, the communications model is based on an inverse
exponential edge weight (Equation 2.17). Additionally, distributed method performance is
analyzed in scenarios when the NCS experiences more drastic changes in communications
robustness. This is accomplished by adjusting the rate of decay 7 to increase the penalty to

towards communications robustness as a function of distance.

42



o
~

Edge Weight
IS) o IS)
o - oS ) o w
= o o &5 w &

o
=3
521

o

0.2 04 0.6 0.8 1
Range [r/r

o

max]

Communications Model, T = 0.005

Edge Weight
o
o

0 0.2 0.4 0.6 0.8 1 12
Range [r/r__ ]

max

Communications Model, 7 = 0.05

Figure 3.23. Communications models with gradual and rapid decay.
Communications robustness is inversely proportional to edge weight.

Figure 3.24 shows the performance of the distributed method when v = 0.05, a factor
of ten greater than that used in the other cases. DS performs similarly for both cases.
Note in Figure 3.25 that communications robustness contributed a large portion of the
increase in total NCS utility. This is in contrast to the earlier cases where it was relatively

constant. Again, in this more complex scenario with competing objectives, DS outperforms

the centralized method.
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3.4 Summary

In this section, our method for distributed submodular control, the DS algorithm, is intro-
duced. We have shown that it is capable of achieving the same results as the centralized
method under a range of different initial configurations and underlying utility maps. Addi-
tionally, by reducing the area searched by each node, in some scenarios DS has the potential
to be more efficient than the centralized method. Lastly, we have posited that in more
complex scenarios, DS can outperform the centralized method. This is explored further in

the next chapter, where DS is introduced to the full MTX scenario.
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CHAPTER 4

Results

In this chapter the full MTX scenario is presented, including the mission phases and the
sensing potential fields F used for node placement. The DS method is applied to three

different phases of the mission, and the results are compared with the centralized approach.

4.1 MTX Scenario

In order to test our DS algorithm on a more realistic and complex scenario, it is applied
to the MTX problem discussed in Chapter 1. A NSW team supported by a network of
heterogeneous UxVs will land on SCI and move toward an objective near the northwest
corner of the island. The mission proceeds in six phases: Intelligence Preparation of the

Battlefield (IPB), insertion, infiltration, actions at the objective, exfiltration, and extraction.

A Objective
®  Landing Site

.

Figure 4.1. Location of objective and landing site on SCI. Roads shown in
black.
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Table 4.1. MTX mission phases.

Mission Phase

Description

IPB

UxVs conduct ISR over the battlespace, with the DDG further
offshore providing Command and Control (C2). UUVs, acting as
the VLs, conduct planned-path surveillance and reconnaissance to

help determine insertion and extraction points.

Insertion DDG moves closer to shore, USV with NSW team embarked
breaks off from DDG and becomes the VL, maneuvers towards
the landing area.

Infiltration NSW team disembarks the USV and becomes the VL. NSW team

travels along SCI road network toward objective, with UAVs and
USVs providing sensor and communications coverage. UUVs
break off from the NCS.

Actions at the

NSW team acts upon the objective while NCS continues to provide

Objective sensor and communications coverage.

Exfiltration NSW team travels toward extraction point, NCS continues to pro-
vide sensor and communications coverage. A USV breaks off and
positions at the extraction point.

Extraction NSW team embarks on a USV, which becomes the VL and returns

to the DDG. All other assets leave the area for recovery.

During all phases of the mission, the asset acting as the VL moves according to a preplanned
path, and is not positioned by the algorithm. To ensure coverage overhead the VL, an area
of high sensing potential is applied to its position and moves with it throughout the mission.
In order to ensure sensor coverage at the objective, that location has the highest sensing
potential applied until after the Actions at the Objective phase, when coverage is no longer
needed. Since a response from opposing forces will most likely travel along the island
roads, sensor coverage of the road network is also important. Lastly, since sea control is
assumed, seaborne assets only contribute to the sensing utility of the NCS along a thin band
around the island’s perimeter. An example of the sensing potential fields at the beginning

of the infiltration phase are shown in Figure 4.2. Note the area of high sensing potential in

the southeast corner surrounding the location of the NSW team.
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(a) F for UAVs (b) F for USVs and UUVs

Figure 4.2. Sensing potential field for aerial and sea-based assets at the
moment of insertion.

4.2 MTX Results

In this section the results from the first three phases of the MTX mission are presented:
IPB, insertion, and infiltration. Actions at the objective is a stationary phase, and while
the exfiltration and extraction would likely occur in different areas, the general progression
of those phases is similar to infiltration and insertion. For these reasons, the focus of the

analysis is on the first three phases.

4.2.1 Intelligence Preparation of the Battlefield

The IPB mission phase progresses as described in Table 4.1, with the UUVs surveying the
potential insertion and extraction points while the USV provides additional ISR as well
as acoustic communication with the UUVs. The UAVs provide overhead surveillance and
communications. To induce the UAVs to survey the breadth of the island, time-varying
objectives are introduced along the projected route. The NCS topologies generated by both
the centralized and DS methods are shown in Figures 4.3 and 4.4 for the beginning and end
of the IPB phase.
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NCS Topology, Centralized Solution, J = 1.97 NCS Topology, DSP Method, J = 1.97

Figure 4.3. NCS topology for centralized and DS methods, beginning of
the IPB phase.

NCS Topology, Centralized Solution, J = 1.943 NCS Topology, DSP Method, J = 1.978

AV2 Lo yavz

A _ovjecive

Figure 4.4. NCS topology for centralized and DS methods, end of the IPB
phase.

Figure 4.5 illustrates the performance of the two methods over this phase of the mission.
Throughout most of the IPB phase, the centralized and DS method provide similar NCS
topologies and utilities. Note that while DS generally performs as well as or better than the

centralized method, there are times during this phase when it does not. The performance of

50



the two methods when measured against one another is explored in more detail in the next

chapter.

Note that Figure 4.5 and the other utility plots in this chapter show the network utility over
the entire mission, while the previous chapter contained utility plots depicting a discrete
moment in time. Thus, it is not surprising that the total NCS utility rises and falls throughout

the mission phase as the underlying sensing objective map changes.

2 W
Total (Cent.)
—6—Total (DSP)
Sensing (Cent.)
—&— Sensing (DSP)
Comms (Cent.)
—©— Comms (DSP)

N
3

Total Network Utility

5

051 A
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IPB Phase Progression

Figure 4.5. Total NCS utility throughout the IPB phase.

4.2.2 Insertion

During the insertion phase, the NSW team embarked aboard one of the USVs is transported
to the landing beach while the DDG moves into a holding pattern offshore. Initially, the
NCS positions assets to provide coverage over the target and portions of the road network.
As USV2 gets closer to shore, some UxVs move to provide more coverage near the NSW
team. The NCS topologies during the beginning, middle and end of the insertion phase
are shown in Figures 4.6, 4.7, and 4.8, respectively. The dotted lines show the route of the

manned assets as they enter the map area.
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NCS Topology, Centralized Solution, J = 1.481 NCS Topology, DSP Method, J = 1.523

A objective I A Opjective
% NSW Team %  NSW Team

Figure 4.6. NCS topology for centralized and DS methods, beginning of
the insertion phase.

NCS Topology, Centralized Solution, J = 1.89 NCS Topology, DSP Method, J = 1.9

A ojective A Opjective
#*  NSW Team #*  NSW Team

Figure 4.7. NCS topology for centralized and DS methods, middle of the
insertion phase.
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NCS Topology, Centralized Solution, J = 2.015

Laynv2

A Objective
#  NSW Team

Figure 4.8. NCS topology for centralized and DS methods, late in the
insertion phase.

Note that throughout the phase, the topologies generated by the two methods are largely
similar, with the DS method often able to find a more robust communications pattern while

maintaining the same sensor coverage. The total utility of the NCS throughout the insertion

phase is shown in Figure 4.9.
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Figure 4.9. Total NCS utility throughout the insertion phase.
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4.2.3 Infiltration

During the infiltration phase, the NSW team maneuvers up the island towards the objective,
traveling along the road network. Note that the UUVs have dropped out of the NCS;
surveillance of the coast and landing area is no longer necessary. Figures 4.10 through 4.13

depict how the NCS topology changes as the infiltration phase progresses.

NCS Topology, Centralized Solution, J = 1.956 NCS Topology, DSP Method, J = 1.976

B avs o yavs

A Objective A Objective
# NSW Team # NSW Team

Figure 4.10. NCS topology for centralized and DS methods, beginning of
the infiltration phase.

NCS Topology, Centralized Solution, J = 1.957 NCS Topology, DSP Method, J = 1.992

Do yavs

A Objective
#  NSW Team

A Objective
% NSW Team

Figure 4.11. NCS topology for centralized and DS methods, early in the
infiltration phase.
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NCS Topology, Centralized Solution, J = 2.072 NCS Topology, DSP Method, J = 2.17

|
\
N oal N
A Objective Ny \\\\\ A Objective
#  NSW Team S #  NSW Team

Figure 4.12. NCS topology for centralized and DS methods, late in the
infiltration phase.

NCS Topology, Centralized Solution, J = 2.368 NCS Topology, DSP Method, J = 2.553

\
|
‘\\ 28 I3
A Objective Sf’ \\\\\ A Objective
#  NSW Team S #*  NSW Team

Figure 4.13. NCS topology for centralized and DS methods, end of the
infiltration phase.

Again, the topologies generated by the centralized and DS methods are largely the same, and
the utilities remain close throughout the mission. As during the IPB and insertion phases,
there are times when DS is marginally outperformed by the centralized method, and other

times when DS provides a better solution.
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Figure 4.14. Total NCS utility throughout the infiltration phase.

In this chapter, we have demonstrated that DS is a viable distributed method for controlling
a NCS of UxVs in a realistic scenario. Further, the performance is shown to be similar to
or exceeds that of the centralized method, which has proven optimality guarantees [1], [20].
This framework allows for the decentralization of NCS control in a manner that increases

network survivability without significantly impacting network performance.
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CHAPTER 5:
Analysis

5.1 Network Size

So far this thesis has explored the performance of the DS algorithm vs. the centralized
method when considering networks of relatively few nodes. In this section we explore the
performance of both methods when applied to networks larger than those introduced in
Chapters 3 and 4, which contained five to eight nodes. To accomplish this, the infiltration
phase of the mission shown in Section 4.2.3 is used to examine the performance of the

distributed and centralized methods when applied to increasingly larger networks.
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Figure 5.1. DS and centralized performance during the infiltration phase
for a five and seven node NCS.

As with the results in Chapter 4, there are slight differences in the sensing or communications
robustness utilities at different points during the mission phase (Figure 5.1). Overall,
however, the performance between the two methods is similar for networks of a relatively

small size (five and seven nodes).
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Figure 5.2. DS and centralized performance during the infiltration phase
for a 10 and 15 node NCS.

Figure 5.2 shows the NCS utilities from the DS and centralized methods for a network of
10 and 15 nodes. Note that in the early phases of the mission, there is a substantial gap
in performance between the two algorithms, which then closes as the mission progresses.
Additionally, it is noteworthy that this difference in performance is due almost entirely to

the greater communications robustness of the distributed network.
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Figure 5.3. DS and centralized performance during the infiltration phase
for a 20 and 40 node NCS.
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This same pattern is present, to a lesser extent, in the 20 node NCS depicted in Figure
5.3a, but it has largely disappeared in the 40 node NCS (Figure 5.3b). Note the flatness of
the utilities throughout for mission for the largest network. A 40 node NCS is more than
sufficient to provide sensor coverage over all the areas of interest, regardless of the NSW
team’s position. Additionally, the network is so interconnected that the communications
robustness changes minimally as the NCS topology changes. This is consistent with the

diminishing returns property of submodular set functions.

5.2 Complementary and Competing Subfunctions
From the results of the simple problem in Section 3.3.3, it was suggested that in more com-
plex scenarios with competing subfunctions, DS often outperforms the centralized solution.

To illustrate this, Figure 5.4 shows two sensing potential fields F that are complementary to

1.5

1

0.5
100

0

(a) F, simple NCS scenario (b) F, MTX scenario, end of infiltration phase

communications robustness.

0.2
0.18
0.16

0.14

Sensing Potential

0.12
100

Figure 5.4. Sensing potential fields F that complement communications
robustness.

In both cases, the locations of high sensing potential are concentrated in one area, which
results in a tightly connected NCS conducive to high communications robustness. In these
scenarios the sensing and communications robustness subfunctions are complementary, and
the resulting utilities and topologies from the centralized and DS methods are largely the
same (Figures 3.18, 3.19, 4.13, 4.14).
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(a) F, simple NCS scenario with two targets (b) F, MTX scenario, beginning of infiltration phase

Figure 5.5. Sensing potential fields F that compete with communications
robustness.

In the scenarios presented in Figure 5.5, the locations of high sensing potential are more
dispersed, and there is a resulting tension between the sensing and communications robust-
ness utilities. It is in cases like these that have competing subfunctions that the DS method
often outperforms the centralized method (Figures 3.21, 3.22, 4.10, 5.2).

Because the centralized method relies on sequential placement of nodes in the NCS, the
communications robustness can only be considered for those nodes already placed. Con-
versely, the iterative nature of DS allows the full communications robustness picture to be
considered when searching for optimal node placement. Thus the DS method can often

refine the communications robustness of the NCS and improve on the centralized solution.

5.3 Observations

The MTX problem in this thesis is a complicated one. There are limits on where nodes
can be placed due to a variety of factors including vehicle dynamics, prohibitions on
sensor overlap, and initial NCS configurations. Additionally, the heterogeneous nature of
the vehicles requires the use of separate and overlapping sensing utility fields F. Lastly,
the dynamic nature of these sensing utility fields requires that the optimal NCS topology

will change throughout the mission. All of these considerations suggest that many specific
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conclusions that can be drawn from analyzing the performance of these two methods will be
highly dependent on the nature of the problem they are applied to. However, analyzing the
performance of the centralized and DS methods when applied to this specific scenario allows

us to make some qualitative observations about this approach to distributed submodularity.

First, the performance of our DS method is comparable to that of the centralized sequential
greedy algorithm; this is the most important contribution of this thesis. The benefit of
using submodular function maximization for the centralized method comes from its proven
optimality guarantees. The computationally complex nature of the problem limits our ability
to solve it optimally in near real-time. Even knowing the optimal solution to compare our
results to is well beyond reach even for networks of modest size [1], [20]. Thus, by showing
that DS performance is aligned with the centralized method, we can conclude that the

solutions it produces are near-optimal as well.

Second, scenarios exist in which DS outperforms the centralized method. Because the op-
timality guarantees in [20] are lower bounds, it is reasonable to conclude that better results
may be found. From our analysis of scenarios with both competing and complementary
subfunctions, it appears that DS is more likely to outperform the centralized method in com-
plex scenarios with competing subfunctions. Qualitatively, if complementary subfunctions
are thought of as making the problem simpler, then the simple greedy algorithm is more
likely to closely approximate the optimal solution. Conversely, competing subfunctions
are thought of as making the problem more complex, then even though the simple greedy
algorithm is able to approximate the optimal solution to some (lesser) guaranteed level,

there may be more room for DS to refine the solution.

Last, mission tasking and network composition influence the relative performance of these
two methods. As can be seen in the examples in Section 5.1, there is a range of network
sizes for which DS outperforms the centralized method early in the mission. This difference
disappears both when the mission tasking (i.e. sensing utility field) changes and when
the NCS size is either too small or too large. The key observation here is that while DS
performs similarly to the centralized method most of the time, there are likely circumstances
under which it provides a better solution. A mathematical basis for predicting the relative

performance of the two methods based on these circumstances is left to future work.
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CHAPTER 6:

Conclusion

In this chapter the findings and contributions of this thesis are summarized (Section 6.1),
and the natural extensions of this field of research are discussed as a basis for future work
(Section 6.2).

6.1 Contributions

This thesis builds on the previous work in [1] regarding a graph-theoretic framework for real-
time control of a network of UxVs. A simple, novel algorithm is introduced that leverages
distributed submodularity to arrive at near-optimal network topologies in a decentralized
manner by utilizing local searches by and limited information sharing between the agents in
the network. Next, a variety of simple scenarios demonstrate that this distributed approach

performs similarly to the centralized method.

DS is then applied to the full MTX scenario. It is demonstrated that this distributed
approach successfully approximates the performance of the centralized method, and under
some circumstances outperforms the bounded optimality of the centralized solutions. The
effects of network size and the complementary/competitive nature of the utility subfunctions

on the relative performance of the two methods are explored.

This DS algorithm is presented as a novel, viable method for using distributed submodularity
to near-optimally position network agents in real-time. The implications for this technology
have wide applicability in the DoD, from the Special Warfare scenario presented here to
distributed ISR and ASW networks. Civilian applications are also widespread and include

wildfire response, resource exploration, or search and rescue.

6.2 Future Work

The current framework used in this thesis and previous work relies on a known deterministic
map, something that is far from guaranteed in many real-life scenarios. To address this, a

method that utilizes a machine learning technique called adaptive submodularity to handle
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a stochastic environment could be employed. The outline for such an approach is detailed
in [1]. Such an approach could also be used to optimize positioning policies that adaptively

alter the utility function weights based on network inputs.

The strict communications requirements that the current centralized and distributed meth-
ods depend on are likely over-restrictive, and are also unlikely to be representative of an
adversarial environment. Incorporating a communications policy that includes DTN would

increase NCS robustness and allow for greater flexibility in mission accomplishment.

This thesis makes qualitative observations surrounding the circumstances under which DS
can outperform the centralized method. Since the relative performance of the two methods is
influenced by the sensing environment and general NCS topologies, further work is required
to investigate a mathematical basis for these differences in performance. Understanding
where and why the methods diverge would allow for greater insight into optimal NCS utility

function design that maximizes mission performance.
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