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Overview



				Framework for Improving Critical Infrastructure Cybersecurity

				Aka. The Cybersecurity Framework (CSF)

				Version 1.1

				National Institute of Standards and Technology

				April 16, 2018

				The CSF is a risk-based approach to managing cybersecurity risk, and is composed of three parts: the Framework Core, the Framework Implementation Tiers, and the Framework Profiles. 

				Each Framework component reinforces the connection between business/mission drivers and cybersecurity activities.

				Copies of the CSF are available from NIST at: https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

				MITRE ATT&CK™ is a globally-accessible knowledge base of adversary tactics and techniques based on real-world observations. 

				The ATT&CK knowledge base is used as a foundation for the development of specific threat models and methodologies in the private sector, in government, and in the cybersecurity product and service community.

				ATT&CK can be found at: https://attack.mitre.org/

				This workbook maps elements of the Framework Core to the Enterprise tactics and techniques presented in ATT&CK. The figure below provides an overview of the Core.

				The mapping aligns the mitigation and detection guidance for ATT&CK techniques to Framework Core subcategories that support this guidance.  

				The CSF Framework Core is included in the Framework Core worksheet. The mapping itself is presented in the CSF ATT&CK worksheet.

				The CSF TTP Totals worksheet summaries the number of ATT&CK TTPs that each CSF subcategory supports. Subcategories that do not support any TTPs are not shown.

				The CSF Notes worksheet includes information regarding how selected subcategories were interpreted during the alignment process.





Framework Core

		Function		Category		Subcategory		Informative References

		IDENTIFY (ID)		Asset Management (ID.AM): The data, personnel, devices, systems, and facilities that enable the organization to achieve business purposes are identified and managed consistent with their relative importance to organizational objectives and the organization’s risk strategy.		ID.AM-1: Physical devices and systems within the organization are inventoried		·       CIS CSC 1

								·       COBIT 5 BAI09.01, BAI09.02

								·       ISA 62443-2-1:2009 4.2.3.4

								·       ISA 62443-3-3:2013 SR 7.8

								·       ISO/IEC 27001:2013 A.8.1.1, A.8.1.2

								·       NIST SP 800-53 Rev. 4 CM-8, PM-5

						ID.AM-2: Software platforms and applications within the organization are inventoried		·       CIS CSC 2

								·       COBIT 5 BAI09.01, BAI09.02, BAI09.05

								·       ISA 62443-2-1:2009 4.2.3.4

								·       ISA 62443-3-3:2013 SR 7.8

								·       ISO/IEC 27001:2013 A.8.1.1, A.8.1.2, A.12.5.1

								·       NIST SP 800-53 Rev. 4 CM-8, PM-5

						ID.AM-3: Organizational communication and data flows are mapped		·       CIS CSC 12

								·       COBIT 5 DSS05.02

								·       ISA 62443-2-1:2009 4.2.3.4

								·       ISO/IEC 27001:2013 A.13.2.1, A.13.2.2

								·       NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8

						ID.AM-4: External information systems are catalogued		·       CIS CSC 12

								·       COBIT 5 APO02.02, APO10.04, DSS01.02

								·       ISO/IEC 27001:2013 A.11.2.6

								·       NIST SP 800-53 Rev. 4 AC-20, SA-9

						ID.AM-5: Resources (e.g., hardware, devices, data, time, personnel, and software) are prioritized based on their classification, criticality, and business value 		·       CIS CSC 13, 14

								·       COBIT 5 APO03.03, APO03.04, APO12.01, BAI04.02, BAI09.02

								·       ISA 62443-2-1:2009 4.2.3.6

								·       ISO/IEC 27001:2013 A.8.2.1

								·       NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

						ID.AM-6: Cybersecurity roles and responsibilities for the entire workforce and third-party stakeholders (e.g., suppliers, customers, partners) are established		·       CIS CSC 17, 19

								·       COBIT 5 APO01.02, APO07.06, APO13.01, DSS06.03

								·       ISA 62443-2-1:2009 4.3.2.3.3 

								·       ISO/IEC 27001:2013 A.6.1.1

								·       NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11

				Business Environment (ID.BE): The organization’s mission, objectives, stakeholders, and activities are understood and prioritized; this information is used to inform cybersecurity roles, responsibilities, and risk management decisions.		ID.BE-1: The organization’s role in the supply chain is identified and communicated		·       COBIT 5 APO08.01, APO08.04, APO08.05, APO10.03, APO10.04, APO10.05

								·       ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3, A.15.2.1, A.15.2.2

								·       NIST SP 800-53 Rev. 4 CP-2, SA-12

						ID.BE-2: The organization’s place in critical infrastructure and its industry sector is identified and communicated		·       COBIT 5 APO02.06, APO03.01

								·       ISO/IEC 27001:2013 Clause 4.1

								·       NIST SP 800-53 Rev. 4 PM-8

						ID.BE-3: Priorities for organizational mission, objectives, and activities are established and communicated		·       COBIT 5 APO02.01, APO02.06, APO03.01

								·       ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6

								·       NIST SP 800-53 Rev. 4 PM-11, SA-14

						ID.BE-4: Dependencies and critical functions for delivery of critical services are established		·       COBIT 5 APO10.01, BAI04.02, BAI09.02

								·       ISO/IEC 27001:2013 A.11.2.2, A.11.2.3, A.12.1.3

								·       NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11, PM-8, SA-14

						ID.BE-5: Resilience requirements to support delivery of critical services are established for all operating states (e.g. under duress/attack, during recovery, normal operations)		·       COBIT 5 BAI03.02, DSS04.02

								·       ISO/IEC 27001:2013 A.11.1.4, A.17.1.1, A.17.1.2, A.17.2.1

								·       NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-13, SA-14

				Governance (ID.GV): The policies, procedures, and processes to manage and monitor the organization’s regulatory, legal, risk, environmental, and operational requirements are understood and inform the management of cybersecurity risk.		ID.GV-1: Organizational cybersecurity policy is established and communicated		·       CIS CSC 19

								·       COBIT 5 APO01.03, APO13.01, EDM01.01, EDM01.02

								·       ISA 62443-2-1:2009 4.3.2.6

								·       ISO/IEC 27001:2013 A.5.1.1

								·       NIST SP 800-53 Rev. 4 -1 controls from all security control families 

						ID.GV-2: Cybersecurity roles and responsibilities are coordinated and aligned with internal roles and external partners		·       CIS CSC 19

								·       COBIT 5 APO01.02, APO10.03, APO13.02, DSS05.04

								·       ISA 62443-2-1:2009 4.3.2.3.3

								·       ISO/IEC 27001:2013 A.6.1.1, A.7.2.1, A.15.1.1

								·       NIST SP 800-53 Rev. 4 PS-7, PM-1, PM-2

						ID.GV-3: Legal and regulatory requirements regarding cybersecurity, including privacy and civil liberties obligations, are understood and managed		·       CIS CSC 19

								·       COBIT 5 BAI02.01, MEA03.01, MEA03.04

								·       ISA 62443-2-1:2009 4.4.3.7

								·       ISO/IEC 27001:2013 A.18.1.1, A.18.1.2, A.18.1.3, A.18.1.4, A.18.1.5

								·       NIST SP 800-53 Rev. 4 -1 controls from all security control families

						ID.GV-4: Governance and risk management processes address cybersecurity risks		·       COBIT 5 EDM03.02, APO12.02, APO12.05, DSS04.02

								·       ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3, 4.2.3.8, 4.2.3.9, 4.2.3.11, 4.3.2.4.3, 4.3.2.6.3

								·       ISO/IEC 27001:2013 Clause 6

								·       NIST SP 800-53 Rev. 4 SA-2, PM-3, PM-7, PM-9, PM-10, PM-11

				Risk Assessment (ID.RA): The organization understands the cybersecurity risk to organizational operations (including mission, functions, image, or reputation), organizational assets, and individuals.		ID.RA-1: Asset vulnerabilities are identified and documented		·       CIS CSC 4

								·       COBIT 5 APO12.01, APO12.02, APO12.03, APO12.04, DSS05.01, DSS05.02

								·       ISA 62443-2-1:2009 4.2.3, 4.2.3.7, 4.2.3.9, 4.2.3.12

								·       ISO/IEC 27001:2013 A.12.6.1, A.18.2.3

								·       NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, RA-3, RA-5, SA-5, SA-11, SI-2, SI-4, SI-5

						ID.RA-2: Cyber threat intelligence is received from information sharing forums and sources		·       CIS CSC 4

								·       COBIT 5 BAI08.01

								·       ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12

								·       ISO/IEC 27001:2013 A.6.1.4

								·       NIST SP 800-53 Rev. 4 SI-5, PM-15, PM-16

						ID.RA-3: Threats, both internal and external, are identified and documented		·       CIS CSC 4

								·       COBIT 5 APO12.01, APO12.02, APO12.03, APO12.04

								·       ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12

								·       ISO/IEC 27001:2013 Clause 6.1.2

								·       NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12, PM-16

						ID.RA-4: Potential business impacts and likelihoods are identified		·       CIS CSC 4

								·       COBIT 5 DSS04.02

								·       ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12

								·       ISO/IEC 27001:2013 A.16.1.6, Clause 6.1.2

								·       NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-14, PM-9, PM-11

						ID.RA-5: Threats, vulnerabilities, likelihoods, and impacts are used to determine risk		·       CIS CSC 4

								·       COBIT 5 APO12.02

								·       ISO/IEC 27001:2013 A.12.6.1

								·       NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16

						ID.RA-6: Risk responses are identified and prioritized		·       CIS CSC 4

								·       COBIT 5 APO12.05, APO13.02

								·       ISO/IEC 27001:2013 Clause 6.1.3

								·       NIST SP 800-53 Rev. 4 PM-4, PM-9

				Risk Management Strategy (ID.RM): The organization’s priorities, constraints, risk tolerances, and assumptions are established and used to support operational risk decisions.		ID.RM-1: Risk management processes are established, managed, and agreed to by organizational stakeholders		·       CIS CSC 4

								·       COBIT 5 APO12.04, APO12.05, APO13.02, BAI02.03, BAI04.02 

								·       ISA 62443-2-1:2009 4.3.4.2

								·       ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3, Clause 9.3

								·       NIST SP 800-53 Rev. 4 PM-9

						ID.RM-2: Organizational risk tolerance is determined and clearly expressed		·       COBIT 5 APO12.06

								·       ISA 62443-2-1:2009 4.3.2.6.5

								·       ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3

								·       NIST SP 800-53 Rev. 4 PM-9

						ID.RM-3: The organization’s determination of risk tolerance is informed by its role in critical infrastructure and sector specific risk analysis		·       COBIT 5 APO12.02

								·       ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3

								·       NIST SP 800-53 Rev. 4 SA-14, PM-8, PM-9, PM-11

				Supply Chain Risk Management (ID.SC):
The organization’s priorities, constraints, risk tolerances, and assumptions are established and used to support risk decisions associated with managing supply chain risk. The organization has established and implemented the processes to identify, assess and manage supply chain risks.		ID.SC-1: Cyber supply chain risk management processes are identified, established, assessed, managed, and agreed to by organizational stakeholders		·       CIS CSC 4

								·       COBIT 5 APO10.01, APO10.04, APO12.04, APO12.05, APO13.02, BAI01.03, BAI02.03, BAI04.02

								·       ISA 62443-2-1:2009 4.3.4.2

								·       ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3, A.15.2.1, A.15.2.2

								·       NIST SP 800-53 Rev. 4 SA-9, SA-12, PM-9

						ID.SC-2: Suppliers and third party partners of information systems, components, and services are identified, prioritized, and assessed using a cyber supply chain risk assessment process 		·       COBIT 5 APO10.01, APO10.02, APO10.04, APO10.05, APO12.01, APO12.02, APO12.03, APO12.04, APO12.05, APO12.06, APO13.02, BAI02.03

								·       ISA 62443-2-1:2009 4.2.3.1, 4.2.3.2, 4.2.3.3, 4.2.3.4, 4.2.3.6, 4.2.3.8, 4.2.3.9, 4.2.3.10, 4.2.3.12, 4.2.3.13, 4.2.3.14

								·       ISO/IEC 27001:2013 A.15.2.1, A.15.2.2

								·       NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-12, SA-14, SA-15, PM-9

						ID.SC-3: Contracts with suppliers and third-party partners are used to implement appropriate measures designed to meet the objectives of an organization’s cybersecurity program and Cyber Supply Chain Risk Management Plan.		·       COBIT 5 APO10.01, APO10.02, APO10.03, APO10.04, APO10.05

								·       ISA 62443-2-1:2009 4.3.2.6.4, 4.3.2.6.7

								·       ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3

								·       NIST SP 800-53 Rev. 4 SA-9, SA-11, SA-12, PM-9

						ID.SC-4: Suppliers and third-party partners are routinely assessed using audits, test results, or other forms of evaluations to confirm they are meeting their contractual obligations.		·       COBIT 5 APO10.01, APO10.03, APO10.04, APO10.05, MEA01.01, MEA01.02, MEA01.03, MEA01.04, MEA01.05 

								·       ISA 62443-2-1:2009 4.3.2.6.7

								·       ISA 62443-3-3:2013 SR 6.1

								·       ISO/IEC 27001:2013 A.15.2.1, A.15.2.2

								·       NIST SP 800-53 Rev. 4 AU-2, AU-6, AU-12, AU-16, PS-7, SA-9, SA-12

						ID.SC-5: Response and recovery planning and testing are conducted with suppliers and third-party providers		·       CIS CSC 19, 20

								·       COBIT 5 DSS04.04

								·       ISA 62443-2-1:2009 4.3.2.5.7, 4.3.4.5.11 

								·       ISA 62443-3-3:2013 SR 2.8, SR 3.3, SR.6.1, SR 7.3, SR 7.4

								·       ISO/IEC 27001:2013 A.17.1.3 

								·       NIST SP 800-53 Rev. 4 CP-2, CP-4, IR-3, IR-4, IR-6, IR-8, IR-9

		PROTECT (PR)		Identity Management, Authentication and Access Control (PR.AC): Access to physical and logical assets and associated facilities is limited to authorized users, processes, and devices, and is managed consistent with the assessed risk of unauthorized access to authorized activities and transactions.		PR.AC-1: Identities and credentials are issued, managed, verified, revoked, and audited for authorized devices, users and processes		·       CIS CSC 1, 5, 15, 16

								·       COBIT 5 DSS05.04, DSS06.03

								·       ISA 62443-2-1:2009 4.3.3.5.1

								·       ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR 1.4, SR 1.5, SR 1.7, SR 1.8, SR 1.9

								·       ISO/IEC 27001:2013 A.9.2.1, A.9.2.2, A.9.2.3, A.9.2.4, A.9.2.6, A.9.3.1, A.9.4.2, A.9.4.3

								·       NIST SP 800-53 Rev. 4 AC-1, AC-2, IA-1, IA-2, IA-3, IA-4, IA-5, IA-6, IA-7, IA-8, IA-9, IA-10, IA-11 

						PR.AC-2: Physical access to assets is managed and protected		·       COBIT 5 DSS01.04, DSS05.05

								·       ISA 62443-2-1:2009 4.3.3.3.2, 4.3.3.3.8

								·       ISO/IEC 27001:2013 A.11.1.1, A.11.1.2, A.11.1.3, A.11.1.4, A.11.1.5, A.11.1.6, A.11.2.1, A.11.2.3, A.11.2.5, A.11.2.6, A.11.2.7, A.11.2.8

								·       NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE-5, PE-6, PE-8

						PR.AC-3: Remote access is managed		·       CIS CSC 12

								·       COBIT 5 APO13.01, DSS01.04, DSS05.03

								·       ISA 62443-2-1:2009 4.3.3.6.6

								·       ISA 62443-3-3:2013 SR 1.13, SR 2.6

								·       ISO/IEC 27001:2013 A.6.2.1, A.6.2.2, A.11.2.6, A.13.1.1, A.13.2.1

								·       NIST SP 800-53 Rev. 4 AC-1, AC-17, AC-19, AC-20, SC-15

						PR.AC-4: Access permissions and authorizations are managed, incorporating the principles of least privilege and separation of duties		·       CIS CSC 3, 5, 12, 14, 15, 16, 18 

								·       COBIT 5 DSS05.04

								·       ISA 62443-2-1:2009 4.3.3.7.3

								·       ISA 62443-3-3:2013 SR 2.1

								·       ISO/IEC 27001:2013 A.6.1.2, A.9.1.2, A.9.2.3, A.9.4.1, A.9.4.4, A.9.4.5

								·       NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC-5, AC-6, AC-14, AC-16, AC-24

						PR.AC-5: Network integrity is protected (e.g., network segregation, network segmentation)		·       CIS CSC 9, 14, 15, 18

								·       COBIT 5 DSS01.05, DSS05.02

								·       ISA 62443-2-1:2009 4.3.3.4

								·       ISA 62443-3-3:2013 SR 3.1, SR 3.8

								·       ISO/IEC 27001:2013 A.13.1.1, A.13.1.3, A.13.2.1, A.14.1.2, A.14.1.3

								·       NIST SP 800-53 Rev. 4 AC-4, AC-10, SC-7

						PR.AC-6: Identities are proofed and bound to credentials and asserted in interactions		·       CIS CSC, 16

								·       COBIT 5 DSS05.04, DSS05.05, DSS05.07, DSS06.03 

								·       ISA 62443-2-1:2009 4.3.3.2.2, 4.3.3.5.2, 4.3.3.7.2, 4.3.3.7.4

								·       ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.4, SR 1.5, SR 1.9, SR 2.1 

								·       ISO/IEC 27001:2013, A.7.1.1, A.9.2.1 

								·       NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3,  AC-16, AC-19, AC-24, IA-1, IA-2, IA-4, IA-5, IA-8, PE-2, PS-3

						PR.AC-7: Users, devices, and other assets are authenticated (e.g., single-factor, multi-factor) commensurate with the risk of the transaction (e.g., individuals’ security and privacy risks and other organizational risks)		·       CIS CSC 1, 12, 15, 16

								·       COBIT 5 DSS05.04, DSS05.10, DSS06.10

								·       ISA 62443-2-1:2009 4.3.3.6.1, 4.3.3.6.2, 4.3.3.6.3, 4.3.3.6.4, 4.3.3.6.5, 4.3.3.6.6, 4.3.3.6.7, 4.3.3.6.8, 4.3.3.6.9

								·       ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.5, SR 1.7, SR 1.8, SR 1.9, SR 1.10 

								·       ISO/IEC 27001:2013 A.9.2.1, A.9.2.4, A.9.3.1, A.9.4.2, A.9.4.3, A.18.1.4

								·       NIST SP 800-53 Rev. 4 AC-7, AC-8, AC-9, AC-11, AC-12, AC-14, IA-1, IA-2, IA-3, IA-4, IA-5, IA-8, IA-9, IA-10, IA-11

				Awareness and Training (PR.AT): The organization’s personnel and partners are provided cybersecurity awareness education and are trained to perform their cybersecurity-related duties and responsibilities consistent with related policies, procedures, and agreements.		PR.AT-1: All users are informed and trained 		·       CIS CSC 17, 18

								·       COBIT 5 APO07.03, BAI05.07

								·       ISA 62443-2-1:2009 4.3.2.4.2

								·       ISO/IEC 27001:2013 A.7.2.2, A.12.2.1

								·       NIST SP 800-53 Rev. 4 AT-2, PM-13

						PR.AT-2: Privileged users understand their roles and responsibilities 		·       CIS CSC 5, 17, 18 

								·       COBIT 5 APO07.02, DSS05.04, DSS06.03

								·       ISA 62443-2-1:2009 4.3.2.4.2, 4.3.2.4.3

								·       ISO/IEC 27001:2013 A.6.1.1, A.7.2.2 

								·       NIST SP 800-53 Rev. 4 AT-3, PM-13

						PR.AT-3: Third-party stakeholders (e.g., suppliers, customers, partners) understand their roles and responsibilities 		·       CIS CSC 17

								·       COBIT 5 APO07.03, APO07.06, APO10.04, APO10.05

								·       ISA 62443-2-1:2009 4.3.2.4.2

								·       ISO/IEC 27001:2013 A.6.1.1, A.7.2.1, A.7.2.2

								·       NIST SP 800-53 Rev. 4 PS-7, SA-9, SA-16

						PR.AT-4: Senior executives understand their roles and responsibilities 		·       CIS CSC 17, 19

								·       COBIT 5 EDM01.01, APO01.02, APO07.03

								·       ISA 62443-2-1:2009 4.3.2.4.2

								·       ISO/IEC 27001:2013 A.6.1.1, A.7.2.2 

								·       NIST SP 800-53 Rev. 4 AT-3, PM-13

						PR.AT-5: Physical and cybersecurity personnel understand their roles and responsibilities 		·       CIS CSC 17

								·       COBIT 5 APO07.03

								·       ISA 62443-2-1:2009 4.3.2.4.2

								·       ISO/IEC 27001:2013 A.6.1.1, A.7.2.2 

								·       NIST SP 800-53 Rev. 4 AT-3, IR-2, PM-13

				Data Security (PR.DS): Information and records (data) are managed consistent with the organization’s risk strategy to protect the confidentiality, integrity, and availability of information.		PR.DS-1: Data-at-rest is protected		·       CIS CSC 13, 14

								·       COBIT 5 APO01.06, BAI02.01, BAI06.01, DSS04.07, DSS05.03, DSS06.06

								·       ISA 62443-3-3:2013 SR 3.4, SR 4.1

								·       ISO/IEC 27001:2013 A.8.2.3

								·       NIST SP 800-53 Rev. 4 MP-8, SC-12, SC-28

						PR.DS-2: Data-in-transit is protected		·       CIS CSC 13, 14

								·       COBIT 5 APO01.06, DSS05.02, DSS06.06

								·       ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR 4.1, SR 4.2

								·       ISO/IEC 27001:2013 A.8.2.3, A.13.1.1, A.13.2.1, A.13.2.3, A.14.1.2, A.14.1.3

								·       NIST SP 800-53 Rev. 4 SC-8, SC-11, SC-12

						PR.DS-3: Assets are formally managed throughout removal, transfers, and disposition		·       CIS CSC 1

								·       COBIT 5 BAI09.03

								·       ISA 62443-2-1:2009 4.3.3.3.9, 4.3.4.4.1

								·       ISA 62443-3-3:2013 SR 4.2

								·       ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2, A.8.3.3, A.11.2.5, A.11.2.7

								·       NIST SP 800-53 Rev. 4 CM-8, MP-6, PE-16

						PR.DS-4: Adequate capacity to ensure availability is maintained		·       CIS CSC 1, 2, 13

								·       COBIT 5 APO13.01, BAI04.04

								·       ISA 62443-3-3:2013 SR 7.1, SR 7.2

								·       ISO/IEC 27001:2013 A.12.1.3, A.17.2.1

								·       NIST SP 800-53 Rev. 4 AU-4, CP-2, SC-5

						PR.DS-5: Protections against data leaks are implemented		·       CIS CSC 13

								·       COBIT 5 APO01.06, DSS05.04, DSS05.07, DSS06.02

								·       ISA 62443-3-3:2013 SR 5.2

								·       ISO/IEC 27001:2013 A.6.1.2, A.7.1.1, A.7.1.2, A.7.3.1, A.8.2.2, A.8.2.3, A.9.1.1, A.9.1.2, A.9.2.3, A.9.4.1, A.9.4.4, A.9.4.5, A.10.1.1, A.11.1.4, A.11.1.5, A.11.2.1, A.13.1.1, A.13.1.3, A.13.2.1, A.13.2.3, A.13.2.4, A.14.1.2, A.14.1.3

								·       NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6, PE-19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31, SI-4

						PR.DS-6: Integrity checking mechanisms are used to verify software, firmware, and information integrity		·       CIS CSC 2, 3

								·       COBIT 5 APO01.06, BAI06.01, DSS06.02

								·       ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR 3.4, SR 3.8

								·       ISO/IEC 27001:2013 A.12.2.1, A.12.5.1, A.14.1.2, A.14.1.3, A.14.2.4

								·       NIST SP 800-53 Rev. 4 SC-16, SI-7

						PR.DS-7: The development and testing environment(s) are separate from the production environment		·       CIS CSC 18, 20

								·       COBIT 5 BAI03.08, BAI07.04

								·       ISO/IEC 27001:2013 A.12.1.4

								·       NIST SP 800-53 Rev. 4 CM-2

						PR.DS-8: Integrity checking mechanisms are used to verify hardware integrity		·       COBIT 5 BAI03.05

								·       ISA 62443-2-1:2009 4.3.4.4.4

								·       ISO/IEC 27001:2013 A.11.2.4

								·       NIST SP 800-53 Rev. 4 SA-10, SI-7

				Information Protection Processes and Procedures (PR.IP): Security policies (that address purpose, scope, roles, responsibilities, management commitment, and coordination among organizational entities), processes, and procedures are maintained and used to manage protection of information systems and assets.		PR.IP-1: A baseline configuration of information technology/industrial control systems is created and maintained incorporating security principles (e.g. concept of least functionality)		·       CIS CSC 3, 9, 11

								·       COBIT 5 BAI10.01, BAI10.02, BAI10.03, BAI10.05

								·       ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3

								·       ISA 62443-3-3:2013 SR 7.6

								·       ISO/IEC 27001:2013 A.12.1.2, A.12.5.1, A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4

								·       NIST SP 800-53 Rev. 4 CM-2, CM-3, CM-4, CM-5, CM-6, CM-7, CM-9, SA-10

						PR.IP-2: A System Development Life Cycle to manage systems is implemented		·       CIS CSC 18

								·       COBIT 5 APO13.01, BAI03.01, BAI03.02, BAI03.03

								·       ISA 62443-2-1:2009 4.3.4.3.3

								·       ISO/IEC 27001:2013 A.6.1.5, A.14.1.1, A.14.2.1, A.14.2.5

								·       NIST SP 800-53 Rev. 4 PL-8, SA-3, SA-4, SA-8, SA-10, SA-11, SA-12, SA-15, SA-17, SI-12, SI-13, SI-14, SI-16, SI-17 

						PR.IP-3: Configuration change control processes are in place		·       CIS CSC 3, 11

								·       COBIT 5 BAI01.06, BAI06.01

								·       ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3

								·       ISA 62443-3-3:2013 SR 7.6

								·       ISO/IEC 27001:2013 A.12.1.2, A.12.5.1, A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4

								·       NIST SP 800-53 Rev. 4 CM-3, CM-4, SA-10

						PR.IP-4: Backups of information are conducted, maintained, and tested 		·       CIS CSC 10

								·       COBIT 5 APO13.01, DSS01.01, DSS04.07 

								·       ISA 62443-2-1:2009 4.3.4.3.9

								·       ISA 62443-3-3:2013 SR 7.3, SR 7.4

								·       ISO/IEC 27001:2013 A.12.3.1, A.17.1.2, A.17.1.3, A.18.1.3

								·       NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9

						PR.IP-5: Policy and regulations regarding the physical operating environment for organizational assets are met		·       COBIT 5 DSS01.04, DSS05.05

								·       ISA 62443-2-1:2009 4.3.3.3.1 4.3.3.3.2, 4.3.3.3.3, 4.3.3.3.5, 4.3.3.3.6

								·       ISO/IEC 27001:2013 A.11.1.4, A.11.2.1, A.11.2.2, A.11.2.3

								·       NIST SP 800-53 Rev. 4 PE-10, PE-12, PE-13, PE-14, PE-15, PE-18

						PR.IP-6: Data is destroyed according to policy		·       COBIT 5 BAI09.03, DSS05.06

								·       ISA 62443-2-1:2009 4.3.4.4.4

								·       ISA 62443-3-3:2013 SR 4.2

								·       ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2, A.11.2.7

								·       NIST SP 800-53 Rev. 4 MP-6

						PR.IP-7: Protection processes are improved		·       COBIT 5 APO11.06, APO12.06, DSS04.05

								·       ISA 62443-2-1:2009 4.4.3.1, 4.4.3.2, 4.4.3.3, 4.4.3.4, 4.4.3.5, 4.4.3.6, 4.4.3.7, 4.4.3.8

								·       ISO/IEC 27001:2013 A.16.1.6, Clause 9, Clause 10

								·       NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-8, PL-2, PM-6

						PR.IP-8: Effectiveness of protection technologies is shared 		·       COBIT 5 BAI08.04, DSS03.04

								·       ISO/IEC 27001:2013 A.16.1.6 

								·       NIST SP 800-53 Rev. 4 AC-21, CA-7, SI-4

						PR.IP-9: Response plans (Incident Response and Business Continuity) and recovery plans (Incident Recovery and Disaster Recovery) are in place and managed		·       CIS CSC 19

								·       COBIT 5 APO12.06, DSS04.03

								·       ISA 62443-2-1:2009 4.3.2.5.3, 4.3.4.5.1 

								·       ISO/IEC 27001:2013 A.16.1.1, A.17.1.1, A.17.1.2, A.17.1.3

								·       NIST SP 800-53 Rev. 4 CP-2, CP-7, CP-12, CP-13, IR-7, IR-8, IR-9, PE-17

						PR.IP-10: Response and recovery plans are tested		·       CIS CSC 19, 20

								·       COBIT 5 DSS04.04

								·       ISA 62443-2-1:2009 4.3.2.5.7, 4.3.4.5.11

								·       ISA 62443-3-3:2013 SR 3.3

								·       ISO/IEC 27001:2013 A.17.1.3

								·       NIST SP 800-53 Rev. 4 CP-4, IR-3, PM-14

						PR.IP-11: Cybersecurity is included in human resources practices (e.g., deprovisioning, personnel screening)		·       CIS CSC 5, 16

								·       COBIT 5 APO07.01, APO07.02, APO07.03, APO07.04, APO07.05

								·       ISA 62443-2-1:2009 4.3.3.2.1, 4.3.3.2.2, 4.3.3.2.3

								·       ISO/IEC 27001:2013 A.7.1.1, A.7.1.2, A.7.2.1, A.7.2.2, A.7.2.3, A.7.3.1, A.8.1.4 

								·       NIST SP 800-53 Rev. 4 PS-1, PS-2, PS-3, PS-4, PS-5, PS-6, PS-7, PS-8, SA-21 

						PR.IP-12: A vulnerability management plan is developed and implemented		·       CIS CSC 4, 18, 20

								·       COBIT 5 BAI03.10, DSS05.01, DSS05.02

								·       ISO/IEC 27001:2013 A.12.6.1, A.14.2.3, A.16.1.3, A.18.2.2, A.18.2.3

								·       NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-2

				Maintenance (PR.MA): Maintenance and repairs of industrial control and information system components are performed consistent with policies and procedures.		PR.MA-1: Maintenance and repair of organizational assets are performed and logged, with approved and controlled tools		·       COBIT 5 BAI03.10, BAI09.02, BAI09.03, DSS01.05

								·       ISA 62443-2-1:2009 4.3.3.3.7

								·       ISO/IEC 27001:2013 A.11.1.2, A.11.2.4, A.11.2.5, A.11.2.6

								·       NIST SP 800-53 Rev. 4 MA-2, MA-3, MA-5, MA-6

						PR.MA-2: Remote maintenance of organizational assets is approved, logged, and performed in a manner that prevents unauthorized access		·       CIS CSC 3, 5

								·       COBIT 5 DSS05.04

								·       ISA 62443-2-1:2009 4.3.3.6.5, 4.3.3.6.6, 4.3.3.6.7, 4.3.3.6.8

								·       ISO/IEC 27001:2013 A.11.2.4, A.15.1.1, A.15.2.1

								·       NIST SP 800-53 Rev. 4 MA-4

				Protective Technology (PR.PT): Technical security solutions are managed to ensure the security and resilience of systems and assets, consistent with related policies, procedures, and agreements.		PR.PT-1: Audit/log records are determined, documented, implemented, and reviewed in accordance with policy		·       CIS CSC 1, 3, 5, 6, 14, 15, 16

								·       COBIT 5 APO11.04, BAI03.05, DSS05.04, DSS05.07, MEA02.01

								·       ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.8, 4.3.4.4.7, 4.4.2.1, 4.4.2.2, 4.4.2.4

								·       ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR 2.11, SR 2.12

								·       ISO/IEC 27001:2013 A.12.4.1, A.12.4.2, A.12.4.3, A.12.4.4, A.12.7.1 

								·       NIST SP 800-53 Rev. 4 AU Family

						PR.PT-2: Removable media is protected and its use restricted according to policy		·       CIS CSC 8, 13

								·       COBIT 5 APO13.01, DSS05.02, DSS05.06 

								·       ISA 62443-3-3:2013 SR 2.3

								·       ISO/IEC 27001:2013 A.8.2.1, A.8.2.2, A.8.2.3, A.8.3.1, A.8.3.3, A.11.2.9

								·       NIST SP 800-53 Rev. 4 MP-2, MP-3, MP-4, MP-5, MP-7, MP-8

						PR.PT-3: The principle of least functionality is incorporated by configuring systems to provide only essential capabilities		·       CIS CSC 3, 11, 14

								·       COBIT 5 DSS05.02, DSS05.05, DSS06.06

								·       ISA 62443-2-1:2009 4.3.3.5.1, 4.3.3.5.2, 4.3.3.5.3, 4.3.3.5.4, 4.3.3.5.5, 4.3.3.5.6, 4.3.3.5.7, 4.3.3.5.8, 4.3.3.6.1, 4.3.3.6.2, 4.3.3.6.3, 4.3.3.6.4, 4.3.3.6.5, 4.3.3.6.6, 4.3.3.6.7, 4.3.3.6.8, 4.3.3.6.9, 4.3.3.7.1, 4.3.3.7.2, 4.3.3.7.3, 4.3.3.7.4

								·       ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR 1.4, SR 1.5, SR 1.6, SR 1.7, SR 1.8, SR 1.9, SR 1.10, SR 1.11, SR 1.12, SR 1.13, SR 2.1, SR 2.2, SR 2.3, SR 2.4, SR 2.5, SR 2.6, SR 2.7

								·       ISO/IEC 27001:2013 A.9.1.2

								·       NIST SP 800-53 Rev. 4 AC-3, CM-7

						PR.PT-4: Communications and control networks are protected		·       CIS CSC 8, 12, 15

								·       COBIT 5 DSS05.02, APO13.01

								·       ISA 62443-3-3:2013 SR 3.1, SR 3.5, SR 3.8, SR 4.1, SR 4.3, SR 5.1, SR 5.2, SR 5.3, SR 7.1, SR 7.6

								·       ISO/IEC 27001:2013 A.13.1.1, A.13.2.1, A.14.1.3

								·       NIST SP 800-53 Rev. 4 AC-4, AC-17, AC-18, CP-8, SC-7, SC-19, SC-20, SC-21, SC-22, SC-23, SC-24, SC-25, SC-29, SC-32, SC-36, SC-37, SC-38, SC-39, SC-40, SC-41, SC-43

						PR.PT-5: Mechanisms (e.g., failsafe, load balancing, hot swap) are implemented to achieve resilience requirements in normal and adverse situations		·       COBIT 5 BAI04.01, BAI04.02, BAI04.03, BAI04.04, BAI04.05, DSS01.05

								·       ISA 62443-2-1:2009 4.3.2.5.2

								·       ISA 62443-3-3:2013 SR 7.1, SR 7.2

								·       ISO/IEC 27001:2013 A.17.1.2, A.17.2.1  

								·       NIST SP 800-53 Rev. 4 CP-7, CP-8, CP-11, CP-13, PL-8, SA-14, SC-6

		DETECT (DE)		Anomalies and Events (DE.AE): Anomalous activity is detected and the potential impact of events is understood.		DE.AE-1: A baseline of network operations and expected data flows for users and systems is established and managed		·       CIS CSC 1, 4, 6, 12, 13, 15, 16

								·       COBIT 5 DSS03.01

								·       ISA 62443-2-1:2009 4.4.3.3

								·       ISO/IEC 27001:2013 A.12.1.1, A.12.1.2, A.13.1.1, A.13.1.2

								·       NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2, SI-4

						DE.AE-2: Detected events are analyzed to understand attack targets and methods		·       CIS CSC 3, 6, 13, 15

								·       COBIT 5 DSS05.07

								·       ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, 4.3.4.5.8

								·       ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR 2.11, SR 2.12, SR 3.9, SR 6.1, SR 6.2

								·       ISO/IEC 27001:2013 A.12.4.1, A.16.1.1, A.16.1.4

								·       NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, SI-4

						DE.AE-3: Event data are collected and correlated from multiple sources and sensors		·       CIS CSC 1, 3, 4, 5, 6, 7, 8, 11, 12, 13, 14, 15, 16

								·       COBIT 5 BAI08.02

								·       ISA 62443-3-3:2013 SR 6.1

								·       ISO/IEC 27001:2013 A.12.4.1, A.16.1.7

								·       NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5, IR-8, SI-4

						DE.AE-4: Impact of events is determined		·       CIS CSC 4, 6

								·       COBIT 5 APO12.06, DSS03.01

								·       ISO/IEC 27001:2013 A.16.1.4

								·       NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, SI-4

						DE.AE-5: Incident alert thresholds are established		·       CIS CSC 6, 19

								·       COBIT 5 APO12.06, DSS03.01

								·       ISA 62443-2-1:2009 4.2.3.10

								·       ISO/IEC 27001:2013 A.16.1.4

								·       NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8

				Security Continuous Monitoring (DE.CM): The information system and assets are monitored to identify cybersecurity events and verify the effectiveness of protective measures.		DE.CM-1: The network is monitored to detect potential cybersecurity events		·       CIS CSC 1, 7, 8, 12, 13, 15, 16

								·       COBIT 5 DSS01.03, DSS03.05, DSS05.07

								·       ISA 62443-3-3:2013 SR 6.2

								·       NIST SP 800-53 Rev. 4 AC-2, AU-12, CA-7, CM-3, SC-5, SC-7, SI-4

						DE.CM-2: The physical environment is monitored to detect potential cybersecurity events		·       COBIT 5 DSS01.04, DSS01.05

								·       ISA 62443-2-1:2009 4.3.3.3.8

								·       ISO/IEC 27001:2013 A.11.1.1, A.11.1.2

								·       NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE-20

						DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events		·       CIS CSC 5, 7, 14, 16

								·       COBIT 5 DSS05.07

								·       ISA 62443-3-3:2013 SR 6.2

								·       ISO/IEC 27001:2013 A.12.4.1, A.12.4.3

								·       NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13, CA-7, CM-10, CM-11

						DE.CM-4: Malicious code is detected		·       CIS CSC 4, 7, 8, 12

								·       COBIT 5 DSS05.01

								·       ISA 62443-2-1:2009 4.3.4.3.8

								·       ISA 62443-3-3:2013 SR 3.2

								·       ISO/IEC 27001:2013 A.12.2.1

								·       NIST SP 800-53 Rev. 4 SI-3, SI-8

						DE.CM-5: Unauthorized mobile code is detected		·       CIS CSC 7, 8

								·       COBIT 5 DSS05.01

								·       ISA 62443-3-3:2013 SR 2.4

								·       ISO/IEC 27001:2013 A.12.5.1, A.12.6.2

								·       NIST SP 800-53 Rev. 4 SC-18, SI-4, SC-44

						DE.CM-6: External service provider activity is monitored to detect potential cybersecurity events		·       COBIT 5 APO07.06, APO10.05

								·       ISO/IEC 27001:2013 A.14.2.7, A.15.2.1

								·       NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA-9, SI-4

						DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software is performed		·       CIS CSC 1, 2, 3, 5, 9, 12, 13, 15, 16

								·       COBIT 5 DSS05.02, DSS05.05

								·       ISO/IEC 27001:2013 A.12.4.1, A.14.2.7, A.15.2.1

								·       NIST SP 800-53 Rev. 4 AU-12, CA-7, CM-3, CM-8, PE-3, PE-6, PE-20, SI-4

						DE.CM-8: Vulnerability scans are performed		·       CIS CSC 4, 20

								·       COBIT 5 BAI03.10, DSS05.01

								·       ISA 62443-2-1:2009 4.2.3.1, 4.2.3.7

								·       ISO/IEC 27001:2013 A.12.6.1

								·       NIST SP 800-53 Rev. 4 RA-5

				Detection Processes (DE.DP): Detection processes and procedures are maintained and tested to ensure awareness of anomalous events.		DE.DP-1: Roles and responsibilities for detection are well defined to ensure accountability		·       CIS CSC 19

								·       COBIT 5 APO01.02, DSS05.01, DSS06.03

								·       ISA 62443-2-1:2009 4.4.3.1

								·       ISO/IEC 27001:2013 A.6.1.1, A.7.2.2

								·       NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14

						DE.DP-2: Detection activities comply with all applicable requirements		·       COBIT 5 DSS06.01, MEA03.03, MEA03.04

								·       ISA 62443-2-1:2009 4.4.3.2

								·       ISO/IEC 27001:2013 A.18.1.4, A.18.2.2, A.18.2.3

								·       NIST SP 800-53 Rev. 4 AC-25, CA-2, CA-7, SA-18, SI-4, PM-14

						DE.DP-3: Detection processes are tested		·       COBIT 5 APO13.02, DSS05.02

								·       ISA 62443-2-1:2009 4.4.3.2

								·       ISA 62443-3-3:2013 SR 3.3

								·       ISO/IEC 27001:2013 A.14.2.8

								·       NIST SP 800-53 Rev. 4 CA-2, CA-7, PE-3, SI-3, SI-4, PM-14

						DE.DP-4: Event detection information is communicated		·       CIS CSC 19

								·       COBIT 5 APO08.04, APO12.06, DSS02.05

								·       ISA 62443-2-1:2009 4.3.4.5.9

								·       ISA 62443-3-3:2013 SR 6.1

								·       ISO/IEC 27001:2013 A.16.1.2, A.16.1.3

								·       NIST SP 800-53 Rev. 4 AU-6, CA-2, CA-7,  RA-5, SI-4

						DE.DP-5: Detection processes are continuously improved		·       COBIT 5 APO11.06, APO12.06, DSS04.05

								·       ISA 62443-2-1:2009 4.4.3.4

								·       ISO/IEC 27001:2013 A.16.1.6

								·       NIST SP 800-53 Rev. 4, CA-2, CA-7, PL-2, RA-5, SI-4, PM-14

		RESPOND (RS)		Response Planning (RS.RP): Response processes and procedures are executed and maintained, to ensure response to detected cybersecurity incidents.		RS.RP-1: Response plan is executed during or after an incident		·       CIS CSC 19

								·       COBIT 5 APO12.06, BAI01.10

								·       ISA 62443-2-1:2009 4.3.4.5.1

								·       ISO/IEC 27001:2013 A.16.1.5

								·       NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR-8 

				Communications (RS.CO): Response activities are coordinated with internal and external stakeholders (e.g. external support from law enforcement agencies).		RS.CO-1: Personnel know their roles and order of operations when a response is needed		·       CIS CSC 19

								·       COBIT 5 EDM03.02, APO01.02, APO12.03

								·       ISA 62443-2-1:2009 4.3.4.5.2, 4.3.4.5.3, 4.3.4.5.4

								·       ISO/IEC 27001:2013 A.6.1.1, A.7.2.2, A.16.1.1 

								·       NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-3, IR-8

						RS.CO-2: Incidents are reported consistent with established criteria		·       CIS CSC 19

								·       COBIT 5 DSS01.03

								·       ISA 62443-2-1:2009 4.3.4.5.5 

								·       ISO/IEC 27001:2013 A.6.1.3, A.16.1.2

								·       NIST SP 800-53 Rev. 4 AU-6, IR-6, IR-8

						RS.CO-3: Information is shared consistent with response plans		·       CIS CSC 19

								·       COBIT 5 DSS03.04

								·       ISA 62443-2-1:2009 4.3.4.5.2

								·       ISO/IEC 27001:2013 A.16.1.2, Clause 7.4, Clause 16.1.2

								·       NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-4, IR-8, PE-6, RA-5, SI-4 

						RS.CO-4: Coordination with stakeholders occurs consistent with response plans		·       CIS CSC 19

								·       COBIT 5 DSS03.04

								·       ISA 62443-2-1:2009 4.3.4.5.5

								·       ISO/IEC 27001:2013 Clause 7.4

								·       NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

						RS.CO-5: Voluntary information sharing occurs with external stakeholders to achieve broader cybersecurity situational awareness 		·       CIS CSC 19

								·       COBIT 5 BAI08.04

								·       ISO/IEC 27001:2013 A.6.1.4

								·       NIST SP 800-53 Rev. 4 SI-5, PM-15

				Analysis (RS.AN): Analysis is conducted to ensure effective response and support recovery activities.		RS.AN-1: Notifications from detection systems are investigated 		·       CIS CSC 4, 6, 8, 19

								·       COBIT 5 DSS02.04, DSS02.07

								·       ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, 4.3.4.5.8

								·       ISA 62443-3-3:2013 SR 6.1

								·       ISO/IEC 27001:2013 A.12.4.1, A.12.4.3, A.16.1.5

								·       NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5, PE-6, SI-4 

						RS.AN-2: The impact of the incident is understood		·       COBIT 5 DSS02.02

								·       ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, 4.3.4.5.8

								·       ISO/IEC 27001:2013 A.16.1.4, A.16.1.6

								·       NIST SP 800-53 Rev. 4 CP-2, IR-4

						RS.AN-3: Forensics are performed		·       COBIT 5 APO12.06, DSS03.02, DSS05.07

								·       ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR 2.11, SR 2.12, SR 3.9, SR 6.1

								·       ISO/IEC 27001:2013 A.16.1.7 

								·       NIST SP 800-53 Rev. 4 AU-7, IR-4

						RS.AN-4: Incidents are categorized consistent with response plans		·       CIS CSC 19

								·       COBIT 5 DSS02.02

								·       ISA 62443-2-1:2009 4.3.4.5.6

								·       ISO/IEC 27001:2013 A.16.1.4 

								·       NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-8

						RS.AN-5: Processes are established to receive, analyze and respond to vulnerabilities disclosed to the organization from internal and external sources (e.g. internal testing, security bulletins, or security researchers)		·       CIS CSC 4, 19

								·       COBIT 5 EDM03.02, DSS05.07

								·       NIST SP 800-53 Rev. 4 SI-5, PM-15

				Mitigation (RS.MI): Activities are performed to prevent expansion of an event, mitigate its effects, and resolve the incident.		RS.MI-1: Incidents are contained		·       CIS CSC 19

								·       COBIT 5 APO12.06

								·       ISA 62443-2-1:2009 4.3.4.5.6

								·       ISA 62443-3-3:2013 SR 5.1, SR 5.2, SR 5.4

								·       ISO/IEC 27001:2013 A.12.2.1, A.16.1.5

								·       NIST SP 800-53 Rev. 4 IR-4

						RS.MI-2: Incidents are mitigated		·       CIS CSC 4, 19

								·       COBIT 5 APO12.06

								·       ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.10

								·       ISO/IEC 27001:2013 A.12.2.1, A.16.1.5

								·       NIST SP 800-53 Rev. 4 IR-4

						RS.MI-3: Newly identified vulnerabilities are mitigated or documented as accepted risks		·       CIS CSC 4

								·       COBIT 5 APO12.06

								·       ISO/IEC 27001:2013 A.12.6.1

								·       NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5

				Improvements (RS.IM): Organizational response activities are improved by incorporating lessons learned from current and previous detection/response activities.		RS.IM-1: Response plans incorporate lessons learned		·       COBIT 5 BAI01.13

								·       ISA 62443-2-1:2009 4.3.4.5.10, 4.4.3.4

								·       ISO/IEC 27001:2013 A.16.1.6, Clause 10

								·       NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

						RS.IM-2: Response strategies are updated		·       COBIT 5 BAI01.13, DSS04.08

								·       ISO/IEC 27001:2013 A.16.1.6, Clause 10

								·       NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

		RECOVER (RC)		Recovery Planning (RC.RP): Recovery processes and procedures are executed and maintained to ensure restoration of systems or assets affected by cybersecurity incidents.		RC.RP-1: Recovery plan is executed during or after a cybersecurity incident 		·       CIS CSC 10

								·       COBIT 5 APO12.06, DSS02.05, DSS03.04

								·       ISO/IEC 27001:2013 A.16.1.5

								·       NIST SP 800-53 Rev. 4 CP-10, IR-4, IR-8

				Improvements (RC.IM): Recovery planning and processes are improved by incorporating lessons learned into future activities.		RC.IM-1: Recovery plans incorporate lessons learned		·       COBIT 5 APO12.06, BAI05.07, DSS04.08

								·       ISA 62443-2-1:2009 4.4.3.4

								·       ISO/IEC 27001:2013 A.16.1.6, Clause 10

								·       NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

						RC.IM-2: Recovery strategies are updated		·       COBIT 5 APO12.06, BAI07.08

								·       ISO/IEC 27001:2013 A.16.1.6, Clause 10

								·       NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

				Communications (RC.CO): Restoration activities are coordinated with internal and external parties (e.g.  coordinating centers, Internet Service Providers, owners of attacking systems, victims, other CSIRTs, and vendors).		RC.CO-1: Public relations are managed		·       COBIT 5 EDM03.02

								·       ISO/IEC 27001:2013 A.6.1.4, Clause 7.4

						RC.CO-2: Reputation is repaired after an incident 		·       COBIT 5 MEA03.02

								·       ISO/IEC 27001:2013 Clause 7.4

						RC.CO-3: Recovery activities are communicated to internal and external stakeholders as well as executive and management teams		·       COBIT 5 APO12.06

								·       ISO/IEC 27001:2013 Clause 7.4

								·       NIST SP 800-53 Rev. 4 CP-2, IR-4 



































































CSF ATT&CK Map
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				Drive-by Compromise		PR.DS-5, PR.IP-1, PR.IP-3, PR.IP-12, PR.PT-3		DE.CM-1, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-7				AppleScript		PR.DS-6		DE.AE-2, DE.AE-4, DE.CM-1				.bash_profile and .bashrc		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Access Token Manipulation		PR.AC-1, PR.AC-4, PR.AC-6, PR.AC-7, PR.PT-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Access Token Manipulation		PR.AC-1, PR.AC-4, PR.AC-6, PR.AC-7, PR.PT-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Account Manipulation		PR.AC-4, PR.AC-7, PR.PT-1, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Account Discovery		 PR.IP-1, PR.PT-3, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				AppleScript		PR.DS-6		DE.AE-2, DE.AE-4, DE.CM-1				Audio Capture		PR.AC-4, PR.IP-1, PR.PT-3,  DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Automated Exfiltration		PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Commonly Used Port		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

				Exploit Public-Facing Application		PR.AC-4, PR.AC-5, PR.IP-2, PR.PT-1,PR.PT-3, PR.PT-12, DE.CM-1		PR.PT-1, DE.AE-2, DE.CM-1, DE.CM-4, DE.CM-7, DE.CM-8, RS.AN-3				CMSTP		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1				Accessibility Features		PR.AC-3, PR.AC-4, PR.AC-7, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Accessibility Features		PR.AC-3, PR.AC-4, PR.AC-7, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Binary Padding		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4				Bash History		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Application Window Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Application Deployment Software		PR.AC-4, PR.AC-7, PR.DS-7, PR.PT-3, PR.IP-12		DE.AE-2, DE.AE-4, DE.CM-1				Automated Collection		PR.AC-7, PR.DS-1, PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Data Compressed		PR.IP-1, PR.PT-3,  DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Communication Through Removable Media		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

				Hardware Additions		PR.AC-2, PR.AC-5, PR.AC-7, PR.IP-1		ID.AM-1, DE.CM-7				Command-Line Interface		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Account Manipulation		PR.AC-4, PR.AC-7, PR.PT-1, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				AppCert DLLs		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				BITS Jobs		PR.AC-4, PR.AC-5, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Brute Force		PR.AC-4, PR.AC-7, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Browser Bookmark Discovery		PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Distributed Component Object Model		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Clipboard Data		PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Data Encrypted		PR.IP-1, PR.PT-3,  DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Connection Proxy		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

				Replication Through Removable Media		PR.IP-1, PR.PT-2, PR.PT-3, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-7				Compiled HTML File		ID.RA-2, PR.PT-3		DE.AE-1, PR.PT-1, DE.AE-2, DE.CM-1				AppCert DLLs		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				AppInit DLLs		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Bypass User Account Control		PR.AC-4, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Credential Dumping		PR.AC-1, PR.AC-4, PR.AC-7, PR.IP-1, PR.PT-3		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1				File and Directory Discovery		 PR.IP-1,  DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Exploitation of Remote Services		ID.RA-2, PR.AC-4, PR.AC-5, PR.PT-3, PR.IP-12, DE.AE-1, DE.CM-8		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Data from Information Repositories		ID.GV-1, PR.AC-4, PR.AT-1, PR.AT-2		DE.AE-2, DE.AE-4, DE.CM-1				Data Transfer Size Limits		PR.PT-3,  DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Custom Command and Control Protocol		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

				Spearphishing Attachment		PR.AT-1, PR.AT-2, PR.AT-4, PR.AT-5, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5				Control Panel Items		PR.AC-4, PR.PT-3 		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-7				AppInit DLLs		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Application Shimming		PR.IP-12, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Clear Command History		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1				Credentials in Files		ID.GV-1, PR.AC-4, PR.AT-1, PR.AT-2		DE.AE-2, DE.AE-4, DE.CM-1				Network Service Scanning		 PR.AC-5, PR.IP-1, DE.CM-4		DE.AE-1,DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-8				Logon Scripts		PRAC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Data from Local System		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Exfiltration Over Alternative Protocol		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Custom Cryptographic Protocol		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4

				Spearphishing Link		PR.AT-1, PR.AT-2, PR.AT-4, PR.AT-5		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5				Dynamic Data Exchange		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Application Shimming		PR.IP-12, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Bypass User Account Control		PR.AC-4, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				CMSTP		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1				Credentials in Registry		PR.AC-4, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Network Share Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Pass the Hash		PR.AC-4, PR.AC-7, PR.IP-12, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Data from Network Shared Drive		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Exfiltration Over Command and Control Channel		PR.PT-3, PR.PT-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Data Encoding		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

				Spearphishing via Service		PR.AC-5, PR.AT-1, PR.AT-2, PR.AT-4, PR.AT-5		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5				Execution through API		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1, CM.DE-4				Authentication Package		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				DLL Search Order Hijacking		PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Code Signing		PR.IP-1		PR.DS-6, DE.AE-2, DE.AE-4, DE.CM-1				Exploitation for Credential Access		ID.RA-2, PR.IP-12, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Network Sniffing		PR.DS-2, PR.IP-1, PR.AC-7, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Pass the Ticket		PR.AC-7, PR.IP-1, PR.PT-3, DE.CM-4		DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1				Data from Removable Media		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Exfiltration Over Other Network Medium		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Data Obfuscation		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

				Supply Chain Compromise		ID.CS-1, ID.CS-2, ID.CS-3, ID.CS-4, ID.CS-5, PR.DS-3		PR.DS-6, PR.DS-8, PR.IP-12, DE.CM-4, DE.CM-8				Execution through Module Load		NONE		DE.AE-2, DE.CM-1, DE.CM-4				BITS Jobs		PR.AC-4, PR.AC-5, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Dylib Hijacking		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Compiled HTML File		ID.RA-2, PR.PT-3		DE.AE-1, PR.PT-1, DE.AE-2, DE.CM-1				Forced Authentication		PR.AC-5, PR.AC-7, PR.PT-3 DE.AE-1		DE.AE-2, DE.AE-4, DE.CM-1				Password Policy Discovery		ID.GV-1		DE.AE-2, DE.AE-4, DE.CM-1				Remote Desktop Protocol		PR.AC-3, PR.AC-4, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-7				Data Staged		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Exfiltration Over Physical Medium		 PR.PT-2, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Domain Fronting		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

				Trusted Relationship		PR.AC-1, PR.AC-4, PR.AC-5, PR.AT-3, ID-SC.4		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-6				Exploitation for Client Execution		PR.DS-6, PR.IP-1, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-4				Bootkit		PR.AC-4, PR.AC-7, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Exploitation for Privilege Escalation		ID.RA-2, PR.AC-7, PR.IP-12, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Component Firmware		PR.AC-7, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Hooking		NONE		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Peripheral Device Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Remote File Copy		PR.AC-3, PR.AC-5, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-7				Email Collection		PR.AC-7, PR.DS-2, PR.PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Scheduled Transfer		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Fallback Channels		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

				Valid Accounts		PR.AC-1, PR.AC-4, PR.AC-6, PR.AC-7, PR.PT-1, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1				Graphical User Interface		PR.AC-3, PR.IP-1		PR.PT-1, DE.AE-1, DE.AE-2, DE.CM-1, DE.CM-4 				Browser Extensions		PR.AT-1. PR.IP-1, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-7				Extra Window Memory Injection		PR.IP-1, PR.IP-12		DE.AE-2, DE.AE-4, DE.CM-1				Component Object Model Hijacking		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Input Capture		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Permission Groups Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Remote Services		PR.AC-4, PR.AC-7		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-7				Input Capture		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1												Multi-hop Proxy		PR.AC-4, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

												InstallUtil		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-7				Change Default File Association		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				File System Permissions Weakness		PR.AC-4, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Control Panel Items		PR.AC-4, PR.PT-3 		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-7				Input Prompt		PR.AT-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Process Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Replication Through Removable Media		PR.IP-1, PR.PT-2, PR.PT-3, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-7				Man in the Browser		PR.AC-4, PR.AT-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												Multi-Stage Channels		PR.AC-4, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

												Launchctl		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Component Firmware		PR.AC-7, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Hooking		NONE		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				DCShadow		NONE		DE.AE-2, DE.AE-4, DE.CM-1				Kerberoasting		PR.AC-7, PR.DS-2, PR.PT-3		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1				Query Registry		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Shared Webroot		PR.AC-3, PR.AC-4, PR.IP-2, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Screen Capture		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1												Multiband Communication		PR.AC-4, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

												Local Job Scheduling		PR.AC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Component Object Model Hijacking		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Image File Execution Options Injection		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Deobfuscate/Decode Files or Information		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				Keychain		PR.AC-7, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Remote System Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				SSH Hijacking		PR.AC-3, PR.AC-4, PR.AC-7, PR.PT-3		DE.CM-1, DE.CM-4, DE.CM-7				Video Capture		PR.AC-4, PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1												Multilayer Encryption		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

												LSASS Driver		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Create Account		PR.AC-4, PR.AC-7, PR.IP-1, PR.PT-3		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1				Launch Daemon		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1				Disabling Security Tools		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1				LLMNR/NBT-NS Poisoning		PR-IP.1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Security Software Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Taint Shared Content		PR.AC-4, PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-8																				Port Knocking		PR.IP-1		DE.CM-1, DE.AE-2, DE.AE-4, DE.CM-1

												Mshta		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				DLL Search Order Hijacking		PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				New Service		PR.AC-4, PR.IP-1		 DE.AE-2, DE.AE-4, DE.CM-1				DLL Search Order Hijacking		PR.IP-1, PR.DS-6, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Network Sniffing		PR.DS-2, PR.IP-1, PR.AC-7, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				System Information Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Third-party Software		PR.AC-4, PR.AC-7, PR.DS-6, PR.IP-1, PR.IP-12		PR.PT-1, PR.IP-2, DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1																				Remote Access Tools		PR.IP-1, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

												PowerShell		PR.AC-4, PR.PT-3		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1				Dylib Hijacking		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Path Interception		PR.AC-4, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				DLL Side-Loading		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Password Filter DLL		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				System Network Configuration Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Windows Admin Shares		PR.AC-7, PR.IP-1, DE.CM-4		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1																				Remote File Copy		PR.AC-3, PR.AC-5, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-7

												Regsvcs/Regasm		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				External Remote Services		PR.AC-3, PR.AC-7, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Plist Modification		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Exploitation for Defense Evasion		ID.RA-2, PR.IP-12, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Private Keys		PR.AC-4, PR.AC-5, PR.AC-7, PR.DS-1, 		DE.AE-2, DE.AE-4, DE.CM-1				System Network Connections Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Windows Remote Management		PR.AC-5, PR.AC-7, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1																				Standard Application Layer Protocol		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

												Regsvr32		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				File System Permissions Weakness		PR.AC-4, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Port Monitors		PR.IP-1		 DE.AE-2, DE.AE-4, DE.CM-1				Extra Window Memory Injection		PR.IP-1, PR.IP-12		DE.AE-2, DE.AE-4, DE.CM-1				Securityd Memory		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1				System Owner/User Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1																												Standard Cryptographic Protocol		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

												Rundll32		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Hidden Files and Directories		NONE		DE.AE-2, DE.AE-4, DE.CM-1				Process Injection		PR.AC-4, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				File Deletion		DE.AE-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Two-Factor Authentication Interception		PR.AC-2, PR.IP-1, PR.AT-1, PR.PT-3, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1				System Service Discovery		 PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1																												Standard Non-Application Layer Protocol		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

												Scheduled Task		PR.AC-4, PR.IP-1, PR.PT-3		PR.IP.1, DE.AE-2, DE.AE-4, DE.CM-1				Hooking		NONE		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Scheduled Task		PR.AC-4, PR.IP-1, PR.PT-3		PR.IP.1, PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1				File Permissions Modification		NONE		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1												System Time Discovery		 PR.IP-1, PR.PT-3, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1																												Uncommonly Used Port		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

												Scripting		PR.AC-4, PR.PT-3		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1				Hypervisor		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1				Service Registry Permissions Weakness		PR.AC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				File System Logical Offsets		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1																																												Web Service		PR.AC-5, PR.PT-3, DE.CM-1		DE.AE-2, DE.AE-4, DE.CM-1

												Service Execution		PR.AC-4, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Image File Execution Options Injection		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Setuid and Setgid		PR.IP-1, PR.IP-12, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Gatekeeper Bypass		PR.AT-1, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

												Signed Binary Proxy Execution		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Kernel Modules and Extensions		PR.AC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				SID-History Injection		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Hidden Files and Directories		NONE		DE.AE-2, DE.AE-4, DE.CM-1

												Signed Script Proxy Execution		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Launch Agent		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1				Startup Items		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1				Hidden Users		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

												Source		NONE		DE.AE-2, DE.AE-4, DE.CM-1				Launch Daemon		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1				Sudo		PR.AC-4, PR.AC-7		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1				Hidden Window		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

												Space after Filename		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Launchctl		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Sudo Caching		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				HISTCONTROL		PR.AC-4, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

												Third-party Software		PR.AC-4, PR.AC-7, PR.DS-6, PR.IP-1, PR.IP-12		PR.PT-1, PR.IP-2, DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				LC_LOAD_DYLIB Addition		PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Valid Accounts		PR.AC-1, PR.AC-4, PR.AC-6, PR.AC-7, PR.PT-1, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1				Image File Execution Options Injection		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

												Trap		NONE		DE.AE-2, DE.AE-4, DE.CM-1				Local Job Scheduling		PR.AC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1				Web Shell		PR.IP-12, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Indicator Blocking		PR.AC-4, PR.IP-1, PR.IP-3		DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1

												Trusted Developer Utilities		PR.IP-1 		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Login Item		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1												Indicator Removal from Tools		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

												User Execution		PR.AT-1, PR.AT-2, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5				Logon Scripts		PRAC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1												Indicator Removal on Host		PR.AC-4, PR.PT-1, DE.AE-3		DE.AE-2, DE.AE-4, DE.CM-1

												Windows Management Instrumentation		PR.AC-3, PR.AC-4, PR.AC-7		DE.AE-2, DE.AE-4, DE.CM-1				LSASS Driver		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												Indirect Command Execution		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

												Windows Remote Management		PR.AC-5, PR.AC-7, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1				Modify Existing Service		PR.AC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1												Install Root Certificate		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

												XSL Script Processing		PR.IP-1 		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1				Netsh Helper DLL		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1												InstallUtil		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-7

																				New Service		PR.AC-4, PR.IP-1		 DE.AE-2, DE.AE-4, DE.CM-1												Launchctl		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

																				Office Application Startup		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												LC_MAIN Hijacking		PR.DS-6		DE.AE-2, DE.AE-4, DE.CM-1

																				Path Interception		PR.AC-4, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												Masquerading		PR.AC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-7

																				Plist Modification		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1												Modify Registry		PR.AC-4, PR.IP-1		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1

																				Port Knocking		PR.IP-1		DE.CM-1, DE.AE-2, DE.AE-4, DE.CM-1												Mshta		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

																				Port Monitors		PR.IP-1		 DE.AE-2, DE.AE-4, DE.CM-1												Network Share Connection Removal		PR.AC-4, PR.AC-7, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

																				Rc.common		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1												NTFS File Attributes		PR.AC-4, PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1

																				Re-opened Applications		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												Obfuscated Files or Information		PR.PT-1		DE.AE-2, DE.AE-4, DE.CM-1

																				Redundant Access		PR.AC-5, PR.IP-1		ID.RA-2, DE.AE-2, DE.AE-4, DE.CM-1												Plist Modification		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

																				Registry Run Keys / Startup Folder		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1												Port Knocking		PR.IP-1		DE.CM-1, DE.AE-2, DE.AE-4, DE.CM-1

																				Scheduled Task		PR.AC-4, PR.IP-1, PR.PT-3		PR.IP.1, PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1												Process Doppelgänging		PR.IP-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

																				Screensaver		PR.IP-1		 DE.AE-2, DE.AE-4, DE.CM-1												Process Hollowing		PR.PT-1, DE.CM-4		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

																				Security Support Provider		PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												Process Injection		PR.AC-4, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

																				Service Registry Permissions Weakness		PR.AC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1												Redundant Access		PR.AC-5, PR.IP-1		ID.RA-2, DE.AE-2, DE.AE-4, DE.CM-1

																				Setuid and Setgid		PR.IP-1, PR.IP-12, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												Regsvcs/Regasm		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

																				Shortcut Modification		PR.AC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1												Regsvr32		PR.IP-1		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

																				SIP and Trust Provider Hijacking		PR.AC-4, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												Rootkit		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1

																				Startup Items		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1												Rundll32		PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

																				System Firmware		PR.AC-4, PR.DS-6, PR.PR-3		DE.AE-2, DE.AE-4, DE.CM-1, DE.CM-4												Scripting		PR.AC-4, PR.PT-3		PR.PT-1, DE.AE-2, DE.AE-4, DE.CM-1

																				Time Providers		PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												Signed Binary Proxy Execution		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

																				Trap		NONE		DE.AE-2, DE.AE-4, DE.CM-1												Signed Script Proxy Execution		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

																				Valid Accounts		PR.AC-1, PR.AC-4, PR.AC-6, PR.AC-7, PR.PT-1, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1												SIP and Trust Provider Hijacking		PR.AC-4, PR.IP-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

																				Web Shell		PR.IP-12, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1												Software Packing		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1

																				Windows Management Instrumentation Event Subscription		PR.AC-4		DE.AE-2, DE.AE-4, DE.CM-1												Space after Filename		PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1

																				Winlogon Helper DLL		PR.AC-4, PR.IP-1		DE.AE-2, DE.AE-4, DE.CM-1												Template Injection		PR.AT-1, PR.PT-3		DE.AE-2, DE.AE-4, DE.CM-1

																																				Timestomp		PR.IP-1, DE.CM-4		DE.AE-2, DE.AE-4, DE.CM-1

																																				Trusted Developer Utilities		PR.IP-1 		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1

																																				Valid Accounts		PR.AC-1, PR.AC-4, PR.AC-6, PR.AC-7, PR.PT-1, PR.PT-3		DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1

																																				Web Service		PR.AC-5, PR.PT-3, DE.CM-1		DE.AE-2, DE.AE-4, DE.CM-1

																																				XSL Script Processing		PR.IP-1 		DE.AE-1, DE.AE-2, DE.AE-4, DE.CM-1









CSF TTP Totals

		Subcategories that are used in more than one ATT&CK TTP



		CSF Subcategory		Mitigation		Detection		Totals

		ID.AM-1		0		1		1

		ID.GV-1		3		0		3

		ID.RA-2		6		0		6

		PR.AC-1		6		0		6

		PR.AC-2		2		0		2

		PR.AC-3		10		0		10

		PR.AC-4		68		0		68

		PR.AC-5		15		0		15

		PR.AC-6		4		0		4

		PR.AC-7		37		0		37

		PR.AT-1		11		0		11

		PR.AT-2		6		0		6

		PR.AT-3		1		0		1

		PR.AT-4		3		0		3

		PR.AT-5		3		0		3

		PR.DS-1		2		0		2

		PR.DS-2		4		0		4

		PR.DS-3		1		0		1

		PR.DS-5		1		0		1

		PR.DS-6		6		2		8

		PR.DS-7		1		0		1

		PR.DS-8		0		1		1

		PR.IP-1		129		1		130

		PR.IP-2		2		2		4

		PR.IP-3		2		0		2

		PR.IP-12		15		1		16

		PR.PT-1		9		15		24

		PR.PT-2		3		0		3

		PR.PT-3		118		0		118

		PR.PT-4		1		0		1

		DE.AE-1		3		75		78

		DE.AE-2		0		232		232

		DE.AE-3		1		7		8

		DE.AE-4		0		226		226

		DE.CM-1		2		236		238

		DE.CM-4		44		17		61

		DE.CM-5		0		7		7

		DE.CM-6		0		1		1

		DE.CM-7		0		15		15

		DE.CM-8		1		4		5

		RS.AN-3		0		1		1

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								

								











CSF Subcategory Support to ATT&CK TTPs



Mitigation	ID.AM-1	ID.GV-1	ID.RA-2	PR.AC-1	PR.AC-2	PR.AC-3	PR.AC-4	PR.AC-5	PR.AC-6	PR.AC-7	PR.AT-1	PR.AT-2	PR.AT-3	PR.AT-4	PR.AT-5	PR.DS-1	PR.DS-2	PR.DS-3	PR.DS-5	PR.DS-6	PR.DS-7	PR.DS-8	PR.IP-1	PR.IP-2	PR.IP-3	PR.IP-12	PR.PT-1	PR.PT-2	PR.PT-3	PR.PT-4	DE.AE-1	DE.AE-2	DE.AE-3	DE.AE-4	DE.CM-1	DE.CM-4	DE.CM-5	DE.CM-6	DE.CM-7	DE.CM-8	RS.AN-3	0	3	6	6	2	10	68	15	4	37	11	6	1	3	3	2	4	1	1	6	1	0	129	2	2	15	9	3	118	1	3	0	1	0	2	44	0	0	0	1	0	0	0	0	Detection	ID.AM-1	ID.GV-1	ID.RA-2	PR.AC-1	PR.AC-2	PR.AC-3	PR.AC-4	PR.AC-5	PR.AC-6	PR.AC-7	PR.AT-1	PR.AT-2	PR.AT-3	PR.AT-4	PR.AT-5	PR.DS-1	PR.DS-2	PR.DS-3	PR.DS-5	PR.DS-6	PR.DS-7	PR.DS-8	PR.IP-1	PR.IP-2	PR.IP-3	PR.IP-12	PR.PT-1	PR.PT-2	PR.PT-3	PR.PT-4	DE.AE-1	DE.AE-2	DE.AE-3	DE.AE-4	DE.CM-1	DE.CM-4	DE.CM-5	DE.CM-6	DE.CM-7	DE.CM-8	RS.AN-3	1	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	2	0	1	1	2	0	1	15	0	0	0	75	232	7	226	236	17	7	1	15	4	1	0	0	0	Subcategories





# ATT&CK TTPs











CSF Statistics

		CSF Subcategory				Initial Access								Execution								Persistence								Privilege Escalation								Defense Evasion								Credential Access								Discovery								Lateral Movement								Collection								Exfiltration								Command and Control								ATT&CK

						Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total				Mitigation		Detection		Total

		ID.AM-1				0		1		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		1		1

		ID.AM-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.AM-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.AM-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.AM-5				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.AM-6				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.BE-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.BE-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.BE-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.BE-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.BE-5				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.GV-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				1		0		1				1		0		1				0		0		0				1		0		1				0		0		0				0		0		0				3		0		3

		ID.GV-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.GV-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.GV-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.RA-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.RA-2				0		0		0				1		0		1				0		0		0				1		0		1				2		0		2				1		0		1				0		0		0				1		0		1				0		0		0				0		0		0				0		0		0				6		0		6

		ID.RA-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.RA-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.RA-5				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.RA-6				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.RM-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.RM-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.RM-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.SC-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.SC-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.SC-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.SC-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		ID.SC-5				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.AC-1				2		0		2				0		0		0				0		0		0				2		0		2				1		0		1				1		0		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				6		0		6

		PR.AC-2				1		0		1				0		0		0				0		0		0				0		0		0				0		0		0				1		0		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				2		0		2

		PR.AC-3				0		0		0				2		0		2				2		0		2				1		0		1				0		0		0				0		0		0				0		0		0				4		0		4				0		0		0				0		0		0				1		0		1				10		0		10

		PR.AC-4				3		0		3				8		0		8				12		0		12				13		0		13				9		0		9				7		0		7				0		0		0				9		0		9				4		0		4				0		0		0				3		0		3				68		0		68

		PR.AC-5				4		0		4				1		0		1				1		0		1				0		0		0				1		0		1				2		0		2				1		0		1				3		0		3				0		0		0				0		0		0				2		0		2				15		0		15

		PR.AC-6				1		0		1				0		0		0				0		0		0				2		0		2				1		0		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				4		0		4

		PR.AC-7				2		0		2				3		0		3				6		0		6				5		0		5				2		0		2				8		0		8				1		0		1				8		0		8				2		0		2				0		0		0				0		0		0				37		0		37

		PR.AT-1				3		0		3				1		0		1				1		0		1				0		0		0				1		0		1				3		0		3				0		0		0				0		0		0				2		0		2				0		0		0				0		0		0				11		0		11

		PR.AT-2				3		0		3				1		0		1				0		0		0				0		0		0				0		0		0				1		0		1				0		0		0				0		0		0				1		0		1				0		0		0				0		0		0				6		0		6

		PR.AT-3				1		0		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				1		0		1

		PR.AT-4				3		0		3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				3		0		3

		PR.AT-5				3		0		3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				3		0		3

		PR.DS-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				1		0		1				0		0		0				0		0		0				1		0		1				0		0		0				0		0		0				2		0		2

		PR.DS-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				2		0		2				1		0		1				0		0		0				1		0		1				0		0		0				0		0		0				4		0		4

		PR.DS-3				1		0		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				1		0		1

		PR.DS-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.DS-5				1		0		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				1		0		1

		PR.DS-6				0		1		1				3		0		3				0		0		0				0		0		0				1		1		2				0		0		0				0		0		0				2		0		2				0		0		0				0		0		0				0		0		0				6		2		8

		PR.DS-7				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				1		0		1				0		0		0				0		0		0				0		0		0				1		0		1

		PR.DS-8				0		1		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		1		1

		PR.IP-1				5		1		6				18		0		18				21		0		21				20		0		20				14		0		14				5		0		5				19		0		19				10		0		10				11		0		11				3		0		3				3		0		3				129		1		130

		PR.IP-2				1		0		1				0		1		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				1		1		2				0		0		0				0		0		0				0		0		0				2		2		4

		PR.IP-3				1		0		1				0		0		0				0		0		0				0		0		0				1		0		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				2		0		2

		PR.IP-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.IP-6				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.IP-7				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.IP-8				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.IP-9				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.IP-10				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.IP-11				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.IP-12				1		1		2				1		0		1				1		0		1				5		0		5				2		0		2				1		0		1				0		0		0				4		0		4				0		0		0				0		0		0				0		0		0				15		1		16

		PR.MA-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.MA-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		PR.PT-1				3		1		4				0		5		5				1		1		2				2		2		4				2		2		4				1		2		3				0		0		0				0		2		2				0		0		0				0		0		0				0		0		0				9		15		24

		PR.PT-2				1		0		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				1		0		1				0		0		0				1		0		1				0		0		0				3		0		3

		PR.PT-3				5		0		5				14		0		14				14		0		14				16		0		16				15		0		15				12		0		12				2		0		2				11		0		11				2		0		2				8		0		8				19		0		19				118		0		118

		PR.PT-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				1		0		1				0		0		0				1		0		1

		PR.PT-5				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		DE.AE-1				0		1		1				0		11		11				0		8		8				0		3		3				1		3		4				1		5		6				0		18		18				1		5		6				0		2		2				0		3		3				0		16		16				3		75		78

		DE.AE-2				0		7		7				0		33		33				0		33		33				0		28		28				0		33		33				0		19		19				0		20		20				0		16		16				0		13		13				0		9		9				0		21		21				0		232		232

		DE.AE-3				0		1		1				0		2		2				0		0		0				0		1		1				1		2		3				0		0		0				0		0		0				0		1		1				0		0		0				0		0		0				0		0		0				1		7		8

		DE.AE-4				0		6		6				0		29		29				0		33		33				0		28		28				0		32		32				0		19		19				0		20		20				0		16		16				0		13		13				0		9		9				0		21		21				0		226		226

		DE.AE-5				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		DE.CM-1				1		9		10				0		33		33				0		33		33				0		28		28				0		33		33				0		19		19				0		20		20				0		17		17				0		13		13				0		9		9				1		22		23				2		236		238

		DE.CM-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		DE.CM-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		DE.CM-4				1		7		8				0		5		5				0		0		0				0		0		0				2		2		4				3		0		3				19		0		19				4		2		6				11		0		11				4		0		4				0		1		1				44		17		61

		DE.CM-5				0		5		5				0		1		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		1		1				0		0		0				0		0		0				0		0		0				0		7		7

		DE.CM-6				0		1		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		1		1

		DE.CM-7				0		4		4				0		2		2				0		1		1				0		0		0				0		2		2				0		0		0				0		0		0				0		5		5				0		0		0				0		0		0				0		1		1				0		15		15

		DE.CM-8				0		2		2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		1		1				1		1		2				0		0		0				0		0		0				0		0		0				1		4		5

		DE.DP-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		DE.DP-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		DE.DP-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		DE.DP-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		DE.DP-5				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.RP-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.CO-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.CO-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.CO-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.CO-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.CO-5				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.AN-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.AN-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.AN-3				0		1		1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		1		1

		RS.AN-4				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.AN-5				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.MI-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.MI-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.MI-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.IM-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RS.IM-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RC.RP-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RC.IM-1				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RC.IM-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RC.CO-2				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		RC.CO-3				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0				0		0		0

		

		

		

		

		

		

		

		

		





Notes

		1		PR.AC-4 when guidance calls for restricting access 