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Major Goals: The modern consumer operating system evolved significantly with the introduction of the Android
and iOS smartphone platforms. Android marketshare now approaches that of Microsoft Windows, and both Android
and iOS are transcending a wide variety of consumer and government computing devices. These modern OSes
include feature-rich runtime environments that caused designers to re-think access control. The underlying theme
of this project is to understand the access control policy of modern OSes and to design techniques that ensure its
correct enforcement.

The project has three main thrusts to achieve this goal:

*Mining access control policy:* A modern OS has a multitude of access control policies that include traditional
discretionary access control (e.g., Unix permissions), traditional mandatory access control (e.g., SELinux), as well
as hard-coded checks throughout the runtime environment. This policy must be extracted and modeled for
analysis.

*Analyze access control policy:* The notion of “correctness” for least privilege access control policies is ill-defined,
with ground-truth residing only in the mind of the system designer or developer, if at all. We seek to approximate
correctness through latent signals (e.g., patterns of consistency) while taking into consideration subtleties of the
various enforcement mechanisms (e.g., delegation).

*Design comparison:* Access control mechanisms are included for various reasons, including legacy
dependencies, ad hoc response to threats, and perceived system hardening. We seek to understand the value-add
of individual access control mechanisms with respect to their composition in the whole. We further seek to compare
access control mechanisms across platforms.

Accomplishments: Over the course of the project, we performed deep investigation of both Android and iOS
while accomplishing the stated goals.

*Android:* We designed several semi-automated analysis frameworks that identify access control vulnerabilities in
the Android platform. Our Access Control Miner (ACMiner) static program analysis framework mines access control
policy from each remote procedure call (RPC) entry point into Android’s system services. A key novelty of ACMiner
is the ability to not only identify permission and UID checks, but also service-specific access control logic. The
ACMiner tool uses association rule mining to identify inconsistent access control checks and also suggest changes,
which significantly aids the task of a security analyst. ACMiner also forms the foundation of two subsequent
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analysis frameworks. The Android Redelegation Finder (ARF) identifies confused deputy vulnerabilities that occur
when RPC entry points to system services call other RPC entry points. We discover that Android’s RPC entry
points are highly interconnected and ARF optimizes the analysis by modeling the access control logic between
them. Finally, our File Re-Delegation (FReD) framework extends ARF’s confused deputy analysis to include files
accessed through RPC entry points, taking into account the Unix permissions that are assigned to those files.
Finally, we studied SEAndroid policy, identifying over-permissive access patterns and flaws that occur at the
confluence of MAC and DAC specification. All discovered vulnerabilities were reported to Google.

*iOS:* We perform the first deep analysis of access control policy for the iOS platform. We created SandBlaster to
reverse engineer Apple’s Sandbox Policy Language from its binary form back into its human readable Scheme-like
language. Next, we created SandScout to formally model the policy rules using Prolog, upon which we performed
logic queries to identify access control policy vulnerabilities. We then created iOracle to extend our access control
analysis to incorporate Unix Permissions, allow us to perform a system-wide analysis and identify gadgets that can
be used as part of device jailbreaks. Finally, we created Kobold to extend our analysis to Apple’s NSXPC, the
predominant form of inter-process communication (IPC) used by system services and daemons. Since source code
is not available for iOS, we performed dynamic testing to extract a profile of access control checks for each RPC
entry point, identifying a number of missing checks in the process. All discovered vulnerabilities were reported to
Apple.

Through these efforts, we achieved our third goal of comparing the access control designs of Android and iOS. We
found that iOS has evolved significantly over the years, approaching an architecture similar to Android by moving
more access control decisions into system services that check entitlements (which are similar to Android’s install-
time permissions). Through our interactions with Apple, we learned that some of our vulnerability discoveries have
motivated some of this re-architecting.

2) SPECIFIC OBJECTIVES

*Mining access control policy:* Our analysis frameworks (ACMiner, SandBlaster, Kobold) successfully mine access
control policy specification from code using a range of static and dynamic program analysis.

*Analyzing access control policy:* Our analysis frameworks (ACMiner, ARF, FReD, SPOKE, SandScout, iOracle,
Kobold) create a formal representation of access control policy and define invariants and rules to identify policy
flaws.

*Design comparison:* Our analysis of the access control architectures and Android and iOS identified many
similarities and have helped better understand their defenses.

3) SIGNIFICANT RESULTS

Our work led to the discovery of hundreds of vulnerabilities, which were reported to Google and Apple. The
vulnerabilities have been fixed and a number of them were deemed significant enough to issue CVEs:

Android CVEs:

CVE-2019-2098
CVE-2019-2092
CVE-2019-2091
CVE-2019-2090
CVE-2019-9351
CVE-2019-9377
CVE-2019-9438
CVE-2020-0208
CVE-2020-0209
CVE-2020-0210

iOS CVEs:

CVE-2015-7001
CVE-2016-4719
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CVE-2016-4620
CVE-2016-4686
CVE-2016-4664
CVE-2016-4665
CVE-2018-4446
CVE-2019-8502
CVE-2019-8698

4) KEY OUTCOMES

We have characterized the access control frameworks of both Android and iOS, designing algorithmic frameworks
for semi-automatically identifying access control vulnerabilities. Our findings have led to important security fixes in
both Android and iOS, and in some cases have caused system designers to rethink how access control
enforcement is performed.

Training Opportunities: This project formed the central contributions of the dissertations of two PhD students,
Luke Deshotels and Sigmund Gorski, both of which have successfully defended. It has also aided the training of
several other PhD students who participated in the research for the papers.

Results Dissemination: The papers were presented at many academic conferences both domestically and
internationally. See the publications for the list of conference venues.

It was also presented as invited talks at both conferences and universities, including:

College of William and Mary, Williamsburg, VA

King's College London (KCL), London, UK
CyberSecurity@KAIST International Workshop, Daejeon, Korea
BSides Raleigh, Raleigh, NC

Note that BSides Raleigh is a venue attended by security practitioners who are not typically exposed to academic
research.

Honors and Awards: Distinguished Paper, ACM Asia Conference on Computer and Communications Security
(ASIACCS), 2017

Protocol Activity Status:
Technology Transfer: Open source projects:

ACMiner: https://github.com/wspr-ncsu/acminer

ARF: https://github.com/wspr-ncsu/arf

SandBlaster: https://github.com/malus-security/sandblaster
iExtractor: https://github.com/malus-security/iExtractor

Additionally, we are interacting with Google to encourage internal use of ACMiner, ARF, and eventually FReD.
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