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Common Themes Related to Risk
Principles Found in Resilience Management Model

* The risk environment will not contract naturally — the number of risks
and complexity will increase

» Organizations must get better at “surviving” with uncertainty

« Knowledge and awareness of risk issues must be distributed
throughout an organization

 Traditional tools, techniques, and methods may not work in this
environment

 EXisting organizational structures may not be agile enough to adapt

The Only Certainty That We Can Count On is Uncertainty.
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Defining and Decomposing Risk

More Than Just an Index

terna ’ ~ U e
Risk calculation is often goentional | Vulnerability
treated as an index in which
(probability x consequence)
provides an expected y S—
monetary value. ) ¥ —

~  CONDITION

We must analyze risk to find
the conditions that drive the -
consequences to actualize - 1 CONSEQUENCE

risk. Impact '_/ -
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Cyber Risk Management — Nothing Changes

All Risk Management Processes Have Similar Characteristics

Traditional Risk Management

Start Here
W & Regardless of the
technology being
pan b | Mowmor considered, the risk
.‘ management process
— MANE?(IBSE‘TVIENT — should follow the same
\  / fundamental steps and
IDENTIFY \ ~ REspoND abide by the same
principles.
ANALYZE
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Artificial Intelligence (Al)

Risk Considerations
 Although Al is much like any other new technology that threatens to

disrupt markets and industries, there are some contextual considerations
for the following conditions

* |f the conditions can be addressed, that may reduce or eliminate the risk

« As we discuss each condition, it is important to note that risk
Interdependency may provide opportunity for efficiency savings

Recall That a Risk is the Possibility of Suffering Loss and the Condition is the Term That
Describes Vulnerability, an Actor With a Motive, and an Undesirable Outcome
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Al Risk Conditions to Consider

* lll-defined problem statement P
» Lack of expertise i SRR s S AR o
ERS i (i Ha e S M A N

-

» Model-system-data disconnection
» Unrealistic expectations

« Data challenges

LA REALS ok
This Photo by Unknown Author is licensed under CC BY

 Lack of verifiability

We Will Cover Each in Greater Detail. However, We Must Strive to Identify Others—
Especially as Each Organization Brings New Context.

RSAC 365
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llI-Defined Problem Statement

Detailed Discussion

Risk Condition Description * Potential Response(s)

Organizations must constantly adaptto ¢ Requirements and scope
shifting environmental conditions definition must be well

Includinag:
. J understood and documented
* nternal or external threat actors who

change their tactics,

* changes in the value of assets « Scope decomposition into smaller
* change In venue. parts dilutes risk impact.

These shifts can complicate the o o
roblem to be solved and often lead to ¢ Agile implementation in

the risk condition involving anill- development that accommodates
efined problem statement. frequent changes.
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Lack of Expertise

Detailed Discussion )
* Potential Response(s)

. Risk ition Descripti i
Isk Condition Description * A proactive talent management

« An organization may be unable to

assemble the expertise needed to enable strategy must be implemented.
the use of Al-related technology. * Foster educational opportunities
* Training and education

» Tasks such as defining the problem, * |dentify opportunities that provide
developing the model, collecting data, and experience for employees
constructing systems require skills and :
expertise that may not be readily * Conferences, projects, research
available. * Follow rigorous hiring practices

* This risk is not unusual to Al expertise. . ,
* Hiring and third party contractors

have additional risks to manage.
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Unrealistic Expectations

Detailed Discussion .
* Potential Response(s)

* Risk Condition Description « Customers must understand that
« Some customers may be the science of Al relies on

uninformed or uneducated about mathematical modeling that

Al technology.
9y enables automated, risk-based

L. . decisions.
* This situation can lead to the

unrealistic expectations risk

condition. * Organizations must review risk
appetite and readiness to adopt
* Since risk is probabilistic, cutting-edge technologies. (e.g. is
ter}recg? Is always a chance of the organization willing to

withstand Al errors, and if so, how

much?)
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Model-System-Data Disconnect

Detailed Discussion .
Potential Response(s)

Risk Condition Description » Organizations must have a proactive

* An Al system must be able to and disciplined process for
sense, collect, and compute the requirements exploration and secure
needed data to make a decision. development operations with a

At times, a disconnection of flexible and nimble software
model, system, or data can architecture.

result in a system that doesn’t
meet Its requirements.

 This risk condition can triglger a * Agile software development is an
risk incident, such as an example of how developers can build
system that produces poor a system through a flexible process

decisions. that adapts to changing conditions

while maintaining model, system,

and data alignment.
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Data Challenges

Detailed Discussion * Potential Response(s)
» Risk Condition Description * The organization must build
. Effective models such as these strategies for how to collect, use, and
rely on large volumes of data. maintain the data the system uses.
* Models rely on the relevance  Must also consider appropriate

and accuracy of data, the data

challenges risk condition comes refresh rates, whether or not to

into play. expunge old data, and how well the
o - poisoned data system accommodates change.
. * biased interpretation of * The organization must accept that:
data * not all data is perfect
. « faulty data collection  making data usable consumes
. e low volume of data significant resources.
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Lack of Verifiability

Detailed Discussion :
* Potential Response(s)

* Risk Condition Description  Organizations must seek to
« It is critical that users confirm understand:
that the risk-based decisions * 1. Interpretation of the results may

be as important as knowing what

made by the Al system are results to expect.

appropriate. -
pprop e 2. Organizations must work to

* This verification, if lacking, modify and tune the Al model when
may question the potential errors are identified.
bias and overall trust the * 3. Organizations must adjust risk
users have in the system or appetite to tolerate model

corrections without risking that their
stakeholders will lose trust in Al.
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We are Adopting Al.... What Should We
Consider?

Tips on How to Begin

* Initial steps for adopting Al technology should include the following:

1. The organization should establish a standardized risk management policy
and procedures for implementing that policy.
« Doing so ensures consistency when adopting new technologies amid the related
uncertainties.

« 2. The organization should establish a governance structure where risk-
based decisions, such as adopting new technologies, can be made.

 If arisk governance structure is not yet established, the organization may opt to use
other decision-making bodies such as a technology council.

* 3. The organization’s risk program must work with executives to understand
and communicate the willingness of the organization to take risks so that a
reasonable risk appetite bounds the scope of decisions.
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