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Scalable Assurance Challenges

Kinetic effect of Cyber-Physical Systems
« Safety critical
» Requires strong assurance
— Logic (value)
— Timing (before crash)
— Correct physical reaction
Strong assurance not possible at practical scale
« Multi-Criticality:
— But not required for everything
« Artifact size
— Too large for strong verification techniques
Cognitive Design Overload (large systems)
» Top-level requirements -> refinement cycles -> implementation
« Assurance at all levels of refinement
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Multi-Criticality

Practitioners

» DO-178 Design Assurance Levels
e |solation between levels

Research

» Timing: real-time mixed-criticality

— Larger execution time -> higher
assurance

— Temporal protection

» Real-Time Mixed-Trust Computation
—Temporal / logic protection
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Minimize verified components

 Focus on critical properties on 1/O

» Treat most system as black box
Add enforcers to guard critical
property

« Small verified code to guard 1/O

» Verify against critical property
Protect enforcers

« Against misbehavior of unverified
components

Untrusted
VM

Enforce critical aspects
* Logic B, S |
* Timing 0 | ( X ,, ) |
* Physics - ¥

%% Software Engineering Institute | Carnegie Mellon

[Distribution Statement A] Approved for public release and unlimited distribution.




Cognitive Design Overload

Large CPS

« Many requirements + properties [ s %

Model-Based Engineering 5

« Design decisions through

« Continuous analyses - y
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