Carnegie Mellon University
Software Engineering Institute

Quick-Start Guide to the SEl Partner Resource Center for SEI-
Authorized Insider Threat Program Evaluators

This document contains information to help SEI-Authorized Insider Threat Program Evaluators access
the SEI Partner Network — Partner Resource Center (PRC) portal to

e access and download the Insider Threat Program Evaluator (ITPE) Toolkit

e submit your ITPE data

e view your ITPE data submissions and access/download the processed results
e  contact the SEI

Access the SEIl Partner Resource Center

Log in to the SEI PRC at https://partner-resources.sei.cmu.edu.

—
== SEI Partner Network

Partner Resource Center

Carnegie Mellon University

Today is Tuesday, November 10, 2020

Welcome

Welcome to the SEI Partner Resource Center, your source for
SEI course materials, and forms.

The SEI Partner Resource Center:

* contains SEI intellectual property that you are
authorized to use according to your license agreement

» provides online submission forms for submitting data
to the SEI

Login

Email Address: | |

Password: | |

Forgot your password?

Forgot your password?

Legsl | Privacy Notice

Figure 1: SEI PRC Welcome / Login screen

If you previously received a username and password, you can continue to use them as they have not
changed.
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QUICK START GUIDE FOR SEI-AUTHORIZED INSIDER THREAT PROGRAM EVALUATORS

If you do not remember your login credentials, enter your email address and click the “Forgot your
password?” link for information on how to reset your login by requesting a new temporary password.

== SEI Partner Network

Partner Resource Center

Carnegie Mellon University

Today is Tuesday, November 10, 2020

Forgot Password Instructions

If you have forgotten your password, please provide your
first name, last name, and email address and a temporary
password will be sent to you.

If you have problems with this page, please contact olpd-
info@sei.cmu.edu to request a temporary password.

Login

Request a new Temporary Password

First Name: | |

Last Name: | |

Email | |
Address:

Request Temporary Password

Legal | Privacy Motice

Figure 2: Forgot Password screen

Once you have logged in, you will see the “Main View” screen for your account.

—
== SEI Partner Network

Partner Resource Center

Carnegie Mellon University
Today is Tuesday, November 10, 2020
[ | comtactthesr | 00000000 I @ rogour ]
IIPESubmission |  TPESwmmary | | 0@ 000000 |

Instructions

Click on [ + ] or [ - ] to expand or collapse role, then select
one of the following categories to view the files available for
download.

| [+ ] SEl-Authorized Insider Threat Program Evaluator (Authorized)

t
Legsl | Privacy Notice

—

Figure 3:  Access Granted — Main View screen

i)

From the Main View screen, click the [ + ] next to the “SEI-Authorized Threat Program Evaluator’
header to expand the resources available for that role.
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== SEI Partner Network

Carnegie Mellon University

Partner Resource Center

Today is Tuesday, November 10, 2020
[ ] comtactthesmr | 000 ] = togout |

Instructions

Click on [ + ] or [ - ] to expand or collapse role, then select
one of the following categories to view the files available for
download.

[ -] SEl-Authorized Insider Threat Program Evaluator (Authorized)
ITPE_Toolkit
SEI Partner QuickStart Guide

Legal | Privacy Notice

—
Figure 4: Main View Expanded screen showing files available for download

Click the “SEI Partner QuickStart Guide” link to access the ‘“Partner Network Quick Start Guide
7.zip” file, which contains a PDF document providing additional information to help you manage your
participation in the SEI Partner Network.

—
== SEI Partner Network

Partner Resource Center

Carnegie Mellon University

Today is Tuesday, November 10, 2020

| 00| contactthesm | 00| = togout |
IPESubmission |  mPESwmmary | | | 00000000000 |

Instructions

Below the category, you will see a list of materials available
for download

SEl Partner QuickStart Guide

Name Size Description
Partner Network Quick Start Guide 7.zip 1.5 MB updated: 01.11.201%

Legsl | Privacy Motice

—

Figure 5: Partner Quick Start Guide document zip file download
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QUICK START GUIDE FOR SEI-AUTHORIZED INSIDER THREAT PROGRAM EVALUATORS

Access and Download the ITPE Toolkit

From the expanded Main View screen (see Figure 4), click the “ITPE_Toolkit” link to access the
ITPE Toolkit zip files.

P
=
== SEI Partner Network
" e o Partner Resource Center
Carnegie Mellon University
Today is Tuesday, November 10, 2020
| vainview | 000 |  contactthesmr | 000000 I = togout |
IPESubmission |  meeswwmary | | | 0000000000 |
Instructions
Below the category, you will see a list of materials available
for dovnload
ITPE_Toolkit
Hame Size Description
ITPE-Toolkit-Readme.zip 100.0 KB ITPE Toolkit Readme (updated 2018-09-12)
ITPE-Licensee-Toolkit.zip 72.6 MBE ITPE Toolkit {updated 2018-09-12: contains updated JAT and
documents)
ITPE-Senior-Mgmt-Briefing.zip 3.5 MB ITPE Senior Management Briefing (added 2015-10-21)
Legsl | Privacy Motice

—
Figure 6: ITPE Toolkit zip files

Click the “ITPE-Toolkit-Readme.zip” link to open or save that zip file, which contains a PDF
document (IPTE_Toolkit_Readme.pdf — see Figure 7) that provides a summary description of the
contents of the ITPE Toolkit.

Click the “ITPE-Licensee-Toolkit.zip” link to open or save the ITPE Toolkit zip file, which contains

the ITPE Workbooks, Pre-Evaluation Package materials, templates, briefings, and the Joint
Assessment Tool as described in the ITPE-Toolkit-Readme file.

The “ITPE-Senior-Mgmt-Briefing.zip” contains a PowerPoint presentation describing the purpose,
background, and process of the ITPE and its capabilities for introducing an organization’s senior
leadership to the ITPE.
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ITPE Licensee Toolkit

The ITPE_Toolkit.zip file contains this Readme file (ITPE-Toolkit-Readme.pdf) along with the following
folders and files.

General-Resources
This folder contains the following subfolders and files.

ITPE-Briefings

This folder has briefings/templates that can be used to provide an overview of the ITPE, its
processes, related artifacts, and summary of the on-site activity, to different audiences during
different stages of the ITVE process:

ITPE-Exit-Briefing-Template.pptx (9 slides)
The [optional] briefing template can be customized and used to provide an optional,
initial summary of the ITPE at the conclusion of the on-site activity.

Figure 7:  ITPE Toolkit Readme document

Submit Your ITPE Data

To submit your ITPE data, you first need to export your evaluation from the Joint Assessment Tool
(JAT) application using the Anonymized output format. See Section 6 in the “Joint Assessment Tool —
A User’s Guide” for related information.

Click the “ITPE Submission” button in the top menu to open the screen for SEl-authorized evaluators
to submit evaluations for review and scoring by the CERT Insider Threat Center.

== SEI Partner Network

Partner Resource Center

Carnegie Mellon University

Today is Tuesday, November 10, 2020

[ ManView | 0000 |  Contactthesmr | 00000000 |
TIPE Submission PEswmmary | | O 00000000 |

Instructions

Welcome to the ITPE submission section of the SEI Partner Resource Center. This section is for
SEI-authorized evaluators to submit evaluations for review and scoring by CERT Insider Threat
experts.

Please Note:
Entries marked with a * are required in order to "Review Evaluation’.
Only zip files will be accepted.
Press "Submit Evaluation’ to send to SEI for processing

ITPE Data - Evaluation Information

EVALUATION INFORMATION

Your SEI Assigned Partner ID: 2

Evaluation Organization ID* l:l
Evaluation Sub-Organization ID* l:l

Select Evaluatoin File* = Browse.. Mo file selected.

Save Evaluation

Legsl | Privacy Motice

Figure 8: ITPE Data — Evaluation Information screen
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In the “Evaluation Organization ID” field (required), enter an identifier from 1 to 15 characters in
length. In the “Evaluation Sub-Organization ID” field (required), enter an identifier from 1 to 15
characters in length. After you submit your evaluation, these identifiers will be displayed on your
ITPE Data Submission Summary page (see Figure 13).

In the “Select Evaluation File” field, type in your local file location, or click the “Browse...” button to
select and upload a zip file containing your evaluation data to be submitted. Note that only zip files
will be accepted.

= SEI Partner Network

Partner Resource Center

Carnegie Mellon University
Today is Tuesday, November 10, 2020

| | contactthesmr | 00000000 |
IPESubmission |  mPeSswmmary | I | |

Instructions

Welcome to the ITPE submission section of the SEI Partner Resource Center. This section is for
SEI-authorized evaluators to submit evaluations for review and scoring by CERT Insider Threat
experts.

Please Note:
Entries marked with a * are required in order to "Review Evaluation’.
Only zip files will be accepted.
Press 'Submit Evaluation’ to send to SEI for processing

ITPE Data - Evaluation Information

EVALUATION INFORMATION

Your SEI Assigned Partner ID: §
Evaluation Organization ID* |Qrg 001
Evaluation Sub-Organization ID¥ |Qrg Sub 001

Select Evaluatoin File*  Browse.. Org-00Lzip

Save Evaluation

Legsl | Privacy Motice

Figure 9: ITPE Data — Evaluation Information screen — ready to save

After all three of the required fields are completed, click the “Save Evaluation” button on the bottom
of the page.
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= SEI Partner Network

Partner Resource Center

Carnegie Mellon University
Today is Tuesday, November 10, 2020
[ |
R TETT R R R

Instructions

Welcome to the ITPE submission section of the SEI Partner Resource Center. This section is for
SEI-authorized evaluators to submit evaluations for review and scoring by CERT Insider Threat
experts.

Please Note:
Entries marked with a * are required in order to "Review Evaluation’.
Only zip files will be accepted.
Press 'Submit Evaluation’ to send to SEI for processing

ITPE Data - Evaluation Information

EVALUATION INFORMATION

Your SEI Assigned Partner ID: 2

Evaluation O ization ID* | Org_001
Evaluation Sub-O ization ID* | Qrg_Sub_001

Selected File: Org-001.zip Checkto Remove ]

Save Evaluation Review Evaluation

Legal | Privacy Natice

—
Figure 10: ITVA Data — Evaluation Information screen — ready to review

If you would like to change any information in the required evaluation fields (Evaluation Organization
ID, Evaluation Sub-Organization ID, or Selected File), you may make those changes on this screen
and then click the “Save Evaluation” button again. Otherwise, click the “Review Evaluation” button to
continue.
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QUICK START GUIDE FOR SEI-AUTHORIZED INSIDER THREAT PROGRAM EVALUATORS

In the “ITPE Data — Review Evaluation” screen, review the required information (Evaluation
Organization 1D, Evaluation Sub-Organization ID, or Selected File) for the evaluation data that you
are about to submit.

—
== SEI Partner Network

Partner Resource Center

Carnegie Mellon University

Today is Tuesday, November 10, 2020

| ManView ] § contacttheser | ]  logout |
| rPESubmission |  mPESwmmary 0 | ] 00|

Instructions

Welcome to the ITPE submission section of the SEI Partner Resource Center. This section is for
SEI-authorized evaluators to submit evaluations for review and scoring by CERT Insider Threat
experts.

Please Note:
Entries marked with a * are required in order to "Review Evaluation’.
Only zip files will be accepted.
Press 'Submit Evaluation’ to send to SET for processing

ITPE Data - Review Evaluation

EVALUATION INFORMATION

Your SEI Assigned Partner ID: §

Evaluated Organization ID: Org_001
Eval i Sub-Organization ID: Org_Sub_001
Selected File: (Org-001.zip

Edit Evaluation Submit Evaluation

Legal | Privacy Natice

—
Figure 11: ITPE Data — Review Evaluation screen — ready to edit or submit

To make any changes, click the “Edit Evaluation” button to return to the previous screen (see Figure
10).

If no edits or changes are needed, click the “Submit Evaluation” button on the bottom of the page to
submit your evaluation.
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—
== SEI Partner Network

Partner Resource Center

Carnegie Mellon University

Today is Tuesday, November 10, 2020

| tanview | 000000 Contact the SEI I rogout |
IPESubmission | TPESwmmary | | 1 0000000000 |
Instructions

Welcome to the ITPE submission section of the SEI Partner Resource Center. This section is for
SEI-authorized evaluators to submit evaluations for review and scoring by CERT Insider Threat
experts.

Please Note:
Entries marked with a2 * are required in order to "Review Evaluation’.
Only zip files will be accepted.
Press 'Submit Evaluation’ to send to SEI for processing

ITPE Data - Evaluation Submitted to the SEI

EVALUATION INFORMATION
Your SEI Assigned Partner ID: 2

Evaluated Organization ID: Crg_001
Evaluated Sub-Organization ID: Org_Sub_001
Selected File: Org-001.zip

Legsl | Frivacy Motice

—
Figure 12: ITPE Data — Evaluation Submitted to the SEI

Please allow 3 to 5 business days after you have submitted an evaluation file for the SEI to process
your data and generate the results in a draft report. You will receive an email notifying you that the
results of your submitted evaluation file are available as a draft report for you to download from your
ITPE Summary page (see Figure 13).

View Your ITPE Data Submission Summary

Click the “ITPE Summary” button in the top menu to open the page showing your submitted ITPE
evaluations.

—
== SEI Partner Network

Partner Resource Center

Carnegie Mellon University

Today is Monday, December 14, 2020

] ]
| meesummary | | 0000000 0000000000 |
ITPE Data Submission Summary

Evaluator Information
Partner: SEI

Name: Tamara Marshall-Keim

Evaluation Information

Organization ID |Sub Organization ID | Assessment File | Submitted Result Processed
Org_001 Org_Sub_001 Org-001.zip November 10, 2020 09:38:57 | Org-001_Final.docx |September 12, 2016 11:31:31

Legal | Privacy Natice

—
Figure 13: ITPE Data Submission Summary screen
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QUICK START GUIDE FOR SEI-AUTHORIZED INSIDER THREAT PROGRAM EVALUATORS

Click the link in the “Result” column to open or download the processed results for that evaluation
file. The evaluation results will be provided in a draft report (Word document) for you to edit and
customize with additional details from your evaluation.

Carnegie Mellon University
Software Engineering Institute

Insider Threat Program Evaluation:
<<ORGANIZATION NAME>>

Figure 14: Example of the processed results generated in a draft ITPE report

Note that the draft ITPE report contains fields for you to replace with organizational information, and
you will need to change the copyright notice according to the instructions in the document markings.
See Section 8 of the “Joint Assessment Tool — A User’s Guide” for related information.
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Contact the SEI

Click the “Contact the SEI button” in the top menu to open a screen to send a message (questions,
comments, suggestions) to the SEI.

P . |

== SEI Partner Network

Partner Resource Center

Carnegie Mellon University

Today is Tuesday, November 10, 2020

| MainView | 0000000000 Contact the SEI | 000 I rogout |
|  DOPESubmission | mPESwnmany | | 0 000000000 0000000 |
Instructions

The SEI welcomes your questions, comments, and
suggestions. Please send us a message using the box
below.
The length of your message must be between 10 and 500
characters.

Permitted characters:

{ Alph-Mumeric )

(0007000

e300

(- _Miuod

(@)s)w)(ea}

Enter Comments to send to the SEI

Subject: | |
SEI Product: |- Select an SEI product if it applies to this comment N I
Send to the SEI

Legsl | Privacy Notice

Figure 15: Contact the SEI screen
Enter a message subject in the “Subject” field (optional).
From the “SEI Product” drop-down menu, select “Insider Threat.”

Enter your message in the box provided. The length of your message must be between 10 and 500
characters and can contain only the permitted characters shown in the Instructions section.
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== SEI Partner Network

Partner Resource Center

Carnegie Mellon University

Today is Tuesday, November 10, 2020

] ]
TTPE Submission TPESwmmary | | ] 000000 |

Instructions

The 5EI welcomes your questions, comments, and
suggestions. Please send us @ message using the box
below.
The length of your message must be between 10 and 500
characters.

Permitted characters:

{ alph-Mumeric )

(3000200

00!

(-30_M3ain

(@) s)wlila}

Enter Comments to send to the SEI

Subject: [rTPE evaluation dats |
SEI Product: | Insider Threst ~]

This is my message...

Legal | Privacy Motice

Figure 16: Contact the SEI screen — ready to send

Click the “Send to the SEI” button at the bottom of the page to send your message.
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== SEI Partner Network

Carnegie Mellon University

Partner Resource Center

Today is Tuesday, November 10, 2020

Your message has been sent
Contacttheser | | togout |

Instructions

The SEI welcomes your questions, comments, and
suggestions. Please send us a message using the box
below.
The length of your message must be between 10 and 500
characters.

Permitted characters:

( Alph-Numeric )
(200700
020300
(=3 _Mi0
(@) s %) &}

Enter Comments to send to the SEI

Subject: | |
SEI Product: | - Select an SEI preduct i it applies to this comment i I

Legsl | Privacy Motice

Figure 17: Contact the SEI — your message has been sent
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Logout

Click the “Logout” button in the top menu to end your session and return to the Welcome screen.

—
== SEI Partner Network Partner Resource Center

Carnegie Mellon University
Today is Tuesday, November 10, 2020

You have been logged out

Welcome

Welcome to the SEI Partner Resource Center, your source for
SEI course materials, and forms.

The SEI Partner Resource Center:

* contains SEI intellectual property that you are
guthorized to use according to your license agreement

* provides online submission forms for submitting data
to the SEI

Login
Email Address: | |
Password: | |

Forgot your password?

Forgot your password?

Legsl | Privacy Notice

Figure 18: Logged out
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Contact Us

Software Engineering Institute
4500 Fifth Avenue, Pittsburgh, PA 15213-2612

Phone: 412/268.5800 | 888.201.4479
Web: www.sei.cmu.edu
Email: info@sei.cmu.edu

Copyright 2020 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-
15-D-0002 with Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded
research and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed
as an official Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE
MATERIAL IS FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO,
WARRANTY OF FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED
FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF
ANY KIND WITH RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.
Please see Copyright notice for non-US Government use and distribution.

Internal use:* Permission to reproduce this material and to prepare derivative works from this material for internal
use is granted, provided the copyright and “No Warranty” statements are included with all reproductions and
derivative works.

External use:* This material may be reproduced in its entirety, without modification, and freely distributed in written
or electronic form without requesting formal permission. Permission is required for any other external and/or
commercial use. Requests for permission should be directed to the Software Engineering Institute at
permission@sei.cmu.edu.

* These restrictions do not apply to U.S. government entities.

Carnegie Mellon® and CERT® are registered in the U.S. Patent and Trademark Office by Carnegie Mellon
University.
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