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Summary 

In support of task AX-1-310047 for Director, Developmental Test and Evaluation 
(D(DT&E)), the Institute for Defense Analyses (IDA) conducted a defense contractor outreach 
effort to understand, from a high-level perspective, how defense contractors incorporate 
cybersecurity into design and testing of defense programs, and to understand how D(DT&E) can 
better support contractor developmental cybersecurity testing. Nine defense contractors were 
initially contacted, and three responded for interviews. Five main insight areas emerged from the 
interviews: 1) cybersecurity as Risk Management Framework (RMF) and compliance versus 
cybersecurity as an engineering design-based approach, 2) improving requirements and contracts 
for contractor cybersecurity testing, 3) usefulness of cybersecurity table tops (CTTs), 4) shifting 
left with government test and evaluation (T&E) to contractor testing (CT) and the requirements 
needed for such a shift, and 5) lack of awareness by defense contractors of the six phases of the 
Department of Defense Cybersecurity T&E Guidebook. Potential actions for D(DT&E) to address 
these findings are presented. 
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Appendix A. Acronyms and Abbreviations 

CRL Cyber Resiliency Levels 

CRSE Cyber Resiliency Systems Engineering 

CT Contractor Testing 

CTT Cyber Table Top 

D(DT&E) Director, Developmental Test and Evaluation 

DoD Department of Defense 

DT Developmental Testing 

IDA Institute for Defense Analyses 

OT Operational Testing 

OUSD(R&E) Office of the Undersecretary of Defense, Research and 
Engineering 

RMF Risk Management Framework 

SIPRNet Secret Internet Protocol Router Network 

T&E Test and Evaluation 

TEMP Test and Evaluation Master Plan 
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