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Summary

In support of task AX-1-310047 for Director, Developmental Test and Evaluation
(D(DT&E)), the Institute for Defense Analyses (IDA) conducted a defense contractor outreach
effort to understand, from a high-level perspective, how defense contractors incorporate
cybersecurity into design and testing of defense programs, and to understand how D(DT&E) can
better support contractor developmental cybersecurity testing. Nine defense contractors were
initially contacted, and three responded for interviews. Five main insight areas emerged from the
interviews: 1) cybersecurity as Risk Management Framework (RMF) and compliance versus
cybersecurity as an engineering design-based approach, 2) improving requirements and contracts
for contractor cybersecurity testing, 3) usefulness of cybersecurity table tops (CTTs), 4) shifting
left with government test and evaluation (T&E) to contractor testing (CT) and the requirements
needed for such a shift, and 5) lack of awareness by defense contractors of the six phases of the
Department of Defense Cybersecurity T&E Guidebook. Potential actions for D(DT&E) to address
these findings are presented.
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IDA Background

Objective:

To understand, from a high-level perspective, how
cybersecurity is incorporated into design and testing with
defense contractors, and how the government, specifically
Director, Developmental Test and Evaluation (D(DT&E)),
can better support contractor developmental cyber testing
efforts.

Approach:

» Created list of questions to understand defense
contractor cybersecurity testing.

 Interviewed defense contractors (nine initially
contacted, three responded).

« Summarized findings.
* Provided recommendations.

13 November 2015 1
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IDA Main Insight Areas from Interviews

Five main areas emerged from defense
contractor interviews:

1) Risk Management Framework (RMF) and
Compliance

2) Contracts and Requirements
3) Cyber Table Tops (CTTs)

4) Shift Left with Test and Evaluation (T&E) to
Contractor Testing (CT)

5) Six Phases of Department of Defense (DoD)
T&E

15 November 2019
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IDA IDA Insights

1) RMF and Compliance

+ Currentcybersecurity testing is RMF and compliance.

+ Need to move away from cybersecurity as just information
assurance (compliance) to an engineering design approach -
Services are not funding programs to do designh-based cyber

testing.
« Contractors are recognizing the need for a cyber design approach
and are taking some initiatives:

o Lockheed Martin is doing exploratory testing (not compliance) to
see where vulnerabilities exist.

o Northrop Grumman stood up an internal Adversarial Assessment
team in 2016, although not in any statement of work, indicating
that Northrop Grumman has been doing risk reduction.

15 November 2019 3
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IDA IDA Insights — Cont.

2) Contracts

Any kind of cybersecurity testing that gets done comes down to contracts
and requirements in the contract.

o Ifit is not specified in the contract, it does not get done!
Contractors bid to government requirements, which determine the level of
cybersecurity that contractors ensure.

o Requirements are currently based on RMF and compliance.

o Penetration tests are the kind of requirements-driven tests contractors

can do.

o Adversarial Assessments are not something they can spec to and bid

on.

o Contractors know that coming government Developmental

Testing/Operational Testing (DT/OT) cyber testing will be ultimately
focused on mission effects, but since contractors test according to

requirements in the contract, contractors will end up failing mission test.
» Need to understand how to specify requirements better in contracts.
+ Use requirements to run test cases that are more representative of
government testing (DT/OT).

15 November 2019 4
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IDA IDA Insights — Cont.

2) Contracts - Continued
e [ssues often overlooked and not included in contracts:

o Frequency of testing, e.g., for vulnerabilities.

o Specifying that a penetration test must be done — contractor is
only responsible for developing a penetration test plan and not
conducting it and providing a report.

o Funding to fix cyber issues — money is often not allocated in
contracts to fix issues, which Ileaves potential system
vulnerabilities.

3) Cyber Table Tops
e CTTs are very useful and broadly used.
e Not all programs can afford a full CTT.

15 November 2019
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IDA IDA Insights — Cont.

4) Shift Left with T&E to Contractor Testing

« Contractors support shifting left to CT.

« Requires partnership between contractor and government to
address concerns:

o Fears that government will want contractors to bear sole
responsibility for cyber T&E — need funding partnership with
government.

o High level of trust on contractor part — because during early
stages of development, problems will often be found; and
contractors do not want government reports indicating their
products are not good.

o Need reassurance from government that it's safe to mention that
systems might have vulnerabilities, especially during
development, and that it's open to constructive conversations to
assess risk — government needs to take leadership on this issue
and say, “It's safe to discuss this, and I'm here to help.”

15 November 2019
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IDA IDA Insights — Cont.

4) Shift Left with T&E to Contractor Testing — Cont.

» Resources become an issue.
« Many programs do not have money, resources, or tools to support cyber
T&E (e.g., who pays for duplicate systemsfor CT?).
» Northrop Grumman has internal resources for cyber testing:
o Anechoic chambers
o Hardware-in-the-loop labs
* Lockheed Martin has invested money into cyber efforts:
o Cyber Resiliency Levels (CRL) and Cyber Resiliency Systems
Engineering (CRSE)
o Avionics Cyber Range
o Penetration Center of Excellence
o Fuzzing tools and labs (Missiles and Fire Controls)
« Government could do more to bear the cost for resources and tools.

o Test and Evaluation Master Plan (TEMP) could provide resources for
duplicate hardware, Systems Integration Laboratory, cyber ranges, Red
Teams, senior engineers to work program, etc.

15 November 2019 7
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IDA IDA Insights — Cont.

4) Shift Left with T&E to Contractor Testing — Cont.

« Contractors need to be provided intelligence and threat data to
know what to test to, especially if doing design-based cyber testing
— this needs to be an end-to-end process starting with threats.

o Also, contractors need clearances for threat data and access to
data (SIPRNet).

9) Six Phases of DoD Cyber T&E

« RMF understood very well — but the government does a poor job
educating contractors on the six phases of DoD T&E.

« Few contractors are aware that DoD Cybersecurity T&E
Guidebook exists, or they don’'t understand role of T&E.

15 November 2019
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IDA Summary of Findings and Potential Actions

Finding: Services are not funding programs to do design-based cyber
testing.

Potential Action(s): Meet with OUSD(R&E) to inform them of findings
and develop strategy for funding design-based cyber testing. To develop
an adequate strategy, it will be necessary to engage the mission
requirements writers, acquisition contracting community, chief information
officer/chief information security officer, DoD Cost Assessment and
Program Evaluation, sustainment community, services, and in the
intelligence community in order to realistically design, build, and test that
assures cybersecurity risks are addressed or able to be addressed.

Finding: Requirements in contracts are critical in determining what extent
of cyber testing is conducted.

Potential Action(s):

. Conduct industry round table discussion to understand how
government can specify better requirements.

. Mount an effort to ensure model contract language for generally
acceptable practices, and to tailor contract language for specific needs.

15 November 2019 5
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IDA Summary of Findings and Potential Actions (cont.)

Finding: Shifting left with T&E to contractor testing requires the
following:

o Trusting partnership between contractor and government to address

concerns

o Support for resources from government
o Accessibility to intelligence and threat data

Potential Action(s):

Conduct industry round table discussion on shifting left with T&E to contractor
testing and addressing the requirements and concerns for such testing.

D(DT&E) should push to make sure contractor-led CTT and penetration
testing are requirements in the TEMP for major defense acquisition
programs. The TEMP should require the contractor cyber team to be
engaged with the government adversarial team, and vice versa the
government adversarial team aware of contractor testing.

Engage industry through their Independent Research and Development
programs to instrument their acquisition developments to produce the
evidence that design-based cyber testing is finding and address both
adversary access opportunities and vulnerability exposure weaknesses.

15 November 2019 10
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IDA Summary of Findings and Potential Actions (cont.)

« Finding: Not all programs can afford a full CTT.

Potential Action(s): Update the CTT Guidebook to provide tailored
versions of the CTT process (like a mid-point CTT and a full-up
CTT), and the difference in output between the different versions to
know the results expected from each.

« Finding: Few contractors aware that T&E Guidebook exists, or they
don’t understand the role of DoD T&E.

Potential Action(s):

» Conduct educational campaign addressed to defense contractors
about the six phases in DoD T&E Guidebook.

* D(DT&E) should publish a guidance document that describes the
minimum criteria for contractor-based testing to satisfy D(DT&E)
cyber assessment requirements.

15 November 2019 11
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IDA Defense Industry Outreach Data Collection

1)
2)
3)
4)
S)

6)

7)

Questions

How is cybersecurity test and evaluation incorporated
into the development of products/systems?

Is cybersecurity testing only through contract, or is it
done independently during development?

How often is cybersecurity testing conducted?
How do you scope what gets tested?

Do you have a standard process or playbook for
cybersecurity testing? If so, is it tailored per
product/system, or standard throughout company?

What kind of cybersecurity testing is performed (i.e.,
vulnerability scans, adversarial, etc.)?

Is resiliency worked into cybersecurity testing?

15 November 2019
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IDA Defense Industry Outreach Data Collection
Questions — cont.

8) Who conducts the testing? Do you have Red and Blue
Teams? Is any preparation or coordination involved?

9) What kind of tools are used for cyber testing?

10) What kind of test environment do you test in?

11) What do you do with the results from testing?

12) Do you have limitations (technical, infrastructure) to
testing?

13) Do you have any best practices for incorporating

cybersecurity testing during development of
product/system?

14) What do you think of “shifting left” with test and
evaluation so that more of it occurs during contractor
testing? What would be required for that?

15 November 2019 14
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IDA Defense Industry Outreach Data Collection
Questions — cont.

15) What can the Department of Defense do to better
support contractor test and evaluation?

16) Do you have any other suggestions or
recommendations?

15 November 2019
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Appendix A. Acronyms and Abbreviations

CRL

CRSE

CT

CTT
D(DT&E)
DoD

DT

IDA

oT
OUSD(R&E)

RMF
SIPRNet
T&E
TEMP

Cyber Resiliency Levels

Cyber Resiliency Systems Engineering
Contractor Testing

Cyber Table Top

Director, Developmental Test and Evaluation
Department of Defense

Developmental Testing

Institute for Defense Analyses

Operational Testing

Office of the Undersecretary of Defense, Research and
Engineering

Risk Management Framework
Secret Internet Protocol Router Network
Test and Evaluation

Test and Evaluation Master Plan
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