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1 SUMMARY 
Quantum computing can theoretically provide exponential speed-up for machine learning (ML) 
algorithms. In the last few years, small-scale quantum annealing devices comprising 2,000 or 
more qubits (such as the D-Wave 2000Q) have been developed that can be used to find solutions 
to high-dimensional NP-hard optimization problems. Initial proof-of-concept implementations of 
these NP-hard optimization problems on smaller quantum annealing (QA) devices for practical 
ML problems have shown inconclusive advantages of quantum algorithms over classical 
algorithms. One such problem is that of creating an ensemble of classifiers. Implementations of 
ensemble classifiers on small QA devices has been hampered by the overhead associated with 
computing a graph minor embedding, as well as the lack of optimization of the control 
parameters of the devices [1, 2]. 
The objective of the Strong-classifier QUantum Annealing Device (SQUAD) program is to 
create a strong classifier from hundreds of weak base classifiers on an optimized D-Wave 2000Q 
machine. We systematically combine multiple proposed techniques for D-Wave performance 
enhancement. This report documents the design of our classifier system, as well as our results 
and analysis. 
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2 INTRODUCTION 

The SQUAD ensemble classifier consists of a series of base classifiers produced via classical 
computation, paired with binary weights computed on the D-Wave quantum annealer. The binary 
weights identify the specific base classifiers to include as voting members of the final ensemble 
result (Figure 1). The process for computing the base classifiers, weights, and final strong 
classifier result is detailed in the sections to follow. 

Figure 1: The SQUAD Quantum Ensemble Classifier Architecture 
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3 METHODS, ASSUMPTIONS, AND PROCEDURES 

3.1 ENSEMBLE CLASSIFIER ARCHITECTURE 
Ensemble methods seek to build a classifier by combining the insights of several weak base 
classifiers so that the aggregate result is more accurate and generalizable [3, 4]. 

We start with an ensemble of 𝑁𝑁 base classifiers and build a table of individual classification 
outputs for a test or evaluation library of 𝑇𝑇 images. A weak classifier can be any algorithm or 
model that outputs a classification judgment for an image, and generally does so better than 
random chance, i.e., with accuracy values between 50 and 60%, such that it is easy to generate 
many examples without extensive training data or optimization. (Section 3.3 describes our 
approach to base classifier generation.) We structure the matrix of classifier results, C, such that 
each column represents the outputs of a single classifier (applied to the full library of images), 
and each row represents the results of a single image (evaluated by the full set of classifiers): 

𝑪𝑪 ≡  

⎣
⎢
⎢
⎡
𝑐𝑐1(𝑡𝑡1) 𝑐𝑐2(𝑡𝑡1) ⋯ 𝑐𝑐𝑁𝑁(𝑡𝑡1)
𝑐𝑐1(𝑡𝑡2) 𝑐𝑐2(𝑡𝑡2) 𝑐𝑐𝑁𝑁(𝑡𝑡2)

⋮
𝑐𝑐1(𝑡𝑡𝑇𝑇) 𝑐𝑐2(𝑡𝑡𝑇𝑇) 𝑐𝑐𝑁𝑁(𝑡𝑡𝑇𝑇)⎦

⎥
⎥
⎤
.  (1) 

An ensemble classifier seeks to apply optimal weights 𝑤𝑤𝑗𝑗 to the set of classifiers to obtain a 
single weighted sum. In general, these weights may be anywhere on the range 𝑤𝑤𝑗𝑗 ∈ [0,1] (as 
with, e.g., regression solutions with constrained coefficients); for QA solutions such as the 
ensemble classifier discussed here, the weights are restricted to the binary option 𝑤𝑤𝑗𝑗 ∈ {0,1} (for 
more detail see Section 3.2). The output 𝑅𝑅(𝑡𝑡𝑖𝑖) of the ensemble classifier for an image 𝑡𝑡𝑖𝑖 is then  

𝑅𝑅(𝑡𝑡𝑖𝑖) = 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 ��𝑤𝑤𝑗𝑗𝑐𝑐𝑗𝑗(𝑡𝑡𝑖𝑖)
𝑁𝑁

𝑗𝑗=1

�  ,  (2) 

where the values 𝑐𝑐𝑗𝑗 from 𝑪𝑪 have been scaled according to 

−
1
𝑁𝑁
≤ 𝑐𝑐𝑗𝑗(𝑡𝑡𝑖𝑖) ≤

1
𝑁𝑁

 (3) 

so that 

−1 ≤�𝑤𝑤𝑗𝑗𝑐𝑐𝑗𝑗(𝑡𝑡𝑖𝑖)
𝑁𝑁

𝑗𝑗=1

≤ 1.  (4) 

If the individual base classifiers are sufficiently uncorrelated, the performance of the strong 
classifier 𝑅𝑅(𝑡𝑡) is expected to be higher than any individual base classifier, both in terms of 
accuracy and generalizability. The problem becomes the computation of the optimal weight set 
𝑤𝑤𝑗𝑗, which for fully-connected problems is NP-hard. 
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3.2 QUANTUM ANNEALING FORMALISMS 

 The QUBO Loss Function 
In general, we follow the QBOOST approach [5]. Obtaining a solution via QA methods requires 
casting the problem as a quadratic unconstrained binary optimization (QUBO) problem. The 
standard QUBO loss function is usually written as [2] 

𝐿𝐿 = ��𝑦𝑦𝜏𝜏 − 𝑅𝑅(𝑥⃑𝑥𝜏𝜏)�
2

𝜏𝜏

,  (5) 

where 𝜏𝜏 indexes images to be classified, 𝑥⃑𝑥𝜏𝜏 is a vector of features representing image 𝜏𝜏, 𝑦𝑦𝜏𝜏 is the 
label for that image, and 𝑅𝑅(𝑥⃑𝑥𝜏𝜏) is the strong classifier function. 

Expanding this loss function in terms of the base classifiers 𝑐𝑐𝑖𝑖(𝑥⃑𝑥𝜏𝜏) and the weights 𝑤𝑤𝑖𝑖 gives the 
QUBO minimization problem as 

𝑤𝑤��⃑ min = argmin ��C𝑖𝑖𝑖𝑖𝑤𝑤𝑖𝑖𝑤𝑤𝑗𝑗
𝑖𝑖,𝑗𝑗

− 2�C𝑖𝑖𝑤𝑤𝑖𝑖
𝑖𝑖

� .  (6) 

Here C𝑖𝑖𝑖𝑖 = ∑ 𝑐𝑐𝑖𝑖(𝑥⃑𝑥𝜏𝜏)𝑐𝑐𝑗𝑗(𝑥⃑𝑥𝜏𝜏)𝜏𝜏  is the interaction term and C𝑖𝑖 = ∑ 𝑐𝑐𝑖𝑖(𝑥⃑𝑥𝜏𝜏)𝑦𝑦𝜏𝜏𝜏𝜏  is the self-term. To solve 
this QUBO on a QA device, we must first convert it to an Ising problem, which is an equivalent 
formulation described directly in terms of the Hamiltonian of the quantum system [2]. The D-
Wave Ocean software toolset1 includes routines for converting problems back and forth between 
QUBO and Ising descriptions, and the SQUAD core module makes use of these routines. 
In the Ising formalism, the above equation instead has the form 

𝑠𝑠𝑔𝑔 = argmin �−� J𝑖𝑖𝑖𝑖𝑠𝑠𝑖𝑖𝑠𝑠𝑗𝑗
𝑖𝑖,𝑗𝑗

−�ℎ𝑖𝑖𝑠𝑠𝑖𝑖
𝑖𝑖

� ,  (7) 

where J𝑖𝑖𝑖𝑖 and ℎ𝑖𝑖 are transformed versions of C𝑖𝑖𝑖𝑖 and C𝑖𝑖, respectively, and the 𝑠𝑠𝑗𝑗 ∈ {−1,1} are 
transformed versions of the weights 𝑤𝑤𝑖𝑖, now given physical interpretation as the spin states of 
individual qubits. The solution 𝑠𝑠𝑔𝑔 is the ground state found by the QA system for the 
Hamiltonian defined by J𝑖𝑖𝑖𝑖 and ℎ𝑖𝑖. 

1 https://ocean.dwavesys.com/ 
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Embeddings and Coupling Rescaling 
Solving the fully-connected Ising Hamiltonian requires a fully-connected physical qubit 
architecture. Due to physical limitations in geometry and manufacturing, the connectivity of the 
qubits of the D-Wave QA systems is given by a graph architecture known as a Chimera (Figure 
2).  

Figure 2: D-Wave Chimera connectivity architecture (left) utilized in this study and the more densely 
connected Pegasus architecture (right), courtesy of D-Wave Systems 

Various embedding schemes have been used to compute a fully-connected embedding for a 
given problem within a Chimera architecture by linking multiple physical qubits into single 
logical qubits [6, 7]. The current D-Wave software provides a minor embedding utility to map an 
upper triangular QUBO onto the correct Ising model with appropriate connections. Newer 
architectures with enhanced connectivity are becoming available [8, 9]. Embedding may work 
for intermediate size problems (N<65 currently), but the process is slow and many qubits are lost 
to the embedding. We solve problems with at least 100 base classifiers, too large to compute a 
fully-connected graph embedding.  
To obtain an embedding-less QUBO or Ising Hamiltonian, we must only include interaction 
terms 𝐶𝐶𝑖𝑖𝑖𝑖 that correspond to a physical connection in the chimera graph of the physical D-Wave 
qubits. We can achieve this by writing the interaction term as 

�𝑐𝑐𝑖𝑖
𝑖𝑖

𝑤𝑤𝑖𝑖 �� 𝑐𝑐𝑗𝑗
𝑗𝑗∈𝐺𝐺𝑖𝑖

𝑤𝑤𝑗𝑗 + � 𝑐𝑐𝑗𝑗
𝑗𝑗∉𝐺𝐺𝑖𝑖

𝑤𝑤𝑗𝑗� ,  (8) 

with 𝐺𝐺𝑖𝑖 representing the set of qubits physically connected to qubit 𝑖𝑖. The first term can be 
computed normally, as the physical connection between qubits allows a coupling to be set in the 
Hamiltonian of the D-Wave device, while the second term cannot be computed directly in an 
embedding-less architecture and must be approximated. 

Regularization 
One common issue with ensemble classifiers is that of overfitting; selecting too many base 
classifiers often leads to marginal improvements in accuracy on a test dataset at the cost of a loss 
of ability to generalize to unseen data. Including a hyperparameter regularization 
term 𝜆𝜆 produces a model with fewer nonzero weights by penalizing the loss function based on 
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the count of nonzero weights. This counters the tendency towards overfitting the training data. 
Hence, our loss function becomes 

𝑤𝑤��⃑ min = argmin����𝑦𝑦(𝑡𝑡) −𝑤𝑤𝑗𝑗𝑐𝑐𝑗𝑗(𝑡𝑡𝑖𝑖)
𝑁𝑁

𝑗𝑗=1

�

2𝑇𝑇

𝑖𝑖=1

+ 𝜆𝜆 �𝑤𝑤𝑗𝑗

𝑁𝑁

𝑗𝑗=1

�   (9) 

and 𝜆𝜆 becomes a tunable hyperparameter to be optimized (see Section 3.4). 

3.3 BASE CLASSIFIER GENERATION 
We selected as the exemplar dataset PlanesNet Version 9.02 due to its availability, simplicity, 
and potential for Air Force relevant interest. PlanesNet consists of 32,000 20 pixel by 20 pixel 
overhead images classified as either containing or not containing a plane, and a JSON-formatted 
file containing image names, labels, scene identifications, and location metadata. Figure 3 shows 
example images from the PlanesNet dataset. 
To create a set of base classifiers, we used OpenCV3 to train a set of Haar image cascade 
classifiers [10]. We used the Gentle AdaBoost algorithm for the Haar cascade boost, which is the 
OpenCV default.We restricted the maximum depth of the base decision trees to be 1, which is 
the case of “stumps.” To create a large number of base classifiers, we generated new feature sets 
from the training images by filtering the images into red (R), green (G), blue (B), and grayscale 
channels. 
OpenCV outputs the trained cascade classifier as an .xml file containing a set of decision trees 
and Haar features (rectangle boundaries). We wrote a custom .xml parser to extract the stumps 
and write individual .xml files for each base classifier. 

Generating individual base classifiers according to this process yielded a total of 240 base 
classifiers, more than the 65 required to exhaust the possibility of a fully-connected minor 
embedding. The accuracies of the full classifier set are given in Figure 4, where bars are colored 
according to the feature set used to generate the feature. 

2 https://www.kaggle.com/rhammell/planesnet 
3 https://opencv.org/ 

Figure 3: Example images from the PlanesNet dataset, labeled as follows: (a) “plane”, (b) “no-plane”, (c) 
“partial plane”, and (d) “no-plane” that are known to often be misclassified as “plane” by ML 

algorithms. 
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Figure 4: Sorted classifier accuracy, colored by generating feature. The dashed black line indicates 50% 
accuracy. 

In addition to creating base classifiers for inputs to the quantum strong classifier (QSC), we 
created classical strong classifiers (CSCs) for comparison and evaluation of the QSC. To date, 
we have trained and optimized two CSCs, a deep convolutional neural network (CNN) with 98% 
accuracy on the data set, and the Haar cascade classifier [10] used to generate the base 
classifiers, which achieves 90% accuracy. 

3.4 COMPUTING WEIGHTS AND OPTIMIZATIONS ON A QUANTUM ANNEALER 

Obtaining Weights 
With the base classifier results matrix 𝑪𝑪 defined as in Section 3, The SQUAD core uses the 
NumPy4 library in Python to compute elements of a QUBO matrix 𝑄𝑄 as  

𝑄𝑄 = 𝑪𝑪𝑇𝑇𝑪𝑪 + diag(𝜆𝜆) −
2
𝑁𝑁

 diag(𝒚𝒚 ⋅ 𝑪𝑪 ) (10) 

Lower triangular (𝑖𝑖 > 𝑗𝑗) elements are set to 0 and upper triangular (𝑖𝑖 < 𝑗𝑗)  elements are defined 
as 

𝑄𝑄𝑖𝑖,𝑗𝑗 = (𝑪𝑪𝑇𝑇𝑪𝑪 )𝑖𝑖,𝑗𝑗 + (𝑪𝑪𝑇𝑇𝑪𝑪 )𝑗𝑗,𝑗𝑗                 (11) 

For submission to a D-Wave 2000Q quantum computer, we build the equivalent Ising model. Let  
𝑠𝑠𝑖𝑖 ∈ {−1,1} and solve 

min
𝑠𝑠1,𝑠𝑠2,…𝑠𝑠𝑛𝑛

��ℎ𝑖𝑖 ⋅ 𝑠𝑠𝑖𝑖

𝑛𝑛

𝑖𝑖=1

+ ��𝐽𝐽𝑖𝑖,𝑗𝑗 ⋅ 𝑠𝑠𝑖𝑖 ⋅ 𝑠𝑠𝑗𝑗
𝑖𝑖<𝑗𝑗𝑗𝑗

� . (12) 

Elements of the  𝐽𝐽 matrix are stored as values in a Python dictionary with keys created as 
(𝑖𝑖, 𝑗𝑗) tuples. Values are set as  

𝐽𝐽 =
1
4
⋅ 𝑄𝑄upper . (13) 

4 https://numpy.org/ 
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In general, this approach leads to an Ising model where all the coupler weights 𝐽𝐽𝑖𝑖,𝑗𝑗 are nonzero. 

The ℎ values are computed as 

𝒉𝒉 =  −�−diag �
𝜆𝜆
2
�  +  𝑪𝑪 ⋅ 𝒚𝒚 −

1
2

 ∗  𝑪𝑪𝑻𝑻𝑪𝑪 ⋅ 𝟏𝟏� .  (14) 

Couplers are used if they are readily available in the Chimera architecture, and elements of the 𝐽𝐽 
matrix are discarded if they are not available.  
Our approach for adapting a problem to the sparsely connected architectures include dropping 
most coupling terms but increasing the importance of those couplings which remain by using the 
scaling hyperparameter 𝛼𝛼 (Section 3.4.3). We treat regularization (𝜆𝜆) and scaling (𝛼𝛼) as 
hyperparameters and set them outside of the optimization call. This process is handled by the 
core SQUAD controller module, which takes in the base classifier results matrix as a stored 
NumPy array, creates the Q matrix, authenticates a live connection to a D-Wave device, and 
submits the problem for a solution. 
We have found that calls to the D-Wave 2000Q quantum computer are sometimes lost (either to 
communication issues or an intermittent failure to embed), so we compute the minimization 
within an error-handling wrapper that only computes a quantum solution if the embedding is 
fulfilled, resubmitting any failed embeddings. 

Optimizing Regularization Hyperparameter 𝝀𝝀 
As is typical when developing a general model from a specific data set, we introduce a penalty 
term to guard against overfitting. The number of base classifiers retained in the ensemble 
classifier is regulated with a parameter 𝜆𝜆, introduced into the loss function with the L0-norm 
term [11] 

𝜆𝜆‖𝑤𝑤‖0 = 𝜆𝜆�𝑤𝑤𝑗𝑗  .
𝑁𝑁

𝑗𝑗=1

  (15) 

To determine optimal values of  𝜆𝜆 for the ensemble classifier, we set the parameter to values on a 
range and obtain a solution on the quantum device for each such value. We then select the 
optimal solution, thereby optimizing 𝜆𝜆. 

Optimizing Scaling Hyperparameter 𝜶𝜶 
The quadratic loss approach to selecting an optimal ensemble of base classifiers results in a fully 
connected set of couplings and corresponding nonzero weights 𝐽𝐽𝑖𝑖𝑖𝑖. Systems with such long range 
interactions require all-to-all connectivity to solve [12]. The chimera architecture employed in 
this study has only local connectivity and is severely restricted in the number of available 
connections, forcing the great majority of the weights to be zero. For smaller problems (N<65 in 
our simulations) an embedding may be found which is logically equivalent to the original, 
allowing for solution on the quantum device. For larger problems such an embedding is beyond 
the capabilities of the architecture. We follow other authors (e.g., [1], [2]) and perform a very 
simple embedding which sets to zero all connections not immediately found in the available 
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architecture. To compensate for the lost couplings, we increase the importance of the retained 
couplings in comparison with the local field strengths by multiplying the 𝐽𝐽𝑖𝑖𝑖𝑖 by a scale factor 𝛼𝛼. 
Similarly to the selection of regulation term 𝜆𝜆, we determine optimal values of  𝛼𝛼 in the 
validation part of the train-validate-test cycle. 
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4 RESULTS AND DISCUSSION 

4.1 ADVERSARIAL DATASET DESIGN AND GENERATION 

Background 
One of the applications we explored in SQUAD is using the strong QA classifier to achieve 
improved performance in a case for which state-of-the-art image classification methods, such as 
CNNs, fail. The case we have chosen is that of an adversarial attack on the CNN detector trained 
on our dataset, which for non-adversarial images has a 98% accuracy. An adversarial image is 
one which has been specifically altered to fool a classifier, despite being an otherwise 
straightforward exemplar of a class. 

Generating Adversarial Dataset 
One of the most popular methods of generating adversarial datasets for neural network classifiers 
is the Fast Gradient Sign Method (FGSM) [13]. This attack relies on access to the network 
architecture and weights, which makes the method remarkably powerful. The attack is leveraged 
by reading the gradient data of a classifier's input, and using that gradient to apply a perturbation 
to the input data that will artificially maximize the loss of the perturbed image. 
The perturbation acts as an added image tensor to the original input image, and can be varied in 
strength using a multiplicative constant 𝜖𝜖. The attack can attempt to cause the resulting image to 
be misclassified in two ways, called targeted and untargeted. If an input image is of class A, a 
targeted attack will aim to convince the classifier that the image belongs to a specific class B 
instead. By contrast, an untargeted attack simply attempts to convince the classifier that the 
image is NOT A. Since PlanesNet dataset is a binary dataset, there is no distinction between 
targeted and untargeted attacks.  
Using our validation set as input, we leveraged in-house graphics processing unit (GPU) servers 
to generate 1.6M adversarial images at 𝜖𝜖 values ranging from 1.1% to 98.9%.  

Detecting Adversarial Attacks 
We use this adverserial dataset to 
evaluate the performance of the 
strong QA classifier in the 
adversarial regime. To do so, we 
first select the subset of images for 
which CNN performance is a 
minimum—this turns out to be 𝜖𝜖 
values around 8% (see Figure 5). 
Then, we evaluate the base 
classifier output on this dataset, 
creating a new set of 𝑪𝑪 matrices for 
analysis. With these output 
matrices, we can perform two 
complementary analyses. In one we 
use the adverserial 𝑪𝑪 matrices to 
compute the defining weights for 
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base classifiers, following the procedure defined in Section 3.4.1, and measure the performance 
on the unperturbed dataset. In the other, we use the strong QA classifier with weights obtained 
from optimizing over the non-adversarial results, and measure the performance of that weight set 
on the adversarial images. 
Finally, using the analysis results from testing the strong cascade classifiers and CNN against the 
perturbed datasets, we develop a method to flag CNN input as potentially adversarial. The 
method consists of using three non-similar strong cascade classifiers alongside a CNN and 
running an input across all our classifiers. If the majority of the strong cascade classifiers vote 
differently than our CNN, we flag the input as adversarial. We are able to do this since CNNs 
have high accuracy but low resistance to adversarial attacks, and strong cascade classifiers have 
accuracy that is not comparable to the CNN, but excellent resistance to adversarial attacks. 
In addition to the original cascade classifier, we used OpenCV to train an additional two 
classifiers with different hyperparameters from the original so that we would have three 
dissimilar but equal-performance classifiers. Using these three well-trained and dissimilar Haar 
cascade classifiers we built an adversarial attack detector (see Figure 6). The purpose of 
adversarial attack detector is to determine whether an input to the CNN was designed to give an 
intentional misclassification.  
The detection method is based on a few key observations: 

• CNNs have very high potential max accuracy, but are very susceptible to small changes
in their input image tensors—meaning small changes to an input image of a given class
with random-pixel noise perturbations that are indiscernible to the human eye can easily
fool a CNN’s internal calculations leading to an incorrect classification.

• Haar Cascade classifiers have lower potential max accuracy, but are very robust against
non-feature changes in their input images—meaning small changes to an input image of a
given class with random-pixel noise perturbations that are indiscernible to the human eye
do not generally affect with the overall classification accuracy too drastically.

The adversarial detector uses the following algorithm: 
The detector is split into two groups of classifiers, where group 1 is composed solely of the CNN 
and group 2 is composed of the three Haar Cascade classifiers. An input image is then passed 
through each of our classifier groups and each group is given a binary attribute for the input 
image in question—1 if the classification was correct, 0 otherwise.  
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If the CNN agrees with the Haar Cascade group, then the input image is likely to have been 
correctly classified and not an adversarial attack. If there is disagreement between the two groups 
we have two possibilities: the CNN has correctly classified the input image while the Haar 
classifiers have not; or the CNN incorrectly classifies the image and the Haar classifiers agree. 
The final case is that in which both our classifier groups are fooled, which we label an 
undetected attack that eluded our detector. 

The adversarial attack detector’s performance accuracy ranges from 62% to 99% for different 
attack perturbation strengths (see Figure 7); the case of 62% is when the adversarial attacks are 
optimally tuned to achieve the lowest possible performance accuracy for the CNN, and the 99% 
case is when input images are technically classified as adversarial attacks but do not fool the 
CNN often. 

The adversarial attack is expected to 
perform just as well given a sequence of 
real-time images with real-time 
perturbations, such as would be the case 
during an adversary attempting to crash 
a self-driving vehicle or similar video-
input situations. 
We have demonstrated the potential for 
flagging adversarial inputs from mixed-
technique systems such as these, 
including inputs from CNNs combined 

Figure 6: System diagram for detecting adversarial attacks 

Figure 7: Rate of detection of adversarial attacks by 
perturbation strength 
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with other quantum- and classical-based classifiers. Additional work is necessary to determine 
the correct tunings and highest-performing mix of classifiers. 

4.2 REVERSE ANNEALING CLASSIFIER DESIGN 

Motivation 
A notable disadvantage of the D-Wave’s quantum annealing process for SQUAD’s ensemble 
classifier is that the qubits themselves are binary-valued. This restricts our ensemble classifer to 
using only the predictions of the weak classifiers, ignoring any information about the confidence 
of those predictions. The D-Wave’s reverse annealing (RA) mode presents a promising avenue to 
incorporate this confidence information. 
In reverse annealing, the D-Wave system is placed into some prepared state, with the spins set to 
known values (cf. the usual approach, when the qubits are initially in a quantum superposition of 
states). The annealing process is then run in reverse (increasing the transverse field, instead of 
decreasing it) to bring the spins into a quantum superposition of states, followed by another 
forward annealing run to bring the system back to the classical regime. Ordinarily, reverse 
annealing is used to pull the system out of a local minimum and make the optimization search 
more global. 

With the D-Wave’s control over the external magnetic field ℎ𝑖𝑖 applied to each qubit, we can also 
use RA to incorporate the confidence information from the weak classifiers. Having ℎ𝑖𝑖 ≠ 0 
modifies the 𝑖𝑖th qubit's probability to be found in a given spin state after the RA process 
completes, as the qubit will tend to align to the external magnetic field. With some knowledge of 
how the specific value of ℎ influences this probability, we can encode the confidence of the 
classifier in the magnetic field strength. 

 Reverse Annealing Classifier Design 

4.2.2.1 Characterization of 𝒉𝒉 vs. 𝑷𝑷𝒇𝒇𝒇𝒇𝒇𝒇𝒇𝒇 relationship 

We carried out a series of experiments to 
characterize the spin-flip probability 𝑃𝑃𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 as a 
function of the magnetic field applied, ℎ, and the 
annealing time, 𝑡𝑡𝑅𝑅𝑅𝑅. In each experiment, the 
system was placed into an initial state with all 
qubits set to their -1 state, the external magnetic 
field was set to a uniform value across all qubits, 
and the reverse annealing process was run for a 
set period of time. In this manner, we scanned 
across ℎ between -1.0 and 1.0 in steps of 0.1 and 
with annealing times between 3 and 12 𝜇𝜇s. The 
results can be found in Figure 8. As expected, 
𝑃𝑃𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 at ℎ = 0 results in approximately 50% of 
the qubits reversing their spins. The probability 
that a given qubit reverses its spin during reverse 
annealing appears to be insensitive to the total 

Figure 8: Percentage of qubits with reversed spins versus 
local magnetic field, for a variety of annealing times. 
Horizontal errors are rough estimates of the D-Wave’s 
systematic and random uncertainty on 𝒉𝒉𝒊𝒊. 
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annealing time regardless of ℎ. Further analysis is in progress to fully characterize this 
relationship. 

4.2.2.2 Reverse annealing classifier 
As can be seen in Section 4.2.1, if a strong magnetic field is applied, a qubit can have a strong 
resistance to changing its spin during the reverse annealing process. Conversely, with zero 
applied field and no couplings, the qubit will reverse its state half the time on average. When 
running a reverse annealing process on the outputs of an ensemble of base classifiers, we can 
thus lock in the results of the higher-confidence classifiers while allowing the lower-confidence 
classifiers to vary. Introducing couplings between classifiers then permits qubits to influence 
each other. The final total magnetization of the system is then interpreted as the total classifier 
output [14]. 

4.3 QUANTUM CLASSIFIER RESULTS AND ANALYSIS 

Analysis of Base Classifiers and Potential Solutions 
We consider three families of Adaboost base solvers: Gentle, Discrete, and Real. These 
correspond to base classifiers created according to Section 3.3 using different optimization 
algorithms (Gentle, Discrete, and Real, Adaboost) in OpenCV. We work within these families 
and to build strong classifiers by solving for the weights using the D-Wave according to Section 
3.4 and comparing to classically-determined weights via various methods. We characterize the 
performance of these base solvers with both accuracy and Matthews Correlation when tested on 
classification of images from the PlanesNet data set. To study the effects of ensemble formation, 
we do not use all the base solvers, but rather select base solvers whose accuracies lie within a 
range of convenience. Base classifiers will all have accuracies exceeding 0.5 and below an upper 
threshold. Inclusion of base classifiers with arbitrarily high-performance leads to uninteresting 
ensembles dominated by small number of high-performing base classifiers. The performance of 
individual base classifiers for the three families are shown below. 
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Figure 10: Base classifier properties for Discrete Adaboost classifiers. Top row: histograms of classifiers according to 
accuracy (left) and Matthews correlation (right). Classifiers called out in blue are selected for ensembles.  Bottom row: 
Accuracy (left) and Matthews correlation (right) for selected base classifiers 

Figure 9: Base classifier properties for Gentle Adaboost classifiers. Top row: histograms of classifiers according to 
accuracy (left) and Matthews correlation (right). Classifiers called out in blue are selected for ensembles.  Bottom row: 
Accuracy (left) and Matthews correlation (right) for selected base classifiers 
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For small numbers of base classifiers (<25 or so) we can run exact solvers which form all 
possible 2𝑛𝑛 ensembles, giving via exhaustion an exact solution to compare with classical 
annealing and quantum annealing (QA) solutions. Table 1 presents the max and minimum 
possible accuracies for contstrained base classifier subsets; the minimum value represents the 
random chance floor for our balanced datset, while the maximum value provides a point of 
comparison for QA solutions on the constrained subset. 

Table 1: Strong Classifier accuracy ranges for all possible solutions using a constrained base classifier set 

Gentle Discrete Real 

Max Accuracy 86% 86% 88% 

Min Accuracy 51% 50% 51% 

Figure 12, Figure 13, and  Figure 14 present the histograms of exact solutions for Gentle, 
Discrete, and Real Adaboost classifiers, respectively.  

Figure 11: Base classifier properties for Real Adaboost classifiers. Top row: histograms of classifiers according to 
accuracy (left) and Matthews correlation (right). Classifiers called out in blue are selected for ensembles.  Bottom row: 

Accuracy (left) and Matthews correlation (right) for selected base classifiers 
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Figure 12: Histogram of accuracy results for all possible strong classifier ensembles with 18 base Gentle 
Adaboost classifiers 

Figure 13: Histogram of accuracy results for all possible strong classifier ensembles with 20 base Discrete 
Adaboost classifiers 
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Results and Analysis 
We note here that the QA device offers 
solutions that are stochastic in nature and 
that, while designed to be near optimal, 
there remains a good deal of variability in 
the lowest energy solution returned by a 
single run of the solver. We submitted the 
same problem to the D-wave QA device 
many times and recorded the lowest energy 
solution on each problem submission 
(Figure 15). The most frequently returned 
solution matches that of the dimod
simulated annealing solver included in the 
D-Wave QA tools, though there is a tail of
results that are worse. Of note is that neither
solution performs as well as the exact
solution provided via method of exhaustion;
this phenomenon is problem-dependent and
becomes irrelevant for optimizations with
many base classifiers such that the method of
exhaustion is intractable (precisely the regime
in which QA can be expected to provide
advantages over other solutions).

Figure 14: Histogram of accuracy results for all possible strong classifier ensembles with 18 base Real 
Adaboost classifiers 

Figure 15: Histogram of lowest-energy solutions 
returned by multiple QA runs of the same problem. 
The blue bar represents the solution returned by the 
simulated annealing dimod package, while the black
bar represents the exact best results, computed via 

method of exhaustion. Left panel reports accuracies, 
right panel reports the MSE. 
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4.3.2.1 Regularization 
We studied the effect of the regularization constant 𝜆𝜆 on strong classifier performance for 
solutions directly embedded on the physical working graph of the device, and compared to 
classical solutions with the same Chimera graph structure of the D-wave. Increasing 
regularization has the effect of penalizing the inclusion of many base classifiers in the ensemble 
solution, forcing the solution to have fewer and fewer active base classifiers. The purpose of 
such a term is to reduce the effect of overfitting on the training data. Results are displayed in 
Figure 19 and Figure 17. 

For solutions obtained on the QA device (Figure 16), we do not observe an overtraining trend for 
low regularization values. Performance remains fairly constant across a range of values 
(suggesting the presence of many redundant/highly correlated base classifiers) until 
regularization increases enough to begin enacting a performance penalty, as useful information is 
discarded when marginal classifiers are removed from the solution set. At sufficiently high 
regularization, accuracy drops to nearly 50%, approximately the performance level of an 
arbitrary base classifier. 
Figure 17 displays the same information for classical solutions using an embedding that matches 
that of the D-Wave Chimera graph.The trends are qualitatively similar—the quantum solution 
neither significantly lags nor significantly outperforms the classical methods. Performance 
against the training set versus against the test set is more similar for the classically-derived 
solutions than for the QA solutions, a trend that may indicate additional robustness to overfitting 
for solutions obtained via the inherently stochastic QA method. 

Figure 16: Performance metrics for strong classifier weights determined via direct embedding on the D-Wave 
QA device for increasing values of regularization. 
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Figure 17: Performance metrics for strong classifier weights determined via classical solutions for a graph 
structure that matches the D-Wave Chimera embedding for increasing values of regularization. 

4.3.2.2 Performance With and Against Adversarial Images 
To determine if QA may provide specific advantages in regimes where stronger, more traditional 
methods (such as CNNs) fail, we computed a series of Quantum Strong Classifiers (QSCs) using 
base classifiers trained on real as well as adversarial input images. We wished to determine i) 
whether QSCs would be robust against image which fool a CNN, and ii) if composing an 
ensemble of base classifiers trained against adversarial images would improve classifications on 
real images. 
We present these results in Figure 18, which displays an all-against-all performance summary 
across a range of CNN attack strengths from 0 (real data) to 0.016. Each column represents the 
evaluation output of a QSC whose weights were calculated for a different set of base classifiers; 
specifically, classifiers trained against adversarial images with the reported attack strength. The 
weights were computed on the QA using the direct Chimera embedding. Rows represent 
evaluation against a test set of specific attack strength. 
Performance of our standard QSC against various adversarial attack strengths can be examined 
by considering the first column (for which the attack strength is 0.0). Notably, there is only 
minor variation across the range of attack strengths (cf. the CNN performance in Figure 5). Thus, 
the ensemble method is robust against adversarial attacks designed to fool a CNN. (See 
discussion in Section 4 for an examination of the potential applicability of this observation.) 
By considering the uppermost row, we can examine whether any QSC composed of specific base 
classifiers trained at varying attack strengths performs exceptionally well against the real (non-
adversarial) data. Notably, there is a QSC that performs better than the base QSC on real data, 
despite being trained against adversarial datasets. This QSC appears to represent an overall 
performance optimum across all test datasets. There is also QSC that performs poorly relative to 
other QSCs across all of the tests; intriguingly, this QSC sits at an attack strength value close to 
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the minimum of the CNN performance. It is important to note that the variation in performance 
is not large in absolute sense; about 3 percentage points total. 

Figure 18: Results matrix for QSCs composed by solving for ensembles of base 
classifiers trained against different attack strengths. Columns represent results of a 
single QSC, while rows represent results of a given QSC against images of a specific 

attack strength. 
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5 CONCLUSIONS 
We find that relative to a fully connected solution using a virtual embedding, use of direct 
embeddings on the D-Wave produces surprising high-quality results, given the stark differences 
in connectivity between full embedding and the Chimera graph structure. In addition, use of 
weights trained on the D-Wave for detecting adversarial examples represents an advantage 
relative to the CNN under attack, though this advantage holds for non-quantum Haar cascades as 
well. Finally, we propose further work on the use of total system magnetization in a consensus-
based classifier making use of reverse annealing mode to set qubits directly according to base 
classifier results. 
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LIST OF ABBREVIATIONS 

Convolutional neural network CNN 

Classical strong classifier CSC 

Fast gradient sign method FGSM 

Graphics processing unit GPU 

Javascript object notation JSON 

Machine learning ML 

Mean square error MSE 

Quantum anealing QA 

Quantum strong classifier QSC 

Quadratic unconstrained binary optimization QUBO 

Reverse annealing RA 

Strong-classifier quantum annealing device SQUAD 
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