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Agenda

F-35 and ODIN Context for Lean/Agile

“Agile” Acquisition — New Pathways

Applying New Programmatic Constructs to ODIN
Agile Roles for ODIN
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Learning Objectives

At the end of this lesson, you should be able to:

» Describe ODIN’s Context for Leveraging Agile, Lean
and DevSecOps for Program Success

» Describe ODIN’s Basic Approach to Agile, Lean, and
DevSecOps Adoption
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ODIN System Context for Agile DRAFT

ODIN is part of F-35 --
a large, complex
cyber-physical
system. Our
implementation of any
approach, including
Agile, must account
for our context
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Why Agile (and Lean and DevSecOps) at F-35? DRAFT

Congressional mandate through NDAA reinforces need
for fast feedback all along the development path (Agile)

To assure time-certain delivery, parallelization of certification
and development activities is needed (DevSecOps)

Longevity of system in a rapidly evolving threat space (Agile, Lean,
DevSecOps)
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Agile Mindset Goes Beyond Software at F-3BRAFT

Agile mindsets are being adopted by pra /
successful teams across all major  software - | e |
lines of business. - NS

An Agile mindset is centered around M

. . | Integrated | |
delivering value by: l.,.\AirSvstem/s p— s
NS : p . '\\ 4
« embracing change | B . Agile R
« collaborating with all stakeholders ) oy . JPO o |
« developing a demonstrable product e e
iteratively
. . . N )
« seeking learning opportunities and . -
pivoting accordingly &
! Support "l - ! Product "I
Systems | . Support

Regardless of your product you can | V A \pp
reap benefits from an Agile mindset. L
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Why Agile AND Lean AND DevSecOps at F35?

Agile Alone

« Tends to focus just
on small software

teams

+ F35 context way
bigger, more
complex

+ Tends to assume that
direct delivery to
customers

is feasible

Agile + Lean

Adds typical
hardware, system,
and business/
management teams
Adds principles and
practices that reflect
the larger complex
system context
inherent in F35
Adds consideration of
stakeholders like
DT/OT (dev test and
opn’l test) and
certification

Agile + Lean+

DevSecOps

Adds fast feedback
technology
infrastructure for
continuous
architecture,
continuous
integration,
continuous
deployment
Particularly adds to
Agile teams’ efficiency
and effectiveness in
execution

Carnegie Mellon University
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Agile in the Larger DoD Context DRAFT

DoD continues to track anecdotal success and failures of programs using Agile

2019 Defense Innovation Board Software Acquisition Practices Study (referred to as DIB
SWAP Study) frames challenges in the eco-system that lead to Agile/Lean, but also slow
down their adoption

Agile/Lean Successes:

« 2017: JIDO (Joint Improvised-Threat Defense Orgn) reduced time for critical software delivery
capability from 6 months to 12 days with a 9X increase in deployment frequency and a 90% reduction
in operating costs

« 2018-2019: 4 of 7 programs piloting Agile approaches delivered working capabilities to USERS within
three months

» The other 3 of 7 delivered working capabilities to INTEGRATION TESTING for larger capabilities
within three months

« 2019: Space Force Space C2 program developed and fielded two applications within six months of
initiation; one of these documented 4 hours per shift time savings for over 1000 users
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2019 DIB SWAP Study DRAFT

Strong influence on the 2019 and 2020 National
Defense Authorization Acts

Software

Is Never Done Also home of the “Agile BS” Appendix many have

Refactoring the Acquisition Code seen
for Competitive Advantage

Main lines of effort:

¢ Congress and OSD: Refactor statutes, regulations, and processes for software,
providing increased insight to reduce the risk of slow, costly, and overgrown programs, and
enabling rapid deployment and continuous improvement of software to the field,

e OSD and the Services: Create and maintain cross-program/cross-Service digital
infrastructure that enables rapid deployment, scaling, testing, and optimization of software
as an enduring capability; manage them using modern development methods; and eliminate
the existing hardware-centric regulations and other barriers,

e Services and OSD: Create new paths for digital talent (especially internal talent) by
establishing software development as a high-visibility, high-priority career track and

Defense Innovation Board increasing the level of understanding of modern software within the acquisition workforce,
May 3,2019 e DoD and industry: Change the practice of how software is procured and developed
by adopting modern software development approaches.

Source: https://innovation.defense.gov/software/
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A Few Other Notable Recent Events/Links-1 DRAFT

Adaptive Acquisition Pathways: New ways of o || || :
acquiring software-dominant systems (some of the m I_I Ll 3
guidance can also be applied to cyberphysical e SR I
systems that are software-reliant) & u = | g =]
https://aaf.dau.edu/ Ry [ e e

Section 873/874 Agile Acquisition Pilots: a group . ||m|||

of small and large acquisition piloting Agile/Lean . i l I gy
approaches to software development in different ~ ¥ . B o e g
settings. Lessons learned document published

2020:

https://www.dau.edu/cop/it/DAU%20Sponsored%?2
ODocuments/AqgilePilotsGuidebook%20V1.0%202
7Feb20.pdf
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Respond at:  www.pollev.com/mainsummit799

What one word or phrase summarizes Odin’s reasons for
Incorporating Agile, Lean, and DevSecOps into our work?
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Working Definition of Agile

To svxeed, 3l

levels of & olomnization (€ 4, cusiome,
heed o Suppr:w +he

aj:(c Process

Ie

chamecal I’.)W‘!

DRAFT

Agile An iterative and incremental (evolutionary)
approach to software development which is
performed in a highly collaborative manner by self-
organizing teams within an effective governance
framework with “just enough” ceremony that
produces high quality software in a cost effective
and timely manner which meets the changing
needs of its stakeholders. [Ambler 2013]

[Ambler 2013] Ambler, Scott. Disciplined Agile Software Development:
Definition.
http://www.agilemodeling.com/essays/agileSoftwareDevelopment.htm

Carnegie Mellon University
Software Engineering Institute
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What is Agile? DRAFT

v:lgriclglsseér y Dfﬁ'fﬁ‘égy ' 122‘::3?1533 ' mmng?;ec?r:gss ENABLING
: - I BUSINESS OUTCOMES
: : : Implementing the
i : : o, Time to Market practices, toPIs and
| i ' 2o, ifact processes without the
i : L . Customer Sat!s aCt!O" Agile mindset, values,
o .e. Employee Satisfaction and principles of the
q ’ e Reliability Agile Manifesto
E @ : [nnovation Is NOT Agile!
: oo’ Responsiveness
| o0 e
' Predictability

Source: https://www.slideshare.net/MichaelTarnowski/agile-mindset-for-executives

It isn’t enough to adopt the practices of a successful team. You must

adopt attitudes and a mindset for making decisions to adopt practices
that will lead to your success.
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Agile Values DRAFT

While there is value in the items on the right,
we value the items on the left more.

Commmy - CEETE
. - D
. -
Crr - I

» Zoom Activity: Which side do you think will benefit your customer more?

Source: http://agilemanifesto.org

Copyright 2020 Northrop Grumman Systems Corporation
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http://agilemanifesto.org/

Agile Principles

. Our highest priority is to satisfy the customer through
early and continuous delivery of valuable software.

. Welcome changing requirements, even late in
development. Agile processes harness change for the
customer's competitive advantage.

. Deliver working software frequently, from a couple of
weeks to a couple of months, with a preference to the
shorter timescale.

. Business people and developers must work
together daily throughout the project.

. Build projects around motivated individuals. Give
them the environment and support they need, and trust
them to get the job done.

. The most efficient and effective method of conveying
information to and within a development team is face-
to-face conversation.

DRAFT

7. Working software is the primary measure of
progress.

8. Agile processes promote sustainable development.
The sponsors, developers, and users should be able to
maintain a constant pace indefinitely.

9. Continuous attention to technical excellence and
good design enhances agility.

10.Simplicity--the art of maximizing the amount of work
not done--is essential.

11.The best architectures, requirements, and designs
emerge from self-organizing teams.

12.At regular intervals, the team reflects on how to
become more effective, then tunes and adjusts its
behavior accordingly.

Agile Principles: http://agilemanifesto.org

> Zoom Activity: Which principle do you think will benefit your customer?

Copyright 2020 Northrop Grumman Systems Corporation
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Don’t Forget the Lean Principles — DRAFT
For the Entire (Govt + Contractor + Stakeholder) Enterprise

Apply SAFe Lean-Agile Principles

#1 Take an economic view
#2 Apply systems thinking
#3 Assume variability; preserve options
#4 Bulld incremantally with fast, integrated learning cycles
#5 Base milestones on objective evaluation of working systems
#64 Visualize and limit WIP, reduce batch sizes, and manage queue lengths
%7 Apply cadence, synchronize with cross-domain planning
#8 Unlock the intrinsic motivation of knowledge workers

#9 Decentralize decision-making

#10 Organize around value

SCALED AGILE
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. . . © 2020 Carnegie Mellon University 17
Software Engineering Institute



Taking an Iterative Approach

Single batch — one process step per iteration

Multiple batches - complete each batch at the end of
an iteration; siloed process steps within each iteration

Multiple batches - decompose each batch into small
packages, with multiple start-to-finish cycles in each
iteration

Iteration 1

Iteration 2

DRAFT

Iteration 3

DRAFT: What All Program Office Staff Should Know about Lean/Agile
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Start with Teams Using Common Concepts DRAFT
But Allow Methods That Suit Their Context

All team-focused Agile Heart of Agile

approaCheS have Collaborate closely with others to
commonalities and (@) [ generate and develop better starting

)

) O// ideas. Communicate often to smooth
differences Improve the direction of your 9, transitions
ideas, their technical
Focus on the implementation, and your

internal processes.

commonalities whenever \
possible and choose the /
best way forward for

your team that suits your

context Deliver small probes initially to
learn how the world really

T Reflect periodically, along the way works. Expand deliveries as you
COCkbU ms Heart Of Think about what you've learned in learn to predict and influence
Agile” provides a way to your collaboration and from your outcomes.

ey deliveries.
look at commonalities
across team methods Couew 210
Source: heartofagile.com
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Agile Team Method Commonalities: DRAFT
Scrum, XP, Kanban Are All Used in F-35

=

-,

CO\\aY>°‘a‘e
» Work in small batches

* Build quality in

» Design modular work items

* Divide work into short iterations

* Deliver incrementally

 €ollaborate across tunctions and stakeholders
« Communicate often to smooth handoffs

* Build trust-based relationships

» Use common tools, where feasible

« Establish & evolve prioritized backlogs of work
items

-

=

ST
» Act on learning, don't just capture it
 Learn from each iteration's products * Improve direction of ideas, technical
« Enable fast feedback implementation, and internal processes
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All Common Agile Team Methods are Based on PDCA Cycle DRAFT

Plan - a task, change or test, aimed at improvement.

* Analyze what you intend to improve - choose areas with ﬁ.
highest rate of return Plan Do
Do - Carry out the change or test (preferably on a
small scale).
* Implement the change you decided on in the plan phase.
Check - the results. What was learned? What went ]
wrong? (We have received empirical data! We are Adjust Check

NOT guessing!) H

« Measure / monitor the level of improvement.
Plan — Do — Check -

Adjust — Make the change based on the empirical Adjust (PDCA) cycle is
data. inherent in all of our
» Adopt the change, abandon it, or run through the cycle again. work.

Carncgi(‘ )](‘ll()n l_vniv(‘['sjlv DRAFT: What All Program Office Staff Should Know about Lean/Agile [[Distribution Statement A] Approved for public release and unlimited distribution.
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Choose One or More Methods to Fit Your Team Context DRAFT

23
&
& .
+  Most common d Sc « Applies to almost any type
> rum

product dev o of work

approach o +  Commonly used for teams not
* Not just 8% o focused on products per se (eg

sw dev Dev Team ||y, teams who do lots of review/

‘ Demo/Review coordinate tasks)

Kanban

- e Retrospective

Two Week Sprints
AN big Benefit Features Features Fi Features finish Foatures
idoas are  hypothesis and - approved by decomposed and deployed to & deploymant testing refoased o
walcome Bccoptance Product tag) F customers,

hera! critoria doployed incromentaty
i Teams define, buld  Features demoed in 10 & production oe oil at once
anvieanemant

eXtreme Programming cone | (o SIS SSmemets |RESEAT | D

WIP limited

Integration

Test-Driven 3 o, Coding
dby” : Validating Depioying to
Development Standards Funnel Analyzing Backlog I Implementing dg’;;;f:fgm' rirf-)xﬂ,’.),"r_'-,.%,‘: Releasing | Done
4 Collective 2 6 : 4 6 4 3 5
. N oo Most software- o [ R o
/ \ specific approach = gk Bl T
Aitomated Strong focus on ARl T
Testing i Pair Programming technical practices =8
' r A 4 > : < >
o Simple / Continuous 3 Continuous Continuous
Continuous Refactoring s Exploration 4 Integration Deployment : e
A 2 T > “ Relese on
v
— - Demand

User Stories
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Common Tools Will be Used Across Different Team DRAFT
Types at F35

Tool focused on workflow
management: JIRA

Tool focused on artifact
(document) evolution and
sharing: CONFLUENCE

Tool focused on inter/intra-
team collaboration:
MATTERMOST

Development, integration, and
test teams of evolving
software and hardware
products will have lots of other
tools specific to their context

Carnegie Mellon University DRAFT: What All Program Office Staff Should Know about Lean/Agile [[Distribution Statement A] Approved for public release and unlimited distribution.
© c © 2020 Carnegie Mellon U 23
. . . c egie Mellon University
Software Engineering Institute



A Quick Tour Through the Three Common Team Methods at F28%\F T

Scrum

Demo/Review

~ e Retrospective

Kanban

<

Two Week Sprints
Benafit Features Features Foatures Features finsh Fostures
idoas are  hypothesis and - approved by decomposed and deployed to & Geploymant testing refoased o
5 Bcceptance Product tagi S customers,
2nee crioria Management v, ume dofine, bukd  Festures demoed in to 8 production or ail at cace
Caculate Continuous  and test the sclilion  the system damo and amvwonmant
WSJF priontzation approved by Product SOMOtMes Benefit
e using WSJF toggled oft hypothesis
Validating on Depioying to
Funnel  Analyzing Backlog Implementing Staging Production Releasing
2 6 4 S5 6 4 3 5
> -« £<
Continuous Continuous Continuous -
Exploration Integration Deployment
A » S Relese on
Demand

B User Stories

[[Distribution Statement A] Approved for public release and unlimited distribution. 24
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Scrum’s Simpl

Scrum’s Simple Rules

3 Roles * 5 Events ¢ 3 Artifacts

@ Product Owner

* Voice of the Customer
* Vision
* Known Stable Interface

@ Scrum Master

¢ Stable Process
* Continuous Improvement

L3 * Competency
-
* Value

off

e Rules

* Fixed duration
* Container for events ¢ Sprint Backlog * Re-plan

Spnint Daily
D s,

* Get Backlog ready Oc.irodu:tlmm * Kaizen
* Velocity
* Feedback

O

* Vision
* Priorities

1 Sprint Bockiog.

Without the 3-5-3 you
are not doing Scrum.

scruminc.

Back Sprint :

* Sum of Completed Work J
* “Done”

DRAFT

Scrum is founded on empirical
process control theory, or empiricism

Empiricism asserts that knowledge
comes from real data and experience;
and that making decisions is based on
what is known.

Scrum employs an iterative,
incremental approach to optimize
predictability and control risk
(nukes!)

Optimal Team size is 3-9 members,
(“2 pizza rule” (4.6 optimum)) not
counting SM and PO

Scrum Teams are cross-functional,
self-organizing and self-managing

Carnegie Mellon University
Software Engineering Institute
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XP (eXtreme Programming) Overview DRAFT

Preferred SW Agile Methodology for several DoD software contexts:
Kessel Run, Platform One, SkiCAMP, SoniKube, SpaceCAMP, etc.

BoB. TDD

CODE QUALITY G P
——————————————————————————— R Whole team/ ’," CODE QUAUTY
‘\ Onsite Customer ,' g RS S S SESSE SRR

BDD Collective "= Code O
________________ B codeh ' standards
. ownershi .
OCustomer * D'I;evseti:::‘e:m g':'::;:I:,g,do L _C_:_R_ E_AI[_E- ? = _I\_/] _M l.:
Fn \ user stories
Panr 3
CONTINLNS progmmmmg CORE PRACTICESRe‘adomg ;
DELIVERY PIPELINE — -
.me;:.?:: Simple / gt REFACTORING
emergent Co-located
O design T—
EMERGENT DESIGN , .\(.M:eaehorl/
------------------------------------ “" Infol i intentiona Small
wokapace ____Sehise) __ wiegges  ACCELERATING FLOW
INTENTIONAL ARCHITECTURE Also, includes Spikes: Feasibility Studies
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Kanban

Although Kanban can be used on
its own, it is frequently used within
the context of Scrum & XP when
the team is a product development
team
* In that context, Kanban is
frequently used in Sprint execution

to visualize the work the team is
currently committed to

Kanban is the most frequently
used team method for non-sw
development teams (eg systems
engineering, certification,
contracting)

Quick Introduction to Kanban Method

DRAFT

Three Core Principles
« Start with what you do now

» Agree to pursue incremental evolutionary change

+ Initially, respect current roles, JOb tltles and respon5|blllt|es

Five Core Practices

*» Visualize workflow

* Limit Work In Progress (WIP)
» Manage Flow

» Make Process Policies Explicit
* Improve Collaboratively

Next

Anaslyscs

Deve{opment

Acceptance
2

Doing TDoM

Damg

Doing 1 DPone

:

Q

H(ﬂi

qddcd to board

= X = priority

* ].** panic

~— Who is analyzing /

Q' testing right now

a’aﬂk&‘j&m Mew. & :mm i on trunk m
-sm':?’ﬂ:(lfncémq '&«Mmmrwdr:o\m
Feature / stovy ... .. ive Task / defect What to pull first
Date when (if applicabic) =task [=defect 3. Panic Features Kk

= completed moving Interrupt other work
E and ;rguk wie f‘-wcs a
2
@ kel 2 Pnonty feamrzs *

who 7s doing >
@ﬂus ight nowe 4. ot
Kererence: DUD://IeaNKaNDaN,CoOM) DIOTECUWKANDaN/

(should be swarmed and kept

3. Hard deadline features
i deadling is at risk)
features
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ODIN User Agreement Role Relationships

Designates
System Owner

or delegates to
PMO

Sponsor

Operational

Ensures Representation

Capability
Owner

S82IN0say

Program
Manager

Release Awareness

—

Resources

System
Owner

SW Dev. Coord.

Portfolio
Owners

Sponsors

Feedback

Acceptance

13t 11

> N

Service &
Partner Reps

Operational
User Reps

DRAFT
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ODIN User Agreement Key Roles — 1 DRAFT

Operational Sponsor

+ Designates a representative to be the System Owner for the specified capabilities or delegates these roles to the
Maintenance Systems PMO.

*  Approves future versions of the User Agreement.

Capability Owner

«  Works with Program Manager and System Owner to ensure the ODIN system is developed in concert with the
capabilities defined in the ODIN CNS.

« Ensures one representative (backup can be identified) is designated from each of the services and partners, who can
meet the commitments specified for Service and Partner Representatives.

* Ensures there are sufficient resources (supplier location, supporting personnel and demonstration coordination, access)
allocated to support user engagements.

ODIN Program Manager (PM)

*  Works with the System Owner to ensure software development priorities address user priority needs and capabilities.

*  Works with other JPO organizations (e.g., Program Management Offices (PMOs) and Hybrid Product Support
Integration (HPSI)) to account for F-35 integration and dependencies, and works with the System Owner to account for
needs and capabilities.

«  Works with System Owner and sponsors to ensure user communities are aware of significant capability releases in a
timely fashion.

Cill'[](‘,g‘i(‘ x](‘"()n lvni\'(‘['si[\' DRAFT: What All Program Office Staff Should Know about Lean/Agile [[Distribution Statement A] Approved for public release and unlimited distribution.
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ODIN User Agreement Key Roles — 2 DRAFT

System Owner

The System Owner understands the user organization, the capability being developed, and can advocate for the product.
This role is responsible for carrying out the long-term vision of the project and guiding its progress. The System Owner:
Has authority, within the confines of the approved CNS, to make trades and decisions independently and without
additional approval from superiors.

Participates with the Service and Partner Representatives in requirements identification and prioritization forums and
ensures their capability needs and priorities are addressed.

Provides guidance and expertise about the users, their operational needs, and practical considerations for meeting those
needs.

Identifies unit leadership inside the user organization and advocates for their support.

Works with the Program Manager and Portfolio Owners to ensure that software development addresses the users’ priority
needs and validates that content in the CNS is clear and realistic.

Portfolio Owners

Has the authority to coordinate and execute future engagement, user onboarding, feedback interviews, and testing with
the user community.

Ensures continual interactions occur between product teams and end users to address users’ priority needs and
capabilities are delivered in timely iterations.

Balances CNS requirements and users’ input to define Minimum Viable Products (MVPs) and Minimum Viable Capability
Releases (MVCRSs) for user acceptance testing.
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ODIN User Agreement Key Roles — 3 DRAFT

Service and Partner Representatives

« Each Service and Partner nation provides one representative (backup can be identified).

« Empowered to provide feedback directly to the System Owner and Portfolio Owner.

« Participates with the System Owner and Portfolio Owners in requirements identification and prioritization forums and
meetings (e.g., ODIN Quarterly Stakeholder Workshops).

+ ldentify service/partner needs and concerns to include operational and safety impacts to the System Owner with an aim
to consolidate varying feedback within their service into a single input, where possible.

» Coordinates with their user community to set expectations about the ODIN roadmap, user base location, and the
requirements of user representatives during user-centered design.

Operational User Representatives

The leadership at each location and organization will help manage priorities by appointing a senior operational user

representative to be the Portfolio Owner’s main contact. The senior operational user representative should:

+ Be able to identify further operational user representatives who are reflective of their respective communities (e.qg.
maintenance, logistics).

» Has the authority to initiate plans for testing and exercises of new capabilities.

These representatives are end users of ODIN and consumers of ODIN data. They provide detailed input on constraints and

real world impacts, since they know the mission best. These representatives are expected to support the following:

« User interviews, product demos, and product testing to guide software development via user-centered design.

» User acceptance testing and exercises of new capabilities.

* Roll out of tested capability and continued user feedback to product managers.

 Integrated system demonstrations in preparation for deployment decisions.
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Programmatic Constructs
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Agile Represents a Major Requirements Transition — DRAFT
Different Acquisition Objectives

—

Buying a Buying an ongoing
Box delivery stream
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Agile Represents a Major Requirements Transition — DRAFT
Different Vendor Interactions

O\

O | Constant
. \ / / Collaboration
- Continuous
Do This g Discovery
m of Value

ooooano
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Agile Represents a Major Requirements Transition — DRAFT

Different Artifacts
w W w Q
T QO ‘iﬁ‘g

Epics Stories Capabilities

L T T

Spec ﬂ”
O,

g O_E Backlogs

1Ch

Kanbans Features
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Agile Represents a Major Requirements Transition — DRAFT
Different Practices for Requwements Management

Date-based Milestones Increment-Based Demos
Definition of Done @
Team System Solution Release
Increment Increment Increment
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Agile Represents a Major Requirements Transition — DRAFT
Different Overall Risk Profile

—

Sy
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Agile Motto for the Backlog Process

If it’s IN the
backlog, it MIGHT

If it ISN'T IN the
backlog, it WON'T

get done... get done!

DRAFT
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Characteristics of Requirements Models for Large-Scald?RAFT
Agile Systems

Layered - Requirements are divided into layers representing different levels of abstraction /
scope

Cascading — Each layer of the Requirements Model feeds the layer below

Categorized — Two general types of requirements expressions — Business/Mission (user-
focused) and Enablers (system/infrastructure-focused)

Prioritized—part of what makes scaling feasible is that we’re not dealing with 100% of the
details of all the requirements at the same time

Adapted from https://www.scaledagileframework.com/epic
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Reorienting the Manifesto for Agile Software Development TowafdT
System Acquisition Agile

Through this work we have come to value:

pProcesses
individuals and tools
and interactions
_ Comp rehenslve
[' working documentatlon
software
cantragt
Customer negotiation
( collaboration .

Following
Responding to a plan

b

That is, while there is value in the items on the right,
we value the items on the left more.

https://agilemanifesto.org/history.html
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The Oversight/Insight Challenge for the Lean Program DRAFT
Office

How can the Program Office gain
Insight into Contractor Expression
Of the Agile & Lean Principles?

We are just hitting the tip of the iceberg on these

concepts!

Carnegie Mellon University
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Bottom Line Up Front

OVERSIGHT is an element of what makes
the DoD Acquisition Ecosystem Work

» Oversight mechanisms established by
program management determine:
- Nature of information made available
- Frequency of communication
- Urgency/importance

» Well-established procedures & templates
convey oversight requirements
- Recent developments like Adaptive

Acquisition Pathways change some of
those requirements

Compliance

Collaboration

DRAFT

INSIGHT is a necessary enabler to effective
oversight

» Well-established CDRLs and DIDs may
not always the best source of insight
- Aversion to all off-nominal conditions
- Conformance to plan becomes the goal

* Agile development settings promote
transparency and ongoing insight
- Available mechanisms, however, require

proactive participation from the acquirer to
be effective

Carnegie Mellon University
Software Engineering Institute
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Batch Size

Typical Large Batch Realities:
* “Nothing is done until everything is done”
» More Work in Progress is good
» 100% utilization of resources is a goal

» Optimistic reporting of progress in order to
“keep the program sold”

 Large scope integration events identify defect
levels that strain resources

- Increases number of potential defects that affect
multiple areas of the system

- Reduces confidence in system robustness
- Harder for engineers to find sources of defects
» Tendency toward “test quality in”

DRAFT

Aspirations for Small Batch:

* We can learn from even small pieces being
implemented/done

« “Stop starting, start finishing”

» Work in Progress is limited to enhance flow
through the system

» 100% utilization of resources is recognized as
limiting flow, flexibility, and work accomplishment

» Short time between when a defect is found and
when it was created

- Root cause analysis easier with current work,
rather than work done in the past

» LOTS of integration happening across entire
system, building confidence

» Tendency to “build quality in”

Carnegie Mellon University
Software Engineering Institute
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Feedback

Typical of “Primarily Document” Focus:
* Prefer larger, less frequent demos

» Requirements documents seen as “ground
truth” for user needs, even when known to
be superseded

» Constraints on opportunities for feedback
* Rushed feedback on documents

* More investment in documenting “to be”
state than in documenting “as built”
- Using documents to “lock down” design,
- Then struggling to keep them current?

DRAFT

Aspirations for a Broader Aperture:

« Recognition that demo doesn’t EQUAL test,
but INFORMS it

« Stakeholder participation in demos of small
pieces of functionality

» Open, continuous feedback about both the fact
of and the meaning of progress or lack thereof

* Info from demos is fed forward to testing and
certification staff to ensure alignment

» Definition of Done that includes certification
needs (cyber, DT/OT, ATC, ATO, etc.)

« Participation on continuous integration team by
govt staff seen as a high priority

Carnegie Mellon University
Software Engineering Institute
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Requirements

Typical of “Single Delivery” Focus:
* Work must commence early to limit risk
* Narrow time window to set the baseline
* Increasing resistance to requirements
change over time, though knowledge of
real user need continues to evolve
 Favoring breadth over depth in reviews
- Hard to take in the large requirements set
- Time for “digging in” on critical issues is
rarely available during the review

« Sometimes we get as far as we can,
declare success, and track action items
until the next event

DRAFT

Aspirations for lterative Approach:

* Mix of “push” and “pull” communication
across govt/contractor interface as
requirements are elaborated/refined

- Facilitated by workflow and collaboration tools

» Frequent high bandwidth meetings keep
the relationship going, not just technical
work

» Transparency among stakeholders is an
essential ingredient to build trust

» Frequent small batch prioritizations build a
solid base of understanding of current state
and progress

Carnegie Mellon University
Software Engineering Institute
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Compliance vs. Insight

Typical of Compliance Focus:

» Deadlines and plans are difficult to change, and
sticking to the plan becomes it's own objective

- Product performance, and cost performance often suffer

+ Siloed relationships where common goals exist

- Enterprise perspective gets lost in the informal
channels

- Isolation mistaken as hallmark of Independence
* Focus on the letter of the spec (verification) can
overshadow focus on intent (validation)

» Atemplate to reduce time spent on oversight is
valuable — even if it reduces information conveyed

* Work is sometimes designed to pass the audit more
than deliver the intended value

DRAFT

Aspirations for a Focus on Insight:

» Off nominal conditions are not always bad
outcomes

« Information that invalidates the plan but leads to
better enterprise outcomes is not “Bad News”

 Proactively build knowledge with information, rather
than retrospectively uncovering facts from data

- Feed data forward to consumers, rather than batching
it up in hopes that we can manage the message it
sends

 Focus on sustainable pace, with predictable
delivery

* Measures carefully selected and visibly used to
solve problems in the process, not punish the
contractor

» Collaborative mindset

Carnegie Mellon University
Software Engineering Institute
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Role of Systems Engineering and Modeling in F-35 DRAFT
Agile/Lean/DSO Approach

Changing to lean engineering:
* More reliance on modeling

* Less reliance on “complete specifications
early”

* Incremental technical reviews based on
early implementation

« Small batch system, hardware, and
F-35’s Digital Engineering Environment brings software engineering

together hardware, software, and operational « More reliance on road-mapping and

eco-systems, enables incremental systems fi |C biliti backl f t
engineering, not just software engineering continual L.apabilities backiog retfinemen

* DEE connections into the DevSecOps pipeline is a and prioritization
F35 strategy to ensure that the models stay
current
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What Happens When “Large Batch” Systems EngineerittRAFT
Meets “Small Batch” Agile SW Development?

Requirements uirements

slidhtion
>
% /
ks 3
%

&
Q
Y Archidecture
Qb‘ Verfication
K3
&
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Particular Architectural Choices Can Enable or Disable Agile/LeQBBO

Modular architecture patterns enable Microservices Architecture Pattern
is an Enabler to Agile SW Dev

sTeams to work independently
=Integration to occur frequently
sEasier isolation of defect sources

Legacy code being reused often
exhibits architecture patterns that cause
problems for Agile/Lean/DevSecOps

=Often difficult to refactor to new patterns

=Often built in a time when tight coupling
was needed architecturally to get
performance outcomes needed
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Multiple Dimensions of DevOps

Culture

+ Developer and Ops collaborate
(Ops includes security)

+ Developers and Operations
support releases beyond
deployment

+ Dev and Ops have access to
stakeholders who understand
business and mission goals

DRAFT

Process and Practices

Pipeline streamlining
Continuous-delivery practices
(e.g., continuous integration;
test automation; script-driven,
automated deployment;
virtualized, self-service
environments)

Automation Process
and and
Measurement Practices
Automation/ .
M rement System and Architecture
easureme " Svystem and *  Architected to support test
« Automate repetitive and error- Y . automation and continuous-
prone tasks (e.g., build, testing, Architecture integration goals
and (_jeployment maintain »  Applications that support
con§|stent en.wronmentsf) changes without release (e.g.,
+ Static analysis automation late binding)
(architecture health) « Scalable, secure, reliable, etc.
+ Performance dashboards
Carnegie Mellon University [[Distrbution Statement A] Approved for public release and unlimited distrbution
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ODIn is Taking Advantage of the New Adaptive DRAFT
Acquisition Pathways

Adaptive Acquisition e SR el

. 1. Simplify Acquisition Policy 4.Conduct Data Driven Analysis  DoDD 5000.01: The Def: Acquisition Sy
P athway b ein g use d by g Eﬂgg acec:tg'sstgleg "»:\pMﬂar::égis g- éﬁ{}:ﬁ!.iﬁ‘?:ﬁi.ﬁ‘;km. =) DoDI 5000.02: Oper[aﬁon of the Adaptive Acquishion Framework
Odin: o
. o s
oY
e ol
Urgent S OF " ST OF
XXX ——  Capability o R
Acquisition 5
DoDI 500081 & 7 oS oD g
o0 » Rapid R
Middle Tier Fielding T2
|— of Acquisition Rapid &
{ 44— <Syears
DoDI 5000.80 ProtRig y £
<Syears —Pp ll §
Major MDD MS A M5B MsC 10C FOC s
— Capability Materiel Technology and Producti &
Solutio Matueation and Manufacturi and o
Path Acquisition A,,,,y,:’ it el Deskay
Selection DoDI5000.UG
Software Z' w T In
> Acquisition g 2 R 29 BEDFE
Interim Policy g2 m'
ATP ae
DefenseBusiness cagabﬂllty ioluluog . Functmnélmd wmn;?‘g Cap:bllny
E— Systems identiheation | "0 eq‘l\l‘lgﬂ;\se&n 5 kagm St
DoDI5000.75 [ s
T Business Capability Acquisition Cycle
Acquisition of = 3 = 7 = = 7
L5 Services formthe  Review  Market  Defina  Dowelop  Exeate  Mansge
DoDI 5000.74 Team  Stategy  Hesearch  Rqmes.  Sirategy  Strategy Porf.
™ |
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Role of Testing in Agile, Lean, DevSecOps: Traditional Testing DRAFT
(V-model) Delays Feedback

Determine Feature g * Test Feature

Shit Testing Left

Determine Feature | always testing.

fest Code

m Specific practices enable shifting left for Write Story . aiways testing .
testing and unified certification T
= Modeling and simulation (a focus of the F-35 ook W —
Digital Engineering Environment) and
= Modern design approaches (hypothesis-
driven, behavior-driven, test-driven)

» DSO pipeline that accounts for securing the
pipeline, not just securing the software
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Left-shift with Agile Testing o E:RAFT
oving from

Traditional Vee-process phased and
—_.—_ siloed testing
L 2 to Agile testing
- Py
Agile development with traditional DT and OT (Hybrid) is the Blg
—_’—_ Deal”
I ¢
Integrating

Agile development with traditional DT and OT, early integration synch points .
Agile cadence

with DT/OT is a
key challenge

oQ oUF o0 o[-0l Uk
e o o o o ] o [Jle Qe Qe

oy
e of o o o ff oc Feo@Fe -0F- -‘

- OEM Dev |:I (DDe_I\_/)eIopmentaI Testing - Cyber - E?)}:)_I(_a)ratlonal Testing - Deployment
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Culture Aspects of Moving to
Lean/Agile
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Culture Change will take Time and Effort! DRAFT

Level of Learning Required
Cunuta
i
Strategy
Structure
|
Procodu'ros
Skills
s Y =3
Years Months Weeks Small Large
Time to Magnitude of
Adjust Technological
Change Sought

Carnegie Mellon University =~ 5o«
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Success Factors in Adopting New Practices: What Can We Ldartr?FT

Vision Resources Capable Organizational Incentives Action
- B B -l — o~ The symptoms
on the right can
Resources Capable Organizational Action )
— | bl Processes bl Culture 1 mll  Plan === Confusion be used tO
. \ision J§ Capable | Organizational | U Action Anxiety & dla’g nose Wha't
Bl Processes Culture Plan " frustration m |g ht be m |SS| ng
Vision Resources Capable Organizational Action Slow or little In our adOptlon
— - —_— L | - = ﬂ
Processes Culture Plan progress SU pport approaCh
bl Vision ld Resources L] L 1 Organizational [] Incentives [E-8 Action === Reinventing the
Culture Plan wheel
] Capabl | ti Acti
== \/ision [ Resources . M Capable " Organizational —— Y atifo])] —l Misaligned
Processes Culture Plan behavior
I Processes Culture

Adapted by Buttles (2010) from: Delorise Ambrose, 1987
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Some Barriers We May Run Into DRAFT

Barriers to Agile Adoption

Acquisition Processes Culture and Policies User Involvement

* Long timelines * PMOs struggleto tailor :;:'w'" mhddﬁm.gua'v':’igbb

* Fully defined acquisition processes o ., requirements
requirements upfront « Change=risk rocess (ops — tech)

« Contract mods costly » Significant oversight P P

* Limited demos late

Program Structure Aligning Priorities Agile Experience

. Upfrontfixedscope |+ Many stakshoidersw/ | Wg‘g‘g{‘: i

» Locked requirements competing priorities '\’r?t difense indhist

* Too detailed cost est. + Conflicting developer 3 g:Ise' claivns of Aaile il
« APB, EVM management direction, interpretation 9

. . * Need for leadership,
Changes discouraged Disrupts team progress Culkiry, Brocess; Sialt

e MITRE'%

Sty Cagrreeriny Partute
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Some Advantages We Want to Leverage

Key Enablers

for Agile Adoption

Acquisition Processes Culture and Policies User Involvement

I
~« Collaborate: industry,
acquirers, and users
« Enablingchanges
* Rapid contractaction
* Acquiring developer
services vs product

Program Structure

+ ~6-12 month releases

* Tailor acq processes
Stakeholder buy-in

* Empowered teams

+» Smalliterative releases

+ Smallteams <A “ o

+ Fail fast/ Learn fast ctive users Ived
« High bandwidth comm

+ Delegated decisions . o N DS

*» Review SW, notdocs Dem

. Continuouslyimprove ~ Lrovideopsinsights

Aligning Priorities

« Requires experienced
gov'tand contractors
= Investin training team
« Coaches working with
PMO to implement
When to use Agile

« Align programdocs,
processes, contracts

+ Leverage loosely
coupled architecture

* Rethink reviews 5

MITRE =

Agile Training

it

DRAFT
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Respond at:  www.pollev.com/mainsummit799

What one word/phrase describes what you perceive as the most difficult barrier
to adoption of Agile, Lean and DevSecOps in your setting? (Word Cloud)
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Respond at:  www.pollev.com/mainsummit799

What was useful to you in Module 27
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Summary

ak
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A Few Notable Recent Events/Links DRAFT

USAF Chief Software Officer:

https://software.af.mil/

https://software.af.mil/training/
SMC Agile/Lean Self-Service Learning Paths Catalog (in Beta, available to DI2E users):

Some of the materials in the learning package came from this site. If you have DI2E, you
can access a larger set of materials directly:

https://confluence.di2e.net/display/AGILESMC/Self-Serve+Aqile+Learning+Paths

Software Engineering Institute Agile Resources: podcasts, blog posts, Technical Notes on
many Agile in Government topics:

https://www.sei.cmu.edu/research-capabilities/all-
work/display.cfm?customel datapageid 4050=21345

Carnegie Mellon University DRAFT: What All Program Office Staff Should Know about Lean/Agile [[Distribution Statement A] Approved for public release and unlimited distribution.
© . . . © 2020 Carnegie Mellon University 62
Software Engineering Institute


https://software.af.mil/
https://software.af.mil/training/
https://confluence.di2e.net/display/AGILESMC/Self-Serve+Agile+Learning+Paths
https://www.sei.cmu.edu/research-capabilities/all-work/display.cfm?customel_datapageid_4050=21345

