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Objective: Provide recommendations that enable a predictive capability to the O-PAS Technical Standard.

Why: The ability to reason about critical quality attributes (performance, safety, security, etc.) before hard-
ware and software components are acquired from the marketplace can reduce testing and commissioning
time. With predictive capability, this can occur virtually and confidently as O-PAS conformant control sys-
tems can be shown in the specification of components, their assembly and integration to achieve the high-
level requirements of the end user as the control systems are designed and validated before acquisition
commitments. That means, that when the actual control systems are acquired and put into place, test and
commissioning becomes a verification activity of that which was designed rather than “as built”.

How: Predictive capability requires all aspects of a target, end-user control system to be specified. Such
specificity would ultimately be extended to not only the hardware of the control system (actuators, human-
machine interfaces, networks, compute platforms) but also to the underlying software frameworks to which
the components must operate and other relevant software “touch points” for the end-to-end threads of
critical control. The O-PAS technical standard would need to be “open” itself, to the expression of such
properties that would support reasoning about a variety of quality attributes as well as the integration of
reasoning capabilities that act on those properties to result, or predict that outcome of such reasoning so
that it can be compared to the high-level, end user requirements.

What: Proposed is an exploratory step to first understand the boundaries O-PAS technical standard as it
pertains to incorporating a predictive capability (e.g., expression of component properties such as behavior,
timing, expression of O-PAS conformant assemblies of control system’s components (hardware and soft-
ware), and the incorporation of ‘reasoning frameworks’ which can be instantiated (and perhaps productized)
to confidently reason about specific end user quality attribute requirements from such assemblies of O-PAS

components). The result of this exploratory step would be recommen-
Well-Formed/Predictable in T dations that comprehend an “open” predictive capability to the O-PAS
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Figure 1 Prediction Reference Model [6] those needed for the quality attributes critical to the end user applica-

tion. From there (moving to the upper right of Figure 1), the assemblies
and properties were interpreted by reasoning frameworks to make predictions. In SEI work, those same
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component assemblies (in the upper left) served as input to generative technology to create executable
programs (in the lower left) that would be deployed in a test or operational environment as a means to
validate the actual behavior of the end user application. Actual observations that fell within the predictive
range emminating from one or more reason frameworks (moving to the lower right of Figure 1) of the de-
signed end user application would serve a objective, confirmable evidence that the user application as
designed behaved as expected. It is important to point out that the prediction itself was made without any
executable programs in hand. The key to making a quality attribute prediction is to know, a priori, the salient
component properties of the constituents of the assembly used for the end user application.

Approach: For this exploratory project, O-PAS, itself, would serve as the means for encoding end user
applications as component assemblies along with the needed properties of those components sufficient for
interpretation in reasoning frameworks to make prediction(s). Targeted for the end user application would
be a portion of a real-time monitoring thread of a Separation Tower simulated in the OPA Test Bed. The
critical quality attribute for this end user application could be the latency of observed, monitored values of
values within the tower processes (for instance the values displayed on the HMI appear no later than some
tolerance). Components expressed in the component assembly would include those at all tiers of the OPA
[8] (to include, but not limited to DCNs, ACPs, PLCs and other relevant “touch points” in the OPA for the
end user application). To the extent possible, reasoning frameworks from prior SEI work [7] would be reused
to generate predictions for the critical quality attributes of the end user application. Although actual imple-
mentation generation is beyond the scope of this exploratory project, it is expected that runtime measure-
ments of components (simulated or not, virtualized or not) to obtain actual values within the OPA Test Bed
would be captured and used in a validation exersize to compare with the prediction(s) results from the
reasoning frameworks.

Output: The exploratory project would serve as a basis to support a working hypothesis that the O-PAS can
serve as a means to not only support the construction of process automation applications in an open-
systems manner, but it can also support the expression of important properties of components used in
process automation applications. The output from this project would identify the gap between what is to-
day’s O-PAS standard and future versions of O-PAS that would enable predictive capabilities for users to
predict the critical quality attributes of end user applications based on those specified in O-PAS compliant
components before cost and effort is expended in commissioning such applications in the field.

Envisioned Steps:
1. Define concrete success criteria for the exploratory project

Define the demonstration OPA Test Bed end user application (e.g., Separation Tower Monitoring)
Define the critical quality attribute(s) of the end user application

Identify the supporting reasoning framework(s) for prediction(s)

Build the end user application component assembly specification (upper left of Figure 1)

o gk wD

Generate prediction(s) from reasoning framework(s) through interpretation of end user application component
assembly specification (upper right of Figure 1)
Build (if necessary), instrument, and run the end user application in the OPA Test Bed (lower left of Figure 1)

© N

Evaluate OPA Test Bed observation(s) with generated prediction(s) to validate “as built” end user application
9. Generate recommendations for the O-PAS Technical Standard
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