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1.0 EXECUTIVE SUMMARY

Responsible biotechnology research optimizes opportunities while deterring nefarious
exploitation. New opportunities to collect and store biological attributes in global collaborations
lead us to confront some emergent vulnerabilities for the first time. These tradeoffs warrant a
comprehensive analysis of risks to data integrity, individual privacy, and national security. The
military balances operational requirements and security using principles of “Operations
Security.” We adapt these principles to biotechnology in “BioOPSEC” as an extensible
framework that unifies the terminologies and concepts between biological, cyber, network, and
physical security siloes. As a result, BloOOPSEC promotes existing best practices, proactively
identifies new vulnerabilities, and deploys prioritized countermeasures. As OPSEC compels
information sharing with friendly forces, BioOPSEC also promotes adoption of interoperable
technical solutions that expand role-based access. Using precision medicine research as an
example implementation, we demonstrate that BloOPSEC is agnostic of data type, environment,
and operator and as such, can be broadly adopted across the bioeconomy. Our contribution here
is expected to inform ongoing discussions about fostering biotechnology development in the
midst of security considerations.

Research Innovation and Objective: In order to use sensitive biomedical data to benefit service
member health, performance and readiness, it is critical to enable secure storage of the data and
address military-specific privacy requirements and national security concerns. Information
protection is uniquely important for the military and so a thorough, multidimensional systems
analysis process is used to address vulnerabilities in security while supporting friendly
information operations. To address these gaps, we sought to establish a balanced,
multidimensional systems analysis process that could be applied by the biotechnology
community to protect biomedical data procurement, storage, and use.

2.0  Impacts on Warfighter Mission: Widespread collection of biomedical
data is critical for increasing the clinical utility of biotechnology research and
development. The balance of safeguarding those biomedical data from
adversaries and supporting friendly operations is of utmost importance for
protecting the warfighter, the unit, and the mission. Moreover, appropriately
balancing these trade-offs will optimize opportunities to transform
biotechnology research into more efficacious healthcare solutions for the
warfighter and force health protection.
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2.0 INTRODUCTION

2.1 Privacy and Security Considerations of Genomic Data Collection

Rapid advances in biotechnology are driving significant growth across applications in energy,
health and medicine, food and agriculture, environmental, and industrial sectors
(https://roadmap.ebrc.org/). The biotechnology research enterprise includes a wide range of
disciplines and significantly contributes to the global bioeconomy.[1] While data sharing
platforms for genomic, health, and industrial data hold promising opportunities for precision
medicine[2], their widespread use presents unprecedented vulnerabilities in data privacy and
security. One such vulnerability is re-identification of data providers, due to the growing amount
of publicly available electronic data and the sophistication of tools with which to analyze such
data. Recent work has demonstrated that a disease allele, disease status, or a portion of a target’s
genome can be reconstructed without using genomic material from the target.[3], [4] Individual
loss of genomic privacy is not reversible, and can affect a specific individual, family, and
offspring. Collective loss of genomic privacy, in which an entire U.S.-based database is
compromised by an adversary, could result in re-identification of many Americans, even those
not in the database.[5]

Current privacy regulations do not wholly address these concerns in the digital and global
biotechnology enterprise (Figure 1). The main legislation for healthcare privacy, the Health
Insurance Portability and Accountability Act (HIPAA), aims to protect de-identified data via
access control. However, aggregation or de-identification is often insufficient to prevent privacy
violations.[6], [ 7] Furthermore, HIPAA does not cover data generated or disclosed outside of
covered entities or U.S. jurisdiction. User-generated digital data (such as direct-to-consumer
genomics sequencing[8], mobile applications, wearable devices, health-related Google searches
or shopping patterns, social media posts, etc.[9]) are also outside the scope of HIPAA. In terms
of international data sharing, the Foreign Investment Risk Review Modernization Act
(FIRRMA)[10], permits the review and blockage of investments in U.S. critical infrastructure,
technology, or personal data to protect data exposure to foreign governments.[11] However,
FIRRMA'’s jurisdiction is limited and subject to non-binding

legislation.

Existing Risks and Relevant Legislation of Biotechnology Research

Dual Use Data
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Figure 1: Relevant Regulatory Frameworks for Addressing Ethics and Security Risks Associated with

Biotechnology Research. More traditional risks of collection and storage of health data (shown in blue and green) are at least partly
addressed by legacy-based legislation. Emergent risks, shown in red, are not adequately covered by existing legislation. This gap is especially for
biotechnology which is “thoroughly dual-use” meaning there are both public and private sector applications that can be either responsible or
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nefarious. In the military, DoD-specific Instruction (DoDI) have been established to support additional ethics, individual, and national security
reviews for human subjects research in active duty military personnel.

It can be difficult for dissimilar organizations to fully consider or vet individual and national
trade-offs of genomic data sharing. A threat model for genomic data is under-developed, and as
opportunities for utilizing genomic data expand, the risks and effects of data breach will likely
increase. Therefore, a thorough characterization of the dynamic threat landscape is required.
Historically, the Department of Defense has championed biotechnology research to improve
performance, medical readiness, and force health protection.[12]-[14] The Department of
Defense has a documented track-record and distinct interest in ongoing vulnerability assessments
of privacy and security risks within the biotechnology enterprise.[15]

As these considerations apply to a broad audience, we present Biotechnological Operations
Security (BioOPSEC), a structured and extensible analysis tool for proactive identification of
security vulnerabilities throughout biotechnology data procurement, use, and sharing. BioOPSEC
is well-suited to address tradeoffs and barriers to information utilization among multiple agents
(ranging from friendly to adversarial) in a complex system. Importantly, BioOPSEC unifies
terminologies, safeguards, and specialized operators, particularly within biological, cyber,
network, and physical security.

2.2 Introducing BioOPSEC: A Framework for Evaluating Risks and Applying

Countermeasures

The BioOPSEC framework is adapted from the military OPSEC.** Information protection is
important for the military and so a thorough, multidimensional systems analysis process is used
to address vulnerabilities in security while supporting friendly information operations.[15, p.

3] The process relies on personnel of all expertise to understand OPSEC concerns and
proactively participate in continuous risk mitigation, often in conjunction with embedded
security experts. BlioOPSEC applies core principles of OPSEC within the context of
biotechnology systems, equipment, experimental procedures, operators, and disparate
environments[ 16] in which data are collected or biotechnology is utilized (Figure 2).
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Figure 2: Biotechnology Operations Security (BioOPSEC) Milestones. Throughout the lifecycle of genomic samples and
data, it is critical to ensure sample and data integrity. Major milestones of BioOPSEC are: 1) Identification of Sensitive Information, 2) Analysis
of Threats, 3) Analysis of Vulnerabilities, 4) Assessment of Risk, and 5) Application of Countermeasures. BloOPSEC can be applied by any
institutions involved in biological data procurement, storage, and use. By including consideration of adversary capabilities and domain-specific
security considerations, BioOPSEC is not limited to a finite set of rule-based compliance measures. By reducing barriers for operator
collaboration (such as expertise siloes and use of jargon), BloOPSEC encourages participation and responsibility by any operator involved in data
integrity and privacy. The BioOPSEC framework can readily be exchanged with a corporate, trade-secret emphasis to extend across the full
range of bioeconomy operations.

To demonstrate the BioOPSEC process, we describe the chain of custody of a

genomic biospecimen throughout its lifecycle in a simulated multi-site precision medicine study.
Our contribution here is to outline an adversary-conscious approach that can motivate multiple
technical communities. As the BioOPSEC approach is agnostic of data type, environment, and
operator skillset, it is our hope that it is broadly adopted across the biotechnology enterprise.
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3.0 METHODS

We sought to establish a balanced, multidimensional systems analysis process that could be
applied by both military and civilian institutions involved in biomedical data procurement,
storage, and use. First, we conducted a comprehensive analysis of current legislative
requirements for biomedical data security, real-world biomedical research workflows, and
likelihood of novel attacks against biomedical data. In order to solicit subject matter expertise
and collaboration from scientific and security researchers, we organized the first Federal
Precision Medicine Technical Exchange, which was attended by precision medicine and security
leaders from federal agencies including the DoD, VA, NIH, and FBI. We analyzed best practices
for supporting friendly operations within the DoD as well as with allied nations. To examine
novel security vulnerabilities, we reviewed relevant federal, state, and military-specific
legislation that may provide guidance on data security and privacy rules, including HIPAA,
FISMA, and FIRRMA. To evaluate feasibility of security and privacy attacks, we reviewed
biological, artificial intelligence, and cybersecurity literature. We integrate this knowledge into
the existing DoD Operations Security (OPSEC) framework so that it is tailored for use with
biomedical data and optimizes opportunities within the DoD biotechnology community. To test
our BioOPSEC framework, we simulate a precision medicine multi-site research study in a
military laboratory wherein we trace chain of custody for a genomic sample, highlight sensitive
information, and analyze security gaps, threats, vulnerabilities, and risks. We demonstrate how to
prioritize application of countermeasures throughout the biospecimen lifecycle. Using a systems
approach, we propose overarching recommendations to support implementation of standardized,
multi-layered security procedures suitable for disparate environments.
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4.0 RESULTS AND DISCUSSION
4.1 BioOPSEC in Context: Precision Medicine Research and Risks to an
Operational Environment

Using the example of executing a multi-site precision medicine research study with secondary
use, we systematically apply BioOPSEC principles to each of the study processes. Depending on
study design, size, and extent of multi-institution collaboration, we consider that sample and data
processes for research genomics could occur at disparate sites and executed by different
operators (Figure 3). For each step in the genomic biospecimen lifecycle, we identify
vulnerabilities, assess risk while exploring countermeasures and value optimization. This process
can also be applied to private sector scenarios where preservation of intellectual capital is a
concern.

Environment

Clinical Enrollment Site .

Sequencing Lab .

Operator
Procedure In the Field
. Clinical Staff
I Sample Acquisition Healthcare Providers I
Core Biobanking Facility
Sample Processing
Researchers Research Lab
Sample Storage and Preservation
Internal Organization
Core Facility Staff I Data Acquisition and Processing Fats Brokers
I External Collaborators PubliesssCE l
I Bioinformaticians Data Sharing and Analytics Third Party Organizations Il
l Data Scientists Internal Server
Data Storage and Preservation Betspnaliandeiive

AV Cloud Database Il

Figure 3: Representative Chain of Custody in the Genomic Biospecimen Lifecycle. Many operators work together in
multiple and diverse environments to achieve each step in the lifecycle of a genomic sample. Additionally, if the sample acquisition site is
different than that of either the sample processing or storage sites, the sample may travel through an intermediate courier. As data become
extracted from genomic samples, the likelihood of duplication of either raw or modified data grows. This amplification represents significant
challenges to robust data validity, lineage tracing, and responsible stewardship.

4.2 Sample Acquisition, Processing, Storage and Preservation.

Vulnerabilities: Genomic samples are vulnerable to theft, destruction, mishandling, and
tampering throughout the procurement process. A multitude of processing steps can result in
mislabeling, mishandling and/or inappropriate storage of samples.[17], [18] Exploitation of these
vulnerabilities can occur via insider, physical, and supply chain attacks. An insider threat is a
prototypic vulnerability that can originate from operators within any of the organizations
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orchestrating sample procurement or their trusted business partners who is negligent, ignorant,
compromised, or criminal. This vulnerability exists throughout the chain of custody.

Countermeasures: Personnel reliability programs (PRP) can be implemented to increase operator
trust and encourage a culture of ownership and advocacy. Both the military and civilian
organizations have standards for personnel reliability that enable continuous process
improvement (e.g., [SO9001:2015). Robust inventory control measures can help mitigate the
risks of sample theft, destruction, mislabeling and/or mishandling. For example, creation and
storage of audit trails to track sample access history, sample verification methods to assure data
quality[19], [20], and process tracking to assure the integrity of the sample data.[21] Multi-
layered access control should be instituted throughout the environment. Security responsibility,
such as periodic monitoring of samples, should be performed. A second, non-redundant sample
storage location may be considered, likely with the archived sample under more stringent access
control. Where possible, rich metadata should be catalogued in a secure and standardized
fashion.

4.3 Data Acquisition and Processing

Vulnerabilities: Raw sequencing files can be procured at disparate sites by different operators
and have inconsistent formats (Figure 3). Different choices of parameters and bioinformatics
pipelines, particularly during variant annotation, contribute to variability[22], threatening data
integrity and long-term value. Emergent risks include sophisticated supply chain and side-
channel attacks, such as reconstruction of a DNA sequence using a microphone positioned near
the DNA synthesizer.[23]

Countermeasures: Specific countermeasures include physical security around the sequencing
equipment and an information technology approval process that tests the security of the
equipment before it begins operation (e.g., “authority to operate” within the Federal Risk and
Authorization Management Program). Standardized meta-data, version control techniques, and
carefully selecting open source tools[1] (e.g., BloCompute Objects, Apache Atlas, Pachyderm)
can also play important roles in risk mitigation.

4.4 Data Sharing and Analytics

Vulnerabilities: Data sharing and analytics frequently involve electronic transfer of data across
organizational boundaries and can therefore be the source of multiple vulnerabilities in the
pipeline, including disclosure (accidental or intentional), interception, and widespread
distribution and/or duplication. Each organization (research labs, healthcare providers, public
sector biobanks, international organizations, data brokers, etc.) will likely have different policies
on handling data, especially if the organizations are across jurisdictional boundaries. Haphazard
data lineage tracing — a process to highlight where copies of the data are stored and how they
have been modified — is a critical concern.

Countermeasures: Maintaining a ground-truth copy of the data is important. Technologies such
as cloud (where data use does not require duplication) or blockchain (where a distributed ledger
identifies data provenance) may help to mitigate these risks. A data management plan outlining
data architectures and sharing methods would make withdrawal of consent (or dynamic consent)
possible, especially when system interoperability and governance are emphasized during
development. Emerging techniques such as privacy preserving data-mining methods can also
protect data security and privacy while optimizing utilization.[24]
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4.5 Data Storage and Preservation

Vulnerabilities: Data duplication in different locations (Figure 3) creates different thresholds of
responsible data stewardship of the preserved and newly analyzed versions of the data. As long-
term storage of genomic data is vulnerable to theft, destruction and manipulation (Table 1), a
primary risk is the compromise of the data integrity, especially if data are not properly curated
with standardized metadata and responsible stewardship.

Countermeasures: Ongoing curation of genetic and genomic data is critical to empowering data
findability, accessibility, interoperability, and re-usability. Techniques such as exome
reinterpretation as new variants are discovered can ensure ongoing utility, while low cost storage
in an appropriately secured cloud environment can facilitate preservation.

Identify Sensitive Analyze Analyze Apply
Information Threats Vulnerabilities Countermeasures

Sample --Storage location --Insider --Theft --Stringent access control
Acquisition --De-identified label attacks --Destruction (locks, swipe cards)
encoding --Physical --Mishandling --Audit trails
attacks --Tampering --Sample verification
methods
Sample --Software parameters for +Supply chain +High degree of Low- --In-depth log file to track
Processing variant annotation attacks analysis variability mid software parameters
Sample Storage --Storage conditions +Non-state +Loss Mid --Periodic auditing of
--Labeling actors samples
Data Acquisition --Informed consent +Cyber attacks +Interception Mid --Robust and integrated
and Processing attributes +Disclosure informed consent
--De-identification (accidental or procedures
mechanisms for data intentional)
Data Sharing --Record of sharing (data +Interception --Widespread High --Responsible data
and Analytics lineage) attacks distribution and/or stewardship
--Sensitive data set or duplication --Mechanisms for data
model parameters lineage tracing
--Machine learning
defense techniques
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Data Storage --Locations, procedures, +State +Theft High --Detailed curation of data

and Preservation and documentation of competitors +Destruction and metadata
storage mechanisms +Near peer +Loss of data
--Archival and redundancy adversaries
details

Table 1: Application of BioOPSEC Across the Biospecimen Chain of Custody. As data is extracted

from genomic samples, the amount of sensitive information markedly expands. As a result, the types of exploitable vulnerabilities and potential
threats also grow (denoted by plus sign). This exercise highlights that countermeasures should be prioritized to secure and protect data sharing,
analytics, and storage. Importantly, we examine potential vulnerabilities within these procedures and highlight applicable countermeasures,
including physical, personnel, administrative, and technological controls.
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5.0 CONCLUSION AND RECOMMENDATIONS

Ultimately, the rapidly evolving biotechnology landscape requires deep technical expertise and
adaptive capabilities to achieve optimal development and mitigate risk. Here we have
presented BioOPSEC, an extensible framework for proactive identification of vulnerabilities,
threat modeling, and prioritized deployment of countermeasures. BioOPSEC can be broadly
applied across the biotechnology research enterprise by organizations in friendly or adversarial
contexts. Additionally, it is agnostic of data type, environment, and operator expertise. By
driving intellectual convergence and encouraging high ownership of security by personnel,

the BioOPSEC framework empowers implementation of standardized, multi-layered security
procedures in disparate environments and operators. Adoption of these procedures could help to
efficiently safeguard biomedical data, optimize operational tradeoffs, accelerate data sharing
through increased technical interoperability, and protect participant privacy in support of the
bioeconomy.

As part of BioOPSEC, we propose three overarching recommendations for adoption within the
biotechnology research enterprise for a systems-level view.

Motivate institutional engagement and ownership of security. In order to encourage participation,
facilities should convene the necessary stakeholders in a working group similar to those
described in DoD OPSEC guidelines.[25] Such a working group could be composed of subject
matter experts in information technology, infrastructure, and security; clinical health care and
research; bioinformatics; and data science.! Facilities can conduct periodic incident response
drills to identify gaps in the response procedures, ensure experiential learning among their
operators, and address continuous process improvement. Hands-on security training may also be
beneficial.

Encourage intellectual convergence and exchange. Opportunities for knowledge exchange and
collaboration could include collaborative events such as institution-specific research symposia,
seminars, online or hands-on training, etc. Ethical hacking and red teaming are foundational
principles in cybersecurity for testing systems, tools, and policies to identify security
weaknesses. Exchanging the latest best practices' ensures defenses are keeping up with emergent
threats throughout a multi-layered network of collaborators.

Enable centralized control and decentralized execution. Another principle of BioOPSEC is to
add decentralized responsibility for maintaining security. Individual operators need training to
underscore the importance of upholding security: for example, that these data come from people,
and the linkage of different datasets can unexpectedly impact the lives of those people.[26] A
method to objectively evaluate the benefits of continuous training is also important for
continuous improvement.[27]
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