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Determine if a model was trained on a dataset

Shokri Membership Inference Attack

Membership Inference Attacks against Machine Learning Models, Shokri et al., 2016
[1610.05820] Membership Inference Attacks against Machine Learning Models (arxiv.org)

• For an unknown model use 

shadow models to create 

classifiers that will determine if 

data is training data or not

• Evaluate unknown model results 

using classifiers

• Uses Model’s full prediction array
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https://arxiv.org/abs/1610.05820
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Two methods:

1. Data Augmentation

• Rotate and shift data

• Detect Misclassifications

• Create classifier on 

misclassifications

2. Distance

• Use HopSkipJump to find 

decision boundary

• Use distance as in / out 

proxy

Only needs prediction values

Label-Only Membership Inference Attacks

?

Yes / No

Transform 
Data

Label-Only Membership Inference Attacks, Choo et al. 2020,
[2007.14321] Label-Only Membership Inference Attacks (arxiv.org)
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https://arxiv.org/abs/2007.14321


© 2021 Carnegie Mellon University [Distribution Statement A] Approved for public release and unlimited distribution.

Membership Inference Attacks Against 
Object Detection Models

Membership Inference Attacks Against Object Detection Models, Park and Kang 2020, 
[2001.04011] Membership Inference Attacks Against Object Detection Models (arxiv.org)
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Same shadow model process 

as Shokri but on bounding 

boxes not prediction vectors

Requires confidence and NMS 

off

Two methods: 

XG-BOOST on tabular data

Canvas
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A distance based attack on bounding boxes should also be possible.

Our Hypothesis

?
Transform Data
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Separate Train/Test

?

Like classification, Membership Inference should be possible 

against object detection models in a label only manner.

Data Augmentation should surface differences in bounding boxes 

that a classifier can detect.
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Data Augmentation Needs

A set of transformers for images and bounding boxes

Tensors of IOUs Canvases of Bounding Boxes

A way to measure differences in bounding boxes
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Test separability of train / test based on IOU values

Develop XG-BOOST method for bounding box data

Refinement of Canvas method to account for lack of confidence vales

Create distance measurement for object detectors

Next Steps
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Tasks, xkcd, 

https://xkcd.com/1425/

Questions?


