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Project Objective

The objective of this project is to create a novel Attributed Based Encryption (ABE) algorithm to secure
data-in-transit and enforce fine-grained access control for the future battlefield Tactical Mobile Network
(TMN). We will develop enhanced ABE capabilities to efficiently and effectively support user revocation,
trust authority delegation, federated operations, and attribute expiration.

Project Background and Motivation

The Tactical Mobile Network (TMN) is an important facet of the future battlefield. Advancements in peer-
to-peer routing, mobile ad hoc networks (MANets), wireless networking, and heterogeneous networks
are steadily improving the capabilities of the TMN. However, how to secure the TMN remains an open
question.

The size of tactical networks, currently in the hundreds of nodes, will eventually grow to thousands if not
millions of nodes when mobile devices, sensor networks, and Internet of Things (loT) come into play.
Scalability will become a severe problem for securing data-in-transit. Current point-to-point secure
channels and pre-shared key schemes will not scale. The high-level requirement for secure information
sharing in the TMN is simple. We need to send data to the devices that are supposed to get it while keeping
it away from all others.

The specific requirements for a security solution are summarized as follows:

- Support large and dynamic battlefield networks. Efficiently handle connections and
disconnections. Minimize the cost of nodes entering and leaving the network. Achieve scalability
in terms of network size.

- Provide fine-grained access control. The security solution must segregate access for communities
of interest and support advanced access control frameworks such as attribute-based access
control. Achieve scalability in terms of complexity of the access control policy.

- Provide the ability to establish trust for the unpredictable communication needs of the battlefield.
The security solution must not prevent communications that otherwise should be able to take
place.

- Support efficient group-based communications over the wireless medium. Multiple recipients can
receive wireless signals without additional cost to the sender. The security solution must preserve
this advantage.

- Support distributed operations when disconnected from the network infrastructure. The security
solution cannot rely on centralized control nodes. Secure communication needs to be established
and maintained at the edge nodes. Isolated units must be able to communicate effectively in peer-
to-peer mode.

Currently, symmetric key encryption and public key encryption are the only cryptographic primitives
available in constructing security protocols. Satisfying TMN security and functional requirements with only
these two primitives will be very difficult. The solution will invariably be overly complicated with
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unacceptable overhead and management costs. A paradigm shift in cryptography is needed to create an
effective security solution for the TMN.

Technical Approach

We propose to apply the Attribute-Based Encryption (ABE) concept to secure data-in-transit and perform
access control for the TMN. ABE is a novel security primitive that provides a set of distinct operational
characteristics that are especially well-suited for the TMN. Under ABE, identity and access privileges are
defined using attributes. During encryption, the sender creates an access-policy tree using attribute public
keys and Boolean operators. To decrypt, recipients can resolve the access-policy tree if and only if they
possess the appropriate attribute private keys. Individualized attribute private keys are given to users by
trust authorities at setup time. They are bound together with a personal identifier to prevent collusion.
Attribute public keys are calculated from published parameters. A single master public private key pair is
used in the entire system. Essentially, all users in the network possess secret shares that allow them to
communicate, while the arrangement of the secret shares will enable them to define specific recipients
according to the agreed-upon attribute semantics.

The following is a summary of ABE characteristics that make it especially well-suited for the TMN:

1. Connectionless operations: The secret share is universal and distributed at setup time. Senders
and recipients are automatically able to communicate without handshakes. Network security
management is bypassed.

2. Distributed operations: Direct cryptographic links are provided between all senders and
recipients. There is no need for control nodes during operation.

3. Policy-based encryption: The encryption process itself supports fine-grained policies and
cryptographic enforcement of access control. There is no need to resolve identities and perform
authorization.

4. Group based communications: All recipients that satisfy the access policy tree will be able to
decrypt messages.

The main technical challenge for this project is developing a more advanced ABE algorithm with additional
capabilities for military TMN operations, as follows:

1. Revocation: The ability to revoke is critical and the most important capability we will add to ABE.
Our strategy is to develop a tightly coupled two-layer solution. Users are assigned an additional
identifier (ID). Our approach cleverly incorporates 1/(IDysr - IDj) into the ciphertext where
IDj=revoked ID. Revoked users will not resolve 1/(ID; - ID;) and will not be to decrypt the ciphertext.
We will also develop a hierarchical user ID structure supporting efficient group revocation among
different echelons.

2. Delegation: The security infrastructure can be easier to manage by allowing hierarchical trust
authorities that follow the organizational structure. It also provides for forward-deployed trust
authorities that are necessary for dynamic attributes. Delegation is an existing capability in ABE.
Our contribution is the ability to revoke delegated attributes when the delegated trust authority
is revoked. Our approach is to attach trust authority ID (TID) to attributes and tightly couple them



in the ciphertext. Consequently, solving for 1/(ID - ID;)(TID - TID;) will fail if either the ID; or the TID;
is revoked.

3. Federation: Federated operations are important for modern warfare and allow secure
communication between coalition partners without having to share a root of trust. Federation is
similar to delegation except with a master private key that is not known by any of the parties. Our
approach is to create a multiparty secret sharing scheme to generate delegated master private
keys for all parties without revealing the ultimate master private key.

4. Expiration: Simplistic expiration can be accomplished using time slices. However, this lacks
granularity, where all attributes expire at the same time. Our approach is to attach comparable
numerical values to individual user attributes where expiration can be precisely specified. This
capability will enable dynamic attributes (e.g., location, mission, task) with short and varying
lifetimes.

Extending the ABE paradigm with new algorithms and these additional capabilities to support a TMN
security infrastructure is the primary effort of this project. Once the new ABE algorithms are designed, we
will develop a native Android implementation and create a protocol for information sharing on the TMN.
We will integrate ABE as a security library that can be directly leveraged by applications. It will
interoperate without interfering with link-layer routing and the security mechanisms of the underlying
network. We will also develop the information governance and security operations model for the TMN
using realistic scenarios. There is not an existing body of attribute-based access control (ABAC) policies for
the military. We will develop policy examples and templates, as well as the deployment model for trust
authorities. We will create a simulation-based testbed to evaluate the effectiveness of ABE in the TMN
context. We will focus on a hierarchical MANet with around 5000 nodes, which corresponds roughly to a
maneuvering battalion with mobile devices, sensors, UAVs, and various smart devices. We will create
sample applications and scenarios to generate realistic network traffic and demonstrate real-world
performance. We will highlight the difference in security capabilities, performance, and scalability
compared to traditional security protocols such as VPN, pre-shared keys, multicast schemes, and PKI.

Results
FY2018:

We developed two new constructions for the algorithm. The first construction focuses on identity-based
user revocation. A special user ID is embedded into all the user attribute private keys. The sender can
exclude a specified user from decrypting the access control tree with the user ID. During encryption,
additional equations incorporating the revoked ID’s are added ciphertext. During decryption, if the user
ID is not in the set of revoked IDs, it will derive two independent equations that can be used to solve for
the plaintext. If the user ID is revoked, it will derive two dependent equations that cannot resolve the
plaintext. This scheme allows for the incorporation of multiple IDs for each user. This way, hierarchical
revocation can be supported, e.g., multiple users who share the same group ID can be revoked at once.
The second construction focuses on attribute expiration. We developed the concept of comparable
attributes where user attribute private keys can be associated with a numerical range. Access policy trees
can incorporate additional constraints on the numerical range. The numerical range can be used to denote
time and support fine-grained expiration. Data senders can specify the valid time period for each attribute.



Only attribute private keys that are valid within that time period will be able to decrypt the access policy
tree. The two constructions are not compatible. We created security proofs for both constructions,
implemented the revocation scheme in C using the PBC library!, and applied basic performance and
complexity analysis to the resulting software. Encryption and decryption times of under one second can
be achieved using standard mobile device hardware. It is important to note that the ABE encryption and
decryption has to be performed only once per session of the data stream. This happens relatively
infrequently, suggesting the amortized overhead to be relatively low.

FY2019

We developed generalized schemes to support delegation and federation that is compatible with both of
our ABE constructions. Delegation is a common requirement for ABE. We developed both unconstrained
delegation, where the delegated master key can generate any attribute, and constrained delegation,
where the master key for generating specific attributes is delegated. Federation is a new concept in ABE.
It is a unique requirement for the military with the need for distributed coalition operations. We
developed a scheme based on Diffie-Hellman group key agreement. Coalition partners can agree on a
single federated master public key that allows the individual country’s master private keys to
interoperate. For instance, ciphertext encrypted with the coalition wide attribute public key for
“Sergeant” can be decrypted by all the sergeants in the coalition. However, no single country holds the
top-level master private key, preventing one coalition entity from creating attributes for another coalition
entity. For instance, a US node cannot create UK attributes. This scheme supports revoking a country from
the coalition and encryption for a specific set of countries. We created a security proof for this scheme.

FY2020

The delegation and federation schemes were applied to the user revocation and attribute expiration
construction using the charm-crypto library?. The user revocation and the attribute expiration
construction are not compatible and cannot be combined. However, they are useful for different
scenarios. The user revocation construction is applicable for general-purpose information sharing. The
attribute expiration is suitable for short-lived tactical attributes. A mapping and blue force tracking mobile
application were developed to demonstrate the ABE capabilities for information sharing and securing
data-in-transit.
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