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ABSTRACT 

There are many business needs for implementing 
delegation in IT systems. However, existing approaches to 
delegation in IT systems are limited in their usability, 
flexibility, and capability to implement least privilege. 
The result is that delegation is either not implemented or is 
implemented infonnally (e.g. by sharing credentials 
between users), resulting in se1ious secwity concerns and a 
lack of accountability and auditability. This paper 
describes a proposed framework for delegation based on 
the persona concept. A persona is a special category of 
user that embodies only delegated privileges, and which is 
explicitly asswned only after the "real" human user taking 
on tl1at persona explicitly chooses it. This paper describes 
the persona delegation framework in the context of a large 
enclave-based architecture cwTently being implemented by 
the US Air Force. Benefits of the framework include 
increased flexibility to handle a number of different 
delegation business scenarios, decreased complexity of the 
solution, and greater accountability v.rith only a modest 
amount of additional infrastructure required. 
Keywords: Delegation, ente1prise, infonnation security, 
least privilege, attribution, infonnation sharing. 

THE NEED FOR DELEGATION 
Delegation is the handing of a task over to another person, 
usually a subordinate. It is the assignment of autl101ity and 
responsibility to another person to carry out specific 
activities. It allows a subordinate to make decisions, i.e., it 
is a shift of decision-making authority from one 
organizational level to a lower one. Delegation, if properly 
done, is not abdication. The opposite of effective 
delegation is micromanagement, where a manager provides 
too much input, direction, and review of'delegated' work2

. 

The need for delegation in IT systems often arises out of 
the need to manage time and prioritize an activity, 
establish a posture of least privilege, and/or provide for 
transitioning between assignments. 

2 

Time management issues happen when a user has a 
tasking that requires careful consideration of time and 
activity investment. In an IT system it may take the 
form of an administrative assistant reading and 
screening e-mail, or a task group leader seeking 
infonnation and options to be placed in the reading 
files of a decision maker. 
Least p1ivilege issues occur when an individual is 
assigned two or more roles within the organization, 
v.rith diffe1ing p1ivilege sets. Ideally, we wish the user 
to only have access to tl1e minimum set of privileges 
associated with tl1e role they are cwTently acting as in 
the system. 

Definition adapted from Wilcipedia. 

• Transitioning issues occur when an overlap exists 

• 

between new and old assignments that have different 
access and privilege, but both must be maintained for 
an overlap period. 
All aspects of a delegation cannot be foreseen, but 
current practice of giving away login details or letting 
someone else use an access card (e.g., in a US DoD 
context, a Collllllon Access Card or CAC), or even 
generating multiple logins, are unacceptable from an 
attribution standpoint. Delegation must be fonnalized 
so that appropriate audit and forensics can be done 
when system anomalies occur, or compliance 
measurements concerning security policy is required. 

Delegation in a La1·ge Military Organization 
In the context of a large military organization ( such as tl1e 
US Air Force), tl1ere are also additional complexities 
associated witl1 delegation. For example, individuals can 
only be authorized to view documents and data no higher 
than the security clearance level they have been granted 
(e.g., Secret, Top Secret). These restrictions have to be 
enforced in addition to any restrictions associated v.rith any 
other delegated privileges In addition, consider the case 
of military units that must rapidly deploy to a theater of 
engagement to replace another unit. Many delegation 
activities must take place dwing the transition period when 
both units overlap in the field. 

PROPOSED ARCHITECTURE 
In this paper we propose a solution that uses a created 
persona for tl1e delegate that is activated through a 
delegation service. A persona is a special catego1y of user 
that embodies only delegated p1ivileges, and which is 
explicitly assumed only after the ' 'real" hwnan user taking 
on that persona explicitly chooses it. The existence of a 
persona delegation is flagged in the user file, and the logon 
sc1ipt will include a call to the delegation service for 
revised identification of the user. The system opens a 
session with delegation credentials tl1at are inherited for 
the individual providing the delegation. TI1e delegation 
must be recorded and registered in advance through a 
delegation registration service, and the delegation must be 
approved by written policy. TI1e delegate persona is the 
responsible for actions and attribution. Actions taken by 
the delegate persona are recorded by audit records that 
have the session nwnber assigned and the delegate persona 
identity (id). TI1e delegate persona is persistent, although it 
should have an expiration date at tl1e end of which it is 
renewed or expires (''persona non grata"). The delegate 
persona can be retrieved as a delegate by que1y to the 
delegation data base. When a related persona is created, 
the attributes under the user are modified. TI1e last entry is 
provided with ''Delegate," as an indication for delegation 
services. Tilis field may have a default of "Normal," and a 
created Persona may have a value "Persona." 



ARCHITECTURAL DETAILS 

Registration Service for Principal-A gent Delegation 

Principal-Agent policies are promulgated by the 
appropriate authority. Such policies may apply to a large 
class of individuals (as in the pre-screening of e-mails by 
administrative assistants) or to a specific instance ( as in the 
task group lead). TI1e p1incipal-agent delegation 
registration creates a user persona that links two 
individuals and the delegated autho1ity. TI1is process 
involves three branches of the Directory Information Tree 
(DIT). Figure 1 shows the delegation registration process. 
The delegation registration se1vice is invoked and cmTent 
policy is checked to see if User 2 can actually delegate. If 
User 2 can delegate by policy, then he is asked for the 
identification of the agent. If User 2 by policy can accept 
delegation then the registration authority creates the 
persona (user n), together with names and PK.I and other 
credentials. In order for this se1vice to work, the semantics 
of policy must be worked out by the Community of 
Interest (COI)3

. It is expected that the policy elements will 
change from time to time, and the registration se1vice 
should be able to read these from an input file. 
At this point, the p1incipal is offered groups that are 
allowed delegation. The latter is important because a 
number of mies will be invoked. In the absence of offered 
groups, the individual specified groups must be heavily 
screened for overall and specific policies (e.g., a principal 
callllot delegate privileges associated with his security 
clearances). Finally, the delegate persona (user n) is 
populated with access groups from the delegation and the 
agent's attributes . The delegate persona is persistent and 
appears in the DIT as any other user. User credentials 
associated with user n are the credentials associated with a 
new identity created by the registration seivice. 
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Figu!'e 1 Pl'incipal-Agent Delegation Al'cbitectu!'e 

3 COi are formal entities in the Air Force architecture_ 

Least P1ivilege as a Plincipal-Principal Delegation 

User Based Least Pl'ivilege4 

In computer science and other fields, the principle of 
minimal privilege, also known as the principle of least 
privilege or just least privilege, requires that in a particular 
abstraction layer of a computing envirolllllent every 
module (such as a process, a user or a program on the basis 
of the layer we are considering) must be able to access 
only such infonnation and resomces that are necessaiy to 
its legitimate purpose. The principle of least privilege is 
widely recognized as an important design consideration in 
eitl1ancing the protection of data and fi.mctionality from 
faults and malicious behavior. 
In operating systems like Windows, there is no secmity 
eilforcement for code mnning in kemel mode ai1d therefore 
such code always nms with maximum privileges. The 
p1inciple of least p1ivilege therefore deinands the use of 
user mode solutions when given the choice between a 
kemel mode ai1d user mode solution if the two solutions 
provide the same results. 

Registration Service for Prin.cipal-Principal Delegation 

P1incipal-P1incipal policies are promulgated by the 
appropriate authority. Such policies inay apply to a large 
class of individuals (as in the assignment of multiple roles) 
or to a specific instance (as in the task breakdown for the 
individual). The principal-principal delegation registration 
creates a user persona that links two instances of an 
individual ai1d the delegated authorities ( or roles in some 
instances). This process involves three brai1ches of the 
(DIT). In Figure 2 we show the delegation registration 
process. The delegation registration service is invoked by 
either user 6 or the enclave5 administrator on behalf of user 
6 and cmTent policy is checked to see if User 6 needs least­
p1ivilege delegation. If User 6 can delegate by policy, then 
he is asked for the identification of the roles or other 
descriptors for each self delegation including privileges 
associated with each. User 6 has three roles designated. 
The first is overall enclave administrator, the second is the 
COI data base manager, and the third is as a nonnal 
eI1clave user. Disjointness in roles will help insure that 
users carefully chose the role for each session. If roles are 
proper subsets of one another, then the maximum privilege 
is usually taken. Tilis is an importai1t principle for 
adnlinistration (make roles disjoint to the extent possible) . 

The registration autho1ity creates the personae (user p, and 
q), together with names and PK.I and other credentials. In 
order for this service to work, the seI11antics of self 
delegation must be worked out by the COi (this inay be as 
simple as roles initially) . The COI may wish to work out 
super groups, where a supei· group is a group of groups that 
can be used to represent a role, task, or other turique 
combination of autho1ities. It is expected that the policy 
elements will change from time to time, and the 
registration service should be able to read these from an 
input file. At this point, the p1incipal or administrator is 
offered groups (or super groups) that are allowed in the 
defining of roles. The latter is important because a number 

4 Definition adapted from Wikipedia. 
5 An enclave is defined as a set of capabilities realized by 
hardware, software, networks, devices, and people. 



of mles will be invoked. In the absence of offered 
(super)groups, the individual specified groups must be 
heavily screened for overall and specific policy. Finally, 
the delegate personae (users p, and q) are populated with 
access groups from the delegation and the agent's 
attributes. The self-delegate persona is persistent and 
appears in the DIT as any other user. User credentials 
associated with user p and q are the credentials associated 
with the otiginal identity in self-designation (user 6). 
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Fig1ue 2 P1icipal-Principal Delegation Architectw·e 

Registration Service for Admin-Principal Delegation 

Admin-Pdncipal policies are promulgated by the 
approp1iate authotity. Such policies may apply to a large 
class of individuals (as in the movement of a group of 
individuals between assignments) or to a specific instance 
(as in the movement of an individual between 
assignments). TI1e admin-ptincipal delegation registration 
creates a user persona for the old assignment with an 
approp1iately short expiration and a second persona that is 
the new assignment of a longer expiration. This process 
involves three branches of the Directory Infom1ation Tree 
(DIT). Figure 3 shows the delegation registration process. 

The delegation registration se1v:ice is invoked and ctment 
policy is checked to see if User 8 can be provided two 
identities. The registration authotity creates the persona 
(user z), together with names and PKI and other credentials 
associated with the old assignment. In order for this 
service to work, the semantics of policy must be worked 
out by the COL It is expected that the policy elements will 
change from time to time, and the registration se1v:ice 
should be able to read these from an input file. At this 
point, the administrator is offered groups that are allowed 
for the new assignment. TI1e latter is important because a 
number of mles will be invoked. In the absence of offered 
groups, the individually specified groups must be heavily 
screened for overall and specific policy such as no 
delegation of clearances. Finally, the otiginal user 
designation (user 8) is populated with access groups from 
the new assignment and the user's attributes. The new 
persona is temporary and appears in the DIT as any other 
user. User credentials associated with user z are the 
credentials associated with an old assignment and identity. 
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Figure 3 Admin-Principal Delegation Architecture 

NAMING FOR PERSONA 

Delegate personae v,,j.J_l be named using nanling critetia for 
users. The user will also be given an alias that appears 
early in the list of identity attributes. For Pdncipal-Agent 
delegation this alias will be created as "OnBehalfof ' added 
to the EDIPI of the ptincipal. The first name under 
atttibutes will be given the "OnBehalfof' label and the last 
name will be the name of the pdncipal. For other 
delegations the alias for persona will be the alias of the 
user using the persona. 



Naming for Delegation Groups 

It is recommended that delegation groups simply be named 
sequentially as shown in Figures 1-3. This will provide 
infonnation hiding. Release of a delegation does not have 
to renumber the delegation groups. 

DELEGATION INVOCATION SERVICE 

As described above, no user has the autholity to log in as 
the persona. In order for persona to be invoked, a user 
delegation service must be called. It is reco1ll1Ilended that 
every user that has a delegation also have a flag in his/her 
file and the initial logon sc1ipt calls the delegation se1v ice 
on his behalf. When a related persona is created, the 
attlibutes under the user are modified. TI1e last entry is 
provided with "Delegate", as an indication for delegation 
seivices. Tilis field may have a default of"Nonnal", and a 
created Persona may have a value "Persona". The user 
delegation service will examine the DIT delegation 
stmcture for the user and offer llim/her the agencies 
recorded in the DIT. For example, User 3 may be an agent 
for User 2 with persona n and an agent for User 7 with 
persona m. Only one delegation may be made at a time. 
The delegation se1vice will then change the user identity 
for the session to the appropriate persona for the balance of 
the session. Personas will not be authorized to invoke the 
delegation service so that no chaining of delegations is 
possible. Figure 4 shows the delegation invoking process. 
Once the delegation is invoked, the old user is replaced by 
the persona (or not, if no delegation is chosen) and all 
access to delegation mechanisms and the old user are 
broken. Each action is audited as discussed in the next 
section. 
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Figure 4 Delegation Invocation Process 

THE IMPORTANCE OF AUDIT IN DELEGATION 
There are 1nany delegations that happen throughout a 
session. Most are done by impersonation (appeaiing to be 
another entity). Lower level (level 1-4) service-to-seivice 
delegations may be done by impersonation ; however in 
every instance the session id is preserved. Tight logging 
must include session id so that an intmsion detection 

program, security analysis program, or an individual can 
obtain a trace of activity by session id. The session id is 
the tie to the invocation of delegation, which provides 
attiibution. Audit files may re.side within the enclave or 
elsewhere 

DELEGATE PERSONA VULNERABILITIES 

As with any vulnerability, the final inlplementation, 
including the code developed for services will detennine 
vulnerabilities to the system. However, several 
vulnerability ai·eas come to nlind. 

Spoofing 
No user can login as a delegate. In order to spoof the 
delegate persona, the spoofer would have to be an insider, 
or have breached the system. Since delegation is 
registered, the spoofer would have to create his own 
persona by having access to the DIT. Activating the 
delegate persona is logged ai1d attlibution is assigned to the 
user who activated the delegation. 

Elevation of Rights 
Recursive calls to the delegation service are prohibited. 
Elevation of lights duling creation of the delegate persona 
is prohibited. The intruder (insider or external) would first 
have to edit the persona which would require access to the 
DIT and knowledge of the delegate, or creation of a new 
delegate. 

DELEGATION USE CASES AND SERVICES 

Tables 1 and 2 list the key use cases that must be 
implemented to provide delegation registration and 
delegation invocation se1vices. TI1ese capabilities 1nay 
fonn one basis for developing new standards for delegation 
(e.g., a new WS-* standard). Table 3 identifies key 
services that must be built to supp01t these use cases. 

Table 1 Dele2ation Re11Jstrntion Use Cases 
Function User Role Interface Notes 
Invoke Invoke User Identity Details 
Registration Service and autho1ities 
authority 
Identify Any Potential Must be able to read 
Delegation Agent Autholized delegation policy, and 
Plincipal-Agent User access DIT. Must 
Delegation screen delegation pair 

and limit choices. 
Identify Adnlinistrator Must be able to read 
Delegation Agent delegation policy, and 
Plincipal- access DIT. Must 
P1inciple screen delegation pair 
Delegation and limit choices. 
Identify Adnlinistrator Must be able to read 
Delegation Agent delegation policy, and 
Adnlin-Agent access DIT. Must 
Delegation screen delegation pair 

and linlit choices. 
Identify Any Potential Probably a choice of 
delegation Autholized attlibutes are presented 
attlibutes User that meet policy. 

Otherwise choices must 
be screened. 



Function User Role Interface Notes 
Release of User Presentation of choices 
Delegation identified as for delegate deletion. 

principal in Persona is removed 
one or more from registry. 
delegations Expiration is also a 

release of delegation. 

Table 2 Delegation Invocation Use Cases 
Function User Role Interface Notes 
Invoke Login User Identity Details 
Delegation script and auth01ities. 

invokes Present delegations for 
Service the user that have been 

registered 
Chose Any Must be able to read 
delegation for Potential delegation policy, and 
session Authorized access DIT. Must 

User redirect user to 
persona and break all 
links with prior user. 

End Delegation Any Tenninate session 
Persona only. 

T bl 3 D1 ti In a e e e2a on voca on ti s ervices N d d ee e 
Service Level for Othe1· Services 

Se1·Yice Needed 
Setup Admin Provide 1ules and 
Delegation linkages to delegation 
Service services, update mles 

as policy changes. 
Create Any User Identity Details 
Delegation Potential and authorities. 

Authorized Present delegations for 
User the user that have been 

registered 
Delete Any Must be able to read 
Delegation P1incipal for delegation policy, and 

P1incipal- access DIT. Must be 
Agent able to elinrinate 
delegations, persona. 
others 
require 
admin 
authority 

Invoke Any Must be able to read 
Delegation Potential delegation policy, and 

user flagged access DIT. Must 
in login redirect user to 
script persona and break all 

links ·with orior user. 

NOTES AND ASSUMPTIONS 
The follov.,jng assumptions about delegation are made 

• The delegate persona is persistent, but with 
expiration dates so that it must be renewed. This 
reduces instances of unintended access to the 
system by unauth01ized users. 

• Only one delegation is allowed per session 
• The only way to end delegation is to tenninate 

the session. This simplifies the user experience 
and the implementation of delegation. 

• Audit logging is verbose ( every transaction of 
relevance is recorded) during delegation process. 

• Session ID is a key element of every audit 
record. This enables the audit process to 
detennine accom1tability, since session ID is tied 
to the persona. 

CONCLUSION 

We have presented a framework for improving delegation 
involving personas. This framework provides greater 
flexibility, usability, and accountability for the delegation 
process, with a minimum of additional infrastmcture and 
services required. We are cmTently vetting this solution 
with the larger Air Force community, and believe that it 
has great promise for improving the practice of delegation 
and accountability throughout the enterprise. 
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