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ONR Global Santiago

Naval R&D Community

Who We Are:

0 Diverse and highly educated
workforce with 25,000 scientists,
engineers, and technicians (with
more than 2,000 Ph.D.s)

0 20 commands across the
NAVWAR/NAVAIR/NAVSEA
Warfare Centers and the Naval
Research Enterprise (NRE).

O Conducts RDT&E for the DoN to
discover, develop, transition and
field technologically superior naval
warfighting capabilities.

U The Chief of Naval Research
commands the NRE consisting of
ONR HQ, ONR Global, and the
Naval Research Laboratory.
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* Cyber exploits keep coming and coming P
* Constant supply of new O-days: ¢

Competitions: . ]
Point of frustration: often
Pwn20wn: in code we don’t need:
* Competition where organizers buy 0-days for popular software
* 2017 event paid $833k for 51 new 0-days * Heartbleed
* Microsoft Edge broken, VMWare escape w/o guest tools installed * Shellshock (bash)

e All sorts of libraries

: * & many more...
Marketplaces: Stuff we’ve been Y FIGURE: Cyber adversaries

using forever:
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URGENT/11:

« 11 serious bugs in Aggressive code reuse practices
VxWorks (July 2019)

has caused these bugs to
* VxWorks powers h

" proliferate to lots of different
many critical systems . .
. Went back over 15 critical/real-time systems

o EBEEEEH years of releases
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Naval platforms have long life-spans
Need to work with what we’ve got

Drives us to think creatively and
tackle hard but fun S&T challenges

Result:

— Fresh tech directions (papers, etc.)

— Productive output in uncrowded areas
— Quickly get to real-world impact
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Resilient Cyber Physical Systems

not “cyber perfection”

For CPS, physics rules S ECTRUM
— Goal is to maintain control over the physics, i __ RU

Protect —
. . System (0
eXIStI ng Sensors & s
Actuators —__"
syste msS cof|C1 CZ 2
\ Computing
BUS / BACKPLANE
Controller Navy Diversifies Ships' Cyber
c3 | | ca Systems to Foil Hackers
< NETWORK > A new cyber defense strategy aims to
protect the most vulnerable Navy ship

systems against hackers

~ HMI Server
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“ SW Complexity and Bloat
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Self-Operating Napkin

 Modern software is exceedingly complex and bloated

* Practices and market encourage it:
— Maximize code reuse to increase programmer productivity

— One-size-fits-all feature sets

K In every application we looked at, an enormous amount\
of activity was executed to accomplish simple tasks.

=  For example, a stock brokerage benchmark executes 268
method calls and creates 70 new objects just to move a
single date field from SOAP to Java.

Qevitsky et. al. (http://lcsd05.cs.tamu.edu/papers/sevitsky_et_al.pdf) /

Growth of t rue command:
1983 Unix: 18 bytes |~ 2014 Ubuntu: 27,168 bytes
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Late-Stage Software Customization

%

\

Remove \ Diversification \
SOFTWARE : ’
unnecessary hardening, and
TRANSFORMATIONS features bug fmdmg

FOR SECURITY: Reduced Attack Surface, N\ /
(ON R work is enabling \_ Simple and Lean Software J Now more effective
. : Red d and Resh d Attack Surf on simplified code
such a pipeline) \ educed and Reshaped Attack Surface i
k Reduced and Reshaped with Correctness Assurances /

* Eliminate bugs before the 0-day / CVE  * Diverge attack surface from source
— Skip patches, save SSS * More flexible software dev processes

e Execute lean software e Easier use of open-source
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The Future is Heterogenous...

* Programmers’ free lunch is over!

“Vertically
integrated
companies are
finding big
opportunities”

— Single thread performance of
general-purpose compute is stuck

— Already played the multi-core card

* Future performance gains can
only come from
domain-specific architectures

* Orders-of-magnitude
performance boosts to
be found --> “Golden Age" Computer Architecture

By Staff
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...but today’s code is not!
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* Taking advantage requires rewriting code
to make use of specialized libraries

Freedom to innovate
with heterogenous /
domain-specific
architectures

Software
ecosystem

* Upstreaming status: initial components of Popcorn OS
hit the Linux kernel mailing list in April 2020 as RFC
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Researchers seek fresh kernels of code to
bridge legacy systems and modern
microchips

Sponsored by the Office of Naval Research, a tool is
developed to automatically and instantaneously determine which
parts of legacy system programming to map to parts of modern
multifunctional processors, avoiding the immensely time-
consuming need to rewrite millions of lines of code. (Image by
crstrbrt)

being

The Office of Naval Research is working on a way to
translate millions of lines of legacy computer
programming so that it can be read by the latest
microchips.
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How to monitor funding opportunities

5(‘['9"“_ ;s |\~chn“\“"'" ONR Global »  Marine Corps Warfighting Laboratory »  U.S. Naval Research Laboratory »

About ONR Organization Our Research Work With Us Education & Outreach

NAVAL SCIENCE AND TECHNOLOGY Visit our Webpage at:

ﬁ U T U ﬁ @ R@ TM https://www.onr.navy.mil/

VOL. 6, NO. 4, 2020

The latest Future Force magazine—focusing on education, training and STEM initiatives in the DoN—is available!
Includes original articles from the ASN (RDA), the Hon. James "Hondo" Geurts; Chief of Naval Research Rear Adm.
Lorin Selby; NPS President Ann E. Rondeau; DON's Director of Small Business Programs Mr. Jimmy Smith; and more.
Learn more >>

Future Force Magazine Naval Horizons ‘ COVID-19 Guidance CI ic k h e re

Departments Naval STEM Internship Opportunities Quick Links

ONR and the DoN'’s Naval
STEM education and outreach Get shortcuts to commonly requested topics

31 Information, Cyber and Spectrum =
program are offering two Navy

Superiority ) )
& and Marine Corps science and . s
. . Explore research funding opportunities »

32 Ocean Battlespace and > technology intemships.

Expeditionary Access ) Read press release [
33 Mission Capable, Persistentand = Download the Naval R&D Framework »

Survivable Naval Platforms . Learn about U.S. Navy Task Force Ocean B}
34 Warfighter Performance > Read Future Force magazine ]
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