%OAK RIDGE

- National Laboratory

CAN-D: Controller Area Network Decoder
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Controller Area Network (CAN)

e Modern vehicles have scores of B Tolornatics Control Unk (TC
. . Dedicated — ~ SRS (Airbag) I Audio and Video Systems
electronic confrol units (ECUs) i L B Sy an Scurty Sysom
. . eg J:t? ocl e Mirror with e \l;llgg‘l’a y B Remote Vehicle Control
« CAN is a message-based protocol used in Units (EC0) and Buttons wuiang = 00
. . Emissions Systems
— Industrial facilities
- Operating rooms

- Airplanes
— Vehicles

- Telematics
Control Unit
(TCL)

i Electronic —

&\ !
Door Locks Control
Units (ECU) /

Photo credit: www.fleetistics.com/wp-
content/uploads/2016/11/Telematics-Vehicle-Network-
System.png
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https://www.fleetistics.com/wp-content/uploads/2016/11/Telematics-Vehicle-Network-System.png

Controller Area Network (CAN)

« CAN Data Frame format:
— Arbitration ID (AID): indicating priority and indexing contents
— Data field (or message): containing up to 8 bytes of data

CRC ACK
CRC A ACK
CRC Del g Del EOF
15 bits 7 bits (Al 1s)

CAN data frame
Photo credit: Cho & Shin, CCS 2016
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CAN data example

Timestamp AID # data (in hex)
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CAN Decoding Problem

e 'Key' for reading
data field is
proprietary

« Way o read data
field differs for every
vehicle model, make,
year, trim

64—bi’r CAN data field description defined in DBC:
CAN signals (color), unused bits (white)

Photo Credit: hackaday.com/2013/10/22/can-hacking-the-in-vehicle-network/
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https://hackaday.com/2013/10/22/can-hacking-the-in-vehicle-network/

Goal is to reverse engineer signal definitions as in .dbc file
1. Bit Position (Start bit index and length)

0]1]12[3[4]5]6]7
82 110]11[12[13]|14]15 Most significant byte Least significant byte
16117(18]19120]21]22[23 I I
24(25|26|27(28|29]30|31 00000000 0001 1110 01100101 0011 1010
32[33[34[35|36|37|38| 39 0x05 0x06 0x07 0x08
40| 41| 42[43] 44|45 [46[47

Start bit = 48 |48|49|50(5152]53|54| 55 Blg endian 00 \15‘ 65 3A

56157158159 (60([61 (62| 63 . . /,/' il
2. Endianness (Byte Order) / %\

Little endian E
Big endian: 48 is MSB-> 55 - 56 - 63 LSB ! an @ B B

Little endian: 56 is MSB—-> 63> 48> 55 is LSB

3. Signedness (Bit-to-Integer Encoding) Onsianed | Two's Complament

Unsigned: Usual base 2 encoding \ Bits | Value Value
Signed: two’s complement encoding 000 0 0

001 1 1

4. Interpretation & Linear Conversion s :
Physical meaning and units (e.g. speed in MPH, engine temp in F) 100 4 4
Scale and offset factor (to convert the 2*n value to appropriate range) 101 5 3
110 6 2
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CAN Decoding Pipeline

. Get probability of cut
Learn signall between each bit in
boundary AID trace using
probabilities various classification
methods

Optimize custom

2|a|53 penalty function Run Token Packing
92|58 to learn T

. Optimization
7002 endianness &
21314l signal boundaries

. . Classify each token as
SCRISCTARRRISRIEeRE igned/unsigned using
classification various classification

methods

Tokenization & Translation

Interpretation Determine if any E—
i g token signal is
DIOgnO,STIC linearly related to \J\)
martching any diagnostic —] l’\
signall \/\/\
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sl §
CAN-D Research Results , ¥ g @ 3| F 5
S o & A& § o, o
: 25§ £|2 ¢
s & < = 5 |9 &)
o c 00 671 * 711 787 | 916 935
£ F f— 00 456 145 632 706 896 912
CAN-D is the only technology that can reverse O __ 01 B89 86 944 942 RN
. . RIT s c 00 626 * 948 868 | 972 964
engineer all four parts of a signal definition S P 00 318 352 806 642 | 899 876
E f+ 1000 757 965 976 924 | 982 976
TABLE II: Automotive CAN signal reverse engineering algorithms T T T LT T o0 a4 i “ses 7o IR
for each of the four signal properties. CAN-D is the only compre- ?n R f— 00 8023 91 519 784| 894 952
hensive algorithm, determining all four properties. o o o 2 f+ 820 965 837 914 961 | 98.1 99.1
SRR
000 {\6\%-\00(\6 \QSQ
PR DI #1189 300 189 209 254 | 40 39
» # 112 163 127 97 11.1| 07 1
Jaynes et al. (2016) [8] O O O © £ #3209 252 20.9 1998 205 | 1.3 2?
Markowitz & Wool (2017) [2] ® O O O = Eﬁ #4 44 138 64 23 35| 13 17
Hutrses et l. QOIT) 1 © 000 Bz fom oo gl on
Nolan et al.'s TANG (2018) [3] ® O O O 2 5 w61 164 19 55 76| 00 00
Marchetti & Stabili’s READ (2018) 4] @ O O O = #3 94 167 94 79 102 | 0.2 1.5
Verma et al.’s ACTT (2018) [5] ® O O @ g :190 19181 }3% }(l)g 17290 19298 (1); (l)g
Pesé et al. LibreCAN (2019) [6] ® O 08 @009 0 @ B cosoosouwoososmo s s s e o i o
Young et al. (2020) [7] O 0 O © Average 11.5 174 119 105 114 \ 1.8 1.9 )
_______________________ (, . . )\
[CAN'D i '] CAN-D is the most accurate signal

reverse engineering technology by

far (80% less average error)
N 4
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Our algorithm’s translation of an
AlD with 4 steering-related signals

< SANRSS N ES6H ES7MNIBE B3O
n 42 | 43 | 44 | 45 46 | 47
© 50 | 5% |:52:|:53:|:54 | 55

& 58‘59‘60'6162'63

0 1 2 3 4 5 6 7

Signal:Unknown_0; Start: 7; Length: 10; Little Endian

500 ,NA
0 - f}d E bm' ’AAA ; IM ; P AI\_M.M‘
Signal:Unknown_1; Start: 23; Length: 11; Little Endian; Signed
500 - A
0T ! n\/—/\ W ad o]
—500 A n
Signal:Unknown_2; Start: 26; Length: 11; Little Endian; Signed
500 A
0 -
-500 -

Sign'aI:Unknown_é; Start: 47; Léngth: 16; Little Endian; Siéned

20000 A
Ay 5
—20000 -

50 100 150 200 250 300
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Competitors’ translation (all nearly
the same)

0 1 2 3 4 5 6 7
Signal:; Start: 0; Length: 8

2004 i%Eg A
$ 3 53,"'\ 1 ¥ 3
o L ASEN N o F—
Signal:; Start: 14; Length: 13
50001 | '\
o 'm, i S i il P— it e i
0 \J 1V J\'_._....w S e - ———n >
Signal:; Start: 29; Length: 3
5 p
0 - T T T
Signal:; Start: 32; Length: 8
200 -
Q- T T T
Signal:; Start: 40; Length: 8
200 NE REEEeM," g8 T, g WAL W AN R
. : 4 A', : " ‘\"' ‘.,' 1 '\/‘l : ‘-‘,"‘“.‘ :\‘ . ",’" Urm :'.4.‘,"‘::-/' n
Signal:; Start: 48; Length: 8
200 - WA T - gy
0 [ANIAN e

50 100 150 200 250 300



Our Signal Interpretation

Signal:Accelerator pedal posutlon D (R?=0.53); Start: 4; Length: 1

Slgnal Absolute load value (R2= 0 97) Start 8 Length 16; S|gned
o0 it P oon 4 '-/V\\.

',J'(. “' v r."- ! 4“" ; PR | ""A\;'__ : .\"..' .," *_\ N —N'l

. —v-' 7 — ,,,,_ PN T i ’,_ el .'J. A_”‘

Signal: Calculated engine load value (R'2 0.96); Start: 24; Length 16; Signed

ey

<
" Signal:Engine RPM (R2 = 0.64); Start: 41; Length: 7
un 7
A A A A\ AN Ay W A A/_,-x,.,/—/—’/—'—»_-f'**—,w
ﬁ. __‘__—“_. alsi \ - \’\—_ \ ol v
(o)
Signal:Accelerator pedal position E (R? = 1.0); Start: 48; Length: 16
™~ e ff'r\
fo Fi
o™ W e o 'W"‘LJ’V f- “AN\'\VM
50 100 150 200 250 300

e 5 engine-related payloads in this AID’'s data field franslated

« Unified Diagnostic Services (DIDs) used to automatically interpret the
translated signals (middle plots with labels)

e Translated time series interpolated with DID time series (right plofts)
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CAN-D: Controller Area
Network Decoder

1. Signal
Boundary
Classification

3. Signedness
Classification

f~

2. Endianness

Optimization

CAN data

Y

Y

yNo

[
Yes i

Algorithmic Pipeline

4. Physical
Interpretation

Signal Definitions
L .dbc file

3
v
=]

Step 1: One;Time per vehicle type fraining

Step 2: Real-time or post-drive decoding

Translated Signals

Accelerator pedal position D (R? = 0.53): Start=4; Length=1

CAN data

22,5
n
N Vehicle speed (R? = 1.0): Start=23; Length=11; Little Endian
Slg nal Definitions O Cakcuiated engu;e load value (R< = 0.96): Start=24; Length=16; Slgnecl\
100 4
.dbc file * 50 ,
Engine RPM (RZ = 0.64): Start=41; Length=7
¢ 25001 e o —
e 04
Accelerator pedal position E (R? = 1.0): Start=48; Length=16
60 " d.’\h
* 4041 f‘;-"L,m' i '.J/ : '("""‘:w"h-_/\"'; 71 ‘-'“-‘/\W
50 100 150 200 250 300
Enabling tfechnologies, for example
P 8 Cyber o | Performance Fleet
D : ’ Efficiency , .
> Security Technologies | Tuning Management
Technologies | Technologies #551 Technologies
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Technology Solution

Modular 4-step algorithmic pipeline
to reverse engineer signal definitions
from raw CAN data in a once-per-
vehicle-type training

Outputs are CAN signal definifions in
a standard format (.dbc file)

Can be used in real-time translation
or post-drive analysis

TRL S

Demo videos: One-Time Training &
IN-Situ Decoding

Detailed documentation
arxiv.org/abs/2006.05993
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Two plug-in pr’r’rypes
— Raspberry Pl + CANberry 2.0
(pictured)

— Nvidia Jetson TX2


https://youtu.be/7KiEUVF_oWs
https://youtu.be/TWIfMKr3gnc
https://arxiv.org/abs/2006.05993
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The Vehicle
Security Laboratory
at the National
Transportation
Research Center
integrates ORNL
strengths in vehicle
systems, cyber
security, and
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o Questions?
acy Prowell, prowellsi@ornl.gov
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