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e QOur Identity and Access Management (IAM) solution is
superior to current industry solutions in its ability to
provide an exceptionally high degree of accuracy in
managing identities and their associated access rights.

OnelD - * In an increasingly connected world resources are

-~ outside the management of the corporate network
| d entities as perimeter. Identities have become the new security
boundary in the cloud.

a Security

production IAM solution across the Department of
BO un d d ry Energy including Headquarters, Labs, Plants, Programs.

* OnelD has a 5-year proven success record as the
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Secure Access Requires Managing ldentity State Changes
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- Accurately manages 4 identities rather than 9 i i

- Access attributes map to a single UUID .
- De-Provision or block access to single Identity External Attribute

- Accurate Saas bootstrap and licensing Source Systems
- Organizational relationships retained
- Identity modifications remain with source
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Trusted Federation is Necessary for Government and Industry
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Over 8 years of research and working groups to refine intricate business

requirements for managing |dentities and Access in Government
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Complex Algorithms, Administrative Uls and Reporting
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- Reconci!iation!Merging Ulls - Enterprise Operational Support

- Identity Reassignment - Identity History, Audit Trail

- Manage Source Systems _ - Provision/Deprovision statistics
- Fuzzy matching logic

- Algorithms derived from Industry
Research and Best Practices
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Robust Design and Development Practices

Agile Development

Cloud Native Design
Microservice Based
Continuous Integration o
Automated QA processes

kubernetes
Automated Deployment < / kubernetes
\Cloud (public) _
\
A N S | B L E Cloud (private)
[ First Fully Accredited (ATO) DOE Enterprise Solution ]
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Return on Investment Clearly Recognized

e Quick and easy collaboration with partners
e Global view of all organizational personnel

Strategic Advantage

e Strengthens security of data

Enhanced Securlty e Zero Trust access model implemented

e Centralize disparate agencies and organizations - Once

COﬂtFOl |€d Costs e Accurate seat licensing for the enterprise

e Leverage existing credentials — no new usernames and

Workforce Benefits |t
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Disclaimer

This document was prepared as an account of work sponsored by an agency of the United States government. Neither the United
States government nor Lawrence Livermore National Security, LLC, nor any of their employees makes any warranty, expressed or
implied, or assumes any legal liability or responsibility for the accuracy, completeness, or usefulness of any information, apparatus,
product, or process disclosed, or represents that its use would not infringe privately owned rights. Reference herein to any specific
commercial product, process, or service by trade name, trademark, manufacturer, or otherwise does not necessarily constitute or
imply its endorsement, recommendation, or favoring by the United States government or Lawrence Livermore National Security, LLC.
The views and opinions of authors expressed herein do not necessarily state or reflect those of the United States government or
Lawrence Livermore National Security, LLC, and shall not be used for advertising or product endorsement purposes.
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