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Abstract 

The Engineer Research and Development Center, Information Technology 
Laboratory’s (ERDC-ITL’s) Big Data Analytics team specializes in the anal-
ysis of large-scale datasets with capabilities across four research areas that 
require vast amounts of data to inform and drive analysis: large-scale data 
governance, deep learning and machine learning, natural language pro-
cessing, and automated data labeling. Unfortunately, data transfer be-
tween government organizations is a complex and time-consuming pro-
cess requiring coordination of multiple parties across multiple offices and 
organizations. Past successes in large-scale data analytics have placed a 
significant demand on ERDC-ITL researchers, highlighting that few indi-
viduals fully understand how to successfully transfer data between govern-
ment organizations; future project success therefore depends on a small 
group of individuals to efficiently execute a complicated process. The Big 
Data Analytics team set out to develop a standardized workflow for the 
transfer of large-scale datasets to ERDC-ITL, in part to educate peers and 
future collaborators on the process required to transfer datasets between 
government organizations. Researchers also aim to increase workflow effi-
ciency while protecting data integrity. This report provides an overview of 
the created Data Lake Ecosystem Workflow by focusing on the six phases 
required to efficiently transfer large datasets to supercomputing resources 
located at ERDC-ITL. 

DISCLAIMER: The contents of this report are not to be used for advertising, publication, or promotional purposes. Ci-
tation of trade names does not constitute an official endorsement or approval of the use of such commercial products. 
All product names and trademarks cited are the property of their respective owners. The findings of this report are not to 
be construed as an official Department of the Army position unless so designated by other authorized documents. 
 
DESTROY THIS REPORT WHEN NO LONGER NEEDED. DO NOT RETURN IT TO THE ORIGINATOR. 



ERDC/ITL TR-21-2 iii 

Contents 
Abstract ................................................................................................................................................... ii 

Figures and Tables ................................................................................................................................. iv 

Preface ..................................................................................................................................................... v 

1 Introduction ..................................................................................................................................... 1 

1.1 Background ..................................................................................................................... 1 
1.2 Objective .......................................................................................................................... 1 
1.3 Approach ......................................................................................................................... 1 

2 Data Lake ........................................................................................................................................ 2 

3 Data Lake Ecosystem Workflow Process Elicitation ................................................................. 4 

3.1 Stakeholder interview ..................................................................................................... 4 
3.2 Activity diagram ............................................................................................................... 5 

4 Data Lake Ecosystem Workflow ................................................................................................... 7 

4.1 Stakeholders ................................................................................................................... 8 
4.2 Workflow processes ...................................................................................................... 10 

4.2.1 Initial customer interaction ............................................................................................... 14 
4.2.2 HPC access ........................................................................................................................ 14 
4.2.3 Data transfer agreements ................................................................................................. 15 
4.2.4 Data access rules .............................................................................................................. 16 
4.2.5 Data transfer ...................................................................................................................... 17 
4.2.6 Data ingest ......................................................................................................................... 19 
4.2.7 Raw data storage and update .......................................................................................... 21 
4.2.8 Data transformation and data analytics .......................................................................... 21 

5 Conclusion ..................................................................................................................................... 24 

References ............................................................................................................................................ 25 

Acronyms and Abbreviations .............................................................................................................. 26 

Appendix A : Process Workflows Activity Diagram .......................................................................... 27 

Report Documentation Page (SF 298) .............................................................................................. 40 

 



ERDC/ITL TR-21-2 iv 

Figures and Tables 

Figures 

 1 A graphic illustration of a data lake and its users ................................................................ 2 
 2 Data Lake Ecosystem Workflow phases ............................................................................... 8 
 3 Phase to process map (End of Life phase is not included) ............................................... 11 
 4 Data transfer decision tree ................................................................................................... 19 
 5 The flow of data from the data lake to the AI-Ready data repository upon 

transformation. The AI-Ready data is used in the Analytic Sand Box to 
inform analyses, thus resulting in models, algorithms, and derived data ....................... 22 

Tables 

 1 An example of an activity diagram ......................................................................................... 6 
 2 Stakeholders ............................................................................................................................ 9 
 3 Workflow process descriptions............................................................................................. 13 
 A-1 Initial Customer Interaction process .................................................................................... 27 
 A-2 HPC Access process .............................................................................................................. 28 
 A-3 Data Transfer Agreement process (authored by ITL) ......................................................... 30 
 A-4 Data Transfer Agreement process (authored by Collaborators) ........................................ 32 
 A-5 Data Access Rules process .................................................................................................. 34 
 A-6 Data Transfer process ........................................................................................................... 36 
 A-7 Data Ingest - Mail Delivery or Hand Trade ........................................................................... 37 
 A-8 Data Ingest - HPC Upload ..................................................................................................... 37 
 A-9 Data Ingest - Encrypted Email .............................................................................................. 37 
 A-10 Data Ingest - Online File Transfer ......................................................................................... 38 
 A-11 Raw Data Storage and Update process .............................................................................. 38 
 A-12 Data Transformation process ............................................................................................... 39 
 A-13 Data Analytics process .......................................................................................................... 39 
 



ERDC/ITL TR-21-2 v 

Preface 

This study was conducted by the U.S. Army Engineer Research and Devel-
opment Center (ERDC) for the Army 6.3 Big Data Analytics program and 
the Office of the Secretary of Defense-funded Engineered Resilient Sys-
tems program under Funding Authorization Document (FAD) 0603734A, 
“Military Engineering Advanced Technology” and 0603833D8Z, “Engi-
neering Science and Technology,” respectively. The technical monitor for 
this work was Dr. Owen Eslinger.  

The work was performed by the Institute for Systems Engineering Re-
search, the Computational Analysis Branch, and the Scientific Software 
Branch, all of the Computational Science and Engineering Division, U.S. 
Army Engineer Research and Development Center, Information Technol-
ogy Laboratory (ERDC-ITL). At the time of publication, Dr. Simon 
Goerger was Director of the Institute for Systems Engineering Research, 
Dr. Jeff Hensley was Chief of the Computational Analysis Branch, and Mr. 
Tim Dunaway was Chief of the Scientific Software Branch; Dr. Jerry Bal-
lard was Chief of the Computational Science and Engineering Division; 
and Dr. Robert Wallace was the Technical Director for Engineered Resili-
ent Systems. The Deputy Director of ERDC-ITL was Ms. Patti Duett and 
the Director was Dr. David Horner. 

COL Teresa Schlosser was the Commander of ERDC, and Dr. David W. 
Pittman was the Director. 

  



ERDC/ITL TR-21-2 vi 

 

THIS PAGE INTENTIONALLY LEFT BLANK 



ERDC/ITL TR-21-2 1 

 

1 Introduction 

1.1 Background  

In today’s digital world, the role and growth of data is ever increasing. Ac-
cording to the International Data Corporation, the global datasphere will 
grow from approximately 33 zetabytes in 2018 to over 175 zetabytes by the 
year 2025 (Reinsel et al. 2018). This increase in data represents a 430% 
growth in data over a mere 7 years. As the world becomes more and more 
digital, businesses and government and military organizations are looking 
to data to gain insights that will better inform their decisions. For exam-
ple, ERDC-ITL was recently given 23 terabytes of sensor and logbook data 
from the U.S. military’s rotorcraft fleet. Through the consolidated storage 
and analysis of this data, computer scientists and engineers gained in-
sights on rotorcraft performance resulting in a potential life increase of 
700 flight-hours for 75% of a rotorcraft fleet (Seale et al. 2018). These find-
ings could result in significant cost savings for the U.S. military, all 
through the analysis of big data.  

As a result of this work, ERDC-ITL is receiving multiple requests to per-
form similar analyses on large datasets from across the Department of De-
fense. To increase efficiency and to ensure customer satisfaction, ITL’s Big 
Data Analytics team set out to document and implement a big data trans-
fer workflow. This workflow includes phases, processes, tasks, and respon-
sible stakeholders. This documentation was created to support this effort 
by providing a detailed description of the Data Lake Ecosystem Workflow.  

1.2 Objective 

The objective of this documentation is to provide a detailed description of 
the Data Lake Ecosystem Workflow. 

1.3 Approach 

This documentation begins with a review of techniques used to elicit work-
flow information from stakeholders. This is followed by a description of 
the various stakeholders and workflow processes (Chapter 3). The work 
concludes with a description of each step in the workflow (Chapter 4) fol-
lowed by outlines of the detailed process workflows (Appendix A). 
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2 Data Lake 

The use of big data to solve problems often requires the use of complex ana-
lytics and transformations to gain useful insights. However, certain stand-
ards, policies, and procedures must be followed to enable the safe, reproduci-
ble, and accurate analysis of big datasets. One such data construct forms the 
basis of most big data research performed by ERDC-ITL’s Big Data Analytics 
team; that data construct is the “data lake.” According to Amazon Web Ser-
vices, a data lake is “a centralized repository that allows you to store all your 
structured and unstructured data at any scale” (Amazon Web Services 2019). 
The IBM Corporation defines data lakes similarly, as “next-generation hybrid 
data management solutions … their highly scalable environment can support 
extremely large data volumes and accept data in its native format from a wide 
variety of data sources” (IBM Corp. 2018). 

These definitions accurately capture most traits of a data lake but omit one 
critical quality. Once created, data lakes are immutable. This means that 
the raw data stored in a data lake cannot be modified. The original fidelity 
of the data is preserved, and all transformations and analytics are per-
formed on copies of the original dataset. These copies, transformations, 
and analytics, along with the original dataset, are collectively known as the 
data lake ecosystem. Figure 1 provides a visual explanation of data lakes 
and how they are used (PwC 2015). 

Figure 1.  A graphic illustration of a data lake and its users. 

 
Source: PwC (2015). 
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Certain scenarios exist that call for the modification of a data lake, but 
these scenarios are at the Data Owner’s direction and discretion. One such 
scenario is a data update. Data updates occur when newly acquired data 
must be added to an existing repository for storage and analysis. Scenarios 
such as this may be accommodated if requested by the Data Owner. 

ERDC-ITL adopted the data lake for multiple reasons. One reason is that 
data lakes allow for the storage of structured and unstructured data in a 
single repository. Many collaborators require storage solutions that can ac-
commodate dissimilar data types. For example, rotorcraft collaborators 
are looking to gain insights through the combination of two to three dis-
similar datasets into one large repository. Data lakes can meet this need by 
allowing for the creation of processed datasets called AI-Ready datasets for 
future study and research. 

In data management, it is critical to implement storage solutions that pre-
serve data fidelity. Data transformations and analyses can degrade the fi-
delity of original or master datasets. The gradual degradation of data 
through transformation and analysis could impact future research, result-
ing in misleading or erroneous insights. Data lakes can preserve data fidel-
ity through forced data immutability. Enforcing this requirement not only 
preserves the fidelity of the data; it also ensures the integrity of all existing 
and future analytic workflows that use the data. 

Creating a data lake, however, first calls for the transfer of large datasets to 
high performance computing (HPC) systems. Several tasks and agree-
ments must first be completed before the transfer and ingestion of data. 
Because of the intricacies of the process, the U.S. Army Engineer Research 
and Development Center (ERDC) team set out to understand and docu-
ment these tasks to ensure the success of future research projects involv-
ing big data transfers and ingestions. The primary method of soliciting this 
information was stakeholder interviews. The next chapter reviews the pro-
cess of information solicitation. 
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3 Data Lake Ecosystem Workflow Process 
Elicitation 

A number of ERDC-ITL employees have facilitated the transfer and inges-
tion of large datasets onto HPC assets located at the ERDC. The processes 
that enable these data transfers are typically group efforts involving contri-
butions by representatives from ITL and across ERDC. To document this 
workflow, researchers interviewed and questioned seven individuals famil-
iar with the data transfer and ingestion process. These individuals repre-
sented various offices and branches within the ITL and throughout ERDC. 
Interviews were held in-person or via teleconference and typically lasted 
approximately 1 hour in length. 

3.1 Stakeholder interview 

The interviews conducted during the workflow elicitation process used a 
semistructured interview style (Laplante 2013). Like most structured in-
terviews, each interview was scheduled in advance with the interviewee, 
and a list of questions was produced to lead the conversation. These ques-
tions, however, were asked informally and in a conversational style, simi-
lar to an unstructured interview. Furthermore, the interviewee was al-
lowed to direct the conversation through his or her responses to prese-
lected questions. Combining structure with a conversational style resulted 
in productive, semistructured interviews that effectively elicited infor-
mation from subject matter experts. Additionally, the interviewers typi-
cally paired two interviewers to one interviewee. The first interviewer 
moderated the interaction while the second interviewer carried the re-
sponsibility of notetaking to record all pertinent insights gained during the 
interview. The moderator was responsible for guiding the conversation us-
ing the prepared questions, but was also allowed to deviate from the script, 
as needed, to gather additional information. Allowing such deviation from 
the prepared questions provided the interviewers with opportunities to 
capture previously unknown insights. 

Researchers held interviews in two rounds. During the first round, re-
searchers collected high-level information about the workflow and gained 
general knowledge about the process. This general knowledge allowed re-
searchers to construct an overview of the full Data Lake Ecosystem 
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Workflow. While constructing the workflow overview, researchers noticed 
that the workflow could be naturally divided into nine distinct processes: 

1. Initial Customer Interaction 
2. HPC Access 
3. Data Transfer Agreements 
4. Data Access Rules 
5. Data Transfer 
6. Data Ingest 
7. Raw Data Storage and Update 
8. Data Transformation 
9. Data Analytics. 

With these processes in mind, researchers used the second round of inter-
views to ask targeted questions about each workflow process. Researchers 
continued the activity of information elicitation until a complete and thor-
ough workflow was attained. 

The information gathered during interviews was then aggregated and 
transformed into a set of tasks. These tasks were arranged sequentially 
and assigned to responsible parties, or stakeholders. Researchers identi-
fied nine unique stakeholders for the Data Lake Ecosystem Workflow: 

1. Data Owner 
2. Collaborator 
3. Collaborator Support 
4. ERDC Director 
5. ITL Director 
6. ITL Support 
7. HPC Support 
8. Technology Transfer Officer 
9. The Office of Counsel. 

3.2 Activity diagram 

Collectively, the process, task, and stakeholder information was consoli-
dated into process-specific activity diagrams. Activity diagrams “represent 
behavior in terms of the order in which actions execute” (Friedenthal et al. 
2012). One unique feature of activity diagrams is their ability to attribute 
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task responsibility to groups or individuals. Activity diagrams achieve this 
by displaying tasks in rows while displaying the responsible party in col-
umns. By doing so, one can easily understand those individuals responsi-
ble for a given task. Multiple tasks may be displayed in a single row. In 
such cases, tasks may execute in parallel. 

Table 1 lists the elements of an activity diagram that describes the interac-
tion between a driver and his or her vehicle. The driver initiates the inter-
action by starting the vehicle. The Control Accelerator Position and Con-
trol Gear Select activities begin once the ignition is placed in the ON posi-
tion. The driver then controls the accelerator position and gear selection 
simultaneously, at which point the vehicle provides power. These three ac-
tivities occur in parallel, as indicated by their location in the same row. 
The driver is responsible for controlling accelerator position and gear se-
lection, while the car is responsible for providing power. This information 
is represented through the tasks’ column positions. These two activities 
end when the driver turns the vehicle off. All pertinent notes are collected 
in the Notes column of the activity diagram. 

Table 1.  An example of an activity diagram. 

# Driver Vehicle Notes 
1 Start vehicle   
2   Ignition ON   
3 Control 

Accelerator 
Position 

Control  
Gear Select 

Provide Power   

4 Turn off vehicle   
5   Ignition OFF   

By interviewing numerous individuals familiar with the Data Lake Ecosys-
tem Workflow, researchers discovered the necessary tasks and docu-
mented their findings using activity diagrams. Appendix A includes these 
diagrams. 

Collectively, the Data Lake Ecosystem Workflow was broken down into 
nine distinct processes. Tasks within these processes were allocated to 
nine different stakeholders across the ERDC and ITL. The following chap-
ter provides detailed overviews of the processes, tasks, and stakeholders 
that make up the Date Lake Ecosystem Workflow. 
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4 Data Lake Ecosystem Workflow 

Before data can be transferred to supercomputing assets at ERDC, many 
preliminary tasks must first be accomplished. These tasks are distributed 
across nine processes, and multiple parties must collaborate to ensure their 
successful completion. At a higher level of abstraction, these nine processes 
and their associated tasks may be organized into six phases (Figure 2):  

1. Educate & Interact. During the Educate & Interact phase, collaborators 
are educated on ITL’s capabilities and past successes in the area of data an-
alytics. Information is also collected on the dataset(s) to be transferred.  

2. Access & Agreements. In the Access & Agreements phase, three activities 
occur simultaneously.  
a. First, our collaborators work to gain access to HPC assets located at 

ERDC.  
b. Next, ITL staff and collaborators author, review, and approve a Data 

Transfer Agreement.  
c. Finally, both parties create and approve Data Access Rules (DARs).  

3. Transfer & Ingest. The Transfer & Ingest phase includes two major activities: 
a. The transfer of data to the HPC. 
b. The ingestion of data onto the HPC.  

4. Store & Update. During the Store & Update phase, ITL provides safe and 
secure storage of collaborator data. ITL also helps facilitate data updates as 
needed.  

5. Transform & Analyze. In the Transform & Analyze phase, ITL and our col-
laborators perform data transformations and analyses to gain meaningful 
insights from the data.  

6. End of Life. In this last phase of the Data Lake Ecosystem Workflow, ITL 
helps facilitate the transfer of collaborator data to a new storage location. ITL 
also removes all collaborator data from HPC resources located at ERDC. 
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Figure 2.  Data Lake Ecosystem Workflow phases. 

 

To successfully step through the six phases outlined above, stakeholders 
from across the ITL, ERDC, and our partner organizations must collabo-
rate. In total, at least nine different stakeholders and stakeholder groups 
must work together to safely transfer data between government organiza-
tions. The following section provides a detailed description of these stake-
holders and stakeholder groups. 

4.1 Stakeholders 

Nine different stakeholders must contribute their time and expertise to 
complete the necessary tasks within the Data Lake Ecosystem Workflow: 
(1) Data Owner, (2) Collaborator, (3) Collaborator Support, (4) ERDC Di-
rector, (5) ITL Director, (6) ITL Support, (7) HPC Support, (8) Technology 
Transfer Officer, and (9) the Office of Counsel. Table 2 lists and describes 
the nine stakeholders. 
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Table 2.  Stakeholders. 

Stakeholder Description 

Data Owner The individual and/or organization that owns the data to be 
transferred 

Collaborator An individual or team outside of ERDC-ITL assisting with the 
transfer, transformation, and analysis of data 

Collaborator Support Individuals working under the collaborator during the 
research process 

ERDC Director The Director of the U.S. Army Engineer Research and 
Development Center 

ITL Director The Director of the Information Technology Laboratory 

ITL Support All ITL employees supporting the data research effort 

HPC Support A team of individuals responsible for managing and 
maintaining U.S. Department of Defense (DoD) HPC assets 

Technology Transfer Officer An individual responsible for the facilitation of 
organizational agreement review and approval 

Office of Counsel A team of individuals responsible for the legal review of 
organizational agreements 

The Data Owner stakeholder is defined as the individual or organization 
that owns the data of interest. It is important to understand that the Data 
Owner and the Collaborator are not always the same individual or organi-
zation. The Collaborator is an individual or organization outside of ERDC-
ITL that is assisting with data transfer, transformation, and/or analytics. 
Collaborators often approach ERDC-ITL to perform research activities us-
ing their data or data owned by partner organizations. Collaborator Sup-
port represents those people working directly with or under the Collabora-
tor during the workflow process. 

Rare instances exist where the ERDC Director and/or the ITL Director 
may be involved in the Data Lake Ecosystem Workflow. If involved, each 
individual’s primary responsibility is to review and approve organizational 
agreements affecting the transfer of data to ERDC and/or ITL. The in-
volvement of either individual is determined by the rank and grade of the 
signatory from the data-owning organization. Additional details may be 
found in the section titled Data Transfer Agreements. 

The ITL Support stakeholder represents all ITL employees supporting a 
data lake research project. This includes the project investigator and all 
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other supporting employees. HPC Support represents the team of individ-
uals that manage and maintain the HPC platform as well as those individ-
uals responsible for granting user access to the HPC environment. 

In the case where organizational agreements are required, the laboratory 
Technology Transfer Officer (TTO) and the Office of Counsel must be in-
volved. The TTO facilitates the review and approval of organizational agree-
ments such as Memorandums of Understanding (MOU). The Office of 
Counsel participates in the review of organizational agreements to ensure 
that ERDC is legally protected when entering into agreements of this type. 

4.2 Workflow processes 

As stated previously, the Data Lake Ecosystem Workflow is composed of 
six phases. Each phase may be broken down into a collection of tasks and 
activities, known as a process. Each process is mapped to a single phase of 
the workflow as shown in Figure 3. 
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Figure 3.  Phase to process map (End of Life phase is not included). 

 

The first phase in the Data Lake Ecosystem Workflow is the Educate & In-
teract phase. This phase is composed of one process: Initial Customer In-
teraction. The Initial Customer Interaction process includes all prelimi-
nary interactions between the Data Owner, Collaborator, and ITL Support. 
This process includes tasks such as synergistic education and completion 
of a viability assessment. 
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After the Educate & Interact phase is complete, the Access & Agreements 
phase commences with three processes initiated in parallel. These pro-
cesses are the HPC Access, Data Transfer Agreement, and Data Access 
Rules processes. The HPC Access process includes all activities required to 
gain access to DoD supercomputing assets. This process can be quite 
lengthy, so it is very important to initiate this process as soon as possible. 
The Data Transfer Agreement process outlines the steps needed to author, 
review, and approve a valid Data Transfer Agreement (DTA) or MOU. Like 
the HPC Access process, the Data Transfer Agreement process can take 
quite some time. This is due to the fact that multiple offices and approving 
officials must review organizational agreements in order to gain approval. 
Finally, the Data Access Rules process captures the steps needed to create 
a valid set of Data Access Rules. 

The next phase in the workflow is the Transfer and Ingest phase made up 
of the consecutive execution of the Data Transfer and Data Ingest pro-
cesses. The Data Transfer process may begin after the DTA and Data Ac-
cess Rules processes are complete. Unique instances exist, however, where 
data transfer can take place before the establishment of transfer agree-
ments and DARs. These instances occur only at the Data Owner’s discre-
tion. Regardless, the Data Transfer process documents the steps necessary 
to transfer data to sensitive HPC systems. The transfer of large datasets to 
HPC systems may be accomplished through multiple mechanisms, but this 
information will be reviewed later. The Data Ingest process includes those 
steps needed to upload data to the HPC. This process and its tasks are de-
pendent upon the transfer mechanism used. 

Once data is on the HPC, the Store & Update phase is begun at which time 
the Raw Data Storage & Update process is executed. Once all data is trans-
ferred and uploaded to the platform filesystem, it is then placed in an ap-
propriately organized storage structure. While in storage, the data may 
sustain slight modifications and updates. These activities are captured in 
the Raw Data Storage & Update process. 

The final phase in the Data Lake Ecosystem Workflow is the Transform & 
Analyze phase. This phase consists of two processes - Data Transformation 
and Data Analytics. These processes occur in sequence, and each captures 
the steps necessary for transforming and analyzing data, respectively. 
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At this time, the End of Life phase includes no processes since this phase 
has not yet been observed. Tasks and stakeholders will be documented 
once this activity takes place. Overall, the Data Lake Ecosystem Workflow 
is a lengthy process with multiple steps and opportunities for parallel ef-
fort. The complete Data Lake Workflow is provided in Figure 3. Please 
note that parallel processes are grouped in single rows. Descriptions of 
each workflow process are also provided in Table 3. 

Table 3.  Workflow process descriptions. 

Workflow Process Description 

Initial Customer Interaction This process includes all preliminary interactions with 
data owners and collaborators; tasks include collaborator 
education as well as completion of the viability 
assessment 

HPC Access This process includes all activities required for access to 
sensitive HPC systems 

Data Transfer Agreements This process outlines the steps required to author, review, 
and approve a valid Data Transfer Agreement (DTA) or 
Memorandum of Understanding (MOU) 

Data Access Rules This process outlines the steps for creating Data Access 
Rules 

Data Transfer This process documents the steps necessary to transfer 
and upload data to sensitive HPC systems 

Data Ingest This process includes the steps needed to upload data to 
the HPC system 

Raw Data Storage & Update This process outlines the steps taken to update the data 
lake 

Data Transformation This process shows the necessary steps for transforming 
the data 

Data Analytics This process shows the steps necessary for analyzing the 
data 

The following subsections provide an in-depth look at each of the nine 
workflow processes that make up the Data Lake Ecosystem Workflow. 
Each process is composed of multiple tasks, but these tasks vary in com-
plexity. Additionally, processes such as data transfer include many possi-
ble paths. The process facilitator must choose the appropriate path de-
pending on defined criteria outlined in the following subsections. 
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4.2.1  Initial customer interaction 

The Initial Customer Interaction process is composed of two primary ac-
tivities: education and information collection. This process begins when a 
Data Owner or collaborator expresses interest in working with ERDC-ITL. 
Upon this expression of interest, ITL Support works to schedule and facili-
tate an initial meeting where ITL capabilities, successes, and processes are 
discussed. ITL Support also collects information on the dataset of interest 
during this meeting. To do so, a viability assessment (or questionnaire) is 
delivered to the Collaborator. This assessment is used to collect critical de-
scriptive information about the dataset to be transferred. Once all infor-
mation is collected, ITL Support and the Collaborator discuss tasking and 
future work and agree on the level of effort required to successfully accom-
plish the outlined tasks. 

In support of the Initial Customer Interaction process, ITL developed two 
supporting documents. The first of these documents is a briefing designed 
to inform potential collaborators of ITL’s capabilities and successes in the 
area of big data analytics. Future versions of this document will offer more 
general education on data science and high-performance computing. 

The second document is a viability assessment. This fillable form was de-
signed to collect information on the dataset(s) of interest in order to better 
inform the Data Transfer, Ingest, Transformation, and Analytics pro-
cesses. Additionally, the viability assessment is used as the starting point 
for data documentation and metadata creation. 

4.2.2  HPC access 

During the HPC Access process ITL Support has the primary duty to facili-
tate access to HPC resources by pointing new users to their Ser-
vice/Agency Approval Authority (S/AAA) and other HPC Support person-
nel. No documentation was created in support of this workflow process, as 
all required information is located on the Department of Defense High 
Performance Computing Modernization Program website 
(https://www.hpc.mil/). 

https://www.hpc.mil/
https://www.hpc.mil/
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4.2.3  Data transfer agreements 

Before transferring data between government organizations, many data 
owners require that a DTA be in place. DTAs come in many different 
forms. ITL’s Big Data Analytics team has experience with three primary 
agreement types: MOU, Memorandum of Agreement (MOA), and data 
sharing agreement (DSA). According to the Army regulation Preparing 
and Managing Correspondence, an MOU is used to “describe broad con-
cepts of mutual understanding, goals, and plans shared by parties when no 
transfer of funds for services is anticipated” (HQDA 2013). An MOA, how-
ever, is used to “establish and document common legal terms that estab-
lish a ‘conditional agreement’ where transfer of funds for services is antici-
pated” (HQDA 2013). Both the MOU and MOA tend to be general organi-
zational agreements. The DSA is tailored specifically for the transfer of 
data between government organizations. DSA’s cover ideas such as intel-
lectual property, data/derivative data ownership, data sharing, and data 
destruction. 

The primary objective of the Data Transfer Agreement process is to estab-
lish a DTA (e.g., MOU, MOA, or DSA) between ERDC-ITL and the Data 
Owner. The first step of this process is to determine the appropriate au-
thor of the DTA. Data owners with a high level of concern regarding the 
storage and security of their data will likely choose to author the agree-
ment. Additionally, owners with data transfer experience generally prefer 
to author transfer agreements. More relaxed owners or owners with less 
experience, however, may allow ITL to author the agreement. Regardless 
of organization, the DTA author is usually the principal investigator or 
technical point of contact (POC) for the project under consideration. Once 
the author is identified, the appropriate signatories must be selected. Typi-
cally, a DTA is signed by two officials, one from each organization. These 
individuals must have the same grade. For example, if the partner organi-
zation selects a signatory at grade GS-15, ITL must select a signatory of 
equivalent rank. 

After the author and signatories are selected, the author may write the 
DTA. Upon completion, the author should submit the DTA to their organi-
zation for internal and legal reviews. At ITL, a DTA is first reviewed by a 
branch and division chief. After reviewing the DTA, the division chief 
passes the DTA to the laboratory TTO. The TTO is responsible for 
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facilitating the review and signing of all DTAs. Upon receipt of the agree-
ment, the TTO will likely review the document. Once reviewed, the TTO 
will send the DTA to the Office of Counsel for legal review. The DTA will 
then be reviewed by the partner organization (if not already reviewed) and 
signed by each party’s designated signatory. 

The Data Transfer Agreement process is not complicated, but this process 
can take a substantial amount of time due to the number of people and of-
fices that must review the DTA. In summary, a DTA must be reviewed and 
agreed upon by both organizations. The review and approval process may 
change on a case-by-case basis, but both parties must reach an agreement 
before signing the document. Additionally, officials of equivalent grade 
from each organization must approve and sign the DTA. Once signed, data 
may be transferred between the two organizations. If needed, DTA tem-
plates and examples exist for the purpose of aiding authors with DTA crea-
tion. DTA templates are provided through the Army Knowledge Online 
(AKO) hub (https://www.us.army.mil/content/armyako/en.html). 

4.2.4  Data access rules 

To ensure that collaborator data is properly stored and managed, ERDC-
ITL often requires all data users to sign DARs. DARs are an individual 
agreement outlining allowable data use activities for users of a specific da-
taset. All individuals with access to a dataset must sign DARs. Users must 
also strictly adhere to the guidelines presented in the DARs. In rare cases, 
some data owners may not require that DARs be in place. It is highly sug-
gested that DARs be established, however, to help ensure data security. 

Collectively, the Data Access Rules (DARs) process is somewhat similar to 
the Data Transfer Agreement process previously outlined. The first step in 
this process is to determine the author of the DAR. ERDC-ITL has a DAR 
template and multiple DAR examples to aid in the creation of a DARs doc-
ument. Once created, the DAR should be reviewed and agreed upon by 
both parties. At the writing of this report, DARs did not require branch 
chief, division chief, TTO, or legal review. Leadership review is allowed 
and encouraged as it provides an opportunity to obtain constructive feed-
back, and it promotes leadership situational awareness. 

https://www.us.army.mil/content/armyako/en.html
https://www.us.army.mil/content/armyako/en.html
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DARs lose their effectiveness if not enforced. Thus, ERDC-ITL suggests 
that all partner organizations establish a data access controller to help fa-
cilitate data access permissions. This individual may be selected before the 
DAR are accepted by all parties. The primary responsibilities of this indi-
vidual include the following: (1) ensure that all initial data users sign the 
DAR, (2) create and maintain a list of allowed data users throughout the 
life of the project, (3) provide a list of data users to the Data Owner as 
needed/requested, (4) ensure that new users agree to the DAR, and (5) fa-
cilitate the removal of delinquent or non-compliant users from the data 
working group. 

In closing, DARs are an individual-level agreement that outlines data use 
best practices. The DAR process may be consolidated into four basic steps: 
author, agree, enforce, maintain. The DAR must be authored at project in-
ception. Once authored, all parties must agree on the practices provided. 
Individuals at each partner organization must then enforce the DAR by fa-
cilitating document signing and data permissions. These individuals must 
also maintain data permissions as users enter and exit the working group 
or organization. 

4.2.5  Data transfer 

The next process in the Data Lake Ecosystem Workflow is the Data Trans-
fer process. The first step of the Data Transfer process is to ensure that a 
DTA is in place between ERDC-ITL and the Data Owner. Data transfer 
may only take place after ERDC-ITL and the Data Owner sign a DTA. Data 
transfer may not occur before this moment unless allowed by the Data 
Owner. If data transfer is permitted without the establishment of an or-
ganizational DTA, consider obtaining a written statement from the Data 
Owner documenting this fact. In the future, ITL leadership may require 
DTAs be in place before the transfer of any datasets may take place. 

Once an agreement is in place, ITL Support and the Data Owner must de-
termine the appropriate data transfer mechanism. To date, five transfer 
mechanisms exist: Mail Delivery, Hand Trade, HPC Upload, Online File 
Transfer, and Encrypted Email. The Mail Delivery transfer mechanism re-
quires the Data Owner to download their data onto a storage device, such 
as an external hard drive, and to mail the hardware to ERDC-ITL. If the 
device is password protected, the password should be emailed to ERDC-
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ITL using encrypted email. Some data owners are not comfortable with en-
trusting their data with a mail courier. Thus, they prefer that data and 
hardware be exchanged in-person. Situations such as this are best facili-
tated using the Hand Delivery transfer mechanism. When hand delivered, 
all data must be placed on a storage device and delivered, in-person, to 
ITL Support. In such cases, one of three exchanges may occur: (1) the Data 
Owner may travel to ITL to deliver the data, (2) ITL Support may travel to 
the Data Owner to retrieve the data, and (3) the two parties may meet in a 
mutually agreeable location to exchange the data. 

Users with access to HPC assets at ERDC-ITL may choose to upload their 
data directly to the HPC. This mechanism, known as HPC Upload, is best 
for collaborators with large datasets and no immediate time constraints. 
The transfer of data directly to the HPC can be a slow, frustrating process 
because of its dependency on government internet networks. Network 
constraints, such as internet upload speed, download speed, and network 
reliability, between the Data Owner’s organization and the data destina-
tion should be considered before choosing this transfer mechanism. 

The transfer of small datasets is best facilitated by one of the two following 
mechanisms: Online File Transfer and Encrypted Email. The Defense In-
formation Systems Agency (DISA) hosts a safe and secure online file trans-
fer service known as DoD SAFE (https://safe.apps.mil/). This service is best 
suited for data ranging in size from 20MB up to 8 GB. The final transfer 
mechanism is encrypted email. This transfer mechanism is best for da-
tasets below 20MB. Please note that the Online File Transfer and En-
crypted Email transfer mechanisms are frequently used to update larger 
datasets. If the complete dataset of interest is small enough to be trans-
ferred using one of these mechanisms, all parties should reevaluate the use 
of HPC assets to analyze the dataset of interest. 

The information discussed above is shown graphically in Figure 4. This de-
cision tree may be used by ITL Support and the Collaborator to determine 
the appropriate data transfer mechanism based on three parameters: data 
size, HPC Access, and time constraints. Please note that Personally Identi-
fiable Information (PII), Personal Health Information (PHI), or classified 
data are not permitted on HPC assets at ERDC-ITL. However, the poten-
tial to store and analyze information of this nature is high if funding were 
to be provided to procure resources for this purpose. 

https://safe.apps.mil/
https://safe.apps.mil/
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Overall, the Data Transfer process is a critical step in the Data Lake Eco-
system Workflow. Improper data transfer could affect all downstream 
steps. Additionally, this process represents a critical data security moment. 
ITL Support should work to ensure that the optimal transfer mechanism is 
selected while also working to satisfy all Data Owner and collaborator 
transfer requirements. 

Figure 4.  Data transfer decision tree. 

 

4.2.6  Data ingest 

The sixth step in the Data Lake Ecosystem Workflow is the Data Ingest 
process. The activities that make up the Data Ingest process are dependent 
upon the chosen data transfer mechanism, but the overall ingest process 
may be summarized in a few basic steps. The primary objective of the Data 
Ingest process is to upload transferred data onto the HPC. Once uploaded, 
the raw data must be converted to a format that is compatible with the se-
lected database management system. These two tasks represent the overall 
ingest process, but slight modifications are required to accommodate each 
unique transfer mechanism. 
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When data transfer is executed using the HPC Upload mechanism, data 
ingestion is a simple process. Once the data is placed on the HPC using the 
HPC Upload mechanism, ERDC-ITL must ensure that the data is placed in 
the correct directory. If the data was not placed in the correct location, ITL 
Support must move the data to the correct directory. At that point, the 
data must be converted into a format that is compatible with the database 
management system to be used. 

The Mail Delivery and Hand Trade mechanisms share the same ingestion 
tasks. To begin, all necessary hardware must be collected, and the data 
must be uploaded from the storage device to the HPC workgroup directory 
using an intermediate machine. Please note that the intermediate machine 
must have access to the HPC. Additionally, the data should not be placed 
on the intermediate machine. The intermediate machine simply facilitates 
the transfer of data from the storage device to the HPC. If data is mistak-
enly placed on the intermediate machine, the personnel involved should 
ensure that all data is permanently deleted from the intermediate ma-
chine. This may require that the intermediate machine’s recycle bin or 
trash be emptied to ensure thorough removal of the deleted data. When 
transfer is complete and the data is placed in the appropriate directory, the 
raw data is converted into a format that is compatible with the database 
management system to be used. Afterward, the data storage hardware 
should be returned to the Data Owner, if necessary. 

The Online File Transfer and Encrypted Email transfer mechanisms share 
similar ingestion tasks, but slight differences exist between the two. In 
general, the first step is to download the data from the encrypted email or 
the online file transfer service to the intermediate machine. Once down-
loaded, ITL Support may upload the data to the HPC from the intermedi-
ate machine. If the data was received through an encrypted email, how-
ever, ERDC-ITL must first decrypt the data before transferring the data to 
the HPC. After the data is transferred to the HPC, ITL Support must then 
convert the data to a format that is compatible with the selected database 
management system. Finally, ERDC-ITL must then permanently delete all 
data from the intermediate machine. 

Overall, the Data Ingest process may be consolidated into two distinct 
tasks: data upload and data formatting. Mild process variations exist and 
are dependent upon the selected transfer mechanism, however. The 
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conclusion of the Data Ingest process marks the end of the Transfer & In-
gest phase and the beginning of the Store & Update phase. The first, and 
only, process in this phase is the Raw Data Storage & Update process. 

4.2.7  Raw data storage and update 

Within the Data Lake Ecosystem Workflow, the Raw Data Storage & Up-
date process is the simplest process. This process has two fundamental ob-
jectives, to include the provision of safe data storage and the facilitation of 
data updates as required. Supercomputing resources located at ERDC-ITL 
have the capacity to store approximately 13 petabytes of data (ERDC DoD 
Supercomputing Resource Center 2012). To date, ERDC-ITL has success-
fully stored datasets as large as 23 terabytes while also managing data ac-
cess and ensuring data security. 

In some cases, data owners continue to collect data after their data is 
transferred to ERDC-ITL, thus requiring updates to their initial dataset. 
ERDC-ITL can facilitate this by using one of the five transfer mechanisms 
discussed previously. If an update is required, new data must be ingested 
and joined with the master dataset using the ingestion process previously 
outlined. Multiple, frequent updates may be facilitated as well. Once all 
data is stored on the HPC, users can harness the power of HPC to perform 
transformations and analyses across large datasets. 

4.2.8  Data transformation and data analytics 

The final processes in the Data Lake Ecosystem Workflow are the Data 
Transformation and Data Analytics processes. These processes are a part 
of the Transfer & Ingest phase, and they mark the end of the Data Lake 
Ecosystem Workflow. From a workflow perspective, the transformation 
and analytics processes are simple and are composed of few tasks. In real-
ity, these processes require large amounts of time and effort and mark the 
true beginning of research. Three basic activities make up the Data Trans-
formation and Data Analytics processes: confirm, perform, and store. 
ERDC-ITL should confirm all required transformations and analyses with 
the Data Owner before initiating the work. When confirmed, necessary 
transformations and analytics should be performed. Any resulting da-
tasets, algorithms, models, and insights should then be stored for later use 
and reference. 
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The Data Transformation and Data Analytics processes are at the core of 
the Data Lake Ecosystem. As data is transferred and ingested, it is stored 
in a data lake. Recall that the primary characteristic of a data lake is its im-
mutability. This means that the contents of a data lake cannot be changed 
unless directed by the Data Owner. In many cases, however, raw data re-
ceived from the Data Owner requires extensive transformation before it 
can be analyzed. Thus, ITL Support must perform the appropriate trans-
formations in preparation for analysis. This transformed data is no longer 
a part of the original data lake and must be stored in a new repository. 
This repository is known as the AI-Ready data repository. As the title indi-
cates, the AI-Ready data repository is home to transformed data that is 
suitable for use in artificial intelligence algorithms. Users with the re-
quired permissions may access this repository to perform analyses as 
needed. These analyses are performed in the Analytic Sand Box, a secure 
environment in which users may create models and algorithms to gain 
data-informed insights. In some cases, these models and algorithms may 
inform future analyses. For this reason, some models, algorithms, and de-
rivative data are submitted for storage to the AI-Ready data repository. 
Figure 5 graphically shows the described ecosystem. 

Figure 5.  The flow of data from the data lake to the AI-Ready data repository upon 
transformation. The AI-Ready data is used in the Analytic Sand Box to inform analyses, thus 

resulting in models, algorithms, and derived data. 
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Overall, the subject matter expert selects the activities that make up the 
data transformation and analytics processes. In general, these processes 
follow the confirm, perform, and store framework. More importantly, 
however, it is critical to understand how the data transformation and ana-
lytics processes fit within the context of the data lake ecosystem, as the in-
frastructure and practices composing the ecosystem enable large-scale 
data transformation and analysis. 
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5 Conclusion 

Overall, the Data Lake Ecosystem Workflow represents a series of tasks 
designed to safely and securely transfer large datasets to supercomputing 
resources for storage and analysis. The Data Lake Ecosystem Workflow is 
composed of six phases: (1) Educate & Interact, (2) Access & Agreements, 
(3) Transfer & Ingest, (4) Store & Update, (5) Transform & Analyze, and 
(6) End of Life. Each of these six phases may be further decomposed into a 
number of processes. These processes provide the detailed information 
needed to transfer, ingest, transform, and analyze large-scale datasets. 

The Data Lake Ecosystem Workflow begins with stakeholder education and 
information collection. When all parties agree on a satisfactory path for-
ward, parties must then work together to author and approve all required 
organizational and individual agreements while also seeking access to the 
high-performance computer. Once complete, the Data Owner may transfer 
all data to ERDC-ITL. Once transferred, the data is ingested, stored, and up-
dated as need. Researchers may then perform all needed transformations 
and analyses on the datasets in hopes of gaining valuable insights. 

The workflow described in this document provides current and future ITL 
employees with a standardized data transfer approach. The creation and 
adoption of this workflow provides multiple benefits to ERDC-ITL and to 
our collaborators. Firstly, standardized, documented workflows and pro-
cesses facilitate collaborator and employee education. Understanding the 
complete process allows ERDC-ITL to provide collaborators with a view of 
their full participation in this process. It also provides ERDC-ITL with 
tools for educating new employees, thus spreading knowledge across mul-
tiple parties. Furthermore, workflow standardization coupled with educa-
tion results in process efficiency and completeness. Increased efficiency 
reduces time spent on non-research tasks, which increases productivity 
and project impact. Also, operating across a standard, complete process 
protects all parties involved while also protecting data integrity. 
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Acronyms and Abbreviations 

Abbreviation Term 

AKO Army Knowledge Online 

DAR Data Access Rule 

DISA Defense Information Systems Agency 

DSA Data Sharing Agreement 

DTA Data Transfer Agreement 

ERDC Engineer Research and Development Center 

ERDC-ITL Engineer Research and Development Center, Information Technology 
Laboratory 

MOA Memorandum of Agreement 

MOU Memorandums of Understanding 

NACI National Agency Check with Inquiries 

PHI Personal Health Information 

PI Principal Investigator 

PII Personally identifiable information 

TTO Technology Transfer Officer 

DoD U.S. Department of Defense 

FSO Facility Security Office 

HPC High Performance Computing 

HPCMP High Performance Computing Modernization Program 

POC Point of Contact 

SAM Systems for Award Management 
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Appendix A: Process Workflows Activity 
Diagram 

Table A-1 summarizes the Initial Customer Interaction process. This pro-
cess includes the following stakeholders: Data Owner, Collaborator, Col-
laborator Support, and ITL Support. 

Table A-1.  Initial Customer Interaction process. 

# 
Data Owner & 
Collaborator Collaborator Support ITL Support Notes 

1 Express interest in Data 
Lake collaboration 

 
Express interest in Data 
Lake collaboration 

  

2 Participate in elementary 
synergistic education 

Participate in elementary 
synergistic education 

Participate in elementary 
synergistic education 

Use provided Education 
presentation to help facilitate 
discussion 

3 Express desired outcomes 
of Data Lake collaboration 

 
Communicate potential 
solutions to Collaborator 
and Data Owner 

  

4 Agree to continue 
collaboration 

 Agree to continue 
collaboration 

 

5 Schedule Initial Customer 
Interaction meeting 

Schedule Initial Customer 
Interaction meeting 

Schedule Initial 
Customer Interaction 
meeting 

 

6 Participate in Initial 
Customer Interaction 
meeting 

Participate in Initial 
Customer Interaction 
meeting 

Participate in Initial 
Customer Interaction 
meeting 

Complete and store the viability 
assessment once finished 

7 Express desired outcomes 
of Data Lake collaboration 

 Communicate potential 
solutions to Collaborator 
and Data Owner 

 

8 Agree on deliverables and 
“formally” begin 
collaboration 

 Agree on deliverables 
and “formally” begin 
collaboration 

 

9 Continue synergistic 
education as needed 

Continue synergistic 
education as needed 

Continue synergistic 
education as needed 
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Table A-2 outlines the process for obtaining an account on the high-per-
formance computer. Process stakeholders include the Data Owner, Collab-
orator, Collaborator Support, ITL Support, and HPC Support. 

Table A-2.  HPC Access process. 

# 

Data Owner, 
Collaborator, & 
Collaborator Support ITL Support HPC Support Notes 

0  Help facilitate the HPC 
Access process as 
needed 

 Complete the steps listed below if 
you do not have an HPC account 

1 Visit the HPC 
Modernization Program 
website for access 
instructions 

 
   

2 Ensure that your security 
clearance or National 
Agency Check with 
Inquiries (NACI) is valid 

  
Contact your Facility Security 
Officer if necessary. A NACI or 
security clearance is required to 
access sensitive HPC resources. 

3 Identify your S/AAA by 
emailing require@hpc.mil 

 
   

4   Acknowledge requestor 
email and initiate HPC 
Access process 

 

5   Send requestor New 
Account Request Form and 
High Performance 
Computing Modernization 
Program (HPCMP) User 
Agreement 

 

6 Complete the New Account 
Request Form and the 
HPCMP User Agreement 

   

7 Submit the completed New 
Account Request Form and 
the HPCMP User 
Agreement to your S/AAA 

   

8 Complete the DoD Cyber 
Awareness Challenge 
training course 

   

9 Once complete, sign the 
provided training 
completion certificate 

   

10 Submit the signed training 
certificate to your S/AAA 

   

11 Ask your Facility Security 
Office (FSO) or Security 
Manager to send a Visit 
Request for you to the 
HPCMP Security officer via 
the ERDC Security Office 

  Visit the HPC Modernization 
Program website for additional 
information on Visit Requests. 

12   Send requestor "pIE 
Approved by S/AAA 

All requestors may not receive 
every email outlined; always 
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# 

Data Owner, 
Collaborator, & 
Collaborator Support ITL Support HPC Support Notes 

Pending SAM Activation" 
email Systems for Award 
Management (SAM)  

check with the S/AAA for official 
account status updates.  

13   Send requestor “pIE 
Account User Information 
Modified” emails if 
necessary 

14   Send requestor “pIE 
Account rejected…” emails 
if necessary 

15   Send requestor “pIE 
Account Ready for 
Activation” email 

16   Send requestor “pIE 
Account Activated by SAM” 
when pIE account is fully 
active 

17   Work with requestor to 
setup HPC accounts 

 

18   Activate HPC accounts  

19 Access HPC accounts after 
receipt of welcome 
notification email 

   

20  Notify HPC Support of 
members who no longer 
need HPC Access to a 
workgroup 

  

21   Remove necessary 
members from the desired 
workgroup 

 

Table A-3 outlines the Data Transfer Agreement process from the perspec-
tive of ITL authorship. This process includes eight of the nine workflow 
stakeholders. Table A-4 includes this same process, but from the partner 
organization authorship perspective. 
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Table A-3.  Data Transfer Agreement process (authored by ITL). 

# Data Owner Collaborator ERDC Director ITL Director ITL Support 
Technology Transfer 
Officer Office of Council Notes 

1 
  

  Identify the research 
partner or collaborator 

    

2 Determine the 
appropriate author of 
the MOU 

Determine the 
appropriate author of 
the MOU 

  Determine the 
appropriate author of 
the MOU 

  
 

3 Determine the 
appropriate signatories 
for the MOU 

Determine the 
appropriate signatories 
for the MOU 

  Determine the 
appropriate signatories 
for the MOU 

    

4     Outline the roles and 
responsibilities of each 
party within the MOU 
template 

  Refer to the MOU 
template provided by Dr. 
Phoebe Lenear 

5     Send draft MOU to the 
laboratory TTO for review 

  TTO – Technology 
Transfer Officer 

6      Review draft MOU   

7      Send MOU to Office of 
Counsel for review 

  

8       Review and edit MOU as 
needed 

 

9       Return MOU to TTO  

10      Send MOU to ITL 
Principal Investigator (PI) 
for partner organization 
review 

 The PI is the ITL project 
and interaction lead 

11     Forward draft MOU to 
partner organization for 
review 

   

12 Review and edit MOU as 
needed 

Review and edit MOU as 
needed 
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# Data Owner Collaborator ERDC Director ITL Director ITL Support 

Technology Transfer 
Officer Office of Council Notes 

13 Return MOU to ITL PI Return MOU to ITL PI       

14     Forward MOU to TTO for 
review and signature 
distribution 

   

15      Send MOU to Office of 
Counsel for final review 

  

16       Review and edit MOU as 
needed 

 

17       Return MOU to TTO  

18      Send MOU to 
appropriate ERDC 
signatories for review 
and signature 

  

19   Sign/review MOU Sign/review MOU     

20   Return MOU to TTO Return MOU to TTO     

21      Return signed MOU to PI   

22     Forward signed MOU to 
Data Owner or 
Collaborator for final 
signatures 

   

23 Sign/review MOU Sign/review MOU       

24 Return MOU to PI Return MOU to PI       

25     Send signed MOU to TTO 
for storage and final 
distribution 

   

26     Store and distribute 
finalized MOU as needed 

Store and distribute 
finalized MOU as needed 
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Table A-4.  Data Transfer Agreement process (authored by Collaborators). 

# Data Owner Collaborator ERDC Director ITL Director ITL Support 
Technology Transfer 
Officer Office of Council Notes 

1 
  

  Identify the research 
partner or collaborator 

    

2 Determine the 
appropriate author of 
the MOU 

Determine the 
appropriate author of 
the MOU 

  Determine the 
appropriate author of 
the MOU 

  
 

3 Determine the 
appropriate signatories 
for the MOU 

Determine the 
appropriate signatories 
for the MOU 

  Determine the 
appropriate signatories 
for the MOU 

    

4     Receive MOU from 
partner organization 

   

5     Review and edit MOU as 
needed 

   

6     Forward MOU to lab TTO 
for review and 
distribution 

  This distribution will be 
to ERDC offices 

7      Review and edit MOU as 
needed 

  

8      Send MOU to Office of 
Counsel for review 

  

9       Review and edit MOU as 
needed 

 

10       Return MOU to TTO  

11      Send MOU to PI for 
partner organization 
review and signatures 

  

12     Send MOU to partner 
organization for review 
and signatures 

   

13 Review and sign MOU Review and sign MOU       
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# Data Owner Collaborator ERDC Director ITL Director ITL Support 

Technology Transfer 
Officer Office of Council Notes 

14 Send MOU to ITL PI Send MOU to ITL PI       

15     Send MOU to TTO    

16      Send MOU to ERDC 
signatories for review 
and signature 

  

17   Review and sign MOU Review and sign MOU     

18   Return MOU to TTO Return MOU to TTO     

19      Return signed MOU to PI   

20     Send signed MOU to 
partner organization 

   

21 Store and distribute 
MOU  

Store and distribute 
MOU 

  Store and distribute 
MOU 

Store and distribute 
MOU 
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Table A-5 outlines the many tasks composing the DAR process. The Data 
Owner, Collaborator, Collaborator Support, and ITL Support stakeholders 
participate in this process. 

Table A-5.  Data Access Rules process. 

# Data Owner Collaborator 
Collaborator 
Support ITL Support Notes 

1 Determine who 
creates the Data 
Access Rules 
(DAR) 

Determine who 
creates the DAR 

Determine who 
creates the DAR 

Determine who 
creates the DAR 

Data Owners could be the 
Collaborator, Collaborator Support, 
or a completely separate entity. It 
is a case-by-case basis 

2 If tasked to do so, 
create the DAR 

If tasked to do so, 
create the DAR 

If tasked to do so, 
create the DAR 

If tasked to do so, 
create the DAR 

 

3 Complete DAR Complete DAR Complete DAR Complete DAR Only one entity should create the 
DAR 

4 Designate Data 
Access Controllers 
for all 
organizations 
involved 

Designate Data 
Access Controllers 
for all organizations 
involved 

Designate Data 
Access Controllers 
for all organizations 
involved 

Designate Data 
Access Controllers 
for all 
organizations 
involved 

The Data Access Controller 
handles all access to the data 
working group for their particular 
organization; to gain access to a 
working group, employees must 
first consult the Data Access 
Controller 

5 Agree on DAR Agree on DAR Agree on DAR Agree on DAR All organizations should review the 
DAR 

6 Distribute DAR to 
all data users for 
review and 
signature 

Distribute DAR to all 
data users for 
review and 
signature 

Distribute DAR to all 
data users for 
review and 
signature 

Distribute DAR to 
all data users for 
review and 
signature 

  

7 Sign DAR by all 
users 

Sign DAR by all 
users 

Sign DAR by all 
users 

Sign DAR by all 
users 

All data users must read and sign 
the DAR 

8 Compile a list of 
data users who 
signed DAR 

Compile a list of 
data users who 
signed DAR 

Compile a list of 
data users who 
signed DAR 

Compile a list of 
data users who 
signed DAR 

  

9 Send compiled list 
to appropriate 
party 

Send compiled list 
to appropriate party 

Send compiled list 
to appropriate party 

Send compiled list 
to appropriate 
party 

  

10 Receive compiled 
list of users 

Receive compiled 
list of users 

Receive compiled 
list of users 

Receive compiled 
list of users 

  

11 Maintain and 
update list of users 
as needed 

Maintain and 
update list of users 
as needed 

Maintain and 
update list of users 
as needed 

Maintain and 
update list of users 
as needed 

  

12 Send updated list 
of users to 
appropriate party 

Send updated list of 
users to 
appropriate party 

Send updated list of 
users to 
appropriate party 

Send updated list 
of users to 
appropriate party 

  

13 Receive updated 
list of users 

Receive updated 
list of users 

Receive updated 
list of users 

Receive updated 
list of users 

  

14 Store list of users 
for safe keeping 

Store list of users 
for safe keeping 

Store list of users 
for safe keeping 

Store list of users 
for safe keeping 

  

Table A-6 outlines the Data Transfer process. Multiple mechanisms exist 
for the transfer of data from owner repositories to supercomputing assets 
located at ERDC-ITL. These mechanisms are Mail Delivery, hand trade, 
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HPC Upload, encrypted email, and online file transfer. Six stakeholders 
participate in the Data Transfer process: Data Owner, Collaborator, Col-
laborator Support, ERDC Director, ITL Director, ITL Support. 
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Table A-6.  Data Transfer process. 

# Data Owner Collaborator Collaborator Support ERDC Director ITL Director ITL Support Notes 

1 Sign Data Transfer 
Agreement or verbally agree 
to transfer data without 
signed DTA 

Sign Data Transfer 
Agreement or verbally agree 
to transfer data without 
signed DTA 

  Sign Data Transfer 
Agreement or verbally agree 
to transfer data without 
signed DTA 

Sign Data Transfer 
Agreement or verbally agree 
to transfer data without 
signed DTA 

  We prefer to have a signed 
DTA; high priority scenarios 
may allow for data transfer 
before a Data Transfer 
Agreement is signed 

2 Discuss possible methods of 
data transfer 

Discuss possible methods of 
data transfer 

Discuss possible methods of 
data transfer 

    Discuss possible methods of 
data transfer 

Refer to Data Transfer 
Decision Tree 

3 Agree on data transfer 
method 

Agree on data transfer 
method 

Agree on data transfer 
method 

    Agree on data transfer 
method 

  

4 Transfer data to ITL Support             

5           Receive data from data 
owners 

  

6           Notify data owners of receipt 
of data 
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Tables A-7 to A-10 outline the various data ingestion processes. Determi-
nation of the proper ingestion process depends on the selected transfer 
process. As a result, the following tables outline the ingestion processes for 
each unique transfer mechanism. 

Table A-7.  Data Ingest - Mail Delivery or Hand Trade. 

# Data Owner ITL Support Notes 

1 Send data to ITL 
Support 

  

2   Receive raw data from Data Owner 
via Mail Delivery or hand trade 

Raw data is read-only access, except for the owner; this data 
is immutable. 

3   Collect necessary storage devices, 
usernames, and passwords if needed 

  

4   Transfer raw data from Data Owner 
storage device to HPC using 
intermediate machine 

Data Owner storage will likely be an external hard drive; the 
intermediate machine must have access to HPC; An 
intermediate machine will not be used if the data is too large 

5   Place raw data in correct directory if 
needed 

  

6   Convert raw data into a format 
compatible with the Database 
Management System to be used 

  

7   Return Data Owner hardware to Data 
Owner 

  

8 Notify ITL Support 
of hardware 
receipt 

    

Table A-8.  Data Ingest - HPC Upload. 

# Data Owner ITL Support Notes 

1 Upload data to 
the HPC 

    

2   Receive raw data from Data Owner via HPC Upload Raw data is read-only access, except for the 
owner; this data is immutable. 

3   Place raw data in correct directory if needed   

4   Convert raw data into a format compatible with the 
Database Management System to be used 

  

Table A-9.  Data Ingest - Encrypted Email. 

# Data Owner ITL Support Notes 

1 Email data to ITL Support 
via encrypted email 

    

2   Receive encrypted email from Data Owner   

3   Download raw data from encrypted email to 
intermediate machine 

Raw data is read-only access, except for 
the owner; this data is immutable. 

4   Collect necessary usernames and passwords for 
decryption 

  

5   Decrypt raw data   

6   Upload raw data to HPC from intermediate 
machine 
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# Data Owner ITL Support Notes 

7   Convert raw data into a format compatible with 
the Database Management System to be used 

  

8   Permanently delete data from intermediate 
machine 

Be sure to permanently delete files by 
emptying the recycling bin or trash can. 

Table A-10.  Data Ingest - Online File Transfer. 

# Data Owner ITL Support Notes 

1 Send data to ITL 
Support via online file 
transfer 

    

2   Receive raw data from online file transfer Raw data is read-only access, except for the 
owner; this data is immutable 

3   Download raw data to intermediate machine   

4   Upload raw data to HPC from intermediate 
machine 

  

5   Convert raw data into a format compatible with 
the Database Management System to be used 

  

6   Permanently delete data from intermediate 
machine 

Be sure to permanently delete files and 
emails by emptying the recycling bin or trash 
can 

The final three processes in the Data Lake Ecosystem Workflow are the 
Raw Data Storage and Update, Data Transformation, and Data Analytics 
processes. Tables A-11 and A-12 outline the many steps within these pro-
cesses. 

Table A-11.  Raw Data Storage and Update process. 

# Data Owner Collaborator ITL Support Notes 

1 Discuss updating raw 
data if needed 

Discuss updating raw 
data if needed 

Discuss updating raw 
data if needed 

  

2 Send data updates to 
ITL Support as needed 

    Follow appropriate transfer methods as 
outlined through the Data Transfer 
Decision Tree 

3     Receive data update from 
Data Owner 

  

4     Notify Data Owner of 
update receipt 

  

5     Begin Data Ingest process 
as described previously 

  

6     Maintain raw data as 
needed 
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Table A-12.  Data Transformation process. 

# Data Owner ITL Support Notes 

1 Communicate required data 
transformations to ITL Support 

Verify needed data 
transformations with Data Owner 

  

2   Transform data while preserving 
fidelity of original dataset 

Potential data transformations: uncompressing, 
cleaning, engineering, or transforming data 

3   Store transformed data in AI-
Ready repositories 

  

Table A-13.  Data Analytics process. 

# Collaborator ITL Support Notes 

1 Communicate required data analyses to ITL Support Verify needed analyses with Collaborator   

2   Create reproducible analytic products   

3   Store analysis results in appropriate location   
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