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The value that autonomous systems
generate to society is limited by their lack
of safety.
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Autonomous Systems

Software

Physical environment
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Autonomous Systems

Requirement: Time from acquiring sensor to low-level control < deadline
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Autonomous Systems
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Autonomous Systems

.~ Requirement: Time from acquiring sensor to low-level control < deadline
|
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Use multicore processors

Physical environment

How to satisfy real-time requirements of software executing on
multicore processors?
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Autonomous Systems
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How to choose a model software? Challenges: Undocumented hardware
How to design a timing verification procedure?  Timing verification # logical verification
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Autonomous Systems

.~ Requirement: Time from acquiring sensor to low-level control < deadline
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Let us discuss modelling of software: Tasks and Processors.
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Processor core 1

Processor core 2

Task1 assigned to
processor core 1.

Task2 assigned to
processor core 2.
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Processor core 1
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Task1 assigned to
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Processor core 1

Processor core 2

Period=0.2
Deadline=0.2
Execution
Requirement=0.1
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Perception

Task2 assigned to Period=0.4
processor core 2. Deadl|r1e=0.4
Planning Execution
Requirement=0.25
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Period=0.2
Deadline=0.2
Execution
Requirement=0.1

Task1 assigned to
Processor core 1 processor core 1.
Perception

Memory bus

Task2 assigned to Penoo!=0.4
Processor core 2 processor core 2. Deadl|r'1e-0.4
Planning Execution
Requirement=0.25
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Period=0.2
Deadline=0.2
Execution
Requirement=0.1

Task1 assigned to
Processor core 1 processor core 1.
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Processor core 2 processor core 2. Deadl|r'1e-0.4
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Processor core 1
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Planning
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Execution
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Execution
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Execution speed=1 when no co-runner
Execution speed=0.8 when Task2 is co-
runner.

Execution speed=1 when no co-runner
Execution speed=0.5 when Task1 is co-
runner.
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, Period=0.2 , _
Task1 assigned to Deadline=0.2 Execution speed=1 when no co-runner

Processor core 1 processor core 1. . Execution speed=0.8 when Task2 is co-
Execution

Perception . runner.
P Requirement=0.1

Shared
resources in the
memory syste

Task2 assigned to Perioq=0.4 Execution speed=1 when no co-runner
Processor core 2 processor core 2. DeadI|r-1e=0.4 Execution speed=0.5 when Task1 is co-
Planning Execution runner.
Requirement=0.25

Function Assigned to | Period (T) Deadline (D) | Execution Lower-bound
performed processor Requirement |[of speed as

core (C) function  of
co-runner

Taskl Perception 1 0.2 0.2 0.1 PW, o =
pw; 5, =0.8

Planning 2 0.4 0.4 0.25 W, s =
pPW, (5, =0.5
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Taskl executesxwith speed 0.8

Processor core 1 Execution of Task1 Execution of Taskl
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Processor core 1 Execution of Task1 Execution of Taskl

Arrival of a job of Taskl Arrival of another job of Taskl

T T

Response time of Task2

1
Processor core 2 Execution of Task2
Arrival of a job of Task2
0 0.1 0.2 0.3 time

How can we compute the response time of Task2?
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Let dur, denote the
cumulative time that
tasks in set s executes

Processor core 1 Execution of Task1 Execution of Taskl and no other tasks
execute.
Arrival of a job of Taskl Arrival of another job of Task1
Response time of Task2
1

Processor core 2 Execution of Task2

Arrival of a job of Task2

0 0.1 0.2 0.3 time
How can we compute the response time of Task2?
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A
( ; ‘ ‘ cumulative time that
tasks in set s executes

Processor core 1 Execution of Task1 Execution of Taskl and no other tasks
execute.
Arrival of a job of Taskl Arrival of another job of Task1 0.125+0.125=0.25

T T

dur {Task1,Task2} =0.25

Processor core 2 Execution of Task2

Arrival of a job of Task2

T

0 0.1 0.2 0.3 time

v

How can we compute the response time of Task2?
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0.075 time units

Processor core 1 Execution of Task1l

0.05 time units

Execution of Taskl

Arrival of a job of Taskl

T

Arrival of another job of Taskl

T

Processor core 2

Execution of Task2

Arrival of a job of Task2

T

v

0 0.1

0.2 0.3

How can we compute the response time of Task2?

Let dur, denote the
cumulative time that
tasks in set s executes
and no other tasks
execute.

0.125+0.125=0.25

dur {Task1,Task2} =0.25

0.075+0.05=0.125

dur sz =0.125
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dur{Taskl,TaskZ} =0.25

dur sz =0.125
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How can we compute the response time of Task2?
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dur{Taskl,TaskZ} =0.25
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execution performed by
the single job of Task2

Arrival of a job of Task1 Arrival of another job of Task1 during the time interval
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This is the execution
requirement of Task2.

Processor core 2 Execution of Task2

Arrival of a job of Task2
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How can we compute the response time of Task2?
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dur{Taskl,TaskZ} =0.25

dur sz =0.125

Processor core 1 Execution of Task1l Execution of Task1 The number of units of

execution performed by
the single job of Task2

Arrival of a job of Task1 Arrival of another job of Task1 during the time interval
[0,0.375] is
T T 0.25

This is the execution
requirement of Task2.

Processor core 2 Execution of Task2 .
Hence, the response time

of Task2 is 0.375.

Arrival of a job of Task2

T

0 0.1 0.2 0.3 time

v

How can we compute the response time of Task2?
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In general:

Find R, such that:

Processor core 1 Execution of Task1 Execution of Task1 whgn §0IY|ng the following

optimization problem:
maximize

dur {Task1,Task2} + de {Task2}
Arrival of a job of Taskl Arrival of another job of Taskl subject to

T T dur Taskl}*1+ dl'"‘{Taskl,TaskZ}*0'8
< fRz/o.zT* 0.1

dur sz 1+ AUr r60q askay™ 0-5
< 0.25
where
Processor core 2 Execution of Task2 AT rasict, Taskzp AU fraskap
and dur; . are
non-negative real

. . numbers
Arrival Off\ job of Task2 the value of the objective

function equals R,.

v

0 0.1 0.2 0.3 time

How can we compute the response time of Task2?
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How do we know that the behavior of tasks at run-time respects the model?
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Processor core 1

Execution of Task1l

Arrival of a job of Taskl

Processor core 2

Execution of Taskl

Arrival of another job of Taskl

T

Execution of Task2

Arrival of a job of Task2

0.1

0.2 0.3

[
»

time

How do we know that the behavior of tasks at run-time respects the model? We need to monitor tasks are run-time.
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We need to decide whéther Task2 should be stopped?

Processor core 1

Arrival of ia job of Taskl

!

Processor core 2

Arrival of%a job of Task2

|

0 0.1 0.2 0.3 time

How do we know that the behavior of tasks at run-time respects the model? We need to decide if a task has violated the
parameters of the model.
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Task2 should not be allowed to execute so that it has performed more than C, units of execution.

Processor core 1

Arrival of ia job of Taskl

!

Processor core 2

Arrival of%a job of Task2

|

0 0.1 0.2 0.3 time

How do we know that the behavior of tasks at run-time respects the model? We need to decide if a task has violated the
parameters of the model.
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Task2 should not be allbwed to execute so that it has performed more than 0.25 units of execution.

Processor core 1

Arrival of ia job of Taskl

!

Processor core 2

Arrival of%a job of Task2

|

0 0.1 0.2 0.3 time

How do we know that the behavior of tasks at run-time respects the model? We need to decide if a task has violated the
parameters of the model.
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Here, Task2 has performed at least 0.125*0.5 hnits of execution.

Processor core 1 Execution of Task1l

Arrival of a job of Taskl

T

Processor core 2 Execution of Task2

Arrival of a job of Task2

T

0 0.1 0.2 0.3 time

How do we know that the behavior of tasks at run-time respects the model? We need to decide if a task has violated the
parameters of the model.
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Here, Task2 has performed at least 0.125*0.5 ﬁnits of execution.
Hence, after this time, Task2 should not be aIIOwed to execute so that it has performed more than 0.25-0.125*0.5
units of execution.

Processor core 1 Execution of Task1l

Arrival of a job of Taskl

T

Processor core 2 Execution of Task2

Arrival of a job of Task2

T

0 0.1 0.2 0.3 time

How do we know that the behavior of tasks at run-time respects the model? We need to decide if a task has violated the
parameters of the model.
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Here, Task2 has performed at least 0.125*0.5 units of execution.
Hence, after this time, Task2 should not be all¢wed to execute so that it has performed more than 0.1875
units of execution. ‘

Processor core 1 Execution of Task1l

Arrival of a job of Taskl

T

Processor core 2 Execution of Task2

Arrival of a job of Task2

T

0 0.1 0.2 0.3 time

How do we know that the behavior of tasks at run-time respects the model? We need to decide if a task has violated the
parameters of the model.
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Here, Task2 has performed at least 0.125*0.5 units of execution.
Setup a timer to expire 0.1875 time units in thje future.

Processor core 1 Execution of Task1l

Arrival of a job of Taskl

T

Processor core 2 Execution of Task2

Arrival of a job of Task2

T

0 0.1 0.2 0.3 time

0.1875

How do we know that the behavior of tasks at run-time respects the model? We need to decide if a task has violated the
parameters of the model.
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Here, Task2 has performed at least 0.125*0.5 units of execution.  Timer expires
Setup a timer to expire 0.1875 time units in thje future. Check if Task2 still executes;
‘ if so, stop Tasks2.

Processor core 1 Execution of Task1l

Arrival of a job of Taskl

T

Processor core 2 Execution of Task2

Arrival of a job of Task2

T

0 0.1 0.2 0.3 time

0.1875

How do we know that the behavior of tasks at run-time respects the model? We need to decide if a task has violated the
parameters of the model.
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Here, Task2 has performed at least 0.125*0.5 units of execution.  Timer expires

Setup a timer to expire 0.1875 time units in thje future. Check if Task2 still executes;
‘ if so, stop Tasks2.

See paper for more details. 3

Processor core 1 Execution of Task1l

Arrival of a job of Taskl

T

Processor core 2 Execution of Task2

Arrival of a job of Task2

T

0 0.1 0.2 0.3 time

0.1875

How do we know that the behavior of tasks at run-time respects the model? We need to decide if a task has violated the
parameters of the model.
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Conclusions

Timing verification of software executing on undocumented
multicore can be achieved through an abstraction that models the
effect of shared hardware resources.

Run-time monitoring of execution time is possible by monitoring a
lower bound on the cumulative number of units of execution that a
task has performed.
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