7

Pacific Northwest
NATIONAL LABORATORY

Proudly Operated by Baffelle Since 1965

s g TFEITE L
N NI NI AR e
\,'..-.‘ :_‘\Lﬂ_ L Ne ' - - T N BT e
- -~ < v ~ 5 .

PACRAT .

The Blended Physical and Physica
Cyber Risk Analysis Tool .

PRESENTED BY DOUG MACDONALD
PACIFIC NORTHWEST NATIONAL LABORATORY

PNNL-SA-99374



Introduction Pacific Northwest

Proudly Operated by Baffelle Since 1965

Historically, physical protection systems have
been isolated from any external connections

Over the years, electronic connections have
become more prevalent

» Requirement for the common credential

» Automation

» Remote monitoring and control

» System updates pushed to equipment

Not properly identifying these vulnerabilities can have catastrophic consequences
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How bad can it be? Pacific Northwest
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» Most physical protection
vulnerability assessments
and cyber security
analysis are performed in
an independent or stove
piped manner, and don't

Physical LR Cyber

account for system level Protection - S
Interactions or

Interdependencies

» This provides a segmented
or incomplete picture of
the overall risk to an asset



» Fully evaluate the physical

protection domain and the
cyber security domain
together to understand the
overall performance of the
protection measures in
place

Identify and quantify the
areas of undetermined risk
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Undetermined
Risk

Physical Cyber
Protection Security
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Our blended approach meets that need

» Experienced subject matter experts, are cross trained in the process
and methodology domains for
B Terminology (a common language)
B Timely detection methodology
B Experiences

» The team modified the approach to evaluate every avenue of
approach using both electronic and physical pathways
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Our blended approach meets that need

» Real-world assessment
B Team of 10 SMEs
B Scope was the entire system
B Had just completed a comprehensive assessment
B Several areas of concern based on the cyber/physical interplay

» Lessons Learned were incorporated to provide
B A comprehensive vulnerability assessment and risk analysis tool

B Elements like the ability to capture and quantify system level
interdependencies and interactions

B A “backtracking” capability
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» Each of these elements are needed to properly assess the overall
protection strategy and identify the true risk to an asset

» The ability to focus on the objective and “tune” the tool

Attack Vector  Cyber+ Physical

PACRAT’s User Interface (the “dashboard”) and
the output display (with color coded,
statistical pathway analysis)
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User Interface to build the model

PACRATV2 Development [Running]
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Results  Analysis Diagnosis

Controls

¥ ACCESS CONTROL

AC-1 Access Control Policy and Procedures
AC-2 Account Management

AC-3 Access Enforcement

AC-4 Information Flow Enforcement

AC-5 Separation of Duties

AC-6 Least Privilege

AC-7 Unsuccessful Logon Attempts

AC-8 System Use Motification

AC-9 Previous Logon (Access)

Node Information

< AWARENESS AND TRAINING

= AUDIT AND ACCOUNTABIL

= SECURITY ASSESSMENT AND AUTHORIZATION
= CONFIGURATION MANAGEMENT

% CONTINGENCY PLANNING

¥ IDENTIFICATION AND AUTHENTICATION

I1A-1 Identification and Authentication Pelicy and Proceduri
| 14-2 Identification and Authentication (Organizational User

IA-3 Device Identification and Authentication

1A-4 Identifier Management

IA-5 Authenticator Management

TA-6 Authenticator Feedback

IA-7 Cryptographic Module Authentication

IA-8 Identification and Authentication (Men-Organizationa
14-9 Service Identification and Authentication

Id: 1
Mame:
Type: |Cyber

curity Controls

AC-3 Access Enforcement
AC-6 Least Privilege
— || AU-1 Audit and Accountability Policy and Procy
CA-2 Security Assessments

CM-1 Configuration Management Policy and P
| 14-2 Identification and Authentication (Organiz

m

o [0 ] 2

curity Control Details

Detection: 0.95 %

Delay: 8 +| |Hours ~




» Defining the connection matrix and the scenario
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» Interpreting the results ... overall system performance

PACRAT Analysis Toolbox

Select the datasets for your PACRAT analysis to
view. All files must be uploaded before graphics will
be shown on the tabs.

# Iteration File
Choose an Iteration.csv File...

Browse... | 1-Iteration.csv

¥ Safeguard Set File
Choose a Safeguard.csv File...

Browse... | 2-Safeguard.csv

# Path File
Choose a Path.csv File

Browse... | 3-Path.csv

¥ Safeguard Set Mapping File

i1 S UV URUR py B

Path List

System Performance: 35.3%

Total Number of Adversary Failures: 353
Total Number of Adversary Successes: 647

Summary of Results: Iteration Outcomes

600~

400-

Number of Iterations

PACRAT Analysis Toolbox | + |
@ localhost:8100 c | (B~ Google Q) (B (& [~
ETR [ | WebPhone { | MyShares [ |MySites [ [CptS4Bl [ icpts562 [ | ANGEL [J wsuvideos [ WSUEmail [ zzusis (9 LaTex WA EasyBib || ARC- Home ./ NRECA SmartSheet
Iteration Summary Iteration Plot SafeguardSet Outcomes Remaining Response Times SG Map
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» Interpreting the results ... performance metrics

PACRAT Analysis Toolbox

Ll

PACRAT Analysis Toolbox
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» PACRAT also has a Value Added Module to assist in “prioritizing”
Investment upgrades
B Automated “what if” analysis
B Currently a manual, time consuming process
B Not intended to eliminate the analyst

» This automated function will “recommend” improvements based on
the ROI

Overall Risk

High

m Overall Risk

$5%
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