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EXECUTIVE SUMMARY 

The Monterey Workshops have been an influential forum for aligning scientific 

research and innovations among academia, industry, and government agencies since 

1992. The objective of the Monterey Workshop series since then has been to increase the 

practical impact of scientific methods in computer science and engineering. Many of the 

world's leading researchers have participated, and topics have included computer science, 

software and system engineering requirements and tools, innovation on systems, big data 

and cyber, and many other technical disciplines. The Workshops seek to improve 

software practice via the application of engineering theory and to encourage foundational 

scientific results using formal methods and sound system models.  

The workshop series has developed productive research directions that have been 

adopted by various sponsors, advanced the capabilities of various researchers, and 

established professional and personal links between the worlds’ leading researchers and 

academics. While much has been accomplished by the workshops outlined in this report, 

this effort will have to be continued to ensure that research and academia are aligned with 

the needs of industry and government stakeholders. Material from various past 

proceedings and websites have been collected into a new website hosted by NPS. 

Additionally, planning for the 21st Monterey Workshop is underway, and this upcoming 

workshop will focus on intelligent systems, machine learning, and artificial intelligence. 
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I. INTRODUCTION 

 

Figure 1 - Monterey, CA 

The objective of the Monterey Workshop series since its inception has been to 

increase the practical impact of scientific methods in computer science and engineering. 

Many of the world's leading researchers have participated, and topics have included 

computer science, software and system engineering requirements and tools, innovation on 

systems, big data and cyber, and many other technical disciplines. The Workshop seeks 

to improve software practice via the application of engineering theory and to encourage 

foundational scientific results using formal methods and sound system models. 

The Monterey Workshops have been an influential forum for aligning scientific 

research and innovations among academia, industry, and government agencies since 

1992. The Workshops have developed productive research directions that have been 

adopted by various sponsors, and advanced the capabilities of various researchers. The 

titles of the past Monterey Workshops are: 

0th 1992 Concurrent and Real-Time Systems [1] 
1st 1993 Software Slicing, Merging and Integration [2] 
2nd 1994 Software Evolution [3] 
3rd 1995 Specification-Based Software Architecture [4] 
4th 1996 CAPSTAG – Computer Aided Prototyping [5] 
5th 1997 Requirements Targeting Software and Systems Engineering [6] 
6th 1998 Engineering Automation for Computer Based Systems [7] 
7th 2000 Modeling Software System Structures in a Fastly Moving Scenario [8] 
8th 2001 Engineering Automation for Software Intensive Systems Integration [9] 
9th 2002 Radical Innovations of Software and Systems Engineering in the Future [10] 
10th 2003 Software Engineering for Embedded Systems: From Requirements to 

Implementation [11] 
11th 2004 Software Engineering Tools: Compatibility and Integration [12] 
12th 2005 Networked Systems: Realization of Reliable Systems on Top of Unreliable 

Networked Platforms [13] 
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13th 2006 Composition of Embedded Systems: Scientific and Industrial Issues [14] 
14th 2007 Workshop on Innovations for Requirement Analysis: From Stakeholders 

Needs to Formal Designs [15] 
15th 2008 Foundations of Computer Software, Future Trends and Techniques for 

Development [16] 
16th 2010 Modeling, Development and Verification of Adaptive Computer Systems: the 

Grand Challenge for Robust Software [17] 
17th 2012 Development, Operation and Management of Large-Scale Complex IT 

Systems [18] 
18th 2016/Feb. Integrity of Industrial Control System & Future Command & Control [19] 
19th 2016/Oct. Challenges and Opportunity with Big Data [20] 
20th 2018 20th Monterey Workshop on Cyber [21] 

The Monterey Workshops have always focused on areas at the edge of the state of 

the art with potential for improvements that will shift the entire paradigm. Suggestions 

regarding the most important next step forward are always welcome. For further 

information on the workshop series, see the Monterey Workshop websites [22] [23]. 

This report summarizes the topics covered and findings of each Monterey 

Workshop in the series, based on currently available information. The early workshops in 

the series predate widespread use of the Internet, and online records are limited. 
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II. WORKSHOP SUMMARIES 

A. 0TH MONTEREY WORKSHOP: CONCURRENT AND REAL-TIME 
SYSTEMS (1992) 

A physical copy of the proceedings of the initial workshop in the series is held by 

the Office of Naval Research. 

B. 1ST MONTEREY WORKSHOP: SOFTWARE SLICING, MERGING AND 
INTEGRATION (1993) 

 

Figure 2 – Cover Page, 1st Monterey Workshop 
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Figure 3 - Page 1, 1st Monterey Workshop 
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Figure 4 - Page 2, 1st Monterey Workshop 
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Figure 5 - Page 3, 1st Monterey Workshop 
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Figure 6 - Page 4, 1st Monterey Workshop 
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Figure 7 - Page 5, 1st Monterey Workshop 
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Figure 8 - Table of Contents, 1st Monterey Workshop 
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C. 2ND MONTEREY WORKSHOP: SOFTWARE EVOLUTION (1994) 

 

Figure 9 - Cover Page, 2nd Monterey Workshop 
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Figure 10 - Page 1, 2nd Monterey Workshop 



 

12 

 

Figure 11 - Page 2, 2nd Monterey Workshop 
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Figure 12 - Page 3, 2nd Monterey Workshop 
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Figure 13 - Page 4, 2nd Monterey Workshop 
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Figure 14 - Page 5, 2nd Monterey Workshop 
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Figure 15 - Page 6, 2nd Monterey Workshop 
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Figure 16 - Page 7, 2nd Monterey Workshop 
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Figure 17 - Page 8, 2nd Monterey Workshop 
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Figure 18 - Page 9, 2nd Monterey Workshop 
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Figure 19 - Table of Contents, 2nd Monterey Workshop 
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Figure 20 - Table of Contents, 2nd Monterey Workshop (cont.) 
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D. 3RD MONTEREY WORKSHOP: SPECIFICATION-BASED SOFTWARE 
ARCHITECTURE (1995) 

 

Figure 21 - Cover Page, 3rd Monterey Workshop 
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Figure 22 - Page 1, 3rd Monterey Workshop 
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Figure 23 - Page 2, 3rd Monterey Workshop 
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Figure 24 - Page 3, 3rd Monterey Workshop 
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Figure 25 - Page 4, 3rd Monterey Workshop 
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Figure 26 - Table of Contents, 3rd Monterey Workshop 
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E. 4TH MONTEREY WORKSHOP: CAPSTAG-COMPUTER AIDED 
PROTOTYPING (1996) 

 

Figure 27 - Cover Page, 4th Monterey Workshop 
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Figure 28 - Table of Contents, 4th Monterey Workshop 
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Figure 29 - Page 5, 4th Monterey Workshop 
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Figure 30 - Page 6, 4th Monterey Workshop 
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Figure 31 - Page 7, 4th Monterey Workshop 
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Figure 32 - Page 9, 4th Monterey Workshop 
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Figure 33 - Page 10, 4th Monterey Workshop 
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Figure 34 - Page 11, 4th Monterey Workshop 
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Figure 35 - Page 12, 4th Monterey Workshop 
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Figure 36 - Page 13, 4th Monterey Workshop 
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Figure 37 - Page 14, 4th Monterey Workshop 
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Figure 38 - Page 15, 4th Monterey Workshop 



 

40 

 

Figure 39 - Page 16, 4th Monterey Workshop 



 

41 

 

Figure 40 - Page 17, 4th Monterey Workshop 
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F. 5TH MONTEREY WORKSHOP: REQUIREMENTS TARGETING 
SOFTWARE AND SYSTEMS ENGINEERING (1997) 

 

Figure 41 - Cover Page, 5th Monterey Workshop 
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Figure 42 - Page v, 5th Monterey Workshop 
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Figure 43 - Page vi, 5th Monterey Workshop 



 

45 

 

Figure 44 - Table of Contents, 5th Monterey Workshop 
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Figure 45 - Table of Contents, 5th Monterey Workshop (cont.) 
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G. 6TH MONTEREY WORKSHOP: ENGINEERING AUTOMATION FOR 
COMPUTER BASED SYSTEMS (1998) 

 

Figure 46 - Cover Page, 6th Monterey Workshop 
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Figure 47 - Abstract, 6th Monterey Workshop 
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Figure 48 - Table of Contents, 6th Monterey Workshop 



 

50 

 

Figure 49 - Table of Contents, 6th Monterey Workshop (cont.) 
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H. 7TH MONTEREY WORKSHOP: MODELING SOFTWARE SYSTEM 
STRUCTURES IN A FASTLY MOVING SCENARIO (2000) 

 

Figure 50 - Cover Page, 7th Monterey Workshop 
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The foreword of the proceedings for this workshop is reproduced below. 

1. Foreword 

The Workshop on Modelling Software System Structures in a fastly moving 

scenario was sponsored by the Army Research Laboratory European Research Office, 

U.S. Army Research Office, National Science Foundation, Istituto Nazionale di Alta 

Matematica/GNIM and Università di Genova. This workshop is the 7th in a series of 

Software Engineering workshops, called “Monterey Workshops” from the Monterey 

Naval Postgraduate School, where they originated under the initiative of Prof. Luqi. The 

general aim of these workshops is formulating and advancing software engineering 

models and techniques, with the fundamental theme of increasing the practical impact of 

scientifically well-founded techniques such as formal methods. Previous workshops have 

been devoted to “Real-time & Concurrent Systems”, “Software Merging and Slicing”, 

“Software Evolution”, “Software Architecture”, “Requirements Targeting Software”, and 

“Engineering Automation for Computer Based Systems”. A major goal for this series of 

workshops is to help to focus the software engineering community on issues that are vital 

to improving the state of software engineering practice, bringing together American and 

European leading scientists actively engaged in the area. 

The context for the workshop initiative is nicely set up in the words from the 

PITAC (the USA President's Information Technology Advisory Committee) 1998 Interim 

Report.  

“The demand for software has grown far faster than the resources we have 
to produce it. The result is that desperately needed software is not being 
developed. Furthermore, the nation needs software that is far more usable, 
reliable, and powerful than what is being produced today.” 

“...it has become clear that the processes of developing, testing, and 
maintaining software must change. We need scientifically sound 
approaches to software development that will enable meaningful and 
practical testing for consistency of specifications and implementations.”  

Unfortunately, as the same interim report emphasizes, “current support 
(for research) is taking a short-term focus, looking for immediate returns, 
rather than investigating high-risk long-term technologies”. 

As a consequence, there is a danger of even widening the gap between 

fundamental research and current (not always best-) practice. Indeed, together with long 
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standing problems, such as the quest for software reliability, we are facing the need and 

partly the emergence of radically different ways of producing software. 

The 7th Workshop, continuing the effort to bring together pragmatic and 

foundational research in software engineering, has primarily focused the attention on the 

major issues characterizing the new and rapidly evolving scenario of software 

development, such as the emphasis on high-level architectural aspects and the 

component-based and web-based software development. Together with proposing new 

concepts and techniques, another major achievement of the workshop has been the 

demonstration that the wealth of past foundational research in SE can be uplifted to 

handle some, if not all, of the new problems posed, among others, by the different level 

of component and system granularity, the heterogeneity of components, the use of 

distribution and communication and the request for appropriate human-interface support. 

The participation was well balanced, considering that the event took place in 

Italy: we had 38 participants, 15 from USA, 15 from Europe, 7 from Italy (including 3 

local people) and 1 from Canada. Altogether there have been 29 talks and two panels, 

each with five participants. There has been a nice mix of technical talks and talks 

surveying/proposing hot topics. The discussion was quite alive and reached high peaks, 

especially in the discussions centered around Component based SE and the emergence of 

UML. 

To mark the importance of the event, on Wednesday, at the official banquet, we 

have been honored by the presence of the President of the University of Genova, who 

welcomed us, also reacting positively to a nice dinner speech by Manfred Broy, who 

presented the motivation for the Workshop within the worldwide fastly moving scenario 

shaped by the IT explosion. Dr. John Zavada also spoke at the banquet presenting the 

goals of the research support provided by his office and expressing the opinion that this 

kind of meeting USA/EUROPE should be more frequent, because they offer the 

opportunity of merging different cultures. The difference in cultures was indeed clearly 

visible at the workshop, which however was already showing some remarkable 

convergence in attitude. 

I think it is fair to summarize the overall feeling, saying that, as result of the 

workshop, everybody really got a picture of a fastly moving scenario and the many 
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problems we have to face rapidly to cope with the pace in software development, as it 

was summarized by Luqi and Manfred Broy in the closing session and discussion and in 

the words of a postworkshop message by Dr. John Zavada (ARL/ERO): “I enjoyed the 

workshop and the discussions that we had. I think that I now have a better understanding 

of the issues facing software development.” 

Egidio Astesiano 

DISI - University of Genova 

Via Dodecaneso, 35, 16146 Genova 

ITALY 
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Figure 51 - Table of Contents, 7th Monterey Workshop 
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Figure 52 - Table of Contents, 7th Monterey Workshop (cont.) 
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I. 8TH MONTEREY WORKSHOP: ENGINEERING AUTOMATION FOR 
SOFTWARE INTENSIVE SYSTEMS INTEGRATION (2001) 

 

Figure 53 - Cover Page, 8th Monterey Workshop 
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Figure 54 - Page vi, 8th Monterey Workshop 
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Figure 55 - Table of Contents, 8th Monterey Workshop 
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Figure 56 - Table of Contents, 8th Monterey Workshop (cont. i) 
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Figure 57 - Table of Contents, 8th Monterey Workshop (cont. ii) 
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J. 9TH MONTEREY WORKSHOP: RADICAL INNOVATIONS OF 
SOFTWARE AND SYSTEMS ENGINEERING IN THE FUTURE (2002) 

1. Introduction 

During the last decade object-orientation was the driving factor for new system 

solutions in many areas ranging from e-commerce to embedded systems. New modeling 

languages such as UML, new programming languages such as Java and CASE tools have 

considerably influenced the system development techniques of today and will remain key 

techniques for the near future. However, actual practice shows many deficiencies of these 

new approaches: 

 There is no proof and no evidence that software productivity has increased with 
the new methods; 

 UML has no clean scientific foundations which inhibit the construction of 
powerful analysis and development tools; 

 support for mobile distributed system development is missing; 

 for many applications, object-oriented design is not suited to produce clean well-
structured code as many applications show. 

As a consequence, there is an urgent need for new "post object-oriented" software 

engineering and programming techniques. 

This workshop was the 9th in a series of Software Engineering workshops for 

formulating and advancing software engineering models and techniques, with the 

fundamental theme of increasing the practical impact of formal methods. Previous 

workshops have been devoted to "Real-time & Concurrent Systems", "Software Merging 

and Slicing", "Software Evolution", "Software Architecture", "Requirements Targeting 

Software", "Engineering Automation for Computer Based Systems", "Modeling Software 

System Structures in a Fastly Moving Scenario" and "Engineering Automation for 

Software Intensive System Integration". This workshop was held in Venice, Italy, and an 

article summarizing the workshop is reproduced in APPENDIX B: “Meeting in the Rain” 

– Monterey Workshop 2002 in Venice [24]. 

A major goal for this series of workshops is to help focus the software 

engineering community on issues that are vital to improving the state of software 

engineering practice, bringing together American and European leading scientists 
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actively engaged in the area. The aims of the Workshop, continuing the effort to bring 

together pragmatic and foundational research in software engineering, were threefold: 

 to discuss the actual problems and short-comings in Software and Systems 
Engineering, to evaluate potential or partial solutions that have been proposed, 
and to analyze why some ideas were or were not successful; 

 to propose and discuss in a pro-active way radically new innovations in Software 
and Systems Engineering and to present visionary and explorative perspectives 
and bold ideas for the modeling language, the programming language, the system 
development method and the system development process of tomorrow; 

 to show how the wealth of past foundational research in Software Engineering can 
be uplifted to handle the new problems posed, among others, by the different level 
of component and system granularity, the heterogeneity of components, the use of 
distribution and communication and the request for appropriate human-interface 
support. 

The workshop encouraged joint work leading to joint publications by researchers 

from different institutions by including a session focused on identifying opportunities for 

future collaboration and integration of complementary advances. 

2. Topics Addressed 

The workshop provided a bridge between industry and academia. The program 

provided a balanced view of academic research and industrial visions, developments and 

proposals. Contributions were sought in but not limited to the following areas: 

 Analysis of actual problems in Systems and Software Engineering and their 

existing solutions 

 New Paradigms for System Development Methods and Processes 

 New Paradigms for Modeling and Specification Languages 

 Post-Object-Oriented Programming Concepts 

 Scientific and technological foundations of System Development 

 Innovative Tool Support for System Development 

Scientific development has a large amount of inertia and it takes effort sustained 

for a long time to produce changes in direction. Over the years, the Monterey Workshop 

has succeeded in changing the attitude of the top researchers in the field towards practical 

relevance, and has initiated technology transfer by encouraging researchers to apply 

revolutionary ideas and methods developed at other research centers. The workshop has 
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created stronger cooperation between U.S. and European researchers and fostered 

cooperation and collaboration among researchers with disparate points of view. 

Collaboration between researchers from different backgrounds requires a long time for 

people from different schools of thought to understand each other's work and to find 

common ground for integration and fruitful collaboration. Some examples new 

collaborations between Prof. Manna's group at Stanford and Prof. Broy's group at 

Technical University of Munich, as well as between Prof. Auguston at New Mexico State 

University and Prof. Luqi's Software Engineering Group at NPS. 

3. Committees 

The steering committee was as follows: 

 Egidio Astesiano, University of Genova, Italy 

 Manfred Broy, Technical University of Munich, Germany 

 David Hislop, US Army Research Office, USA 

 Luqi, US Naval Postgraduate School, USA 

 Zohar Manna, Stanford University, USA 

The program committee was as follows: 

 Martin Wirsing (Chair), University of Munich, Germany 

 Mikhail Auguston, New Mexico State University, USA 

 Simonetta Balsamo, Università Ca' Foscari di Venezia, Italy 

 Dan Berry, University of Waterloo, Canada 

 Valdis Berzins, US Naval Postgraduate School, USA 

 Swapan Bhattacharya, Jadavpur University, India 

 Barrett Bryant, University of Alabama at Birmingham, USA 

 Rance Cleveland, SUNY at Stony Brook, USA 

 Peter Freeman, Georgia Institute of Technology, USA 

 Marie-Claude Gaudel, University of Paris-Orsay, France 

 Carlo Ghezzi, Politecnico di Milano, Italy 

 Purush Iyer, North Carolina State University, USA 

 Oscar Nierstrasz, Bern University, Switzerland 

 Axel van Lamsweerde, Université Catholique de Louvain, Belgium 

 Jeanette Wing, Carnegie Mellon University, USA 
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K. 10TH MONTEREY WORKSHOP: SOFTWARE ENGINEERING FOR 
EMBEDDED SYSTEMS: FROM REQUIREMENTS TO IMPLEMENTATION 
(2003) 

1. Introduction 

The theme for this workshop was "Software Engineering for Embedded Systems: 

From Requirements to Implementation." The workshop was the 10th in a series of 

workshops, initiated in 1993 and devoted to exploring the critical problems associated 

with cost-effective development of high-quality software systems. The previous 

workshops were focused on the following themes:  

 Real-Time and Concurrent Systems 

 Software Merging and Slicing 

 Software Evolution 

 Software Architecture 

 Requirements Targeting Software 

 Engineering Automation for Computer Based Systems 

 Modeling Software System Structures in a Fastly Moving Scenario 

 Engineering Automation for Software Intensive System Integration 

 Radical Innovations of Software and Systems Engineering in the Future 

This workshop brought together researchers and practitioners working on all 

aspects of design, implementation, and evaluation of software for embedded systems to 

exchange ideas on creating fully integrated software engineering solutions, from 

requirements capture to implementation. The goal was two-fold: first, to assess the state-

of-the-research in current "point solution" specific problems in this domain; and second, 

to define a roadmap for future research aimed at bridging the gaps between current tools 

and methodologies and attempting to articulate a complete set of technology 

requirements. The first objective was addressed through presentations by leaders in a 

variety of relevant areas. The second objective was addressed through presentations of 

position papers and extensive open discussion periods. 

2. Topics Addressed 

Workshop topics included, but were not limited to: 

 Exploiting domain-information for scalable design analysis 
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 Requirements capture (from informal to formal) 

 Model-based design 

 Refinement checking of design-implementation correspondence 

 Special features of embedded systems 

 Synthesis of (partial) implementations from designs/specifications 

 Verification and validation 

 Technology for producing requirements and design documentation 

 Technology for semi-automated translation of legacy/domain languages to 
design/analysis platform needs 

 Engineering user interfaces 

A sample of focus-questions for the workshop are the following: 

 How can embedded systems models be exploited throughout the software 
development process? 

 How can view-specific models of embedded systems be integrated? 

 How can requirements be carried effectively through the entire design life cycle? 

 How can engineering judgments and insight be married with formal methods to 
solve practical large-scale problems? 

 How can model-based methods work for the implementation since there's a 
tendency to change code, not models, when systems are being debugged? 

3. Committees 

The steering committee was as follows: 

 Egidio Astesiano, University of Genova, Italy 

 Manfred Broy, Technical University of Munich, Germany 

 David Hislop, US Army Research Office, USA 

 Luqi, US Naval Postgraduate School, USA 

 Zohar Manna, Stanford University, USA 

The program committee was as follows: 

 Matthew Dwyer (Co-Chair), Kansas State University 

 Bruce Krogh (Co-Chair), Carnegie Mellon University 

 Insup Lee (Co-Chair), University of Pennsylvania 

 Daniel M. Berry, University of Waterloo  

 Valdis Berzins, Naval Postgraduate School 

 Lori Clarke, University of Massachusetts 
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 Elsa Gunter, New Jersey Institute of Technology 

 Fabrice Kordon, University Pierre & Marie Curie France 

 Martha Palmer, University of Pennsylvania 

 Anna Philippou, University of Cyprus 

 Shaz Qadeer, Microsoft Research 

 Owen Rambow, Columbia University 

 Steve Ray, National Institute of Standard and Technology 

 Scott Smolka, SUNY at Stony Brook 

 Paul Young, United States Navy Academy 

L. 11TH MONTEREY WORKSHOP: SOFTWARE ENGINEERING TOOLS: 
COMPATIBILITY AND INTEGRATION (2004) 

1. Introduction 

Software is the new physical infrastructure of the information age. It is 

fundamental to economic success, scientific and technical research and national security. 

Our current ability to construct the large and complex software systems demanded for 

continued economic and military success are inadequate. A lack of tool integration has 

been recognized as a major impediment to the construction of complex computer 

systems, especially in the development of embedded systems, where the design of a 

single artifact may involve up to 50 different tools, including design, functional analysis, 

performance analysis, etc. tools. Tool interoperability is an important prerequisite for 

increasing software productivity and reliability. This workshop sought to address these 

issues. 

2. Topics Addressed 

 Open tool integration frameworks / Repositories of interoperable tools; 

 Systematic solutions for tools integration; 

 Web-based tool integration; 

 Tool integration patterns; 

 Tool architectures; 

 User perspectives on tool integration 

 End-user programmability / customization; 

 Model-driven architectures; 
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 Model transformation technologies; 

 Domain-driven software development frameworks; 

 Generic vs domain-specific solutions; 

 Standardized modeling environments; 

 Hierarchy of layers of abstractions; 

 Software analysis and design tools; 

 Component-based systems; 

 Interface theories; 

 Global information utilities/services 

3. Committees 

The Monterey Workshop Community has a long history of productive, high-

quality workshops, directed by an international steering committee consisting of leaders 

in the field of software engineering and formal methods under the visionary leadership of 

David Hislop from the Army Research Office: 

 Egidio Astesiano, University of Genova, Italy 

 Manfred Broy, Technical University Munich, Germany 

 David Hislop, Army Research Office 

 Hermann Kopetz, Vienna University of Technology 

 Fabrice Kordon, University of Pierre & Marie Curie, Paris, France 

 Luqi, Naval Postgraduate School, Monterey, California 

 Zohar Manna, Stanford University 

 Janos Sztipanovits, Vanderbilt University 

The program chairs were assisted by an international program committee 

consisting of the following researchers from the United States and Europe: 

 Lori Clarke, University of Massachusetts 

 Carlos Delgado Kloos, University Carlos III of Madrid, Spain 

 Matt Dwyer, Kansas State University 

 Carlo Ghezzi, Polytechnic of Milan, Italy 

 Kane Kim, University of California at Irvine 

 Bruce Krogh, Carnegie Mellon University 

 Insup Lee, University of Pennsylvania 
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 Tom Maibaum, King's College, London, UK 

 Ugo Montanari, University of Pisa, Italy 

 Olaf Owe, University of Oslo, Norway 

 Wolfgang Pree, University of Salzburg, Austria 

 Henny Sipma, Stanford University 

 Martin Wirsing, Ludwig Maximilians University Munich, Germany 

M. 12TH MONTEREY WORKSHOP: WORKSHOP ON NETWORKED 
SYSTEMS: REALIZATION OF RELIABLE SYSTEMS ON TOP OF 
UNRELIABLE NETWORKED PLATFORMS (2005) 

 

Figure 58 - Lectures Notes on Computer Science, vol. 4322 

1. Introduction 

Networked computing is increasingly becoming the universal integrator for large-

scale systems in defense and industry. In addition, new generation of wireless networked 

embedded systems rapidly create new technological environments that imply complex 

interdependencies amongst all layers of societal-scale critical infrastructure, such as 

transportation, energy distribution and telecommunication. 

This trend makes reliability and safety of networked computing a crucial issue 

and a technical precondition for building software intensive systems that are robust, fault 
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tolerant, and highly available. The workshop focused on new, promising directions in 

achieving high software and system reliability in networked systems. 

In the years preceding this workshop was held alternately in Europe and the 

United States. This workshop was held in Laguna Beach, CA during September 22 - 24. 

The workshop was chaired by Prof. Fabrice Kordon of the Université Pierre & Marie 

Curie, France and Prof. Janos Sztipanovits of Vanderbilt University, USA. 

2. Topics Addressed 

Software is the new infrastructure of the information age. It is fundamental to 

economic success, scientific and technical research and national security. Our current 

ability to construct the large and complex software systems demanded for continued 

economic progress is inadequate. The workshop discussed a range of challenges in 

networked systems that require further major advances in software and systems 

technology: 

 System Integration and Dynamic Adaptation. A new challenge in networked 
systems is that stable application performance needs to be maintained in spite of 
the dynamically changing communication and computing platforms. 
Consequently, the run-time architecture must include active control mechanisms 
for adapting the Please purchase PDF Split-Merge on www.verypdf.com to 
remove this watermark. Preface VII system/software components to changing 
conditions. Global system characteristics need to be achieved by increased run-
time use of reflection (systems that utilize their own models), advanced interface 
modeling, self-adaptation, and self-optimization. 

 Effects of Dynamic Structure. The structure of networked systems is complex 
and highly dynamic. Because systems are formed by ad hoc networks of nodes 
and connections, they lack fine-grain determinism for end-to-end behaviors that 
span subsystem and network boundaries. In addition, there are end-to-end system 
qualities such as timeliness and security that can only be evaluated in this 
dynamically integrated context. 

 Effects of Faults. Faults and disruptions in the underlying communication and 
computing infrastructure are the normal events. Since well-understood techniques 
for fault-tolerant computing, such as n-modular redundancy, are not applicable in 
the dynamically changing networked architecture, new technology is required for 
building safe and reliable applications on dynamic, distributed platforms. 

 Design for Reliability. Although there are varieties of metrics and established 
practices for characterizing the expected failure behavior of a system after it is 
fielded and there are established practices for specifying the desired reliability of 
a system, the evaluation of system or software reliability prior to fielding is a 
significant problem. 
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 System Certification. The process for certifying that a system meets specified 
reliability goals under the range of conditions expected in actual use currently 
involves exhaustive analysis of a system, including its development history and 
extensive testing. Current methods do not give systems engineers the confidence 
they would like to have in concluding that a system will have particular reliability 
characteristics. 

 Effects of Scale. Another risk that overlays all proposed solutions is scale. Scale 
also addresses both run-time and design-time concerns. Typically, demonstrations 
are the convincing drivers to technology adoption. Demonstrations of new 
technologies however are usually small-scale, focused efforts. It is an open 
problem how to scale up a demonstration that addresses the number of nodes and 
connections, and the number of software developers, analysts, and integrators to 
provide enough proof to justify technology transition. 

3. Committees 

David Hislop continued his visionary leadership of the steering committee. The 

membership of the steering committee was as follows: 

 Egidio Astesiano, University of Genova, Italy 

 Manfred Broy, Technical University Munich, Germany 

 David Hislop, Army Research Office 

 Hermann Kopetz, Vienna University of Technology 

 Fabrice Kordon, University of Pierre & Marie Curie, Paris, France 

 Luqi, Naval Postgraduate School, Monterey, California 

 Zohar Manna, Stanford University 

 Janos Sztipanovits, Vanderbilt University 

The program chairs were assisted by an international program committee 

consisting of the following researchers from the United States and Europe. 

 Carlos Delgado, Kloos University Carlos III of Madrid, Spain 

 Bertil Folliot, University of Pierre & Marie Curie, Paris, France 

 Tom Henzinger, Ecole Polytechnique Federale de Lausanne, Switzerland 

 Kane Kim, University of California at Irvine 

 Insup Lee, University of Pennsylvania 

 Chenyang Lu, Washington University 

 Tom Maibaum, King's College, London, UK 

 Ugo Montanari, University of Pisa, Italy 

 Laurent Pautet, Telecom Paris 
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 Wolfgang Pree, Univ. Salzbourg 

 Doug Schmidt, Vanderbilt University - ISIS, USA 

N. 13TH MONTEREY WORKSHOP: COMPOSITION OF EMBEDDED 
SYSTEMS: SCIENTIFIC AND INDUSTRIAL ISSUES (2006) 

 

Figure 59 - Lecture Notes on Computer Science, vol. 4888 

1. Introduction 

Embedded Systems are becoming more and more present in our day-to-day life. 

In particular, they are the foundation of numerous critical functions, such as in 

automotive, satellite or aircraft systems. Such systems are difficult to build since 

reliability must cope with numerous constraints such as memory footprint or strict time 

schedule. Moreover, embedded systems are now combined together to build larger ones 

also as networked systems (such as sensor networks). We are now in a process where the 

area of DRE (Distributed Real-time Embedded Systems) is coming out from very 

specialized areas to become natural in normal applications. 

However, such systems require even more specific techniques to be developed. 

These techniques come from both the real-time/embedded and the distributed 

communities. In fact, numerous new problems must be addressed: integration of 

components, managing concurrency, new definition of the "real-time" concept (to support 
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distribution), new runtime infrastructures, development methodologies, safe and 

deterministic behavior, etc. 

This workshop addressed scientific and practical aspects of the development of 

distributed real-time embedded systems. The workshop was the 13th in the Monterey 

workshop series, and was held in Paris, France on October 16-18, 2006. The workshop 

was chaired by Prof. Fabrice Kordon of the Université Pierre & Marie Curie, France and 

Prof. Oleg Sokolsky of the University of Pennsylvania, USA. Prof. Kordon was also 

responsible for the local arrangements. 

2. Topics Addressed 

 Model-driven development for DRE systems. Modeling and model-driven 
development (MDD) are of particular importance for DRE systems, because of 
their dependence on continuously evolving environments and strict requirements 
that need to be specified precisely for testing and verification. 

 Balancing cost and assurance in DRE systems. High assurance comes at a high 
cost. System developers need to balance development costs and assurance levels 
depending on the criticality of particular system aspects. This area has not 
received enough attention from the research community and system developers 
lack proper tools to reason about such trade-offs. 

 Domain-specific languages for DRE systems. Domain-specific languages (DSL) 
allow designers to represent systems directly using concepts from their 
application domains. Because of this, models and designs are easier to understand 
and validate, increasing confidence in the system. Research on DSL has been very 
active recently, yet many open questions remain, including semantic definitions 
for DSLs and correctness of model transformations with respect to the language 
semantics. 

 Composition of real-time components. Timing and resource constraints, 
prevalent in DRE system development, make composition much more difficult. 
Component interfaces that are the basis for system integration now have to expose 
not only the input and output behaviors of the component, but also its resource 
demands. Formalisms that are used to reason about composition need to be able to 
capture the notion of resources and resource scheduling. 

 Fault tolerance for DRE. Dealing with emergency situations is a major part of 
the DRE operation. The handling of faults and other abnormal events consumes a 
major portion of the system development efforts and represents the vast majority 
of code in a system implementation. At the same time, most model-driven 
approaches concentrate on the functional aspects of system behavior and the 
nominal environment. 

3. Committees 

The membership of the steering committee was as follows: 
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 David Hislop, Army Research Office 

 Luqi, Naval Postgraduate School, Monterey, California 

 Zohar Manna, Stanford University 

 Manfred Broy, Technical University Munich, Germany 

 Egidio Astesiano, University of Genova, Italy 

 Fabrice Kordon, University of Pierre & Marie Curie, Paris, France 

 Janos Sztipanovits, Vanderbilt University 

 Hermann Kopetz, Vienna University of Technology 

The program chairs were assisted by an international program committee 

consisting of the following researchers from the United States and Europe: 

 Beatrice Berard, Universite Dauphine, France 

 Valdis Berzins, Naval Postgraduate School, USA 

 Juan de la Puente, Universidad Politecnica de Madrid, Spain 

 Gabor Karsai, Vanderbilt Universiy, USA 

 Insup Lee, Pennsylvania University, USA 

 Edward Lee, University of California at Berkeley, USA 

 Tom Maibaum, King's College, London, UK 

 Joseph Sifakis, Verimag, France 

 Henny Sipma, Stanford, USA 

 Francois Terrier, CEA-LIST, France 

O. 14TH MONTEREY WORKSHOP: WORKSHOP ON INNOVATIONS FOR 
REQUIREMENTS ANALYSIS: FROM STAKEHOLDERS NEEDS TO FORMAL 
DESIGNS (2007) 

1. Introduction 

Errors or failures of software-based systems are due to a variety of causes, e.g. 

misunderstanding of the real world, erroneous conceptualization, or problems in 

representing concepts via the specification or modeling notations. Precise specification is 

a key success factor as are communication and the deliberation about whether the 

specification is right and whether it has been properly implemented. Not all stakeholders 

are familiar with the formal models and notations employed. Some important 

requirements might be difficult to quantify and/or express using formal languages, such 
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as the desire that a system should be user-friendly or easily maintainable. Better 

technologies for requirements analysis should be thus considered. 

The majority of requirements are given in natural language, either written or 

orally expressed. Other requirements might also be visually expressed in terms of figures, 

diagrams, images or even gestures. Artificial-intelligence approaches might be used to 

develop prototypes, which can then be re-engineered using more conventional 

requirements technologies and safety assurance techniques. For example, we might 

employ large amounts of semantic and statistical data, knowledge bases and theorem 

provers to infer as much contextual information as possible from the (vague) textual or 

visual requirements. The automatic analysis of natural language expressions has not yet 

been fully achieved, and interdisciplinary methodologies and tools are needed to 

successfully go from natural language to accurate formal specifications. Conformance of 

a system implementation to its requirements requires dynamic and efficient 

communication and iteration among system stakeholders. It is in supporting this process, 

and not in supplanting it, that innovative approaches to requirements analysis need to find 

their proper role. 

We wanted to gain a better understanding about how to deal with natural language 

as the vehicle from which we derive system/software requirements, how to use intelligent 

agents as entities to facilitate semi-automatic requirements-documentation analysis, and 

how to build automatic systems to aid in requirements/specifications elicitation.  

A good case study for these issues was to consider how to extract a conceptual 

model of the goals and requirements of the software needs discussed in a blog. As blogs 

are unstructured natural language, it represents one of the most difficult challenges for 

natural language processing. 

In this workshop we brought together experienced researchers who have been 

involved in the specification, design, development and validation/verification of 

software-intensive systems, both for software engineering and for natural language 

processing. The overall aim was to exchange ideas for continued research in the 

intersection of these two areas and to reduce the gap between theory and practice. The 

workshop was chaired by Professors Luqi (Naval Postgraduate School, Monterey, US) 

and Kordon (Université Pierre & Marie Curie, Paris, France). 
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2. Topics Addressed 

Workshop topics included but were not limited to: 

 Techniques and tools for rapid/iterative requirements elicitation, refinement, and 
validation. 

 Methods, modeling and cost of AI based systems. 

 Application of innovative requirements engineering techniques to large, complex 
systems. 

 Natural language techniques for requirements elicitation. 

 From natural language and visual requirements to formal models and languages. 

 Semi-automated co-development of various system documents requirements 
through fielded system. 

3. Committees 

The membership of the steering committee was as follows: 

 David Hislop - Army Research Office, US 

 Luqi - Naval Postgraduate School, Monterey, California, US 

 Zohar Manna - Stanford University, California, US 

 Manfred Broy - Technical University Munich, Germany 

 Egidio Astesiano - University of Genova, Italy 

 Fabrice Kordon - University of Pierre & Marie Curie, Paris, France 

 Janos Sztipanovits - Vanderbilt University, Nashville, Tennessee, US 

 Hermann - Kopetz Vienna University of Technology, Vienna, Austria 

The program committee was chaired by Craig Martell, Naval Postgraduate School 

and Barbara Paech, University of Heidelberg. The chairs were assisted by an international 

program committee consisting of the following researchers from the United States and 

different countries in Europe: 

 D. Berry - University Waterloo, Canada 

 C. Choppy - University Paris XIII, France 

 S. Clark - Oxford University, UK 

 L. Clarke - University of Massachusetts, USA 

 R. Cleveland - University of Maryland, USA 

 V. Gervasi - University of Pisa, Italy 

 A. Joshi - University of Pennsylvania, USA 
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 K. Kim - University of California, Irvine, USA 

 L. Kof -Technical University of Munich, Germany 

 F. Kordon - University P. & M. Curie, France 

 B. Kraemer, FernUniversitt, Germany 

 M. Marcus - University of Pennsylvania, USA 

 B. Nuseibeh - The Open University, UK 

 M. Rodriguez, National Research Council, USA 

 S. Shatz - University of Illinois at Chicago, USA 

 P. Sheu, University of California, Irvine, USA 

P. 15TH MONTEREY WORKSHOP: FOUNDATIONS OF COMPUTER 
SOFTWARE, FUTURE TRENDS AND TECHNIQUES FOR DEVELOPMENT 
(2008) 

1. Introduction 

Computer systems are required to manage very large numbers of data and pieces 

of information in a distributed way. While complex computations are performed, there is 

a need to provide relevant and helpful displays to human actors so as to ease some tasks 

as interpretation, decision making, etc. 

We wanted to explore how the foundations and techniques of computer software 

should be adapted to comply with such a challenge. This involved the whole software life 

cycle, starting from specification and analysis, design and the choice of architectures, 

large scale, real-world software development, code generation and 

configuration/deployment. In this context, certification and security became critical 

issues. 

Decision making requires such mechanisms as automatic classification or 

clustering, high level visualization and navigation mechanisms, and may involve also 

market mechanisms, e.g. economic mechanisms for control of complex systems behavior. 

The workshop was chaired by Professors Tadeusz Dobrowiecki (Budapest University of 

Technology and Economics) and Janos Sztipanovits (Vanderbilt University, USA). 

2. Topics Addressed 

Workshop topics included but were not limited to: 

 specification, analysis and design, formal methods 
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 certification, relationships between code and specification, security 

 code generation, configuration, deployment, software product lines, MDA (Model 
Driven Architectures), SOA (Services Oriented Architectures) 

3. Committees 

The membership of the steering committee was as follows: 

 David Hislop - Army Research Office, US 

 Luqi - Naval Postgraduate School, Monterey, California, US 

 Zohar Manna - Stanford University, California, US 

 Manfred Broy - Technical University Munich, Germany 

 Egidio Astesiano - University of Genova, Italy 

 Fabrice Kordon - University of Pierre & Marie Curie, Paris, France 

 Janos Sztipanovits - Vanderbilt University, Nashville, Tennessee, US 

 Hermann Kopetz - Vienna University of Technology, Vienna, Austria 

The program committee was chaired by Christine Choppy (Université Paris XII), 

France). She was assisted by an international program committee consisting of the 

following researchers from the United States and different countries in Europe: 

 Wolfgang Pree (University of Salzburg, Austria)  

 Oleg Sokolsky (University of Pennsylvania, USA)  

 Kurt C. Wallnau (Carnegie Mellon University, USA) 
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Q. 16TH MONTEREY WORKSHOP: MODELING, DEVELOPMENT AND 
VERIFICATION OF ADAPTIVE COMPUTER SYSTEMS: THE GRAND 
CHALLENGE FOR ROBUST SOFTWARE (2010) 

1. Introduction 

 

Figure 60 - 16th Monterey Workshop Poster 

Extremophiles are some of Mother Nature’s crowning achievements. These 

microorganisms thrive in the cruelest of places; from acid pits to burning hot abysses to 

radioactive wastelands. They brilliantly demonstrate the robustness of biological systems 

even in the harshest conditions. More generally, extremophiles demonstrate just how 

robust and adaptive a complex system can be. How do our software systems compare to 

their biological counterparts? There is no competition: our systems lose in terms of 

robustness, adaptability, and dependability. For example, the desktop computer is an 

idyllic environment for software systems, yet desktop software fails regularly. Failure is 

so predictable that most commercial software maintains an “umbilical cord” to receive 

updates and patches. Unlike biological systems, we can never cut this umbilical cord. 

Importantly, software is not limited to the desktop environment, but must 

persevere in less hospitable places, such as the internet and safety critical systems. Recent 
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studies have shown that failure in these environments is an omnipresent and growing 

threat to our economies, governments and societies. In this Monterey Workshop we 

challenged researchers to formulate a “digital” response to nature’s most robust systems. 

How can we use modeling and formal methods to architect adaptiveness into distributed 

and embedded systems, so that the “colony” can survive even though the individual 

might fail? How can we rethink the foundations of software systems and employ 

certification to improve dependability and robustness? What case studies illustrate where 

we succeed and how we go wrong? The workshop was chaired by Professors Luqi (Naval 

Postgraduate School, USA) and Fabrice Kordon (Université P. & M. Curie, France). 

 

Figure 61 - Lecture Notes on Computer Science, vol. 6662 
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2. Topics Addressed 

Workshop topics included but were not limited to: 

 Formal Methods 

 Certified Software 

 Computational Biology 

 Modelling and Architectures 

 Distributed and Embedded Systems 

 Adaptive Systems 

 Systems of Systems 

3. Committees 

Program chairs were Radu Calinescu, University of Oxford (UK) and Ethan 

Jackson, Microsoft Research (USA). The steering committee was as follows: 

 Egidio Astesiano - University of Genova, Italy 

 Manfred Broy - Technical University of Munich, Germany 

 Hermann Kopetz - Vienna University of Technology, Vienna, Austria 

 Fabrice Kordon - University of Pierre & Marie Curie, Paris, France 

 Luqi - Naval Postgraduate School, Monterey, California, USA 

 Zohar Manna - Stanford University, California, USA 

 Oleg Sokolsky - University of Pensylvania, USA 

 Janos Sztipanovits - Vanderbilt University, USA 
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R. 17TH MONTEREY WORKSHOP: DEVELOPMENT, OPERATION AND 
MANAGEMENT OF LARGE-SCALE COMPLEX IT SYSTEMS (2012) 

1. Introduction 

 

Figure 62 - 17th Monterey Workshop Poster 

Key critical applications in our economy and society rely increasingly on the 

dependable operation of large-scale complex IT systems. Such systems are created and 

evolved dynamically through the integration of independently built and controlled 

heterogeneous software components and infrastructure. As a result, traditional 

techniques, which assume complete control over the parts of a system, are inadequate in 

supporting assurable engineering of important safety-, security- and business-critical 

requirements. 

This workshop explored the challenges associated with the development, 

operation and management of large-scale complex IT systems. The objectives of the 

workshop included the formulation of these challenges, the presentation and discussion of 

novel engineering techniques that have the potential to address them, and the formulation 

of a research agenda for this important research area. The workshop was chaired by 
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Professors Luqi (Naval Postgraduate School, USA) and Bill Roscoe (University of 

Oxford, UK). 

 

Figure 63 - Lecture Notes on Computer Science, vol. 7539 

2. Topics Addressed 

Workshop topics included but were not limited to: 

 Compositional Specification, Analysis and Verification for Predictability 

 Architectural Structuring of Cyber Systems 

 Cyber-Security for Complex Systems 

 Large-Scale Complex IT Systems in the Cloud 

 Engineering High-Integrity Systems 

 Socio-Technical Engineering 

 Evolution of Long-Lived High Quality Cyber-Physical Systems 
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3. Committees 

Program chairs were Radu Calinescu, University of Oxford (UK) and David 

Garlan, Carnegie Mellon University (USA). The steering committee was as follows: 

 E. Astesiano - University of Genova, Italy 

 M. Broy - Technical University Munich, Germany 

 M. Griss, Carnegie Mellon University, USA 

 F. Kordon - University P.& M. Curie, France 

 Luqi - Naval Postgraduate School, USA 

 W. Roscoe - Oxford University, UK 

S. 18TH MONTEREY WORKSHOP: INTEGRITY OF INDUSTRIAL 
CONTROL SYSTEM & FUTURE COMMAND & CONTROL (FEB. 2016) 

1. Introduction 

 

Figure 64 - 18th Monterey Workshop Poster 

Due to the sensitive nature of the material discussed in this workshop, access to 

the proceedings is limited. The proceedings summarized the progress to date on problems 

related to industrial control systems and command and control (C2), and implications for 

future needs of MARFORCYBER. The study addressed integrity of industrial control 
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systems, connections to networks, and C2, as well as advanced technologies needed for 

the future of C2 systems. This project addressed automated behavior-based computer 

network defense and cyber analysis techniques. The study explored impacts on C2 as 

cyber operations have evolved, and assessed implications for USMC cyber operations 

policy and doctrine. Project objectives were to examine automated behavior-based 

computer network defense, and critique cyber analysis techniques. 

Mechanical and electrical control systems, and the communications network 

through which these components operate, are a high priority concern for MFCC 

leadership. Industrial Control Systems (ICS) represent an area of potential vulnerability. 

Embedded, microprocessor-controlled systems run mission-critical electromechanical 

processes for Marine Corps infrastructure. Failure due to cyber vulnerabilities or malware 

can be catastrophic for deployed forces. Additionally, the Marine Corps has unique 

requirements driven by the coordination and support provided to deployed Marine units. 

This extension of Marine networks and the wide variety of industrial applications leaves 

deployed forces in a highly vulnerable cyber posture. Metrics and evaluations processes 

are required to assess current Marine Corps ICS infrastructure, and to determine cyber 

vulnerabilities and potential solutions. Objectives of this project were to answer the 

following questions: 

1. What does a secure posture look like when using industrial control 

systems and how do we know that this is secure? 

2. How do we obtain reliable, effective, and secure measures of the 

performance of ICS supporting the Marine Corps? 

3. What can be done to detect and prevent unauthorized access or influence 

on Marine Corps ICS? 

C2 in cyber warfare requires command decisions under cognitive overload from 

an overwhelming volume and variety of multi-source data. We are investigating 

computer assisted methods for identifying the subset of available relevant to making 

decisions in particular situations, based on analysis of computer models of related 

cognitive tasks. Cognitive assistants offer computational and human-machine interfacing 

capabilities based on machine learning. Reasoning chains on large amounts of data 

provide cognition power that complement, augment, and scale human intelligence. 
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Human-Machine communication modes that effectively convey the identified relevant 

information to human decision makers are needed. 

The workshop was chaired by Professors Luqi (Naval Postgraduate School, 

USA). 

2. Topics Addressed 

 Integrity of industrial control systems (ICS) 

 Connections to networks 

 Command and Control (C2) 

 Future structure of C2 systems 

3. Committees 

Local chair was Lyla Englehorn. Keynote speaker was Janos Sztipanovitz. 

T. 19TH MONTEREY WORKSHOP: CHALLENGES AND OPPORTUNITY 
WITH BIG DATA (OCT. 2016) 

1. Introduction 

2016 marked the 23rd anniversary for the Monterey Workshop series which 

started in 1993. Over the preceding quarter of a century, the Monterey Workshops 

established themselves as an important international forum to foster, among academia, 

industry, and government agencies, discussion and exchange of ideas, research results 

and experience in developing software intensive systems, and have significantly 

advanced the field. The community of the workshop participants grew to become an 

influential source of ideas and innovations and its impact on the knowledge economy has 

been felt worldwide. The workshop was chaired by L. Zhang of Beihang University, 

China and F. Kordon of University P. & M. Curie, France.  
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Figure 65 - Lecture Notes on Computer Science, vol. 10228 

2. Topics Addressed 

The main theme for 2016 Monterey Workshop was Challenges and Opportunities 

with Big Data. Big Data and Big Data Analytics comprise a multi-dimensional scientific 

and technological pursuit that is transforming sciences, engineering, healthcare, 

medicine, manufacturing, business, finance, retail, service industries, education, media, 

transportation, and government. There are new challenges and opportunities in 

developing software intensive systems that support Big Data and Big Data Analytics. We 

solicited high-quality original research papers on any aspect of Big Data enabled software 

intensive systems. This included but was not limited to the following: 
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 Theoretical Underpinnings for Big Data 

o Theoretical models for Big Data 

o Computational models for Big Data 

o Machine learning algorithms for Big Data Analytics 

o Time series analysis algorithms 

o Inconsistency theory for data/information/knowledge quality 

o Data uncertainty and inconsistency handling 

o Challenges due to volume, variety, velocity, veracity, distribution 

o Challenges in storage, robustness, curation, search, retrieval, visualization 

o Challenges in privacy, security, provenance 

 Software Intensive Systems for Big Data Analytics 

o Cloud/grid/stream computing for Big Data 

o High performance/parallel computing platforms for Big Data 

o Autonomic computing 

o Energy-efficient computing for Big Data 

o Programming models and environments for Cluster, Cloud, and Grid 
Computing to Support Big Data 

o Software techniques and architectures for Big Data Computing 

o Open Platforms for Big Data computing 

o Models for Big Data beyond Hadoop/MapReduce, STORM 

o Software systems to support life cycle of Big Data Analytics 

 Big Data Management 

o Search and mining of data from a variety of sources and problem domains 

o Managing granularity of knowledge content in Big Data 

o Algorithms and systems for Big Data search 

o Distributed, and peer-to-peer Search 

o Software architecture for Big Data search, scalability and efficiency 

o Data acquisition, integration, pre-processing 

o Link and graph mining 

o Semantic-based data mining 

o Mobile, location-centric and unstructured Big Data 

o Multimedia and multi-structured data 

o Organizing and reorganizing Big Data 
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 Big Data Enabled Knowledge Engineering -Innovative, concurrent, and scalable 
big data intelligence analysis 

o Big Data enabled knowledge extraction, discovery, analysis, and mining 

o Big Data enabled knowledge integration, merging, migration, and 
transformation 

o Big Data enabled decision making 

o Big Data enabled perpetual learning 

o Big Data enabled knowledge systems development and tools 

o Context-driven user querying 

 Big Data Simulation 

o Big data based modeling 

o Big Data in simulation systems 

o Big Data and simulation model management 

o Big Data enabled intelligent simulation 

o Big Data based embedded simulation 

o Simulation for visual analytics 

 Big Data Visualization 

o Visual analytics of high-dimensional and spatio-temporal data 

o Scientific and information visualization 

o Machine learning and data mining for Big Data visual analytics 

o Visual representation and interaction 

o Perception and cognition of visual information 

o Analytical reasoning and sense-making on Big Data 

o Semantics-driven visual analytics 

o Visual analytics algorithms and foundations 

o High performance graphics for visualization 

o Advanced technologies and applications for visual analytics 

o Visual analytics processes, workflows and evaluation methods 

 Big Data applications 

o Complex Big Data applications in sciences, engineering, medicine, 
healthcare, finance, business, education, transportation, retail and services, 
law, telecommunication 

o Big Data Analytics in small business enterprises 

o Big Data Analytics in government, public sector and society in general 
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o Large-scale recommendation systems and social media systems 

o Intrusion detection based on Big Data Analytics 

o Anomaly Detection in very large scale systems 

o Threat detection using Big Data Analytics 

o Real-life case studies of value creation through Big Data Analytics 

o Big Data Analytics as a service 

o Big Data industry standards 

o Experiences with Big Data project deployments 

 Industrial Track: This track solicited papers that described successful Big Data 
applications. The emphasis of the industrial track was on contributions that 
reported challenges and opportunities for Big Data applications. 

3. Committees 

Program chairs were D. Zhang of Macau University of Science and Technology, 

Macau and L. Ren of Beihang University, China. The steering committee was as follows: 

 E. Astesiano - University of Genova, Italy 

 M. Broy - Technical University Munich, Germany 

 M. Griss - Carnegie Mellon University, USA 

 F. Kordon - University P. & M. Curie, France 

 Luqi - Naval Postgraduate School, USA (chair) 

 W. Roscoe - Oxford University, UK 

 J. Sztipanovits - Vanderbilt University, USA 

U. 20TH MONTEREY WORKSHOP ON CYBER 

1. Introduction 

From November 27-29, 2018, the Naval Postgraduate School hosted a workshop 

with attendees from academia, industry, and government to study the topic “Cyber” in 

Monterey. This workshop was the 20th in the Monterey Workshop series. Each of the 

previous workshops were focused on a specific, then-relevant topic. The Monterey 

Workshop on Cyber recognized that there was an urgent national need to provide assured 

and dependable software-intensive systems that can operate reliably in today’s contested 

network and computing environments. These systems and the personnel that develop, 

maintain, and use them are “a strategic asset that protects the American people, the 
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homeland, and the American way of life”, as stated in the Presidential Executive Order 

13870 reproduced in Appendix A [25]. 

The workshop explored current capabilities and gaps related to this national need. 

Potential participants were asked to present unclassified DoD concerns to industry and 

academic minds. The best papers were selected for presentation in order to familiarize 

researchers and practitioners with stakeholders’ issues, and to help them understand the 

feasibility and limitations of current and near-future technologies. The workshop poster is 

shown in Figure 66, and an article summarizing the workshop is reproduced in Appendix 

C [26]. 

 

Figure 66 – 20th Monterey Workshop Poster 

2. Topics Addressed 

Workshop topics included, but were not limited to: 

 unmanned autonomous vehicles 

 managing the “internet of things” 

 future wireless communications using light (i.e., LIFI) 

 auto-tagging XML data based on user behavior and heuristics 

 Cybersecurity for military operations and baseline software/hardware 

 unmanned/ autonomous systems 

 networked industrial control systems 

 relation between big data analysis and decision-making 
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A sample of focus-questions for the workshop are the following: 

 How could machine learning, big data analysis, secure software/hardware 
architectures, AI, and other science methods enable the Cyber workforce to 
counter insider threats, integrate physical security, and conduct offensive Cyber 
operations? 

 Is industry ready for the challenges and does it have solutions and tools to 
overcome the obstacles to secure Cyber operations? 

3. Committees 

General Chairs: Steve Lerman, Provost 

 Dan Boger, Cyber, IS, & C4I Chair 

Program Committee Chair: Jeff Paduan, Dean of Research 

Committee Members: Douglas Fouts, Electrical & Computer Engineering 

 George Dinolt, Computer Science 

 Robert Dell, Operations Research 

 Jessica Piombo, National Security Affairs 

Local Arrangement Chair: Sharon Runde, Associate Cyber Chair 

Committee Members: LCDR Dave Couchman, US Navy 

 Andre Xie & Karen Darken, Interns 

Monterey Workshop Series Chair: Luqi, Computer Science & Cyber Group 

4. General Chairs’ Welcome Remarks 

The General Chairs, Dr. Steve Lerman, Provost of the Naval Postgraduate School 

and Prof. Dan Boger, Chair of the Cyber Academic Group, welcome you to Monterey, 

California for the 20th Monterey Workshop on Cyber. 

There is an urgent national need to provide assured and dependable software-

intensive systems that can operate dependably in today’s contested network and 

computing environments. This workshop provides a forum for discussion and 

communication to align academic efforts with this need, and it solicits innovative 

solutions to Cyber problems that offer an achievable path to Cybersecurity assurance at 

all levels of the system. As in previous Monterey Workshops, the leading computer 

scientists, software and system engineers in government, academia, and industry are 

invited as well as Cyber agencies from around the nation. There were both classified and 

unclassified sessions at the workshop. 
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For a quarter-century, the Monterey Workshops have served as an influential 

forum for exchange of ideas and experience in software-intensive systems. Given the 

current state of industry, there are obvious challenges to fully secure functioning Cyber 

systems. This workshop provides a fantastic opportunity for all of us to work together on 

innovations for Cyber problem solving. 

5. Workshop Program 

Day 1, Tuesday 11/27/2018 

08:00-08:30 Registration & Check In  

08:30-08:45 Workshop Chairs’ Remarks  

08:45-10:15 Unmanned/Autonomous Vehicles in Cyber  
 Autonomous Aerial Swam Robotics Cyber Challenges, Duane Davis, NPS  

 Mcity Autonomous Vehicle Testbed, Brian Noble, University of Michigan  

 Risks of Integrating UAS into the National Airspace System, Brian Smith, NASA 
Ames 

10:15-10:30 Break  

10:30-12:00 Unmanned/Autonomous Vehicles in Cyber - continued 
 Engineering Lightweight Autonomy, Nicholas Weaver, UC Berkeley and the 

International Computer Science Institute  

 UAV with Munition, Valdis Berzins, NPS  

 Tracking Provenance of Autonomous Decisions, Doug Lange, Space and Naval 
Warfare Systems Center 

12:00-13:00 Lunch  

13:00-14:00 Challenges of Naval Operations to Cybersecurity 
 LVC Simulation Support for the Marine Corps’ CEMOES, Chris Fitzpatrick, NPS  

 Zero-Days, One Obligation, Anthony Akil, NPS  

14:00-15:00 Cybersecurity Architectures & Hardware 
 Continuous Monitoring, Fragility and Trust, Ron Durbin, AFIT  

 Cybersecurity Architectures and Hardware Issues, Brian Smith, NASA Ames  

15:00-15:15 Break  

15:15-16:30 Panel on Monterey Cyber Institute, Jeff Paduan (Chair), Jim Newman, Dan 
Boger, & John Drummond  

Day 2, Wednesday 11/28/18 
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08:45-10:00 Cyber Fundamentals and Machine Learning 
 Fundamentals of Cybersecurity, Dave Dampier, University of Texas, San Antonio  

 NetBrane: Detecting and Protecting from DDoS Attacks, Stephen Hayne, 
Colorado State University  

10:00-10:15 Break  

10:15-12:00 Cyber Fundamentals and Machine Learning 
 Timing Side Channels Due to Human-Computer Interaction, Vinnie Monaco, 

NPS  

 AI and Safety/Security Threats, Brian Smith, NASA Ames  

 Securing & Breaking Cyber Using SMT, Nikolaj Bjørner, Microsoft  

12:00-13:00 Lunch  

13:00-14:30 Insider Threats 
 Personal Intelligence (PERSINT), William Roof, WHR  

 Self-equity - A Trustworthiness Construct, Ryan Kelly, US Army  

 Information Systems and Insider Threats, Sharon Runde, NPS  

14:30-15:00 Break  

15:00-16:30 Panel on Cyber Education and Cyber Physical Systems, Paul Tortora 
(Chair), Tracy Emmersen, Duane Davis, & Sharon Runde  

Day 3, Thursday 11/29/18 

08:30-10:00 Classified Cyber Issues in Military & Civilian Conflict  

10:00-10:15 Break  

10:15-12:00 Roundtable Discussion, Workshop Summary & 21st Workshop Plan 
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III. CONCLUSION 

The Monterey Workshop series has yielded many fruitful results and conclusions, 

and professional and personal links between the world’s leading researchers and 

academics have been established and strengthened. While much has been accomplished 

by the workshops outlined in this report, this effort will have to be continued to ensure 

that research and academia are aligned with the needs of industry and government 

stakeholders. 

A. WEBSITE 

In February 2019 work began on consolidating the material from the various 

proceedings and websites created over the course of the Monterey Workshop series into 

one new website, which would be hosted by NPS. We began by collecting and organizing 

as much digital material as possible, including pictures, posters, and the various 

proceedings. Due to the workshop series’ long history, these materials were in a wide 

variety of formats and locations, and it took significant effort to make them easily 

transferrable to the planned website. 

Once the material was collected, we worked closely with the NPS webmaster to 

create a new website for the workshop series using Liferay. This website has a landing 

page describing the series as a whole, and individual pages describing each workshop, 

including topics covered, committee memberships, and a link to the full proceedings. 

Extensive email correspondence was required due to the vast amount of material used. 

The new website is publicly available and contains all basic information about the 

Monterey Workshop series. The earlier workshops, due to their antiquity, have somewhat 

shorter pages as the content of their proceedings is not easily transferrable to the website. 

Additionally, posters were not created for the earlier workshops, and the same is true for 

photographs. This new website can be found at [22]. 

B. FUTURE WORK 

The 21st Monterey Workshop will be held in 2021, date and location is still to be 

determined as of the publication of this report. The tentative focus of this workshop will 

be on intelligent systems, machine learning, and trustworthy artificial intelligence. As the 
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use of drones and other autonomous systems proliferate in civilian and military 

applications, methods for certifying AI and embedding of artificial intelligence will be 

crucial to the success of future Navy systems and operations. 

The 20th Monterey Workshop on Cyber was very productive, and resulted in a 

200-page proceedings report [21], as well as follow-on discussions of potentially 

productive next steps. The incorporation of Machine Learning and AI has been 

recognized as a national security priority through the issuing of an Executive Order [27], 

an Artificial Intelligence Strategy [28], and the creation of the Joint Artificial Intelligence 

Center (JAIC) under the purview of the Department of Defense’s Chief Information 

Officer (CIO). Implementation and incorporation of Machine Learning (ML) will be 

necessary to exploit and enhance the opportunities revealed by the results of the 20th 

Monterey Workshop. 

However, implementation of Machine Learning systems is not as simple as it 

might first appear, as the effectiveness of ML is very domain-specific and requires clearly 

defined problems. It is often the case that users spend more time manipulating and 

preparing data than actually doing ML. One problem already identified is that Machine 

Learning needs large quantities of data that are well aligned to the problem domain, and 

the different parts of this data have to be orthogonal. Knowing exactly how to represent 

the data, which visualizations to use, when to transform/extract features, and when/how 

to aggregate, normalize, and remove outliers is halfway to solving the entire problem. 

Feature engineering is of paramount importance, as the biggest gains often come from 

choosing the right features to extract. This reinforces the domain-specific nature of 

effective Machine Learning. Adapting the words of Dr. Richard Hamming, when 

confronted with vast amounts of data, “learning to learn” is as vital for ML systems as it 

is for human analysts. 

It should also be noted that as downsizing pressures and the focus on cost control 

increases, the ability of the acquisitions workforce (AWF) to understand the costs and 

risks associated with acquiring effective and efficient materiel solutions that support 

naval missions is of paramount importance. One example of how ML can contribute to 

streamlining acquisition is its application to managing and applying lessons learned (LL) 

from previous projects. Analysis and sharing of LL data is critical to a wide variety of 



 

97 

organizations, and the Navy AWF is no exception. Manual approaches to finding and 

utilizing relevant LL data are slow and labor-intensive. Additionally, in the next decade 

much of the current AWF is expected to retire. This will negatively impact the 

institutional knowledge of acquisitions that has been built up by the Navy, but 

modernization of the AWF data environment through the use of ML should revolutionize 

continuous learning and allow the AWF to compensate for this and other issues, such as 

constrained budgets, increasing complexity, limited competition, a shrinking industrial 

base, and cyber security challenges. 

With these complications and objectives in mind, current efforts are directed 

towards organizing a Monterey Workshop on Machine Learning and Lessons Learned, 

embedding Artificial Intelligence, and certification of intelligent systems. Details of these 

themes are subject to change, however, as anyone may propose a workshop topic to the 

steering committee. The details of the topic focus are usually refined as a result of 

discussions among the steering committee and experts in the field. This process is 

currently ongoing, but it has become clear that the inclusion of non-US subject matter 

experts will be important. These experts will bring a wealth of perspective and 

experiences to the workshop, and they may also be supported by EU or local funds for 

their participation in the workshop. NPS and Navy contacts with sponsor organizations 

will also need to be leveraged to ensure that top researchers in the field are made aware 

of the opportunities provided by this workshop. 

The 21st Monterey Workshop will enable assessment of recent progress, identify 

profitable directions for future research, and identify aspects of ML and AI where 

advancements would bring the greatest value to the Navy. The adoption of AI by the 

Navy has the potential to strengthen national security and transform the speed and agility 

of Navy operations. It may also help to counteract limiting factors that the Navy is 

predicted to face in the future, such as constrained budgets, increasing complexity, 

limited competition, a shrinking industrial base, and various cyber security challenges. 

Good progress has been made, but much remains to be done to realize the vision laid out 

in this section of the report. 
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APPENDIX A: EXECUTIVE ORDER 5/2/2019 

AMERICA’S CYBERSECURITY WORKFORCE 
 

By the authority vested in me as President by the Constitution and the laws of the 

United States of America, and to better ensure continued American economic prosperity 

and national security, it is hereby ordered as follows: 

Section 1. Policy. (a) America’s cybersecurity workforce is a strategic asset that 

protects the American people, the homeland, and the American way of life. The National 

Cyber Strategy, the President’s 2018 Management Agenda, and Executive Order 13800 

of May 11, 2017 (Strengthening the Cybersecurity of Federal Networks and Critical 

Infrastructure), each emphasize that a superior cybersecurity workforce will promote 

American prosperity and preserve peace. America’s cybersecurity workforce is a diverse 

group of practitioners who govern, design, defend, analyze, administer, operate, and 

maintain the data, systems, and networks on which our economy and way of life depend. 

Whether they are employed in the public or private sectors, they are guardians of our 

national and economic security. 

b) The United States Government must enhance the workforce mobility of 

America’s cybersecurity practitioners to improve America’s national cybersecurity. 

During their careers, America’s cybersecurity practitioners will serve in various roles for 

multiple and diverse entities. United States Government policy must facilitate the 

seamless movement of cybersecurity practitioners between the public and private sectors, 

maximizing the contributions made by their diverse skills, experiences, and talents to our 

Nation. 

(c) The United States Government must support the development of cybersecurity 

skills and encourage ever-greater excellence so that America can maintain its competitive 

edge in cybersecurity. The United States Government must also recognize and reward the 

country’s highest-performing cybersecurity practitioners and teams. 

(d) The United States Government must create the organizational and 

technological tools required to maximize the cybersecurity talents and capabilities of 

American workers –-especially when those talents and capabilities can advance our 

national and economic security. The Nation is experiencing a shortage of cybersecurity 
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talent and capability, and innovative approaches are required to improve access to 

training that maximizes individuals’ cybersecurity knowledge, skills, and abilities. 

Training opportunities, such as work-based learning, apprenticeships, and blended 

learning approaches, must be enhanced for both new workforce entrants and those who 

are advanced in their careers. 

(e) In accordance with Executive Order 13800, the President will continue to hold 

heads of executive departments and agencies (agencies) accountable for managing 

cybersecurity risk to their enterprises, which includes ensuring the effectiveness of their 

cybersecurity workforces. 

Sec. 2. Strengthening the Federal Cybersecurity Workforce. (a) To grow the 

cybersecurity capability of the United States Government, increase integration of the 

Federal cybersecurity workforce, and strengthen the skills of Federal information 

technology and cybersecurity practitioners, the Secretary of Homeland Security, in 

consultation with the Director of the Office of Management and Budget (OMB) and the 

Director of the Office of Personnel Management (OPM), shall establish a cybersecurity 

rotational assignment program, which will serve as a mechanism for knowledge transfer 

and a development program for cybersecurity practitioners. Within 90 days of the date of 

this order, the Secretary of Homeland Security, in consultation with the Directors of 

OMB and OPM, shall provide a report to the President that describes the proposed 

program, identifies its resource implications, and recommends actions required for its 

implementation. The report shall evaluate how to achieve the following objectives, to the 

extent permitted by applicable law, as part of the program: 

(i) The non-reimbursable detail of information technology and 

cybersecurity employees, who are nominated by their employing agencies, to 

serve at the Department of Homeland Security (DHS); 

(ii) The non-reimbursable detail of experienced cybersecurity DHS 

employees to other agencies to assist in improving those agencies’ cybersecurity 

risk management; 

(iii) The use of the National Initiative for Cybersecurity Education 

Cybersecurity Workforce Framework (NICE Framework) as the basis for 

cybersecurity skill requirements for program participants; 
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(iv) The provision of training curricula and expansion of learning 

experiences to develop participants’ skill levels; and 

(v) Peer mentoring to enhance workforce integration. 

(b) Consistent with applicable law and to the maximum extent practicable, the 

Administrator of General Services, in consultation with the Director of OMB and the 

Secretary of Commerce, shall: 

(i) Incorporate the NICE Framework lexicon and taxonomy into 

workforce knowledge and skill requirements used in contracts for information 

technology and cybersecurity services; 

(ii) Ensure that contracts for information technology and cybersecurity 

services include reporting requirements that will enable agencies to evaluate 

whether personnel have the necessary knowledge and skills to perform the tasks 

specified in the contract, consistent with the NICE Framework; and 

(iii) Provide a report to the President, within 1 year of the date of this 

order, that describes how the NICE Framework has been incorporated into 

contracts for information technology and cybersecurity services, evaluates the 

effectiveness of this approach in improving services provided to the United States 

Government, and makes recommendations to increase the effective use of the 

NICE Framework by United States Government contractors. 

(c) Within 180 days of the date of this order, the Director of OPM, in consultation 

with the Secretary of Commerce, the Secretary of Homeland Security, and the heads of 

other agencies as appropriate, shall identify a list of cybersecurity aptitude assessments 

for agencies to use in identifying current employees with the potential to acquire 

cybersecurity skills for placement in reskilling programs to perform cybersecurity work. 

Agencies shall incorporate one or more of these assessments into their personnel 

development programs, as appropriate and consistent with applicable law. 

(d) Agencies shall ensure that existing awards and decorations for the uniformed 

services and civilian personnel recognize performance and achievements in the areas of 

cybersecurity and cyber-operations, including by ensuring the availability of awards and 

decorations equivalent to citations issued pursuant to Executive Order 10694 of January 

10, 1957 (Authorizing the Secretaries of the Army, Navy, and Air Force To Issue 
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Citations in the Name of the President of the United States to Military and Naval Units 

for Outstanding Performance in Action), as amended. Where necessary and appropriate, 

agencies shall establish new awards and decorations to recognize performance and 

achievements in the areas of cybersecurity and cyber-operations. The Assistant to the 

President for National Security Affairs may recommend to agencies that any Cyber 

unified coordination group or similar ad hoc interagency group that has addressed a 

significant cybersecurity or cyber-operations-related national security crisis, incident, or 

effort be recognized for appropriate awards and decorations. 

(e) The Secretary of Homeland Security, in consultation with the Secretary of 

Defense, the Director of the Office of Science and Technology Policy, the Director of 

OMB, and the heads of other appropriate agencies, shall develop a plan for an annual 

cybersecurity competition (President’s Cup Cybersecurity Competition) for Federal 

civilian and military employees. The goal of the competition shall be to identify, 

challenge, and reward the United States Government’s best cybersecurity practitioners 

and teams across offensive and defensive cybersecurity disciplines. The plan shall be 

submitted to the President within 90 days of the date of this order. The first competition 

shall be held no later than December 31, 2019, and annually thereafter. The plan for the 

competition shall address the following: 

(i) The challenges and benefits of inviting advisers, participants, or 

observers from non-Federal entities to observe or take part in the competition and 

recommendations for including them in future competitions, as appropriate; 

(ii) How the Department of Energy, through the National Laboratories, in 

consultation with the Administrator of the United States Digital Service, can 

provide expert technical advice and assistance to support the competition, as 

appropriate; 

(iii) The parameters for the competition, including the development of 

multiple individual and team events that test cybersecurity skills related to the 

NICE Framework and other relevant skills, as appropriate. These parameters 

should include competition categories involving individual and team events, 

software reverse engineering and exploitation, network operations, forensics, big 
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data analysis, Cyber analysis, Cyber defense, Cyber exploitation, secure 

programming, obfuscated coding, cyber-physical systems, and other disciplines; 

(iv) How to encourage agencies to select their best cybersecurity 

practitioners as individual and team participants. Such practitioners should 

include Federal employees and uniformed services personnel from Federal 

civilian agencies, as well as Department of Defense active duty military 

personnel, civilians, and those serving in a drilling reserve capacity in the Armed 

Forces Reserves or National Guard; 

(v) The extent to which agencies, as well as uniformed services, may 

develop a President’s Cup awards program that is consistent with applicable law 

and regulations governing awards and that allows for the provision of cash awards 

of not less than $25,000. Any such program shall require the agency to establish 

an awards program before allowing its employees to participate in the President’s 

Cup Cybersecurity Competition. In addition, any such program may not preclude 

agencies from recognizing winning and non-winning participants through other 

means, including honorary awards, informal recognition awards, rating-based 

cash awards, time-off awards, Quality Step Increases, or other agency-based 

compensation flexibilities as appropriate and consistent with applicable law; and 

(vi) How the uniformed services, as appropriate and consistent with 

applicable law, may designate service members who win these competitions as 

having skills at a time when there is a critical shortage of such skills within the 

uniformed services. The plan should also address how the uniformed services may 

provide winning service members with a combination of bonuses, advancements, 

and meritorious recognition to be determined by the Secretaries of the agencies 

concerned. 

(f) The Director of OMB shall, in consultation with appropriate agencies, develop 

annually a list of agencies and subdivisions related to cybersecurity that have a primary 

function of intelligence, counterintelligence, investigative, or national security work, 

including descriptions of such functions. The Director of OMB shall provide this list to 

the President, through the Deputy Assistant to the President for Homeland Security and 

Counterterrorism (DAPHSCT), every year starting September 1, 2019, for consideration 
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of whether those agencies or subdivisions should be exempted from coverage under the 

Federal Labor-Management Relations Program, consistent with the requirements of 

section 7103(b)(1) of title 5, United States Code. 

Sec. 3. Strengthening the Nation’s Cybersecurity Workforce. (a) The Secretary of 

Commerce and the Secretary of Homeland Security (Secretaries), in coordination with 

the Secretary of Education and the heads of other agencies as the Secretaries determine is 

appropriate, shall execute, consistent with applicable law and to the greatest extent 

practicable, the recommendations from the report to the President on Supporting the 

Growth and Sustainment of the Nation’s Cybersecurity Workforce (Workforce Report) 

developed pursuant to Executive Order 13800. The Secretaries shall develop a 

consultative process that includes Federal, State, territorial, local, and tribal governments, 

academia, private-sector stakeholders, and other relevant partners to assess and make 

recommendations to address national cybersecurity workforce needs and to ensure greater 

mobility in the American cybersecurity workforce. To fulfill the Workforce Report’s 

vision of preparing, growing, and sustaining a national cybersecurity workforce that 

safeguards and promotes America’s national security and economic prosperity, priority 

consideration will be given to the following imperatives: 

(i) To launch a national Call to Action to draw attention to and mobilize 

public- and private-sector resources to address cybersecurity workforce needs; 

(ii) To transform, elevate, and sustain the cybersecurity learning 

environment to grow a dynamic and diverse cybersecurity workforce; 

(iii) To align education and training with employers’ cybersecurity 

workforce needs, improve coordination, and prepare individuals for lifelong 

careers; and 

(iv) To establish and use measures that demonstrate the effectiveness and 

impact of cybersecurity workforce investments. 

(b) To strengthen the ability of the Nation to identify and mitigate cybersecurity 

vulnerabilities in critical infrastructure and defense systems, particularly cyber-physical 

systems for which safety and reliability depend on secure control systems, the Secretary 

of Defense, the Secretary of Transportation, the Secretary of Energy, and the Secretary of 

Homeland Security, in coordination with the Director of OPM and the Secretary of 
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Labor, shall provide a report to the President, through the DAPHSCT, within 180 days of 

the date of this order that: 

(i) Identifies and evaluates skills gaps in Federal and non-Federal 

cybersecurity personnel and training gaps for specific critical infrastructure 

sectors, defense critical infrastructure, and the Department of Defense’s platform 

information technologies; and 

(ii) Recommends curricula for closing the identified skills gaps for Federal 

personnel and steps the United States Government can take to close such gaps for 

non-Federal personnel by, for example, supporting the development of similar 

curricula by education or training providers. 

(c) Within 1 year of the date of this order, the Secretary of Education, in 

consultation with the DAPHSCT and the National Science Foundation, shall develop and 

implement, consistent with applicable law, an annual Presidential Cybersecurity 

Education Award to be presented to one elementary and one secondary school educator 

per year who best instill skills, knowledge, and passion with respect to cybersecurity and 

cybersecurity-related subjects. In developing and implementing this award, the Secretary 

of Education shall emphasize demonstrated superior educator accomplishment — without 

respect to research, scholarship, or technology development — as well as academic 

achievement by the educator’s students. 

(d) The Secretary of Commerce, the Secretary of Labor, the Secretary of 

Education, the Secretary of Homeland Security, and the heads of other appropriate 

agencies shall encourage the voluntary integration of the NICE Framework into existing 

education, training, and workforce development efforts undertaken by State, territorial, 

local, tribal, academic, non‑profit, and private-sector entities, consistent with applicable 

law. The Secretary of Commerce shall provide annual updates to the President regarding 

effective uses of the NICE Framework by non-Federal entities and make 

recommendations for improving the application of the NICE Framework in cybersecurity 

education, training, and workforce development. 

Sec. 4. General Provisions. (a) Nothing in this order shall be construed to impair 

or otherwise affect: 
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(i) the authority granted by law to an executive department or agency, or 

the head thereof; or 

(ii) the functions of the Director of OMB relating to budgetary, 

administrative, or legislative proposals. 

(b) This order shall be implemented consistent with applicable law and subject to 

the availability of appropriations. 

(c) This order is not intended to, and does not, create any right or benefit, 

substantive or procedural, enforceable at law or in equity by any party against the United 

States, its departments, agencies, or entities, its officers, employees, or agents, or any 

other person. 

DONALD J. TRUMP 

THE WHITE HOUSE, 

May 2, 2019. 
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APPENDIX B: “MEETING IN THE RAIN” – MONTEREY 
WORKSHOP 2002 IN VENICE 

 

Figure 67 - The Software Practitioner, Vol. 13, No. 3, May-June 2003, p. 9 
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Figure 68 - The Software Practitioner, Vol. 13, No. 3, May-June 2003, p. 10 
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APPENDIX C: ARTICLE ON THE 20TH MONTEREY WORKSHOP 

The source of this appendix is a web article published by NPS summarizing the 

events and findings of the 20th Monterey Workshop on Cyber [26]. 

NPS HOSTS CYBER WORKSHOP IN MONTEREY 

By Dr. Luqi, Professor, NPS Department of Computer Science 

The 20th Monterey Workshop on Cyber was held on Nov. 27-29, 2018. NPS 

Provost Steve Lerman, Cyber Academic Group Chair Dan Boger, and Dean of Research 

Jeff Paduan chaired the workshop, and led the workshop program committee with 

members from several departments, including computer science, electrical and computer 

engineering, information sciences, operations research and national security affairs. 

The first of two workshop panels discussed the establishment of a Monterey 

Cyber Institute in depth. The second panel on Cyber Education exchanged concepts and 

scopes including large cyber programs with more than 4,500 students in the nation, with 

panel members from the Naval Academy and University of Texas at San Antonio. 

The workshop solicited innovative solutions to cyber problems with an achievable 

path to cyber security assurance at all levels of systems. All at the workshop worked 

together on innovations for cyber problem solving in both classified and unclassified 

sessions. Participants explored how machine learning, big data analysis, secure 

software/hardware architectures, artificial intelligence (AI), and other science methods 

enable the cyber workforce to integrate security, counter insider threats, and conduct 

cyber operations. 

The Monterey Workshop series has been an influential forum for aligning 

scientific research and innovations among academia, industry, and government 

sponsoring agencies since 1991. The overarching theme is increasing the practical impact 

of scientific methods in computer science and engineering of software intensive systems. 

There is an urgent national need to provide software intensive systems that operate 

dependably in today’s contested computing environments. Given the state of industry, 

there are obvious challenges to fully secure functioning cyber systems. Leading computer 

scientists, software and system engineers in government, academia, cyber agencies and 

computer industry participated. 
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Steering committee member, Stanford Computer Science pioneer Prof. Zohar 

Manna (1939-2018) was honored at the workshop. He was a long-standing workshop 

participant along with a joint effort on increasing the practical impact of theoretical 

computer science that today helps form the basis for artificial intelligence and reliable 

software, and underpins advances in cyber. 

NPS collaborated with his theorem prover and temporal logic for specification-

based, real-time rapid prototyping to remove requirement errors and then link to program 

synthesis to prevent implementation errors. More in depth study is planned for the 21st 

Monterey Workshop on Artificial Intelligence. 
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