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Abstract

The US National Institute of Standards and Technology (NIST) is running an open standardization process to
select the next generation of public-key cryptosystems. These new cryptosystems are designed to be resistant to
attacks from large-scale quantum computers, if such systems can be built. NIST’s schedule has the draft stand-
ards becoming available in 2022/2024, and has announced a small number of round three candidates that can be
experimented with, so it is time for the acquisition community to start to develop an acquisition strategy for
select current and future systems. Careful planning to ensure crypto agility in today’s systems will save the US
Government and our closest allies significant money, and it will also enable a more rapid transition to post-
guantum cryptography, ensuring the security of systems and communications. This paper provides pointers for
a post-quantum framework for near-term and long-term acquisitions, and provides initial ideas to help acquisi-
tion professionals.

Introduction and Motivation

Public-key cryptosystems are widely used today to enable secure communication and authentication. The most
widely used public-key systems: RSA (based on the difficulty of factoring large bi-prime numbers) and Diffie-
Hellman and Elliptic Curve Cryptography (ECC) (based on the difficulty of the discrete log problem), will be
broken if a sufficiently powerful quantum computer can be built. To address this, the US National Institute of
Standards and Technology (NIST) is running a standardization process to select the next generation of public-
key cryptosystems. New algorithms are being designed for key-establishment and encryption as well as for
digital signatures. These new cryptosystems are designed to be resistant to attacks from large-scale quantum
computers, if such systems can be built [1]. Recent advances [2] and announced plans [3] show evidence of
progress and planning to build increasingly larger quantum computers.

While we don’t know when systems of sufficient scale and capability will be available to break today’s cryptog-
raphy, experience shows that it takes a long time to deploy our modern cryptographic algorithms. For example,
it has taken years to see adoption of SHA-2 [4] and nearly a decade to adopt ECDSA after standardization.

The NIST standardization process includes time to experiment with the proposed algorithms, to find weaknesses
and to assess the overhead associated with the new algorithms. The algorithms have been evaluated against
criteria that includes security (is the new algorithm at least as secure as past classical algorithms?), performance
(can the operation be performed rapidly, using storage equal or less than earlier algorithms?), design (how easy
is it to directly replace earlier ciphers?). Other desirable properties are also considered, including support for
perfect forward security, side-channel attack resistance, and flexibility[5]. The goal is to have a design amenable
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to cryptographic agility, which means that one cypher suite can easily be replaced by another, without making
significant changes to the system’s infrastructure. After multiple, careful rounds of proposals, we now know
that “no exact drop-in replacements have been proposed for currently deployed cryptosystems,” so “future stand-
ards could specify multiple algorithms for each cryptographic primitive according to the requirements of differ-
ent applications, especially to deal with nonideal characteristics such as large signature size or large keys” [6].

Doing this will require both organizational agility to anticipate and prepare for such an upgrade, and technolog-
ical agility through careful software design, so the system enables easy changes [7]. (For other criteria and
recommendations to speed uptake, see [8].)

The key challenge for acquisition specialists is ensuring that there is sufficient crypto agility in the systems we
acquire today. This is impacted most by differences in processing power, storage, and transmitted data [5]. The
impact has been demonstrated to be noticeable but modest — something that can be addressed with additional
storage and with small increases in latency without requiring substantially different hardware. We observe that
a consistent finding when using the post-quantum cryptography algorithms that have made it to the latest round
is that they require additional computation than the predecessor algorithms. For example, Transfer Layer Secu-
rity latency with the new algorithms range between 1-300% vs. the old algorithms [9], while web server through-
put decreases by around 1.5x to 1.2x when serving different sized web pages [10]. In addition, they require more
data to be transmitted [11]. Recently, researchers have started to estimate the space required to implement these
algorithms on FPGAs [12], and to measure the performance of these algorithms on embedded systems. For these
systems, the large signature sizes required by, for example, the SPHINCS post-quantum digital signature algo-
rithm could be an issue [13].

Now that NIST has announced a small number of round three candidates, it is time for the acquisition community
to start to think about how this will affect current and future systems. Careful planning today will save money
and enable a more rapid transition in the future. This paper provides a framework for thinking about near-term
and long-term acquisitions, and provides initial ideas to help acquisition professionals.

Problem

The US Government purchases many systems that incorporate modern cryptography. Some of these systems
are used for relatively short periods of time (~5 years) or are easy to upgrade, because the general-purpose
processors will support new algorithms. Examples of these systems include laptop and desktop computers.
These systems can be purchased without taking any special action with regard to post-quantum cryptography.

Some systems last much longer and are often harder to upgrade. Examples of these are “Internet of Things”
devices, aircraft, satellites and special-purpose embedded systems. These systems may use special purpose pro-
cessors (e.g., ASICs and FPGAS) to perform cryptographic tasks, and they may not be sufficiently fast or have
sufficient memory to store or process data for the new algorithms.

The post-quantum effectiveness of DoD systems should be considered in at least three types of cryptographic
system acquisition and maintenance scenarios.
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Legacy: Systems that last from now until new standards are announced, when the legacy public-key
algorithms need to be supported.

Both: Systems that last during a time when both legacy and new algorithms need to be supported, to
ensure all systems can communicate.

PQC: Systems that need only support post-quantum algorithms.

We anticipate that long-lived systems acquired or being upgraded today will fall into the “Both” case, which
will have the most requirements.

Recommendations

First, the acquisition specialist has to determine which scenario they fall into by considering the lifetime of the
system and the ease of upgrading that system.

If it’s the legacy scenario because of a short lifetime or easy upgradeability, then no special acquisition language
is required. However, the acquisition specialist should ensure that the system provider offers the best available
security, following best practices.

The Internet Engineering Task Force (IETF) has developed useful best practice guidelines for ensuring that any
Internet protocol cryptographic cipher suite can be upgraded [14]. These guidelines require that all protocols
using cryptographic algorithms be designed with a mechanism to identify the algorithm or suite that is being
used. Italso requires that the supported key sizes be defined. Also required is that the identification mechanism
be protected against integrity attacks, to prevent a man-in-the-middle attack that changes the selected suite from
a secure suite to an insecure suite. Gartner also offers recommendations for designing cryptographic systems,
including having developers use crypto-agile frameworks like Microsoft’s recently released Cryptography API:
Next Generation (CNG), and adding requirements to ensure that crypto keys are not hard-coded into an applica-
tion [15].

If the system to be acquired will need to either support both or PQC, then the acquisition approach needs to
consider the requirements for those conditions. These systems are likely to be embedded, real-time, safety crit-
ical computing platforms, and the transition will require careful planning and coordination, following relevant
acquisition guidelines.

The following steps are recommended:

o  First, verify that the system uses legacy public key cryptography. Public key cryptography is used most
often for authenticating (signing and verifying) and for symmetric key establishment. These are often
used for software updates and for connecting with one of a large number of devices or users, respec-
tively.

e Next, ensure that the system is designed using best practices, such as those described by the IETF and
Gartner. It may be appropriate to include the best practices as part of the acquisition documentation.
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Then, ensure that the system can be upgraded, as part of the standard block upgrade. Include the ability to
upgrade to post-quantum cryptographic alternatives as a requirement on the current system.

The DoD Instruction for acquisition [16] includes support for a software acquisition pathway includes modern
software development processes, including Agile Software Development. It may be possible to require that
multiple cryptographic suites be acquired and the transition process be demonstrated at one of the system mile-
stones.

In many ways this leverages acquisition approaches used for system upgrades before. Here is an example of
system upgrade acquisition language, modified only slightly to support upgrades to post-quantum cryptography:

Embedded Vehicle Reprogramming (EVR)

The contractor shall ensure that EVR performs Line Replaceable Unit (LRU) reprogramming
through [Specific bus] data bus communication media. The contractor shall develop the EVR ap-
plication software to allow for growth of reprogramming capabilities to include new LRUs.

The contractor shall develop EVR software in order to detect the current firmware version in-
stalled on each computing platform and compare it with the version found in the Embedded Soft-
ware Package (ESP) on the Solid-State Hard Drive (SSHD). The contractor shall make the EVR
software application in parallel to maintain all the existing capabilities of EVR software applica-
tion.

The contractor shall verify load module using a digital signature before allowing reprogramming
to initiate in order to prevent unauthorized software or corrupted software from being installed
in a LRU. LRU load modules that fail the digital signature verification will not be allowed to be
installed.

Support will be provided for upgrading the digital signature algorithm to a future algorithm de-
fined by the NIST Post-quantum cryptography PQC effort. The upgrade process must support
both algorithms, and there must be support for subsequently supporting only the PQC signature
after today’s algorithm is deprecated.

In many organizations that acquire and support cyber-physical platforms, there is a cybersecurity office.
The expected effort to investigate quantum-safe solutions for the platforms should be coordinated through this
office. The actual work may be specific to a particular program, and performed by the cyber staff of the program
office, but the results will apply to all of the PEO’s platforms. As the quantum-safe solutions are implemented,
there will no doubt be unique verification and validation activities required by the Government oversight agency.
The lessons learned from the initial implementations will be valuable for the PEO.

Summary

NIST has announced plans to start standardizing post-quantum cryptography as soon as 2022. Some
prior cryptographic algorithm suite transition has taken decades to complete. The time is now to start preparing
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for that transition, by ensuring that long-lived systems purchased today that rely on public-key cryptography can
be upgraded with post-quantum cryptographic algorithms at a future date.
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