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MOTIVATION
MULTI-PARTY COORDINATED VULNERABILITY DISCLOSURE (MPCVD) IS
INCREASINGLY IMPORTANT TO CRITICAL INFRASTRUCTURE CYBERSECURITY

MORE ORGANIZATIONS ARE INTERESTED IN DOING IT WELL

HOW DO WE KNOW IF WE'RE DOING A GOOD JOB AT MPCVD¢
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AGENDA

Into the MPCVD
Multiverse

Software Engineering Institute

Possible Histories of CVD
Structure of CVD states

Measuring skill in CVD
Extending metrics to MPCV
Applications
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Possible Histories of CVD
AGENDA

How many ways can
this thing go<
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A NIN
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VENDOR AWARE PUBLIC AWARE

FIX READY EXPLOIT PUBLIC

FIX DEPLOYED ATTACKS OBSERVED

. . . © 2021 Carnegie Mellon University
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VENDOR AWARE PuUBLIC AWARE
Fix READY EXPLOIT PUBLIC

FIx DEPLOYED ATTACKS OBSERVED
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RULES
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HISTORIES
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EVERY CVD CASE, EVER.

AXPVEFD
APVXFD
AVXPFD
XPVAFD
VAXPFD
PVAXFD
AVPXFD
APVEXD
XPVFAD
VAPXFD

PVXAFD
VPAXFD
PVAFXD
VXPAFD
AVPFXD
APVFDX
VAPFXD
XPVEDA
PVXFAD
AVFXPD

Software Engineering Institute

VPXAFD
PVFAXD
VXPFAD
VPAFXD
VAFXPD
PVAFDX
AVPFDX
AVFPXD
PVFXAD

VPXFAD

VAPFDX
VAFPXD
PVXFDA
VPFAXD
VFAXPD
VXPFDA
PVFADX
VPAFDX
VPFXAD

imensional Geometry of MPCVD

VFAPXD
VPXFDA
PVFXDA
VAFPDX
VPFADX
VFPAXD
VEXPAD
AVFDXP
PVFDAX
VAFDXP
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VPEXDA
VFAPDX
VFPXAD
AVFDPX
PVFDXA
VPFDAX
VFEXPDA
VFPADX
VAFDPX
VFADXP

VPFDXA
VFPXDA
VFADPX
VFPDAX
VFDAXP
VFPDXA
VFEDAPX
VFDXPA
VFDPAX
VFDPXA
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ORDER PREFERENCES
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V<P V<X V<A
F<P F<X F<A
D<P D<X D<A
P<X P<<A X<A
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WHAT DO WE WANT IN A METRIC?
1. N+1 criternia 1s better than N

| Only histories whose criteria are
A, B,C, D > A, B,C superset/subsets of each other are
| comparable
ABCD>=>CDE
AB.CD=>EFG

. . . © 2021 Carnegie Mellon University
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CVD HISTORIES
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AGENDA Structure of CVD states

What is the underlying
structure of possible
case staftese
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32

STATES
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FIX PATH STATES
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Fix FIx
ready deployed

Vendor
aware,
NO fIX

Software Engineering Institute

Venaor
unaware
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VFd=——— VFD

Notation:
Uppercase = Event has happened
Lowercase = Event has not happened

Vid «=—— vid
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OTHER STATES
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Public

Not public
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Public

Not public
Exploit «=——No Exploif
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Public

Attacks

Not public
Exploit «=——No EXxploit
NeWaNife[a €
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DIMENSIONS
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INTRODUCING
THE 5-D CVD HYPERCUBE

6 events as state transitions possible as
shown

3 Rules responsible for missing edges

/0 possible histories are paths from
start to finish

12 Desiderata found in paths .
32 states represent every possible Vi ™

- pxa ‘\\\ " N \ N

5 dimensions represents the state
space
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AGENDA

Measuring skill in CVD

Are we skillful
or just luckye
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WHAT DO WE WANT IN A METRIC?
1. N+1 criternia 1s better than N

2. Skill is preterable to luck

. . . © 2021 Carnegie Mellon University
Software Engineering Institute



MAXIMAL SKILL MINIMAL SKILL (LUCK)
YOU CAN HIT ALL 12 DESIDERATA EVERY TIME YOU HITNONE OF THEMEVER

V—F—-D—P—X—A EVERY TIME. ALL YOUR SUCCESS IS ATTRIBUTABLE TO LUCK

3
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ESTIMATING LUCK WITH A RANDOM WALK
vidpxa 2> (other states)> VFDPXA

 CHOOSE FROM AVAILABLE NEIGHBORS WITH EQUAL PROBABILITY

* MOVE TO THE CHOSEN NODE
* COUNT HOW OFTEN THE DESIDERATA OCCUR

ASSUMPTION:

EVENTS OCCUR WITH EQUAL PROBABILITY WHENEVER THEY ARE POSSIBLE

STILL ONLY 70 POSSIBLE HISTORIES, JUST WEIGHTED BY POSSIBLE TRANSITIONS
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EXPECTED FREQUENCY OF ROW < COLUMN

ASSUMING EQUIPROBABLE TRANSITIONS

Vv

F

D

P

A

0.333

0.667

Less sKill

0.750

0.111

0.333

0.375

0.037

More ckill
TYINI WV JTINTI

0.167

0.187

0.500

0.667

0.500

> X | v 0O 71 <
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ore skill

CVD DESIDERATA

Ordered by expected frequency
assuming histories generated by a
random walk over states

Less skill
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TWO WAYS TO MEASURE CVD SKILL

WITHIN EACH HISTORY ACROSS OBSERVATIONS

MEASURING SKILL WITHIN A HISTORY S o MEASURING SKILL ACROSS HISTORIES (CASES)
THE LST OF HISTORIES IS A CORPUS = :_-‘“;.‘;.'—_':‘: OBSERVATIONS - SKILL + LUCK
At N Vs
Ya <A o — - —

EACH HISTORY 15 A DOCUMENT OF “sKiLl TERMS" ¥ SE ok A e fobs s aPsktll o (1 a)Pluck

EACH OF THE 12 DESDERATA 1 A TERM g e S RiA ";.s

- “h
v .':: :-l'tg

EACH “SXILL TERM"™ OCCURS WITH A FREQUENCY TR | —
ACROSS THE CORPUS g Pgin = 1

EXPECTED FIEGUENCY OAVER BY THE RANDOM WALK MODEL s o
RANK HISTORIES BASED ON COMPUTED TF-IDF FOR Sk = = @ = f obs P luck
Skl ON EACH HISTORY - EEEEa — 1 P

S-SR tuck
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AXPVFD PVXAFD VPXAFD VAPFDX VFAPXD VPFXDA  VPFDXA

M EAS U RI N G s KI LL WITH I N A H ISTO RY APVXFD  VPAXFD PVFAXD VAFPXD VPXFDA VFAPDX VIPXDA

AVXPFD PVAFXD VXPFAD PVXFDA PVFXDA VFPXAD VFADPX
XPVAFD VXPAFD VPAFXD VPFAXD VAFPDX AVFDPX VFPDAX
VAXPFD AVPFXD VAFXPD VFAXPD VPFADX PVFOXA  VFDAXP

PVAXFD APVFDX PVAFDX VXPFDA VFPAXD VPFDAX VFPDXA
TH E I_IST O F H |STO R | ES |S A C O R P US AVPXFD VAPFXD AVPFDX ~ [, ¢ VFXPAD VFXPDA  VFDAPX
APVEXD  xevEDA 0\ A v AVEDXP  VFPADX VFDXPA
XPVFAD P A* < P AEDPX  VFDPAX
N A4 Vax -
~ 4 g A
v<P V<X V<A'X 4P

EACH HISTORY IS A DOCUMENT OF “SKILL TERMS" <Ak SLn

A D<X 2k DAh
EACH OF THE 12 DESIDERATA IS A TERM X <A \4* *AF

o

EACH “SKILL TERM" OCCURS WITH A FREQUENCY S EEEEEE =
ACROSS THE CORPUS 5 %
EXPECTED FREQUENCY GIVEN BY THE RANDOM WALK MODEL ; o.so;

AXPVFD FVXAFD VFXAFD VAPFDX VFAPXD VPFXDA  VPFDXA

R T F | D F APVXFD VPAXFD PVFAXD VAFPXD VPXFDA  VFAPDX  VFPXDA
ANK HlSTORIES BASED ON COMPUTED = FOR AVXPFD PVAFXD VXFFAD PVXGDA PVFXDA  VFPXAD  VFADPX
XPVAFD  VXPAFD  VPAFXD  WPFAXD WAFPDX  AVFOPX  VFPDAX

“SKILL" ON EACH HISTORY s o A VD YD

PVAXFD  APVFDX  PVAFDX  VXPFDA
AVFXFD VAPFXD  AVPFDX PVFABK M

The Hyperdimensional Geometry of MPCVD
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APVEXD
XPVFAD
VAPXFD

XFVFDA
PVXFAD
AVFXPD

AVFPXD
PVFXAD
VPXFAD

VPAFOX
VPFXAD
AVFFOX

AVFD) v

PVFDAX

VAFDXP  \FAD
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EVERY CVD CASE, EVER. SKILL INCREASES DOWN AND TO THE RIGHT

AXPVFD  PVXAFD VPXAFD VAPFDX VFAPXD VPFXDA  VPFDXA
APVXFD  VPAXFD PVFAXD VAFPXD VPXFDA  VFAPDX  VFPXDA
AVXPFD  PVAFXD  VXPFA PVFXDA  VFPXAD  VFADPX
XPVAFD  VXPAFD  VPA FPDX  AVFDPX  VFPDAX
VAXPFD  AVPFXD VA PVFEDXA S\VFDAXP
PVAXFD  APVFDX PVAFD PDXA
AVPXFD  VAPFXD AVPFDX PV APX
APVFXD  XPVFDA  AVFPXD  VPAFDX PA
XPVFAD PVXFAD PVFEXAD VPFXAD PVFDAX
VAPXFD  AVEXPD  VPXFAD AVFPDX VAFDXP V

[Distribution Statem
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MEASURING SKILL ACROSS HISTORIES (CASES)

OBSERVATIONS = SKILL + LuCK
fors = OPgkinn + (1 — @) Ppyck

Vv F D P

Psrin = 1 . °

. fobs — Pryck

a_
1_Pluck
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Observed Skill

Fix Ready before Attacks
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1000 A
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Fix Ready before Public Awareness

—— monthly

----- monthly (12m avq)
caumulative
0.95 interval (monthly)
0.95 interval (cumulative)

| |
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Month

Source: Microsoft via ZDI Blog

The Hyperdimensional Geometry of MPCVD
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Public Aware before Exploit Published

=
(g
o
<
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e ONtHIY
monthly (12m avqg)
cumulative
0.95 interval (monthly)
0.95 interval (cumulative)

2013 2014 2015 2016 2017 2018 2019
Date

Source: NVD, CERT/CC, Metasploit Framework, ExploitDB
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AGENDA

Toward macro-scale

metrics for MPCVD EXTendiﬂg metrics to MPCVD
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MPCVD

FEACH VENDOR/PRODUCT

e |Sin ifs own stafe

* has its own history

SOME TRANSITIONS ARE SYNCHRONIZED, SOME ARE NOT

« Does publishing about a vul in A imply the vul is in B¢
« Does an exploit for product A work on product B¢

[Distribution Statement A] Approved for public release and unlimited distribution.
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MPCVD GOALS

Avoid bad outcomes Achieve high ranked histories

avoid P, X, or A until everyone High median (accuracy)
reaches F oreven D

Achieve consistent history ranks

Low entropy (precision)
Synchronize some fransitions (e.g., F, P, even D)

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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MPCVD REDUCES CASE STATE ENTROPY

N A \ / " U 4 WFa

32 state ucts - 32 states

(VD

1 history
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© 2021 Carnegie Mellon University

Software Engineering Institute




MPCVD HISTORY WEIGHTING

Each MPCVD case affects a
set of products/vendors, each
with its own states and history

W, =1 if product affected, otherwise O

7 Easy(status quo)

vendor and A Fails fo address risk diversity

Product

MPCVD can optimize for @
weighted sum of histories

What to use for weightse

Potential to address high-risk niche usage
I? Really hard to measure
® Have a special *high risk” flag?

O<W, <1
proportional to
market share of
product affected

Relative size Relative | :
. Importance proportional to risk
& Closer to aggregate social good of Userbase .
? Harder to measure and Risk share of product

B Favors larger products affected

o= Still falls short on risk diversity

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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embargo
duration

embargo
size
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AGENDA

But how does this any
of this help me?¢

Applications

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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CLARIFY CVD
ROLES

WHO CAN DO WHAT?

POLICY
FORMALISMS

WHAT CAN OTHERS EXPECT YOU 1O DO?

Software Engineering Institute

APPLICATIONS

EMBARGO
PATTERNS

WHERE DO EMBARGOES AT?

CVD SITUATION CVD ACTION
AWARENESS PROMPTS

WHMAT DO YOU KNOW? WHAT CAN YOU DO?

DEFINING NAVIGATING CVD CVD STATES

STICKY TERMS

WHAT DO YOU REALLY MEAN TO SAY?

The Hyperdimensional Geometry of MPCVD
© 2021 Carnegie Mellon University

WHERE DO WE GO NOW?S PUTTING IT ALL TOGETHER
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CLARIFY CVD
NOJEEN

WHO CAN DO WHAT?

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
© 2021 Carnegie Mellon University

Software Engineering Institute



CVD ROLES AND THE TRANSITIONS THEY CAN INDUCE

\' g'enpdoer; e/ . Coordinator
F Vendor
D Deployer
P Vendor I;:Ienpdoer’l;e/r Coordinator
Finder / .
X Vendor Reporter Coordinator  Adversary
A s enosliees Adversary

Vendor + Deployer

Finder/Reporter + Adversary
Efc.

The Hyperdimensional Geometry of MPCVD
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EMBARGO
PATTERNS

WHERE DO EMBARGOES FIT¢
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NOTATION

« All patterns assume order: vidpx

 Dots are wildcards

T.p/A

e Lowercase = event has not
occurred

« Uppercase = event has occurred

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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WHEN CAN YOU START AN EMBARGO?

Why start an embargo if the fix is already deployed?

T .

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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WHEN CAN YOU START AN EMBARGO?

Why start an embargo if the fix is already deployed?
If vul is public, what purpose does the embargo servee

. T, .
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WHEN CAN YOU START AN EMBARGO?

Why start an embargo if the fix is already deployed?
If vul is public, what purpose does the embargo servee
If exploit is public, vul is or will soon be public.

. TOPX .

The Hyperdimensional Geometry of MPCVD
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WHEN CAN YOU START AN EMBARGO?

Why start an embargo if the fix is already deployed?
f vulis public, what purpose does the embargo serve?
f exploit is public, vul is or will soon be public.

f attacks are happening, who is the embargo protectinge

. .dpXxa

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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WHEN CAN YOU START AN EMBARGO?

Why start an embargo if the fix is already deployed?
f vulis public, what purpose does the embargo servee
f exploit is public, vul is or will soon be public.

f attacks are happening, who is the embargo protectinge

. .dpXxa

. Tdpxa?2 (maybe)

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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WHEN SHOULD YOU MAINTAIN AN EMBARGO?

£ e fiy ic - deployved?
f vulis public, what purpose does the embargo serve?
f exploit is public, vul is or will soon be public.

f attacks are happening, who is the embargo protectinge

. PX A

Why keep embargo when the fix is already deployede
E.g., web vul where site owner fixes but chooses to never disclose

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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MORE EMBARGO PATTERNS

Rule States
Embargo can start . .dpxa
Embargo is viable . . .PXa
Consider necessity of starting or contfinuing embargo VFd. ..
Ble nc.)’r.ini’ria’re new emborgo | . VFDpxa
existing embargo may continue (although value is questionable)
Embargo is at risk ...p.A
Embargo is at imminent risk . . . pX.
...P..
Embargo no longer viable e oo o X,
co.o A

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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CVD SITUATION
AWARENESS

WHAT DO YOU KNOW?@

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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WHAT DO YOU KNOW AND WHEN?

WHAT YOU KNOW STATE PATTERN
Attack success is likely ..d...
Attack success is unlikely _—. . .
Expect vendor awareness imminently v..P..
Expect both public and vendor awareness imminently V..pX.
Expect public awareness imminently V..pX.

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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WHAT DO YOU KNOW AND WHEN? (SSVC 2)

WHAT YOU KNOW STATE PATTERN
SSVC contacted: No . . .
SSVC public: No

SSVC value added: precedence e -
SSVC public: Yes

SSVC exploitation: High I | JA
SSVC exploitation: Low . Xa
SSVC exploitation: Moderate . Xa
SSVC value added: Ampliative VF.p
SSVC value added: Limited VF.P

Software Engineering Institute
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WHAT DO YOU KNOW AND WHEN? (CVSS 3.1)

WHAT YOU KNOW STATE PATTERN
CVSS 3.1 exploit maturity: H, F, or P . Xa
CVSS 3.1 exploit maturity: H or F . XA
CVSS 3.1 remediation level: X, U, W, or T Vf....
CVSS 3.1 remediation level: T or O VF....

Software Engineering Institute
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WHAT DO YOU KNOW AND WHEN? (VEP)

WHAT YOU KNOW STATE PATTERN
VEP remains tenable vtdpx.
VEP does not apply V.....
VEP does not apply c..P..
VEP does not apply ce.oX.
Adversarial utility remains viable .. . .
Note that . .d... (24 states)

Is much bigger than vfdpx. (2 states)

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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CVD ACTION
PROMPTS

WHAT CAN YOU DO?Z

The Hyperdimensional Geometry of MPCVD [Distribution Statement A] Approved for public release and unlimited distribution.
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WHAT CAN YOU DO AND WHEN?

EVENT
ACTION IRIGGERED STATE PATTERN
Notify vendor \% Veeooo
Terminate existing embargo - c..P..
Monitor for exploit publication - R &
Monitor for exploit refinement
Publish detection for exploits - . X.
Terminate existing embargo
Monitor for attacks B @ @2 ..., a
Monitor for additional attacks p A
Terminate any existing embargo 7 7
Monitor public reports \% .P..
Publish vul and any mitigations P V
(if no active embargo) - P

Software Engineering Institute

The Hyperdimensional Geometry of MPCVD
© 2021 Carnegie Mellon University
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WHAT CAN YOU DO AND WHEN?

EVENT

ACTION TRIGGERED STATE PATTERN
Draw attention to published exploits
Publish mitigations P . . . pX.
Do nothing
Draw attention to published exploits PX
Publish mitigations \ e
Publish mitigations P p.A
Escalate response priority among responding y d.X.
parties d..A
Create fix (vendor) = VFd
Encourage vendor to create fix (hnon-vendor) .’

A , fdP. .
Escalate response priority among responding _ £d.X
parties ) £ ) A

The Hyperdimensional Geometry of MPCVD

Software Engineering Institute
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WHAT CAN YOU DO AND WHEN?

EVENT
ACTION TRIGGERED STATE PATTERN
Maintain any existing disclosure embargo
Maintain vigilance for disclosure embargo exit = . . .PXa
criteria
Publish vul and any mitigations (if no vendor
exists) P vfdp..
Escalate fix priority with vendor F VfdP..
Escalate vigilance for exploit publication VFdP
Escalate vigilance for attacks 4 a
Publish mitigations
Publish vulnerability (motivate vendor to fix, p VFd
moftivate deployers to mitigate) Yok
Encourage vendor to deploy fix (if possible)
Deploy fix (vendor) D VFdp. .
Publish fix P VFdp..
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WHAT CAN YOU DO AND WHEN?

EVENT

ACTION TRIGGERED STATE PATTERN
Deploy fix (deployer)
Promote fix deployment (non-deployer) D VFdP..
Publish vul (for future reference) P VFDp..
Discourage exploit publication until F - .fd.xa
Publish mitigations (if possible) 5 . fdpX.
Terminate embargo and publish early .fdp.A
Negoftiate or establish disclosure embargo = . .dpxa

VT.pX.
Prepare to break existing embargo - VF E A
Encourage/cause publication of exploit code X £ PxA
(promote defense/detection) Y
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WHAT CAN YOU DO AND WHEN?

EVENT
ACTION TRIGGERED STATE PATTERN
Initiate VEP - vfdpx.
Consider appropriateness of initiating a new
embargo A VFdpxa
Encourage/cause publication of exploit code
(promote deployment, detection) X VFdPxa
Close case - VFDPXA
VFDPXxa
Close case (unless monitoring for X or A) . VFEDPXa
VFDPXA
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POLICY
FORMALISMS

WHAT CAN OTHERS EXPECT YOU TO DO¥¢
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TRANSLATING GPZ POLICY 2021

Policy Statement

(begin state, timer, end state)

Disclosure deadline of 90 days. If an issue remains unpatched after
90 days, technical details are published immediately.

(Vidpxa, 920, VidPxa)

If the issue is fixed within 20 days, technical details are published
30 days after the fix.

If (Vfdpxa, <=90, VF..xa)
Then (VF..xa, 30, VF.Pxa)

A 14-day grace period* is allowed.

If (Vidpxa, <90, Vfdpxa) + reg
Then (Vidpxa,104,V..Pxa)

For issues that are being actively exploited in-the-wild against
users...if anissue remains unpatched after 7 days, technical details
are published immediately.

(Vidp.A, 7, VidP.A)

(VidpX., 7, VE.PX.) (@)

If the issue is fixed within 7 days, technical details are published 30
days after the fix.

If (Vfdp.A, <=7, VF.p.A)
Then (VF.p.A, 30, VF.P.A)

Vendors can request a 3-day grace period* for in-the-wild bugs.

If (Vidp.A, <7, Vidp.A) + req
Then (Vidp.A, 10, V.dP.A)

Earlier disclosure with mutual agreement.

If req
Then (V..pxa, <90, V..Pxa)
Or (V..pxA, <7, V..PxA)
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TRANSLATING CERT/CC POLICY 2021

Policy Statement (begin state, timer, end state)

Vulnerabilities reported to the CERT/CC will be disclosed to the
public 45 days after the initial report, regardless of the existence or | ...pxa, 45, ...Pxa
availability of patches or workarounds from affected vendors.

Extenuating circumstances, such as active exploitation, threats of | ...pX., <45, ...PX.

an especially serious (or trivial) nature, or situations that require .P.A, <45, ..P.A
changes to an established standard may result in earlier or later
disclosure. If (extenuating circumstances)

Then ...pxa, >45, ...Pxa

Vulnerabilities reported to us will be forwarded to the affected

vendors as soon as practical after we receive the report. Vieoous ASAP, V.....
This isn't a perfect way to specify policies. Potential benefits include:
« Recognizing and reasoning about gaps in existing
But it might help us to move towards policies
formalization of policies. « Automated resolution of disclosure schedules

based on solving policy logic
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DEFINING
STICKY TERMS

WHAT DO YOU REALLY MEAN TO SAY<
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FORMALIZING DEFINITIONS: WHAT DO YOU MEAN, “ZERO DAY"?

# What kind of 0-day? Words State Pattern
: vulnerability ...unknown ’rq the vendor, exploitable, v.p..
and not publicly known. (VEP)
2 Vulnerability ...public before the vendor is aware v..P..
3 Vulnerability ...public before a fix is available f.P..
4 Exploit ...released before vendor is aware v...X.
5 Exploit ...released before fix is available f.X.
6 Exploit ...released before public is aware ..pX.
7/ Attack ...occurs before vendor aware V....A
8 Attack ...occurs before fix is available f. A
9 Attack ...occurs before public is aware LPA

https://insights.sei.cmu.edu/blog/like-nailing-jelly-to-the-wall-difficulties-in-defining-zero-day-exploit/
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FORMALIZING DEFINITIONS: FOREVER DAY VULNERABILITY

# Words State Pattern
1 Vendor has designated product as end-of-life (Eol) Vi....
2 Vendor no longer exists vi....
3 Deployer chooses not to deploy e,

https://insights.sei.cmu.edu/blog/like-nailing-jelly-to-the-wall-difficulties-in-defining-zero-day-exploit/
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NAVIGATING CVD

WHERE DO WE GO NOW?@
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NAVIGATION STRATEGY i

Available future

1. Chosenextnodewith V<P V<X V<A
most total wins

2. If tied, choose next F<P F<X F<A
node with most
available futures D<P D<X D<A

3. If still fied, choose

randomly P<X P<A X<A

Software Engineering Institute



LEGEND

V<X V<A
F<X F<A Available future
D<X D<A
X<A V<P V<X
F<P F<X
F<P F<X F<A V<P V<A D<P D<X
D<P D<X D<A F<P F<A P <X
P<X P<A X<A D<P D<A
P<A
vidpxa
e A [Distibution Statement A] Approved for public release and unlimited distibution.
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D<P D<X D<A
P<X P<A X<A

F<X F<A
D<X D<A
X<A
F<P F<A
D<P D<A
P<A
Vidpxa «—

F<P F<X
D<P D<X
P<X P<A

LEGEND

Available future

Software Engineering Institute
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»

D<X D<A A
X < A D<P D<X

P<X

«—— VFdpxa

LEGEND

D<P D<A Available future

P<A
P<X P<A X<A

Vidpxa «—

vidpxa
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X<A P<X
VFdpxa

B FD DX LEGEND

Available future

P<A

Vidpxa «—

vidpxa
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»

D<X D<A A
X < A D<P D<X

P<X

«—— VFdpxa

LEGEND

D<P D<A Available future

P<A
P<X P<A X<A

Vidpxa «—

vidpxa
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D<A
VFdpxa

X < A LEGEND

Available future

Vidpxa «—

vidpxa
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VFDPxa

a

VFdpxa

= FDpxo LEGEND

Available future

Vidpxa «—

vidpxa
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VFDPXge——— VFDPxa

a

VFdpxa

= FDpxo LEGEND

Available future

Vidpxa «—

vidpxa
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VFDPXA

VFDPXg«——— VFDPxa

a

VFdpxa

= FDpxo LEGEND

Available future

Vidpxa «—

vidpxa
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CVD STATES

PUTTING IT ALL TOGETHER
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vidpxa

Vendor is not aware SSVC

Fix isnot  ready Contacted

Fix isnot  deployed Exploitatfion

Public is not aware Public

Exploit isnot  public Value Added

Attacks are not observed Supplier
involvement

Ne)
Low
No

Precedence

Next VFDP XA

Notify vendor [V]

Publish mitigations [P] Publish vulnerability [P]
Monitor for publication Monitor for exploit Monitor for attacks
Initiate embargo Maintain embargo
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vidpxA

Vendor is not aware e
Fix is not ready Contfacted No
= is not deployed Exploitation Active
Public is not aware Public No
Exploit isnot  public Value Added Precedence
Attacks are observed Supplier
involvement
Next VFDP X

Notify vendor [V]

Publish mitigations [P] Publish vulnerability [P]

Monitor for publication Monitor for exploit Monitor for attacks
T notify priority

Prepare embargo exit

T exploit vigilance
T publish priority

Terminate embargo

Publish detection [P]

T aftack vigilance

Avoid embargo
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vidpXa

Vendor is not aware e

Fix isnot  ready Contacted

Fix isnot  deployed Exploitatfion

Public is not aware Public

Exploit s public Value Added

Attacks are not observed Supplier
involvement

Ne)
PoC
No

Precedence

Next VFDP XA

Notify vendor [V]

Publish mitigations [P] Publish vulnerability [P]

Monitor for publication Monitor for exploit Monitor for attacks
T notify priority

Prepare embargo exit

Publish exploit [X]
T exploit vigilance
T publish priority

Terminate embargo

Publish detection [P]

T aftack vigilance

Avoid embargo
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vidp XA

Vendor is not aware e
Fix isnot  ready Contacted No
Fix is noft deployed Exploitation PoC
Public is not aware Public No
Exploit is public Value Added Precedence
Attacks are not observed Supplier

involvement

Next VFDP

Notify vendor [V]
Publish mitigations [P] Publish vulnerability [P]
Monitor for publication Monitor for exploit Monitor for attacks

T notify priority

Publish exploit [X]
T exploit vigilance
T publish priority

Terminate embargo

Publish detection [P]

T aftack vigilance

Avoid embargo
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vidPxa

Vendor
Fix

Fix

Public is
Exploit
Attacks

is not
is not
is not

is not
are not

aware
ready
deployed
aware
public
observed

SSvC
Contacted

Exploitation
Public
Value Added

Supplier
involvement

No
Low

Yes
Higgli(cle Ampliative

Next VFDFP XA

Notify vendor [V]
Publish mitigations [P]

Monitor for publication

T notify priority

Publish vulnerability [P]

Monitor for exploit

Monitor for attacks

Publish detection [P]
T exploit vigilance T aftack vigilance
T publish priority

Terminate embargo Avoid embargo
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vidPxA

Vendor is not aware SSVC
Fix isnot  ready Contacted No
=% is not deployed Exploitation Active
Public s aware ajellle Yes
Exploit is not public Value Added Limited Ampliative
Attacks are observed Supplier
involvement
Next VFDF X

Notify vendor [V]
Publish mitigations [P] Publish vulnerability [P] Publish detection [P]
Monitor for publication Monitor for exploit Monitor for attacks T exploit vigilance T attack vigilance
T notify priority T publish priority

Terminate embargo Avoid embargo
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vidPXa

Vendor is not aware SSVC
Fix isnot  ready Contacted No
Fix isnot  deployed Exploitation PoC
Public s aware Public Yes
Exploit s public Value Added Limited Ampliative
Attacks are not observed Supplier
involvement
Next V FD A
Notify vendor [V]
Publish mitigations [P] Publish vulnerability [P] Publish exploit [X] Publish detection [P]
Monitor for publication Monitor for exploit Monitor for attacks T exploit vigilance T attack vigilance
T nofify priority 1 publish priority
Terminate embargo Avoid embargo
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VidPXA

Vendor is not aware SSVC
Fix isnot  ready Contacted No
=% is not deployed Exploitation Active
Public s aware ajellle Yes
Exploit s public Value Added Limited Ampliative
Attacks are observed Supplier
involvement
Next V FD

Notify vendor [V]
Publish mitigations [P] Publish vulnerability [P] Publish exploit [X] Publish detection [P]
Monitor for publication Monitor for exploit Monitor for attacks T exploit vigilance T attack vigilance
T notify priority T publish priority

Terminate embargo Avoid embargo
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Vidpxa

Vendor is

Fix is not
Fix is not
Public is not
Exploit is not
Attacks are no

aware SSvVC
ready Contacted
deployed Exploitation
awdare Public
public Value Added
t  observed Supplier
involvement

Yes
Low
No
Precedence

Unco-op. Co-op.

Publish mitigations [P]

Monitor for publication

Initiate embargo

Enc. Vendor create fix

Create fix (vendor) [F]
Publish vulnerability [P]

Monitor for exploit Monitor for attacks

Maintain embargo

Publish detection [P]
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VidpxA

Vendor is

Fix is not
Fix is not
Public is not
Exploit is not

Attacks are

aware e
ready Contacted Yes
deployed Exploitation Active
aware Public No
public Value Added Precedence
observed Supplier Unco-op. Co-op.

involvement

Next VEDP X

Publish mitigations [P]

Monitor for publication

Enc. Vendor create fix

Create fix (vendor) [F]

Publish vulnerability [P]

Monitor for exploit Monitor for attacks
1 fix priority

Prepare embargo exit

Publish detection [P]
T exploit vigilance T aftack vigilance
T publish priority

Terminate embargo Avoid embargo
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VidpXa

Vendor s
Fix

Fix

Public
Exploit is
Attacks

aware SSVC
Nigle]] ready Contacted
isnot  deployed Exploifation
Ngle]] aware Public
public Value Added
are not observed Supplier
involvement

Yes
PoC
No
Precedence

Unco-op. Co-op.

Next VFDP XA

Publish mitigations [P]

Monitor for publication

Enc. Vendor create fix

Create fix (vendor) [F]

Publish vulnerability [P]

Monitor for exploit Monitor for attacks
1 fix priority

Prepare embargo exit

Publish exploit [X] Publish detection [P]
T exploit vigilance T aftack vigilance
T publish priority

Terminate embargo Avoid embargo

Software Engineering Institute

The Hyperdimensional Geometry of MPCVD
© 2021 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.




VidpXA

Vendor s aware SSVC
Fix isnot  ready Contacted Yes
=% is not deployed Exploitation Active
Public isnot  aware ajellle No
Exploit s public Value Added Precedence
Attacks are observed Supplier Unco-op.  Co-op.
involvement
Next V FD P
Create fix (vendor) [F]
Publish mitigations [P] Publish vulnerability [P] Publish exploit [X] Publish detection [P]
Monitor for publication Monitor for exploit Monitor for attacks T exploit vigilance T attack vigilance
1 fix priority T publish priority
Terminate embargo Avoid embargo

Enc. Vendor create fix
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\afel'(e

Vendor s

Fix is not
Fix is not
Public s

Exploit is not
Attacks are no

aware e
ready Contacted
deployed Exploitation
awdare Public
public Value Added
t  observed Supplier
involvement

Yes
Low

Yes
Higgli(cle Ampliative

Unco-op. Co-op.

Next

[—T1
O
I><
>

Publish mitigations [P]

Monitor for publication

Enc. Vendor create fix

Create fix (vendor) [F]
Publish vulnerability [P]
Monitor for exploit Monitor for attacks

1 fix priority

Publish detection [P]
T exploit vigilance T aftack vigilance
T publish priority

Terminate embargo Avoid embargo
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VIidPxA

Vendor is
Fix is not
Fix is not
Public s
Exploit is not

Attacks are

aware SSvVC
ready Contacted Yes
deployed Exploitation Active
aware Public Yes
public Value Added Limited Ampliative
observed Supplier Unco-op. Co-op.

involvement

Next VEDP X

Publish mitigations [P]

Monitor for publication

Enc. Vendor create fix

Create fix (vendor) [F]
Publish vulnerability [P]
Monitor for exploit Monitor for attacks

1 fix priority

Publish detection [P]
T exploit vigilance T aftack vigilance
T publish priority

Terminate embargo Avoid embargo
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VidPXa

Vendor s aware SSVC

Fix is not ready Contacted Yes

Fix isnot  deployed Exploitation PoC

Public s aware Public Yes

Exploit  is public Value Added Limifed Ampliative

Attacks are not observed Supplier Unco-op. Co-op.
involvement

Next V F D A

Create fix (vendor) [F]

Publish mitigations [P] Publish vulnerability [P] Publish exploit [X] Publish detection [P]
Monitor for publication Monitor for exploit Monitor for attacks T exploit vigilance T attack vigilance
1 fix priority T publish priority
Terminate embargo Avoid embargo

Enc. Vendor create fix
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VidPXA

Vendor s aware SSVC
Fix isnot  ready Contacted Yes
=% is not deployed Exploitation Active
Public s aware ajellle Yes
Exploit s public Value Added Limited Ampliative
Attacks are observed Supplier Unco-op.  Co-op.
involvement
Next V F D
Create fix (vendor) [F]
Publish mitigations [P] Publish vulnerability [P] Publish exploit [X] Publish detection [P]
Monitor for publication Monitor for exploit Monitor for attacks T exploit vigilance T attack vigilance
1 fix priority T publish priority
Terminate embargo Avoid embargo

Enc. Vendor create fix
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VFdpxa

Vendor s aware
Fix IS ready
Fix IS not deployed
Public is not aware
Exploit is not public
Attacks are not observed

SSvC
Contacted

Exploitation
Public
Value Added

Supplier
involvement

Yes
Low

No

Precedence

Fix ready

Next VFDP XA

Publish mitigations [P]

Monitor for publication

Publish vulnerability [P]

Monitor for exploit

Maintain embargo

Enc. Vendor pub fix

Deploy fix (vendor) [D]
Publish fix [P]

Monitor for attacks

Prepare embargo exit

Enc. Vendor deploy fix

Terminate embargo

Publish detection [P]
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VFdApXA

Vendor is
Fix IS
Fix is not
Public is not
Exploit is not

Attacks are

aware
ready
deployed
aware
public

observed

SSVC
Contacted Yes
Exploitation Active
Public No
Value Added Precedence
Supplier Fix ready
involvement

N[SYQ) DPX

Publish mitigations [P]

Monitor for publication

Publish vulnerability [P]

Monitor for exploit

Enc. Vendor pub fix

Deploy fix (vendor) [D]
Publish fix [P]

Monitor for afttacks

T deploy priority
Prepare embargo exit

Enc. Vendor deploy fix

T exploit vigilance
T publish priority

Terminate embargo

Publish detection [P]

T aftack vigilance

Avoid embargo
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VFEdpXa

Vendor s aware e

Fix is ready Contacted Yes

Fix isnot  deployed Exploitation PoC

Public is not aware Public No

Exploit s public Value Added Precedence

Attacks are not observed Supplier Fix ready
involvement

Next DP XA

Deploy fix (vendor) [D]

Publish mitigations [P] Publish vulnerability [P] Publish fix [P] Publish exploit [X] Publish detection [P]
Monitor for publication Monitor for exploit Monitor for attacks T exploit vigilance T attack vigilance
T deploy priority T publish priority
Prepare embargo exit Terminate embargo Avoid embargo
Enc. Vendor pub fix Enc. Vendor deploy fix
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VFdpXA

Vendor
Fix

Fix
Public
Exploit
Attacks

IS
IS
IS not
Ngle]]
IS
are

aware
ready
deployed
aware
public
observed

SSVC
Contacted Yes
Exploitation Active
Public No
Value Added Precedence
Supplier Fix ready
involvement

N[SYQ) DP

Publish mitigations [P]

Monitor for publication

Publish vulnerability [P]

Monitor for exploit

Enc. Vendor pub fix

Deploy fix (vendor) [D]
Publish fix [P]
Monitor for attacks

T deploy priority

Enc. Vendor deploy fix

Publish exploit [X]
T exploit vigilance
T publish priority

Terminate embargo

Publish detection [P]

T aftack vigilance

Avoid embargo
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VFdPxa

Vendor is aware SSVC

Fix IS ready Contacted Yes

Fix isnot  deployed Exploitation Low

Public is aware Public Yes

=elle]]] is not public Value Added Limited Ampliafive

Attacks are not observed Supplier Fix ready
involvement

NS DP XA

Deploy fix (vendor) [D] Deploy fix (lvendor) [D]
Publish mitigations [P] Publish vulnerability [P] Publish fix [P] Publish exploit [X] Publish detection [P]
Monitor for publication Monitor for exploit Monitor for attacks T exploit vigilance T attack vigilance

T publish priority

Terminate embargo Avoid embargo
Enc. Vendor pub fix Enc. Vendor deploy fix Enc. Deployer deploy fix
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VFdPXA

Vendor
Fix

Fix
Public
Exploit
Attacks

IS
IS

IS not
IS

is not
are

aware
ready
deployed
aware
public
observed

SSvC
Contacted

Exploitation
Public
Value Added

Supplier
involvement

Yes
Active
Yes
Higgli(cle Ampliative

Fix ready

Next DPX

Publish mitigations [P]

Monitor for publication

Publish vulnerability [P]

Monitor for exploit

Enc. Vendor pub fix

Deploy fix (vendor) [D]
Publish fix [P]
Monitor for attacks

T deploy priority

Enc. Vendor deploy fix

Deploy fix (lvendor) [D]
Publish exploit [X] Publish detection [P]
T exploit vigilance T attack vigilance
T publish priority

Terminate embargo Avoid embargo

Enc. Deployer deploy fix
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VFdPXa

Vendor s aware e

Fix is ready Contfacted Yes

Fix isnot  deployed Exploitation PoC

Public s aware Public Yes

Exploit is public Value Added Limifed Ampliative

Attacks are not observed Supplier Fix ready
involvement

NS D A

Deploy fix (vendor) [D] Deploy fix (lvendor) [D]

Publish mitigations [P] Publish vulnerability [P] Publish fix [P] Publish exploit [X] Publish detection [P]
Monitor for publication Monitor for exploit Monitor for attacks T exploit vigilance T attack vigilance
T deploy priority T publish priority
Terminate embargo Avoid embargo
Enc. Vendor pub fix Enc. Vendor deploy fix Enc. Deployer deploy fix
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