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BLUF NASA OpNav 1.5 Code Risk Estimation

Bottom Line Up Front s A R CREW Total Risk Score = 2.50

MAINTAIN IMPROVE

* Good module & code layout consistency and file & ¢ Reduce the number of conditional compilation flags
folder organization in the code and / or make them run-time traceable

* Uniform adherence to stylistic NASA Flight Software * Adopt and adhere to a critical coding standard such

Branch C Coding Standard as MISRA or JSF++ and enforce it via static analysis
* Consistent error handling and logging * Eliminate dynamic memory allocation after boot-
time initialization
* Solid unit testing and (evidence of) automated * Eliminate duplicated source files and copy / pasted
regression testing code sections
* Good run-time code instrumentation & monitoring * Implement traceability of data & executable files

with anti-tamper verification at boot-time

* Excellent accuracy, level of, and clarity of code *  Reduce the number of cyclic and bi-directional
commenting dependencies
* Low density of secure coding issues * Reduce the depth of control structure & call nesting
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Assessing Code Risk

Code Risk Estimation Worksheet (CREW)

CODE QUALITY

5 + ! E
6 H'J ARCHITECTURE STANDARDS MAINTAINABILITY FAULT TESTABILITY

2 TOLERANCE

Modularity Stylistic Value Checking | Unit
v Dependency Criticality Comments Error Handling Genera Regression
= Patterns . Error Logging X Complexity
3 1 8 %lanlt'l::ry Instrumentation D?:E;:j;sss
uall . 9
L Health Monitoring Libraries
Warnings
Clarity Traceability
Consistency

Code risk assessment process: Canstans CERT Our target is:

+ Employ a set of code-centric questions F'::;:E:ﬁ;“ S— « Structural code
specific to the 6 aspects and 31 foci Conditionals Priority guality — the quality of
shown here. the code itself.

» Apply static analysis toolg to help the Reusability Rather than:
analyst answer the questions. * Functional code

« Score the answers to arrive at a risk level '"ﬁiﬁi:ﬁi’:g quality — how well the
in [1.0, 5.0] for each focus, aspect, and Complication code fulfils mission
overall. Duplication requirements.
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- CODE RISK ESTIMATION WORKSHEET: OpNav
OV e rV I eW ASPECT RiISK ASPECT [ Foon MITIGATION
24 ARCHITECTURE /
E 22 Modularity High level of code modularity and module cohesveness
1.0 A 30 50 35 Dependency Low level of dependencies, especially cyclic [DSM, dependency graphs, etc}
(Low Risk) {High Risk) 16 Pattomns High level of adherence to a known architectural pattern (layered, cient-server, atc)

- - ¥ STANDARDS /
D O p N aV COd e q U aI Ity IS the beSt th a.t S E I = 16 st:usth High level o; adhearence to a chosen intemal or published stylistic coding standand
. 35 Criticality High level of adherence to critical-system coding guldalines (MISRA, CERT, atc)
has reviewed to date. MAINTAINABILTY /

"1 Quantity High level of commenting excluding bollerplates
High quality of commenting that clarifies the code's intent

[ | Th e C R EW total rl Sk SCO re Of 2 . 50 Charity 12 | :::gemy High level of code stylistic consistency (naming, source layout, brace usage, etc}

Comments

. . . . .7 Constants High fevel of use of symbolic constants
Ind Icates a SOI Id COde deSIg n and u Hles { ¥olders High level of source file and folder naming conssstency and organization
. . 3l Aeadabifity High tevel of overall code readability
I 4.0 Conditionals Low leve! of conditional compiiation
I m p e m e ntatl 0 n ' Reusabilny 1.5 Independence High lavel of machine, OS5, database, and compdler independence
ays 38 Uthlization Low level of commented-out or dead code, and unused variables
m Fault tolerance and testability are a1 DO conpicated implementation construct

Duplication Low level of duplicated (copy / pasted) code

stand out characteristics — both imply == FAULT TOLERANCE /

i 248 Value Checking Migh lavel of return and parameter value checking
I d b b | f I d f Ervor Handling Existence of a systematic error handling machanism
Owe re p ro a I Ity O ate nt e e CtS - 19 Ervor Logging Existence of an 2rrov / fault logging meachanism

. : [ RTEETRSUS T Existonce of run-time statistics and timing instrumentation
. S E I reCO m m e n d S I m p rove m e ntS 21 LTS Y TR TRTIN £ Ifective use of watchdog and system haalth monitoring
targ etl ng reusabl | Ity and general General 30 Det.t,-ndwm« High level of defensive / secure coding practices
. EN | Validation High tevel of validation of untrusted Inputs | Interfaces
secu rlty to fu rther en han ce OpNaV 25 Ubraries Low level of use of potentially unsafe liorary calis

Warnings Evidence that code compiles with no (or few) wamings

H : Traceahility Effactive use of exequtable and parameter flle signatures / anti-tamper measures
Co d e q u al Ity' CERY ¥ ‘, Density Low density of secure coding ssues as per &1 CERT Secure Coding Rules
. . Priority Low number of high-prionity secure coding issues as per SEI CERT Secure Coding Rules
18
. I n CO rpo ratl n g e I e m e ntS Of a Crltl Cal Evidence of unit testing. especially automated (test cases. test hamess, otc)
1 1 L 3 Evidance of regression testing, espacially sutomated
SyStem COdIng Standard WOUId beneflt plo '.D;'\"alljodtvrl'cm.:nc‘mmlw:ns (C;ll:r\: h count
overall OpNav quality. LA
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Architecture

CODE RISK ESTIMATION WORKSHEET: OpNav

ASPECT RISK ASPECT [ Focus MITIGATION

ARCHITECTURE /
Modularity High level of code modularity and module cohesiveness

Dependency Low level of dependencies, especially cyclic {DSM, dependency graphs, etc)
Patterns High level of adherence to a known architectural pattern (layered, client-server, etc)

O The OpNav code base shows adherence to a pre-planned architecture intended for reuse.

m Modularity and cohesiveness are strong. System stability (94.8%) is high indicating that
changes would leave most code unaffected even though numerous static global
variables are used.

m Dependencies among elements are average in number but show many bi-directional
and some cyclic dependencies.

m The dependency structure matrix (DSM) shows a non-strictly layered architectural
pattern. The layers present consistent application programming interfaces (API).

Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public 6
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Architecture bl A R L i
. Al ; o AR
Detail ) = ; ; T
" :
[AedussavsamnnumsnessEsernuene s sxneyn
w3 6581 ey : i ;..E.S‘: 5
« The top-level dependency graph shows mostly . e=ssmsmmmscsinis
bi-directional (red) dependencies between s 5|
primary components. "
« Architectural metrics for OpNav include: et -
L e - - g
o System stability = 94.8% o :
o System cyclicality = 9.5% * The mid-level DSM shows non-strict
o Architectural complexity = 0.52 layered components with some inter- and
o Atom count = 955 and Edge count = 5,427 intra-component cyclic dependencies.
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Standards

CODE RISK ESTIMATION WORKSHEET: OpNav

ASPECT RISK ASPECT / Focus MITIGATION
STANDARDS /
Stylistic High level of adherence to a chosen internal or published stylistic coding standard
3.5 Criticality High level of adherence to critical-system coding guidelines (MISRA, CERT, etc)

O The OpNav code base shows consistent use of a coding standard.

m The code’s layout and style is uniformly good. Comments indicate the code adheres to
NASA'’s Flight Software Branch C Coding Standard Version 1 cFE Flight Software
Application Developers Guide, however SEI did not obtain a copy of this coding
standard for review.

m The code contains numerous violations of typical mission-critical or safety-critical
coding standards such as the NASA/ JPL Power-of-Ten, MISRA C, or JSF++. Adoption
and adherence to a critical-system coding standard is highly recommended by SEI for
critical embedded systems like OpNav.

Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public 8
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Standards

Detall

File: \opnav\cfs\apps\ci\fsw\src\ci_custom.c

int32 €I _CustomInit( 3

{
int32 i i3 = C1_ERROR;
wantaz

kid = 9}
10 _TransUdpConfig t config)

*) Reonfiy, ’ cot (10 _TransWdeConfig t)))
2. dry CI CUSTOM UDP ADDR, )i
= CI_CUSTOM UDP_PORT;

v = CI_CUSTOM_UDP_TIMEQUT)

mSet({

f (10_TransUdpinit(@config, &g €1 _Custombata.udp) < 0)

to end_of _function;

us = CFE_ES_CreateChildTask(&taskid,

CI_Customfain,
CI_CUSTOM_TASK_STACK_PTR,
CI_CUSTOM TASK STACK SIZE,
CI_CUSTOM_TASK_PRIO,

N

« The OpNav code has consistent code style

and layout.

« However, OpNav contains many instances
of using goto, which is discouraged by
most critical-system coding standards.

File: \opnav\cfs\osallut_assert\src\utlist.c

UtlistHead t *Utlist_Create(void)
UtListHead t *MNewlist}

NewList = malloc(sizeof(UtListHead t));

MNewlist-»First = NULL;
MewlList-»Last = NULL;
Newlist->NumberOfEntries = @;
return {(NewList);

The code violates a number of other
critical system coding issues such as
43 instances of dynamic memory
allocation.

Some other critical system issues
include:

o Not checking or using non-void return
values

o Low density of assert usage
o Multi-level pointer dereferencing

Carnegie Mellon University
Software Engineering Institute

Code Risk Estimation for OpNav
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Maintainability - Comments

CODE RISK ESTIMATION WORKSHEET: OpNav

ASPECT RISK ASPECT [/ Focus MITIGATION

2.7 MAINTAINABILITY [
Comments

High level of commenting excluding boilerplates

19 High quality of commenting that clarifies the code's intent

O The OpNav code commenting is excellent.

m Comment density is appropriate. Module and function headers are used consistently
and in-line code comments are used judiciously / as needed.

m Comment quality is very good. Being written at the level of the code’s intent, they add
clarity to the code’s what and why. The comments appear to be accurate and mainly
use the older C-style /* */, but some use also the C99 // commenting style, which may
be easier to maintain.

Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public 10
Software Eﬂgiﬂeeﬂng Institute release and unlimited distribution.



Maintainability - Comments
Detail

File: \opnav\cfs\cfe\fsw\cfe-core\src\es\cfe_es_api.c File: \opnav\cfs\cfe\fsw\cfe-core\src\es\cfe_es_cds.c
193 = ;; o 3 e e e o o o ohe e e s o o ofe e e e e o ok o e e i i o o e e o R o ok o ofe e e e ok o ok o e e o s ok o e o e R o o o o e o e i
194 ** Function: CFE_ES ResetCFE o9 ==
i_“ ** purpose: Reset the cFE core and all apps. l:- *#* \brief Determines whether a DS currently exists
197 1a1
1o | 122 par
193 int32 CFE_ES_ResetCFE(uint32 ResetType) 183
298 ~~ { 184
2@1 int32 ReturnCode; 185
203 if ( ResetType == CFE_PSP_RST_TYPE_PROCESSOR ) 126
204 { 187 par
= - 1las
Increment the processor reset count 169
288 CFE_E5_ResetDataPtr->ResetVors.ProcessorResetlount++; 118
2@9 111
21e == 112
211 3
- 114 B T T e e e e T T T T T T T e T T = T T
214 =7 if ( CFE_ES_ResetDataPtr->ResetVars.ProcessorResetCount > 115 int32 CFE_ES ValidateCDS(void);
215 CFE_ES_ResetDataPtr->»ResetVars.MaxProcessorResetCount ) Tl
216 =7
217 CFE_ES_WriteToSysLog("POWER OM RESET due to max proc resets (Commanded).\n");

ER Log. The Log will be wiped out, but it's good to have

se something fails.

1o < o ) » API function prototypes utilize doxygen
I the entry just in tags to create documentation
extracted from the code.

* In-code comments appear to be accurate, _
are not used too much nor too little, and * Overall, the OpNav code is very well-

add clarity and intent to the code. commented, an important benefit for
maintenance and sustainment.

Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public 11
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Maintainability - Clarity

CODE RISK ESTIMATION WORKSHEET: OpNav

ASPECT RISK ASPECT [/ Focus MITIGATION

MAINTAINABILITY /
Consistency High level of code stylistic consistency (naming, source layout, brace usage, etc)

2.7 Constants High level of use of symbolic constants
1.5 Files / Folders High level of source file and folder naming consistency and organization
3.1 Readability High level of overall code readability

4.0 Conditionals Low level of conditional compilation

O The OpNav code clarity is mostly very good.

m The code shows consistent style, indents, bracing, and module layout.

m Symbolic constants are well-named, though some embedded literals exist in the code.
m Files are mostly header / implementation pairs organized in folders per sub-systems.
|

Readability aspects are generally good, though the code’s reliance on goto hurts its
“structuredness” (Ev(G)) and some high cyclomatic complexity v(G) functions exist.

m OpNav utilizes many conditional compilation preprocessor directives that detract from
the code’s clarity. These can also obfuscate the precise source code options /
provenance unless compile flag states are available for run-time query.

Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public
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Maintainability — Clarity

Detall

File: \opnav\cfs\apps\opnavi\fswisrc\cfsapp\onv_cfsapp_app.c

File: \opnav\cfs\apps\fm\fsw\src\fm_app.c =~ 235 P goto ONV_CfsApp_AppInit_Exit_Tag;
int32 FM AppInit(void) 286 }
( 287
ar *ErrText = i 288 Init Executive Task
dnt32 Resulty 289 Jf(orw CfsApp_InitExec() != CFE_SUCCESS)
298 {
A iacsx = 291 iStatus = ONV_ERROR;
CFE_PSP_MexSet(RF%_GlobalData, o, 2 EM_Glcnall 2 -
PSP Paat (VR Gloke & @ aRalData s))s 292 <7 ONV_Common_SendEvent (g_data->HkTLlmOut . ucEventMsg,
I 293 ONV_INIT_ERR_EID, CFE_EVS_ERROR,
*_GlobalData.ChildSescphore = FM_CHILD_SEM_INVALID) 294 'OPNAV - Executiv sk Init failed.”);
T4_GlobalData. Ch{(dQueweComntSen = FA_CHILD_SEM_INVALID) 295 [ 3 goto ONV_CfsApp AppInit_Exit_Tag;

Result = CFE_EVS_Reglister{NILL, 0, CFE_EVS_BINARY FILTER);
f (Result 1= CFE_SIXCESS)

FE_EVS Sendfuant(FM_STARTUP EVENTS ERR_EID, CFE_EVS_ERROR,

» Errlext, ( t)Reavlt);

}
{

Hesult = CFE SO Createfipe(8FM GiobalData,CmoPipe,

M APP PIPE ULPIN, #M APP PIPE NAME);
I (Result Ie CFE_SUCCESS)
{
CFL_EVS_Sendlvent(FM_STARTUP CREAT PIPE_ERR _EID, CFE_LVS ERROR,
s E 'Ye~ ’ ( t)Rezult);
}
{

» The code exhibits clean spacing, brace
usage, and variable & constant naming
differentiation with relatively few
embedded magic numbers.

¥

== p #ifdef _VID_UDP_SEM_
int32 Status0Os = CFE_OS_ERROR;

38l /¥ Wait to be sure UDP has cregted the semaphore

Je2 CFE ES_WaitForStartupSync(OPNAV_WAIT_FOR_STARTUP);

¥ 0

if(iStatus == CFE_SUCCESS)

i

* get UDP handshake semaphore */

Sta‘tusOs = 05 CountSemGe‘tIdByName(&semId udp, OPNAV_UDP_SEMID);

if(status0s != 05_SUCCESS)

{

ONV_Common_SendEvent(g_data->HETLmOut .ucEventMsg,

311 ONV_INIT INF_EID, CFE_EVS ERROR,
312 "OPNAV - failed to get udp handshake semaphore
313 "%d, StatusOs: @x¥x",
314 semId_udp, Status0s);
315 istatus = ONV_ERROR;
316 [ 3 goto ONV_CfsApp AppInit Exit Tag;

* The code makes heavy use of goto’s and
pre-processor conditionals which detracts
from the otherwise good code clarity.

Carnegie Mellon University
Software Engineering Institute
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Maintainability - Reusability

CODE RISK ESTIMATION WORKSHEET: OpNav

ASPECT RISK ASPECT [/ Focus MITIGATION

2.7 MAINTAINABILITY /
Reusability Independence High level of machine, OS, database, and compiler independence
Utilization Low level of commented-out or dead code, and unused variables

Complication Low level of complicated implementation constructs
Duplication Low level of duplicated {copy [ pasted) code

0 The OpNav code reusability could be improved.

m OpNav has good platform independence.

m The code has numerous unused variables and functions, with some commented out
and no-effect code also present.

m Control structure nesting is high (max = 14), as are the proportion of functions
exceeding HIS limit of 4 for call depth (49.9%) and the use of goto (672 instances).

m OpNav contains many identical code sections among files in the same or different sub-
folders within the folder tree.

Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public 14
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Maintainability — Reusability

Detall

File: \opnav\cfs\cfe\fsw\cfe-core\src\sb\cfe_sb_util.c\

uintlé CFE_SB_GetChecksum(CFE_SB_MsgPtr_t MsgPtr)

{
#ifdef MESSAGE_FORMAT_IS_CCSDS

CFE_SB_CmdHdr_t *CmdHdrPtr;

¥ if / s or there is no seco *y

1{((0:505 RD  TYPE(MsgPtr- >Hdr~) == CCSDS TLI'-'I)| |(|:-:sns RD SHDR(MsgPtr *Hdr) == @)){
return 23

W end if 3/

/* cast the input pointer to o Cmd Msg pointer */

CmdHdrPtr = (CFE SB Cdedr t *)r‘lsgPtr,

return CCSDS_RD_CHECKSUM(CmdHdrPtr-»5ec);

#endif

« The code contains many (1,404) instances of
functions with multiple return points.

« Approximately 22% of OpNav consists of
duplicated (copy / pasted) code sections. This
makes code harder to change (all instances)
and, hence, harder to sustain.

~ IReport - Duplicate Lines bl e

v 817 lines matched in 2 locations
cie\fsw\platform_inc\cpu1'\cfe_platform_cfg.h{1041)
cfelcmake\sample_defs\cpu1_platform_cfg.h(1041)

v 783 lines matched in 3 locations
cfe\fswplatform_inc\cpu 1'cfe_platform_cfg.h{39)
cfelcmake\sample_defs\cpu1_platform_cfg.h(89)
opnav_defs\cpu1_platform_cfg.h(39)

v 494 lines matched in 2 locations
cfelfsw\cfe-corglunit-testwt_osprintf_stubs.c(524)
cfelfsw\cfe-corg\unit-testiosprintf.c(34)

v 417 lines matched in 3 locations
cfe\few\mission_inc\cfe_mission_cfg h(61)
cfelcmake\sample_defs\sample_mission_cfg.h{61)
opnav_defs\opnav_mission_cfg.h(61)

v 402 lines matched in 2 locations
cfelfswicfe-core\src\time\cfe_time_api.c(432)
tools\uifsrcuti_cfe_time_api.c(589)

v 353 lines matched in 2 locations
opnav_defs\tables\sch_def schtblc(123)
apps\schifswitables\sch_def_schibl.c{120)

v 353 lines matched in 6 locations
apps'sch\fswiunit_| Iest\cf\apps\sch def_schtbl.c{111)
pp \fswiunit_testichappsisch_def_schibl5.c(111)

ppsischifswiunit_testichappsisch_def_schtbl4.c(111)
pp: ticfiappsisch_def_schibl.c{111)
pp: _testicfiappsisch_def_schibl3.c(111)
ppsischifswiunit_testichappsisch_def_schthl2.c(111)

v 242 lines matched in 2 locations
apps\citfswiexampleswdp'ci_custom c{62)
apps'citfsw\srcici_custom_ c(62)

v 219 lines matched in 2 locations
o tests) testwt_oscore_test.c(45)
o it-tests! testwt_oscore_test_wxworks.c(47)

v 180 lines matched in 4 locations
tools\gen_sch_tblunit_fests\sch_def_schibl-100x15_odr_apps.c(378)
tools\gen_sch_tblunit_fests\sch_def_schibl-100x15_odr_apps.c(718)
tools\gen_sch_tblwnit_tests\sch_def_schibl-100x15_odr_apps.c{1058)
tools\gen_sch_tblwnit_fests\sch_def_schibl-100x15_odr_apps.c(1398)

v 170 lines matched in 2 locations
appslopnavifswiunit_testiimgattiosal_hooks c(86)
apps\epnavifswiunit_testicfsapplosal_hooks.c{36)

Carnegie Mellon University Code Risk Estimation for OpNav
Software Engineering Institute
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Fault Tolerance

CODE RISK ESTIMATION WORKSHEET: OpNav

ASPECT RISK ASPECT / Focus MITIGATION
FAULT TOLERANCE /
Value Checking High level of return and parameter value checking
Error Handling Existence of a systematic error handling mechanism
Error Logging Existence of an error / fault logging mechanism
GE I =T N Existence of run-time statistics and timing instrumentation
RGO GG TGl Al Effective use of watchdog and system health monitoring

O OpNav exhibits good fault tolerance.

m OpNav checks most (but not all) return and parameter values before use.
m The code uses C-style integer error value checking.
m Event, error, and exception logs are maintained by OpNav.
m Runtime processor and timing data is captured by OpNav to performance logs.
m The code uses a watchdog, though evidence was not found that, prior to a watchdog
reset, the health of all tasks / threads is checked.
Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public 16

release and unlimited distribution.

Software Engineering Institute



Fault Tolerance
Detalil

File:\opnav\cfs\psp\fsw\grut699-vxworksé\inc\cfe_psp_config.h

58 =
1 atchdeg minimum gnd maximum values { in
53 #define CFE_PSP_WATCHDOG_MIN gxeaoaaaadl)
54 #define CFE_PSP_WATCHDOG_MAX @xFFFFFFFEU
56 = /* 75MHz clk / prescaler = 8 (default in Vxhor BSP
57 * = 8,375,808 ticks per second on, 9375 ticks
#define CFE_PSP_WATCHDOG CTR_TICKS PER MILLISEC 9375U

* OpNav configures and
Initializes a watchdog timer to
reset the system if it is not
periodically strobed.

* Code that verifies the health of
all threads and tasks prior to .
strobing the watchdog would be
an improvement.

File: \opnav\cfs\tools\utf\src\utf_cfe_psp_memory.c

int32 CFE PSP _GatXernelTextSegmentInfo( { *PtrickerneiSegment, uint32 * XernelSegment)
int32 return_code;

Mint3z Addressj

f (cfe_psp_return_value[CFE_PSP_GETRERNELTEXTSEGMENTINFO PROC] 1= UTF_CFE_USE DEFAULY_RETURN_COOE)

: cfe_psp_return_value[CFE_PSP_GETKERNLLTEXTSEGMENT INFO PROC];
)
f ( Size0frernelSegment == NMALL )
(
return_code = CFE_PSP_ERROR;
)
{

ddress « (uinti2) (ACFE_ES_Registeripp);
py(PrrTokernelSegnent 8Address sitvof (PirTokernelSegnent));
rnelSegment = (uint32) ((uint32) RLCSDS_ComputeCheckSum

- (uint32) &CFE_ES_Registerdpp);
de = CFE_PSP_SUCCESS)

The code skips some return value checks, many on
memory copy and set functions, as shown above.

This example also shows another issue: it uses the
sizeof the pointer, rather than that of the segment it
points to.

Carnegie Mellon University
Software Engineering Institute
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Security — General

CODE RISK ESTIMATION WORKSHEET: OpNav

ASPECT RISK ASPECT / Focus MITIGATION
3.5 SECURITY /
General d Defensiveness High level of defensive / secure coding practices
Validation High level of validation of untrusted inputs / interfaces
Libraries Low level of use of potentially unsafe library calls
Warnings Evidence that code compiles with no (or few) warnings
Traceability Effective use of executable and parameter file signatures / anti-tamper measures

O OpNav exhibits good fault tolerance.
m Defensive programming techniques are utilized, but these can be strengthened.
No evidence of encryption or data hashing was identified within OpNav.
OpNav employs a modern commercial RTOS, but uses some deprecated library calls.
The code supports several build environments, but compilation threw some warnings.

As a critical system, consider utilizing hashes and / or digital signatures to verify the
executable’s boot image and all data sources at start-up / run-time.

[DISTRIBUTION STATEMENT A] Approved for public 18
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Security — General
Detail

File: \opnav\cfs\apps\io_lib\fsw\src\formatsitctf.c File: \opnav\cfs\cfe\fsw\cfe-core\src\es\cfe_es_api.c
lne TCTF_AD_BYPASS_FLG(Mdr) (((nhar).Octetf{a] »>> =) & ) ing32 Cre_ts munioopluintil *Sunstetur)
« TCTF_WR_BYPASS FLG(hdr,val) ((hdr).Octet[0] = ((hdr).Octet[0] & ) {
(((val) & 1) << 3))
loe TCTF_RD_CTLOMD_FLG(hdr) (((hdr).octec[a] »> 2) & owil)
Fine TCTF_WR_CTLCMO_FLG(hdr,val) ((hdr).Octet[E] = ((hdr).Octer[2] & ) CFE_ES_LockSharedData(__func__,__LINE_))
(((val) & 1) << 1)) - - —t e e
= TCTF_RD_SCID(hdr) ((((hdr).octer[] & ) <« 1) | ((hdr).Octez[1]))
TCTF_WR_SCID(hdr,val) ((har).Octet[6] = ((hér).Octec{o] & (| X X
(((wal) »> %) & 03, ReturnCode = CFE_ES_GetAppIDInternal(8sppID))

(hdr).octet[1] = (val)) ( Returncode == CFE SUCCESS )

« OpNav contains numerous (281) instances of |
function-like macros. Inline functions are fast O5 ComectTatrosyLades (CHE_E5_Glokal. AaTab(a{Ap4I0]. Taskinfo. NoiaTushsd; ETarki))
yet more robust, providing compiler parameter
type checking.

CFe_ts Global, Toskfoble[TuskiD] . fawcut lanfounteres)

3 £ ( *RunStutus we CHE_ES_RUNSTATUS_APP_BUN || *RunStatus == CFE_ES_RUNSTATUS APP ¢

 OpNav code sometimes uses
parameters before verifying them.
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Security — CERT

CODE RISK ESTIMATION WORKSHEET: OpNav

ASPECT RISK ASPECT / Focus MITIGATION
SECURITY /
Density Low density of secure coding issues as per SEI CERT Secure Coding Rules
Priority Low number of high-priority secure coding issues as per SEI CERT Secure Coding Rules

O OpNav exhibits good adherence to most of the CERT Secure Coding rules.
m  Alow density of diagnostics were thrown for wide spectrum secure coding rules.

m Relatively few high-priority secure coding rules showed an appreciable number of
diagnostics.

Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public
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Testability

CODE RISK ESTIMATION WORKSHEET: OpNav

ASPECT RISK ASPECT / Focus MITIGATION
TESTABILITY /
Unit Evidence of unit testing, especially automated (test cases, test harness, etc)
1.4 Regression Evidence of regression testing, especially automated
2.8 Complexity Low valued cyclomatic complexity (CC1) and path count

O OpNav exhibits good testability.

m The code base included extensive unit test code for use with a custom testing
framework.

m Evidence of automated regression testing was identified.

m Functions within the OpNav code have generally low cyclomatic complexity (CC1) and
overall complexity is fairly evenly distributed.

Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public 21
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Testability

Detail-1

File: \opnav\cfs\osal\src\tests\file-api-test\file-api-test.c

File: \opnav\cfs\cfe\fsw\cfe-core\lunit-test\evs_UT.c
= v initiaglization with an unexpected size returned
* by CFE_PSP_GetResetArea

UT_InitData();
UT_SetSizeofESResetArea(e);
CFE_EVS_EarlyInit();
UT_Report( FILE , _LINE_,
WriteSysLogRtn.value == EVS_SYSLOG_OFFSET + 2,
"CFE_EVS_EarlyInit”,
"Unexpected size returned by CFE_PSP_GetResetArea™);
/* Test task initialization where the application registration fails */
UT_InitData();
UT_SetRtnCode(&ES_RegisterRin, -1, 1);
CFE_EVS_TaskInit();
UT_Report(_FILE_ , _ LINE__,
wrltESysLogRtn value == EVWS_SYSLOG_OFFSET + 2,
"CFE_EVS_TaskInit”,
"call to CFE_ES_Regis

erdpp failure™);

28 void 05_Application_Startup(void)
28 =7
3@ errname[@] = @;
31
a2 if (0S_API_Init() != 05_SUCCESS)
33 =7
34 UtAssert_Abort("05_API_Init() failed");
35 )
36
/*
* Register the test setup and check routines in UT assert -
* Pl
* It is done this way so that the output is logically grouped, fEE
* otherwise the entire thing would be Lumped together j:f
* gs a single test case. :Si
UtTest_Add(TestMkfsMount, NULL, NULL, "TestMkfsMount™)j; :;Z
UtTest_Add(TestCreatRemove, NULL, NULL, "TestCreatRemove™); ES?
UtTest_Add(TestOpenClose, NULL, NULL, ccthencl '
UtTest_Add(TestReadWritelLseek, NULL, NULL, "TestRead -=Lsee<”)3
UtTest_Add(TestMkRmDirFreeBytes, NULL, NULL, "TestMkRmDirFreeBytes");
g UtTest_Add(TestOpenReadCloseDir, NULL, NULL, "TestOpenReadCloseDir™); b
58 UtTest_Add(TestStat, NULL, NULL, "Teststat”);
51 UtTest_Add(TestOpenFileAPI, NULL, NULL, "TestOpenFileAPI™);
52 UtTest_Add(TestUnmountRemount, NULL, NULL, "TestUnmountRemount”);
53 UtTest_Add(TestRename, NULL, NULL, "TestRename");
54 1

* The code makes use of a unit test
harness to set up, execute, and tear

down test case sets.

OpNav unit test code goes beyond
happy-paths to test edge cases and
failure mechanisms.

Carnegie Mellon University
Software Engineering Institute

Code Risk Estimation for OpNav
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Testability

Detail-2

OpNav maximum
function cyclomatic
complexity (CC1) is
generally low and is
evenly distributed.

This reduces the
difficulty of attaining
full-coverage unit
testing.

Key:
» Cell Blueness ~CC1
* Cell Size ~SLOC

Carnegie Mellon University
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Summary NASA OpNav 1.5 Code Risk Estimation
L9 A’ e CREW Total Risk Score = 2.50

(Low Fisk) {High Risk)

MAINTAIN IMPROVE

* Good module & code layout consistency and file & ¢ Reduce the number of conditional compilation flags
folder organization in the code and / or make them run-time traceable

* Uniform adherence to stylistic NASA Flight Software * Adopt and adhere to a critical coding standard such

Branch C Coding Standard as MISRA or JSF++ and enforce it via static analysis
* Consistent error handling and logging * Eliminate dynamic memory allocation after boot-
time initialization
* Solid unit testing and (evidence of) automated * Eliminate duplicated source files and copy / pasted
regression testing code sections
* Good run-time code instrumentation & monitoring * Implement traceability of data & executable files
with anti-tamper verification at boot-time
* Excellent accuracy, level of, and clarity of code *  Reduce the number of cyclic and bi-directional
commenting dependencies
* Low density of secure coding issues * Reduce the depth of control structure & call nesting
Carnegie Mellon University Code Risk Estimation for OpNav [DISTRIBUTION STATEMENT A] Approved for public 24
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