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BLUF                  NASA OpNav 1.5 Code Risk Estimation
Bottom Line Up Front

MAINTAIN

• Good module & code layout consistency and file & 
folder organization 

• Uniform adherence to stylistic NASA Flight Software 
Branch C Coding Standard

• Consistent error handling and logging 

• Solid unit testing and (evidence of) automated 
regression testing 

• Good run-time code instrumentation & monitoring 

• Excellent accuracy, level of, and clarity of code 
commenting

• Low density of secure coding issues

IMPROVE

• Reduce the number of conditional compilation flags 

in the code and / or make them run-time traceable

• Adopt and adhere to a critical coding standard such 
as MISRA or JSF++ and enforce it via static analysis

• Eliminate dynamic memory allocation after boot-
time initialization 

• Eliminate duplicated source files and copy / pasted 
code sections

• Implement traceability of data & executable files 
with anti-tamper verification at boot-time 

• Reduce the number of cyclic and bi-directional 
dependencies

• Reduce the depth of control structure & call nesting 

CREW Total Risk Score =
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Assessing Code Risk
Code Risk Estimation Worksheet (CREW)

Code risk assessment process:

• Employ a set of code-centric questions 

specific to the 6 aspects and 31 foci 

shown here.

• Apply static analysis tools to help the 

analyst answer the questions.

• Score the answers to arrive at a risk level 

in [1.0, 5.0] for each focus, aspect, and 

overall.

31

6

Our target is:

• Structural code 

quality – the quality of 

the code itself.

Rather than:

• Functional code 

quality – how well the 

code fulfils mission 

requirements.
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Overview

 OpNav code quality is the best that SEI 

has reviewed to date.

■ The CREW total risk score of 2.50

indicates a solid code design and 

implementation.

■ Fault tolerance and testability are 

stand out characteristics – both imply 

lowered probability of latent defects.

■ SEI recommends improvements 

targeting reusability and general 

security to further enhance OpNav

code quality.

■ Incorporating elements of a critical 

system coding standard would benefit 

overall OpNav quality.      
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Architecture

 The OpNav code base shows adherence to a pre-planned architecture intended for reuse.

■ Modularity and cohesiveness are strong. System stability (94.8%) is high indicating that 

changes would leave most code unaffected even though numerous static global 

variables are used.

■ Dependencies among elements are average in number but show many bi-directional 

and some cyclic dependencies.

■ The dependency structure matrix (DSM) shows a non-strictly layered architectural 

pattern. The layers present consistent application programming interfaces (API).
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Architecture
Detail

• The top-level dependency graph shows mostly 

bi-directional (red) dependencies between 

primary components.

• Architectural metrics for OpNav include:

o System stability = 94.8%

o System cyclicality = 9.5%

o Architectural complexity = 0.52 

o Atom count = 955 and Edge count = 5,427

• The mid-level DSM shows non-strict 

layered components with some inter- and 

intra-component cyclic dependencies.
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Standards

 The OpNav code base shows consistent use of a coding standard.

■ The code’s layout and style is uniformly good. Comments indicate the code adheres to 

NASA’s Flight Software Branch C Coding Standard Version 1 cFE Flight Software 

Application Developers Guide, however SEI did not obtain a copy of this coding 

standard for review.

■ The code contains numerous violations of typical mission-critical or safety-critical 

coding standards such as the NASA / JPL Power-of-Ten, MISRA C, or JSF++. Adoption 

and adherence to a critical-system coding standard is highly recommended by SEI for 

critical embedded systems like OpNav. 
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Standards
Detail

• The OpNav code has consistent code style 

and layout.

• However, OpNav contains many instances 

of using goto, which is discouraged by 

most critical-system coding standards.

File: \opnav\cfs\apps\ci\fsw\src\ci_custom.c 

• The code violates a number of other 

critical system coding issues such as 

43 instances of dynamic memory 

allocation.

• Some other critical system issues 

include:

o Not checking or using non-void return 

values

o Low density of assert usage

o Multi-level pointer dereferencing

File: \opnav\cfs\osal\ut_assert\src\utlist.c
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Maintainability - Comments

 The OpNav code commenting is excellent.

■ Comment density is appropriate. Module and function headers are used consistently 

and in-line code comments are used judiciously / as needed.

■ Comment quality is very good. Being written at the level of the code’s intent, they add 

clarity to the code’s what and why. The comments appear to be accurate and mainly 

use the older C-style /* */, but some use also the C99 // commenting style, which may 

be easier to maintain. 
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Maintainability - Comments
Detail

• In-code comments appear to be accurate, 

are not used too much nor too little, and 

add clarity and intent to the code.

File: \opnav\cfs\cfe\fsw\cfe-core\src\es\cfe_es_api.c

• API function prototypes utilize doxygen

tags to create documentation 

extracted from the code.

• Overall, the OpNav code is very well-

commented, an important benefit for 

maintenance and sustainment.

File: \opnav\cfs\cfe\fsw\cfe-core\src\es\cfe_es_cds.c
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Maintainability - Clarity

 The OpNav code clarity is mostly very good.

■ The code shows consistent style, indents, bracing, and module layout.

■ Symbolic constants are well-named, though some embedded literals exist in the code.

■ Files are mostly header / implementation pairs organized in folders per sub-systems.

■ Readability aspects are generally good, though the code’s reliance on goto hurts its 

“structuredness” (Ev(G)) and some high cyclomatic complexity v(G) functions exist.

■ OpNav utilizes many conditional compilation preprocessor directives that detract from 

the code’s clarity. These can also obfuscate the precise source code options / 

provenance unless compile flag states are available for run-time query.  
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Maintainability – Clarity
Detail

• The code exhibits clean spacing, brace 

usage, and variable & constant naming 

differentiation with relatively few 

embedded magic numbers.

File: \opnav\cfs\apps\fm\fsw\src\fm_app.c

• The code makes heavy use of goto’s and 

pre-processor conditionals which detracts 

from the otherwise good code clarity.

File: \opnav\cfs\apps\opnav\fsw\src\cfsapp\onv_cfsapp_app.c
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Maintainability - Reusability

 The OpNav code reusability could be improved.

■ OpNav has good platform independence.

■ The code has numerous unused variables and functions, with some commented out 

and no-effect code also present.

■ Control structure nesting is high (max = 14), as are the proportion of functions 

exceeding HIS limit of 4 for call depth (49.9%) and the use of goto (672 instances).

■ OpNav contains many identical code sections among files in the same or different sub-

folders within the folder tree.    
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Maintainability – Reusability
Detail

• The code contains many (1,404) instances of 

functions with multiple return points.

File: \opnav\cfs\cfe\fsw\cfe-core\src\sb\cfe_sb_util.c\

• Approximately 22% of OpNav consists of 

duplicated (copy / pasted) code sections. This 

makes code harder to change (all instances) 

and, hence, harder to sustain.
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Fault Tolerance

 OpNav exhibits good fault tolerance.

■ OpNav checks most (but not all) return and parameter values before use.

■ The code uses C-style integer error value checking.

■ Event, error, and exception logs are maintained by OpNav.

■ Runtime processor and timing data is captured by OpNav to performance logs.  

■ The code uses a watchdog, though evidence was not found that, prior to a watchdog 

reset, the health of all tasks / threads is checked. 
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Fault Tolerance
Detail

• OpNav configures and 

initializes a watchdog timer to 

reset the system if it is not 

periodically strobed.

• Code that verifies the health of 

all threads and tasks prior to 

strobing the watchdog would be 

an improvement.

File:\opnav\cfs\psp\fsw\grut699-vxworks6\inc\cfe_psp_config.h

• The code skips some return value checks, many on 

memory copy and set functions, as shown above. 

• This example also shows another issue: it uses the 

sizeof the pointer, rather than that of the segment it 

points to.

File: \opnav\cfs\tools\utf\src\utf_cfe_psp_memory.c
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Security – General

 OpNav exhibits good fault tolerance.

■ Defensive programming techniques are utilized, but these can be strengthened.

■ No evidence of encryption or data hashing was identified within OpNav.

■ OpNav employs a modern commercial RTOS, but uses some deprecated library calls.

■ The code supports several build environments, but compilation threw some warnings.  

■ As a critical system, consider utilizing hashes and / or digital signatures to verify the 

executable’s boot image and all data sources at start-up / run-time. 
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Security – General
Detail

• OpNav contains numerous (281) instances of 

function-like macros. Inline functions are fast 

yet more robust, providing compiler parameter 

type checking.

File: \opnav\cfs\apps\io_lib\fsw\src\formats\tctf.c

• OpNav code sometimes uses 

parameters before verifying them. 

File: \opnav\cfs\cfe\fsw\cfe-core\src\es\cfe_es_api.c
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Security – CERT

 OpNav exhibits good adherence to most of the CERT Secure Coding rules.

■ A low density of diagnostics were thrown for wide spectrum secure coding rules.

■ Relatively few high-priority secure coding rules showed an appreciable number of 

diagnostics.
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Testability

 OpNav exhibits good testability.

■ The code base included extensive unit test code for use with a custom testing 

framework.

■ Evidence of automated regression testing was identified.

■ Functions within the OpNav code have generally low cyclomatic complexity (CC1) and 

overall complexity is fairly evenly distributed.
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Testability
Detail-1

• The code makes use of a unit test 

harness to set up, execute, and tear 

down test case sets.

File: \opnav\cfs\osal\src\tests\file-api-test\file-api-test.c

• OpNav unit test code goes beyond 

happy-paths to test edge cases and 

failure mechanisms.

File: \opnav\cfs\cfe\fsw\cfe-core\unit-test\evs_UT.c



23
[DISTRIBUTION STATEMENT A] Approved for public 
release and unlimited distribution.

Code Risk Estimation for OpNav

Testability
Detail-2

OpNav maximum 

function cyclomatic 

complexity (CC1) is 

generally low and is 

evenly distributed.

This reduces the 

difficulty of attaining 

full-coverage unit 

testing. 

Key:

• Cell Blueness ~CC1

• Cell Size ~SLOC
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Summary           NASA OpNav 1.5 Code Risk Estimation

MAINTAIN

• Good module & code layout consistency and file & 
folder organization 

• Uniform adherence to stylistic NASA Flight Software 
Branch C Coding Standard

• Consistent error handling and logging 

• Solid unit testing and (evidence of) automated 
regression testing 

• Good run-time code instrumentation & monitoring 

• Excellent accuracy, level of, and clarity of code 
commenting

• Low density of secure coding issues

IMPROVE

• Reduce the number of conditional compilation flags 

in the code and / or make them run-time traceable

• Adopt and adhere to a critical coding standard such 
as MISRA or JSF++ and enforce it via static analysis

• Eliminate dynamic memory allocation after boot-
time initialization 

• Eliminate duplicated source files and copy / pasted 
code sections

• Implement traceability of data & executable files 
with anti-tamper verification at boot-time 

• Reduce the number of cyclic and bi-directional 
dependencies

• Reduce the depth of control structure & call nesting 

CREW Total Risk Score =


