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Carnegie Mellon Leads an Ecosystem of Innovation
for Cybersecurity

* Global research university known for its world-class,
interdisciplinary programs in computer science,
machine learning and artificial intelligence, engineering,
business, arts, policy, and science

» Ranked #1 for Computer Science, #1 for Artificial
Intelligence, #4 in Engineering (U.S. News and
World Report)

* 1,400+ total faculty and 130 research centers

» CyLab, CMU's security and privacy research institute,
brings together experts from all schools across
the university
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CMU Software Engineering Institute (SEI)

» Founded in 1984 by the DoD as an FFRDC focused on
software engineering

 Leader in software engineering, cybersecurity, and Al
research

* Non-degree granting college-level unit of CMU
* Established CERT in 1988

» Critical to the DoD ability to acquire, develop, operate,
and sustain software systems that are innovative,
affordable, trustworthy, and enduring

» CMU retains ownership of intellectual property; the U.S.
government enjoys a free-to-use license
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CERT Division

« Has a unique combination of experiential
understanding of DoD missions, network
operations, and constantly changing technology

* Applies the best science to impact operational
missions, increase the trustworthiness of
technology, and develop cyber talent

« Strengthens the resilience of critical national
functions, increases the cybersecurity and
resilience of systems and the Defense Industrial
Base, and develops the cyber capacity of allies
and partners
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CERT Division and the SEI's Interlocking Technical Objectives

CERT Division

* Build innovative technologies to defend against cyber attacks
 Assure the security and resilience of critical capabilities

» Defend against current and emerging threats

Emerging Technology Center

* Applied artificial intelligence and machine learning
» Advanced computing

* Human-machine interaction

» Engineering intelligent software systems
« Software innovation for mission capability
« Software policy and practice to accelerate acquisition
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CERT Division and the SEI's Interlocking Technical Objectives

CERT Division

* Build secure and resilient operational capabilities
 Assure operational resilience and readiness to defend
» Defend against threats with advanced technologies

Emerging Technology Center

* Applied artificial intelligence and machine learning
» Advanced computing

* Human-machine interaction

» Engineering intelligent software systems
« Software innovation for mission capability
« Software policy and practice to accelerate acquisition
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CERT Division — Conducting Cybersecurity R&D

STATUS1 esesese

STATUS 1 e o ee ¥

STATUST1 eeee

STATUS1 e e e

Engineering for cybersecurity
Security and resiliency engineering, software security
assurance, prototype tools for emerging challenges

Improving enterprise cyber resilience
Risk management, assessment, security operations, insider
threat, network situational awareness

Understanding and countering threat
Malware analysis, vulnerability analysis, platform evaluation

Developing the cyber workforce
Rapid cyber skills acquisition, modeling and simulation

Strengthening the foundations of cybersecurity
Data analytics, Al, formal methods

Carnegie Mellon University
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Engineering for Cybersecurity

Security and resiliency engineering

» Apply security engineering risk analysis, expose and
mitigate cyber risk, and reduce cost

* Increase confidence in resilience against cyber attack by
designing in cyber defense mechanisms
Software security assurance

 Apply software assurance methods and tools to define,
validate, and verify software security requirements

» Develop robust, attack-resistant code using secure coding
standards

* [dentify and mitigate risks to the software supply chain

Prototype tools for emerging challenges
« Validate design assumptions with operational prototypes
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Improving Enterprise Cyber Resilience

Risk management

» Ensure that processes and frameworks measurably increase
confidence in risk management for operational readiness

Assessment

+ Build automated diagnostic tools that provide verifiable confidence
in the effectiveness and resilience of cyber-dependent missions

Security operations
» Enable organizations to respond to cyber threats
 Improve cybersecurity capacity building
Insider threat
* Reduce the impact and likelihood of insider attacks
Network situational awareness

* Quickly detect and respond to system and network security risks
with state-of-the-art processes and tools

Carnegie Mellon University
Software Engineering Institute
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Understanding and Countering Threat

Malware analysis
» Develop tools that analyze malware
 Curate collections of malware, attacker tools, and exploits
» Enable development of survivable computing and survivable systems

Vulnerability analysis

» Develop technologies and practices to identify, analyze, and
remove code that causes unintended effects in software systems

* Curate collections of vulnerabilities

 Coordinate vulnerability disclosure and response
Platform evaluation

* Analyze commercial technology

» Develop tooling to examine technology platforms

* Help organizations understand the relevance and behavior of
current technology platforms
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Developing the Cyber Workforce

Rapid cyber skills acquisition
* Build and improve the cybersecurity workforce

* Rapidly accelerate acquisition of cyber knowledge, skills, and
experience

» Develop learning methods and analytics to assess capacity,
capability, and effectiveness

+ Validate methods of effective learning for cyber

Modeling and simulation
* Develop cutting-edge open-source tools and methodologies

 Create and test realistic simulations for operational test and
rehearsal

* Create learning content that interweaves multimedia information
with realistic, scenario-based simulations

» Enable operational tests and rehearsals with reusable
infrastructure and scenario-event designs
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Strengthening the Foundations of Cybersecurity

Data analytics

» Leverage growing data sets and rapidly evolving technologies
including social media, live streaming, real-time analytics, and
machine learning

» Use Al to detect malicious activity and automate cyber
threat analysis
Al
» Evaluate and advance Al-based capabilities for network defense
» Develop verification and validation for ML components used in
behavioral analysis
Formal methods
» Develop metrics and measurement methods
» Support evidence-based policy making
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Example Work Products
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Technical and Process-Driven Solutions: Novel solutions
that include prototype software, proprietary risk and resiliency
methodologies, and evaluative frameworks for assessing
commercial technologies

Training and Exercises: A wide array of cybersecurity-focused
workforce development offerings such as gap-area technical training
content, in-person and distance delivery options, and extensive
modeling and simulation capabilities to test organizational readiness

Analysis and Recommendations: Written artifacts detailing
original SEI research, independent analysis, and findings at varying
levels of technical depth answering organizations’ questions and
addressing organizations’ challenges
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Engage with Us

» SEl is managed by CMU as an FFRDC under Air Force
£2 Contract Number FA8702-15-D-0002

 Contract is a cost-reimbursement, no-fee instrument with
I Federal Acquisition Regulation clauses and provisions
appropriate for research and development work

— (l% « Air Force agencies fund via AF Form 9 or AFMC Form 36;

other DoD agencies fund via DD Form 448, Military
_,_\J Interdepartmental Purchase Request

» Congressionally allocated STE (Staff years of Technical Effort)
O limits the amount of DoD work undertaken
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Engage with Us

» SEl is managed by CMU as an FFRDC under Air Force
£53 Contract Number FA8702-15-D-0002

 Contract is a cost-reimbursement, no-fee instrument with
I Federal Acquisition Regulation clauses and provisions
appropriate for research and development work

— (% * Non-DoD agencies fund via an Inter-Agency Agreement using
— \ FS Form 7600A and 7600B (U.S. Treasury forms)

* Non-DoD agencies must complete a Non-DoD Agency Review
(NDAR) form to address issues related to human-subject
O n... research, export control, conflicts of interest, and privacy
review before beginning work

Carnegie Mellon University CMU SEI CERT Division Overview [DISTRIBUTION STATEMENT A] Approved for public release and unlimited
° y © 2020 Carnegie Mellon University distribution.

Software Engineering Institute

16



Engage with Us

28

» SEl is managed by CMU as an FFRDC sponsored by the
U.S. Department of Defense

» The SEI DoD sponsor reviews all prospective work to
ensure that it is consistent with the SEI charter as an R&D-
focused FFRDC

» The SEI often collaborates with commercial organizations to
help them apply improved software engineering technology

* The U.S. government has a royalty-free government-
purpose license to use, duplicate, or disclose works
authored by the SEI and permit others to do so

» SEI technologies may be licensed for commercial use

Carnegie Mellon University
Software Engineering Institute
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Engage with Us

Download software and tools

Participate in education offerings
Attend an event
Search the digital library

Read the SEI Year in Review

Explore our research and capabilities

Collaborate with the SEI on a new project
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https://www.sei.cmu.edu/publications/software-tools/index.cfm
https://www.sei.cmu.edu/education-outreach/index.cfm
https://www.sei.cmu.edu/news-events/events/index.cfm
https://resources.sei.cmu.edu/library/
https://resources.sei.cmu.edu/asset_files/AnnualReport/2019_001_001_552485.pdf
https://www.sei.cmu.edu/research-capabilities/index.cfm
https://www.sei.cmu.edu/about/work-with-us/index.cfm
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