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Abstract— Sensitivity limits of a specific second order effects
(20E) testing method were studied with respect to the detection
of a specific set of circuit modifications using flash-enabled
FPGAs as a testbed. The 20E method tested was an expanded
variant of Sandia’s Power Spectrum Analysis (PSA) and the
circuit modifications to be studied were hardware Trojans of
different size and with controlled changes to physical layout on
the test FPGA. The focus of this work was data analysis
comparing the utility of traditional Hotelling t*> and
corresponding p-values as separability metrics to confusion
matrix analysis derived from machine learning classifiers based
on logistic regression. The goal of the analyses was to optimize
data collection for 20E features that improve separability while
clarifying the limitations of the method with respect to
identifying the specific risk defined by the part/problem pair.
The optimized 20E methods easily identified physical
differences in FPGAs (associated with manufacture changes
related to lot dates) and certain hardware Trojan varieties were
clearly identified as separable while others proved more difficult
for the 20E features analyzed. This work provides a path for
20E methods optimization and quantification of utility to
mitigate specific risks.

Keywords—second order effects; power spectra analysis;
Trojan detection; quantitative assurance

I. INTRODUCTION

Second order effects (20E) testing methods have been
proposed to provide cost-efficient screening for counterfeit
microelectronic parts and could also be used to identify
reliability escapes as a means to quantitative assurance. 20E
are measurable characteristics, separate from primary
functionality, that are related to the physical implementation
of devices. These characteristics include but are not limited to
electromagnetic emission, power absorption, and other side
channel signals. 20E characteristics have been used to
develop signature “fingerprints” allowing detection of
differences between several types of microelectronic parts
ranging from diodes and capacitors to integrated circuits such
as field programmable gate arrays (FPGAs) [1,2,3]. Further,
20E has been used to identify parts degradation by thermal
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cycling or radiation exposure. However, quantitative
assessment of the goodness of a 20E method to detect specific
anomalies is lacking. The effectiveness of a specific 20E
method to identify differences in parts needs to be quantified
by a separability metric [4]. The work we present here uses
the Hotelling t? distance to quantify separability and
corresponding p-value that measures confidence of data
separation [5]. Further, we test the application of machine
learning classifiers for determining separability.

The work presented here relied on 20E data collected
using a field-programmable gate array (FPGA) based “20E-
testbed” as described previously [6]. This platform allows for
fast and easy collection of 20E data for a significant number
of circuits with controlled modifications to allow the
quantification of 20E method effectiveness to detect such
differences. This experiment also allows us to study how
modification of data collection and data analysis/reduction
techniques relate to quantifiable separability.

While the work described here focused on a specific 20E
method (described in the following section), the purpose of
this paper is rather to address the assessment of any particular
20E method for the identification of specific part variability.
The method is composed of both the data collection and
analysis parts; choices of test equipment, cabling, sampling
parameters all determine the relative value of data collected
which may be simplified in terms of signal to noise, where
signal is defined as elements in the data that supports the
identification while noise is defined as elements in the data
that do not support the identification. After data collection,
data analysis methods are similarly critical in denoising and
defining the effective signal and noise levels that may be
optimized if detectability limits are to be understood. We
believe that the assessment of a method requires optimized
separation of signal from noise, which can be done during
either or both the data collection and analysis steps.

The Methods section is separated into sections describing
what was tested (FPGA Test Bed and Circuit Configurations
Tested), how data was collected (Measurements) and how it
was analyzed (Data Reduction and Analysis). The focus of
this work is the assessment of data reduction and analysis. The
purpose of data reduction is to identify which combinations of



measured features contribute value to identifiable separability
defined with an appropriate figure of merit. The purpose of
our analysis is to quantify separability and identify means to
optimize a method and understand its limitations with respect
to specific risks.

To clarify, a measured “feature” refers to an independent
variable (e.g., a frequency in a power spectrum). A spectrum
consisting of 1000 frequency points would have 1000
features, and a spectrum consisting of 1000 frequency points
measured over two input voltages would have 2000 features.)
However, because differences between parts may be localized
in feature space, not all measured features may contribute
equally to separability for a specific part/problem
combination. Methods that we, and others, have explored in
the past perform a dimensionality reduction on the data, for
example using principal component analysis (PCA), to
remove noise-dominated features, to improve overall signal to
noise, and to potentially improve detectability. We consider
noise to be any aspect of the data that does not contribute
positively to separability. However, the final dimensionality
to be retained is subject to user preference — well-defined
cutoffs for the number of principal components retained may
not exist, and subjectivity is used to determine the number.
This adds an unknown to principal component analysis that,
ideally, would be avoided. We address this by comparing
separability metrics obtained with different numbers of
principal components to assess if rigorous cut-offs can be
established.

II. METHODS
A. FPGA Test Bed and Circuit Configurations Tested
Our 20E test-bed employs a ProASIC3 (A3P125) FPGA on
a ProASIC3 development board that was modified by

removal of filter capacitors. ProASIC3 FPGAs use non-
volatile flash-based gates as configuration bits that are

maintained when the FPGA is
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Figure 1. (a) X-ray images of FPGAs from each lot date
code identifier, showing packaging and die size
differences. (b) Gate usage layout for three example
configurations generated from MicroSemi’s Libero tool.

Configuration Description

Identifier

SW Unmodified SpaceWire IP, no HT
present

SW+2%HT#1 SW+2%HT, HT placed using
default routing

SW+2%HT#2 SW+2%HT, HT placed in upper
middle

SW+2%HT#5 SW+2%HT, HT located in upper
right corner

SW+30%HT SW IP plus 30%HT, HT placed by
default routing

Table 2. Descriptions of FPGA configurations measured

for this manuscript.




significantly different electrical lead design and die size,
determined by x-ray imaging the parts. Fig. 1a shows x-ray
images of two representative FPGAs, one from each lot code
identifier.

A SpaceWire IP (SW) variant that employed ~67% of the
A3P125 FPGA’s configuration resources was employed for
this study. This circuit was modified by insertion of hardware
Trojan functionality that required the use of an additional
30% of the FPGA’s resources (SW+30%HT) or only an
additional 2% of these resources (SW+2%HT). Further, for
the SW+2%HT, several circuit variants were developed by
modifying the physical position of FPGA resources [ 7]
employed for the additional HT circuitry. Fig. 1b shows three
examples identified as #1, #2, and #5. The five different
configurations are included in the dataset analyzed for this
manuscript, listed in Table 2.

B. Measurements

The 20E measurements used in this work are
adapted from Sandia’s Power spectrum analysis (PSA)
method [8,9] wherein a square wave of user-defined
amplitude (voltage) and 10 kHz fundamental frequency was
applied across the power pin (Vcc) and ground of the
programmed A3P125 FPGA. The reflected square wave
signal was measured with an oscilloscope, sampled every 5
ns. From earlier studies to optimize data collection, 16
oscilloscope measurements, with 50 square wave cycles each,
were averaged (in software); this enabled 32-bit deep data in
spite of our oscilloscope only delivering 8-bit data.

This PSA methodology has many positive features
that make it valuable for this work. The square wave is
inherently broad-band with a 1/f (slowly-decaying, where f is
the frequency) profile, meaning that even a low-frequency
square wave probes frequencies up to the sample rate, edge
sharpness, and jitter limitations. Additionally, the pure square
wave consists only of odd harmonics of the fundamental
frequency [10]. If all components in the interrogated device
had linear frequency responses, then only odd harmonics
would appear in the measured spectrum. However, because
components of interest (transistors, p-n junctions, etc) are
nonlinear, even harmonics of the square wave fundamental
frequency will appear due to modal coupling. Our prior work
showed that the even harmonics did a better job of
discriminating small differences between parts. Other
spectroscopy methods for looking at nonlinear responses
exist — such as side band analysis of a sine-wave input — but
none are broadband over a single measurement.

The square wave amplitude is always chosen below
the turn-on voltage for the transistors used in the FPGA,
which is 1.5 V for these FPGAs. The probe signal avoids
turning on and running the FPGA while interrogating the
device. The device not being turned on means no interference
from data streams, calculations, or hardware Trojan
triggering. It also makes this technique part-agnostic: it can
be adapted and optimized for any IC or component. A set of
different voltage amplitudes from 0.4 V to 1.0 V in steps of

0.1 V are applied to the device during each measurement
cycle.

The FPGA was then fully erased and reconfigured
to a different circuit and the measurements repeated until
characteristics of all the circuits of interest were obtained.
This cycle was repeated for the same configuration set
multiple times (referred in this manuscript as “samples”) to
determine systematic measurement noise and drift. An
automated script to power the device, set the configuration,
remove power from the device, and perform a PSA
measurement was created in LabView.

To emphasize the scale of data collected, our overall
method may be summarized as follows. For each of the six
FPGAs (SNs shown in Table 1), we performed 20E
measurements for each of the five circuit configurations
(shown in Table 2), with ten separate programming cycles
made per configuration, for seven different square wave
amplitudes (all without removing the FPGA).

This measurement scheme allows for direct
comparison of the power spectra of different circuit
configurations and individual FPGAs. The number of erase
and reconfigure cycles was kept well below the 10000 cycles
for which the Flash cells in the ProASIC3 are rated, and no
systematic variation in the data related to the number of
program cycles has been observed in this or our prior work.

C. Data Reduction and Analysis

Each measured waveform was normalized such that
the measured square wave has an average of 0 during low
amplitude segments and 1 during high amplitude segments.
This allows measurements taken at different square wave
amplitude voltages to be compared at the same level. Then
each waveform, independently, was fast Fourier transformed
to obtain the power spectrum. Given the 5 ns time step in the
measurement over 50 square wave cycles at 10 kHz
fundamental frequency, the frequency range for the power
spectrum runs from 0 Hz to 100 MHz in steps of 200 Hz. The
power spectrum was segregated into odd, even, and off
harmonics of the square wave fundamental frequency. The
off harmonics have been observed to contain only noise [11]
and are discarded, while the odd and even harmonics are
retained for further analysis. All of the harmonics of the
power spectra are compiled into a dataset incorporating the
measurement date and time, FPGA serial number identifier,
configuration, and measurement voltage. In an extension of
our prior work, we combine all voltage values from a single
measurement cycle into one feature set. Different
measurement cycles of the same FPGA and configuration are
considered identical samples for training purposes — in this
way measurement noise and drift are included in determining
the limitations of the 20E analysis.

Similar to our prior work, we performed PCA on the
data and calculated Hotelling t? values between each sample
cluster. From the t? values and the number of samples, the p-
value, corresponding to the confidence that samples represent



statistically separate clusters, were calculated. The goal of
clustering is to identify individuals that are separate from
others. We note that, even if two clusters are statistically
separate according to t2 and p-values significant overlap may
still occur in the clusters. This limit on the confidence that
any single measurement will fall into a given cluster
necessitates a way to classify individual samples within a set
of known variants. To do this, we explored machine learning
methods combined with different up-front data reduction
methods, by training classifier functions [12] for lot date
code, and circuit configuration.

A classifier function takes a data sample, consisting of
values for a set of measured features as input, then outputs
probabilities for membership in each of the classes trained and
therefore assigns the likeliest class to that data sample.
Creating the classifier function requires fitting (“training”) to
a set of data consisting of measured features and class labels
for known samples. Classifier parameters and fitting routines
are determined by the selected algorithm. Three common
algorithms - logistic regression, support vector machines, and
neural networks — were tested in the work leading to this paper
using Mathematica’s built-in “Classify” function [13].

Because the classifier is trained on data containing many
features, some of which may be noise-dominated, different
subsets of features may produce different classifier function
outcomes. Part of this work is to assess the value of noise
removal by dimensionality reduction for improving classifier
accuracy. An additional benefit of data dimensionality
reduction is the significantly reduced classifier training time
and the resulting complexity of classifier functions; because
dimensionality reduction through PCA is computationally
efficient, the savings could be significant. To assess this
aspect, we trained classifiers on different subsets of the data
obtained in a variety of ways. In one set of methods, certain
harmonics or regions of frequency were simply discarded.
This was motivated by the fact that higher frequencies
contained no discernable information leading to separability,
and that certain harmonics may not be excited significantly
within a given device under test.

We compare a variety of data subsets — both harmonics
covering the complete frequency range, even or odd
harmonics only covering the complete frequency range, and
PCA-reduced subsets of both, odd, and even harmonics,
retaining two to nine principal components.

III. RESULTS

Figure 2 shows the PCA results in two plots for the first
three principal components calculated using even harmonics.
In these plots, the hierarchy of sample, serial number, and lot
date is observed. The tightest clusters represent one circuit
configuration within a single FPGA. The next larger
groupings represent SW and SW+2%HT configurations
within a single FPGA. The largest groupings account for lot
date code, with separation to left and right sides of the black
dashed line. Circuit configurations tend to separate along PC2
and higher PC axes. The 30%HT is well separated
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Figure 2. PCA results for even harmonics using
covariance PCA, showing PC1 vs PC2 and PC2 vs PC3
for all configurations (denoted by color) and FPGA serial
number identifiers (denoted by marker shape). Lot date
separates along PC1 (black dashed line), while the
SW+30%HT configuration separates along PC2 (red
dashed line).

qualitatively from other circuit configurations, as denoted by
the red dashed line in Fig. 2. Separation of other 2%HT
configurations is not well-resolved in the plots of Fig. 2 but is
resolved by the classifier analysis discussed later.

Figure 3 shows the separability metric t?calculated for
nine principal components between all samples. In this plot
the t2 value between each sample set is represented by the
color intensity of the square intersecting the respective row
and column labeled for each sample. The diagonal is always
calculated to be 0, as each sample set has zero separation from
itself. Larger separation by lot date code is observed, and lines
indicating the greater separability for the SW+30%HT circuit
configuration can be seen.

Figure 4 shows that the value of t? tends to increase
rapidly with the first few principal components, then slowly
flattens. This is because the first few principal components
capture almost all the sample to sample variation, as described
previously. Small sample to sample variation in higher
principal components contributes less to the t? value.
However, even if t2 continually increases, the p-value will
have a minimum as more features tends to reduce confidence
and increase the p-value [14]. This is illustrated in Fig. 4b-c,
which shows tZand p-values relative to SW configuration for
serial number 05 (showing only similar configurations within
a single FPGA), versus number of principal components
retained in the calculation for close clusters. We note that very
well-separated clusters produce p-values below machine



precision for all principal components and, for that reason, are
not be included in Fig 4b-c.

282$W+2%HT #1

o
22
15SW+2%
15SW+30%
15SW+2%
15SW+2%

| B[

15
12SW+2%HT #1
12SW+30%HT
12SW+2%HT #5
12SW+2%HT #2
12SW
07SW+2%
07SW+30%
07SW+2%
07SW+2%

07.
05SW+2%
05SW+30%
05SW+2%
05SW+2%
05.
= = = [ [ = 2
aua:|:aguu:uﬁnu:ugau:nganIuguu:u
e e e e ] ] e L e
OIISISIISI+IISI-IISINIISINIIST
RXRPR VRPN VRVPR RO VROR VROR
ania Aaia acin ania ania acia
FTFES+ F+SH FIFS+ +FSF 145+ FiSH
2202 =202 Z=hs S=0Hs =2D= =202
an8n HOSH DOND VNLH VOJND LOJN
LY AT ANT AN VLT NN "N
OO © OO0 O vv v vv v AN N NN N

Figure 3: Hotelling t2 distance between sets for all
configurations and serial number identifiers. considering

A good cut-off for the number of principal components
can be determined as the number that minimizes the p-value
(thereby maximizing confidence in separation). This number
of principal components will depend on the number of
configurations included in the dataset as well as the
measurement features, and will not, in general, be obtained in
a nonempirical manner. For example, in this dataset based on
Figure 4c, six principal components is a natural cut-off.

As mentioned in the “Methods” sections, classifier
functions were trained on the data, with training data
consisting of a random subset of seven measurements of each
sample. Two classifiers were trained: one whose class set was
the two lot date codes, and one whose class set was the
configuration. Lot date codes easily classify accurately no
matter the data reduction method, and the results are not
discussed further here. To compare the value of different data
reduction methods, we trained classifiers on different data
subsets and reduction methods: even and odd harmonics; PCA
reduction of the data retaining different numbers of principal
components; the entire frequency range using complex FFT
(that is, keeping phase information) and just the FFT
amplitude (removing phase information). Figure 5 shows a
subset of the confusion matrices generated during analysis for
a logistic regression classifier algorithm [12], comparing
different levels of data inclusion and dimensionality
reduction. We tested other classifier algorithms including
support vector machines and a neural network; however,
logistic regression tended to perform well and require the
shortest training time. The effectiveness of the classifier
algorithm for determining separability from the available 20E
data is qualitatively seen in the extent to which the confusion
matrices maximize the diagonalized values with minimized
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Figure 4. a) t? vs number of principal components
retained for one circuit configuration (SW) measured on
five different physical FPGAs. b) t? vs number of
principal components for different, low- t2? circuit
configurations (recorded on two different FPGAs of the
same lot date code). ) p values for the t2values from (b).

values in the off-diagonal elements; for example, in all of the
matrices presented in Figure 5, the SW+30%HT was
classified correctly most often.

Retaining six principal components, and considering only
even harmonics, resulted in the best sensitivity/specificity
values across all the circuit configurations tested. Including all
measured 20E features decreased classifier accuracy for this
data indicating that regions in the data consisting mainly of
noise “confuse” the classifier and/or prevent the classifier
from efficiently finding a solution. While the SW+30%HT
was found most clearly separable, the smaller circuit
modifications represented by the set of 2%HT circuits are
much less separable across FPGAs. With six to nine principal
components, and only even harmonics considered, one of the
SW+2%HT varieties was fully distinguishable while others
were not well separable from each other; correlation of the
physical differences between the different SW+2%HT
variants with separability (based on our optimized PSA
methods) is the focus of ongoing work.

IV. CONCLUSIONS
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Figure 5. Example confusion matrices for classifiers for different subsets of the data: even and odd harmonics, retaining 3, 6,
and 9 principal components, retaining the entire frequency range and complex FFT, and retaining the entire frequency range
with just the amplitude. These classifiers use a logistic regression algorithm.

Using reprogrammable FPGAs as a testbed with a
modified PSA-type 20E method, variations in FPGA
structure related to lot date code, and circuitry modifications
represented by HT insertion, were readily quantified for
separability across a variety of data analysis techniques
including t? tests and machine learning classifiers.
Dimensionality reduction by PCA appears to be a valuable
pre-classification method for removing noisy features,
focusing on important regions, and speeding up training
processes. However, small circuit modifications showed
limited separability despite improvements made by
dimensionality reduction and employing machine learning
classifier algorithms. The technique may need to be further
optimized or combined with other methods to separate very
similar parts and very small modifications. Identification of
the limitations of specific 20E methods, such as presented in
this work, is critical for evaluating the value of potential risk
mitigation for specific parts/problem pairings.

While clearer experiments may focus on optimizing the
separability of specific circuit modifications (for example, we
have also developed and analyzed data sets focused on
identifying separability of small 2%HT modified circuits
using a single FPGA), the complicated data set presented in
this work - covering by multiple individual FPGAs, lot date
related changes in ICs and circuit configuration changes -
provides a broader basis for testing the value derived from
application of data dimensionality reduction and machine
learning methods and understanding the breadth of the
problem for identifying optimization and understanding
limitations of a specific 20E method for identifying a specific
problem.
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